ASA/PIX 7.x and VPN Client IPSec
Authentication Using Digital Certificates with
Microsoft CA Configuration Example
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Introduction

This document describes how to manually install a 3rd party vendor digital certificate on the Cisco
Security Appliance (ASA/PIX) 7.x, as well as VPN clients, in order to authenticate the IPSec peers
with Microsoft Certificate Authority (CA) server.

Prerequisites

Requirements

This document requires that you have access to a certificate authority (CA) for certificate
enroliment. Supported 3rd party CA vendors include Baltimore, Cisco, Entrust, iPlanet/Netscape,
Microsoft, RSA, and VeriSign.

Note: This document uses Windows 2003 Server as a CA server for the scenario.

Note: This document assumes that there is no pre-existing VPN configuration in the ASA/PIX.

Components Used

The information in this document is based on these software and hardware versions:

- ASA 5510 that runs software version 7.2(2) and ASDM version 5.2(2).
- VPN Client that runs software version 4.x and later.



The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

The ASA configuration can also be used with the Cisco 500 Series PIX that runs software version
7.X.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this
document.

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on
the commands used in this section.

Network Diagram

This document uses this network setup:

| IPSec Tunnel )

VPN Client
10022 0524 ASA

. Dynamic allocated IP by VPN Server
e [ASA) - 10.5.5.10

Communication babween CA server
= and its Clients for certifcate request
-' #band verifications for authenticatiing

Cortificate Authority (CA) Server — CA1 Wracpaam

Note: The IP addressing schemes used in this configuration are not legally routable on the
Internet. They are RFC 1918 addresses which have been used in a lab environment.

Confiqurations

This document uses these configurations:

. ASA Configuration
. ASA Configuration Summary
- VPN Client Configuration



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

ASA Configuration

Complete these steps in order to install a 3rd party vendor digital certificate on the ASA:

Step 1. Verify that the Date, Time, and Time Zone Values are Accurate

Step 2. Generate the RSA Key Pair

Step 3. Create the Trustpoint.

Step 4. Generate the Certificate Enrollment.

Step 5. Authenticate the Trustpoint

Step 6. Install the Certificate

Step 7. Configure Remote Access VPN (IPSec) to Use the Newly Installed Certificate

Step 1. Verify that the Date, Time, and Time Zone Values are Accurate

ASDM Procedure

1. Click Configuration, and then click Properties.

2. Expand Device Administration, and choose Clock.

3. Verify that the information listed is accurate.The values for Date, Time, and Time Zone must
be accurate in order for proper certificate validation to

occur.
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Command Line Example

CiscoASA

CiscoASA#show clock 16:25:49.580 IST Fri Dec 28 2007

Step 2. Generate the RSA Key Pair

The generated RSA public key is combined with the identity information from the ASA to form a
PKCS#10 certificate request. You should distinctly identify the key name with the Trustpoint for
which you create the key pair.

ASDM Procedure

1. Click Configuration, and then click Properties.
2. Expand Certificate, and choose Key Pair.
3. Click

Add.
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4. Enter the key name, choose the modulus size, and select the usage type.Note: The
recommended key pair size is 1024.
5. Click Generate Now.The key pair you created should be listed in the Key Pair Name column.
Command Line Example

Refrash

CiscoASA

CiscoASA#configure terminal CiscoASA (config) #crypto key

generate rsa label my.CA.key modulus 1024 !/--- Generates 1024
bit RSA key pair. "label" defines the name of the key pair.
INFO: The name for the keys will be: my.CA.key Keypair

generation process begin. Please wait... ciscoasa(config)#

Step 3. Create the Trustpoint




Trustpoints are required to declare the Certificate Authority (CA) that your ASA will use.

ASDM Procedure

1. Click Configuration, and then click Properties.
2. Expand Certificate, and then expand Trustpoint.

3. Choose Configuration, and then click
Add.
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Configuration

Configure a Certificate Authartty (CA) as a trustpoint.

Tristpoing Mame

Device Certificate Subject

Ca Certificate Subject | Al

4. Configure these values:Trustpoint Name: The trustpoint name should be relevant to the
intended usage. (This example uses CAl.)Key pair: Select the key pair generated in Step 2 .

(my.CA key)
5. Ensure Manual Enrollment is selected.

6. Click Certificate Parameters.The Certificate Parameters dialog box appears.
7. Click Edit, and configure the attributes listed in this table:In order to configure these values,
choose a value from the Attribute drop-down list, enter the value, and click

Add.
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Attribute: |- Select Attribude -- - el
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8. Once the appropriate values are added, click OK.
9. In the Certificate Parameters dialog box, enter the FQDN in the Specify FQDN field.This
value should be same FQDN you used for the Common Name



@ Certificate Parameters

Erter the values for the parameters that are 1o be included in the certil
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10. Click OK.
11. Verify the correct key pair is selected, and click the Use manual enrollment radio button.

12. Click OK, and then click
Apply.




#% Add Trustpoint Configuration

Trustpoint Mame: ICM

[~ Gererste & zelf-zighed cedificate on enrallimett

If thiz option iz enabled, only Key Pair and Cedificate Parameters can be specified.

Enrallment Settings I Revocation Check I CRL Retrieval F'Ellil:':.-'l CRL Retrieval Methcudl OCSH

Mewe Key Pair...

Enraolliment Mode

Eﬁ' Uze manual enru:nllrnent:l

™ Use automatic enrallmert

Key Pair: [ iy S key 1' Shavwy Details |
Challerge Confirm Challenge
Pazzward: Pazzward:

Enrolliment Mode can only be specified if there are no cetificates azzocisted with this trust

Enraollment LRL: it ss I

Fetry Period: |1 minutes
Fetry Count: IIII [(Uze 010 indicate unlimited retries)

_ertificate Parameter

04 Cancel Help
Command Line Example
CiscoASA
CiscoASA(config) #crypto ca trustpoint CAl !--- Creates the

trustpoint. CiscoASA(config-ca-trustpoint) #enrollment
terminal /--- Specifies cut and paste enrollment with this
trustpoint. CiscoASA(config-ca-trustpoint) #subject-name
CN=wepvpn.cisco.com, OU=TSWEB, O=Cisco Systems,C=US, St=North
Carolina,L=Raleigh /--- Defines x.500 distinguished name.
CiscoASA(config-ca-trustpoint) #keypair my.CA.key /---
Specifies key pair generated in Step 2. CiscoASA(config-ca-
trustpoint) #fgdn CiscoASA.cisco.com !--- Specifies subject
alternative name (DNS:). CiscoASA(config-ca-trustpoint) #exit

Step 4. Generate the Certificate Enrollment




ASDM Procedure

1. Click Configuration, and then click Properties.

2. Expand Certificate, and choose Enroliment.

3. Verify the Trustpoint created in Step 3 is selected, and click Enroll.A dialog box appears that
lists the certificate enroliment request (also referred to as a certificate signing

reguesq.

@= Enrollment Request

To complete the enrallment process, pleaze paste the following PRCS10 enroliment regquest into the
managemett interface of the CA.

Yo will need to install the cedificate after receiving it.
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4. Copy the PKCS#10 enrollment request to a text file, and then submit the saved CSR to your
3rd party vendor (such as Microsoft CA) as shown in this procedure:Log in to the CA server
172.16.5.1 with the user credantials supplied to the vpn
server.



%} about:blank - Microsoft Internet Explorer provided by Cisco Systems, Inc.
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4= Back ~ =~ @ it | @_Search (3] Favorites @Media ®| %v = = ]
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Enter Network Password s
? Fleaze type your uger name and paszword.
Site: 1721651
User Hame | VPIMEEr
Pazzword S J
Diornain

[T Save this password in your password list

] Cancel

Note: Make sure you have a user account for the ASA (vpn server) with the CA server.Click
Request a certificate > advanced certificate request, and then select Submit a
certificate request by using a base-64-encoded CMC or PKCS#10 file or submit a

renewal request by using a base-64-encoded PKCS#7
file.

ddress | ] hito: 1172, 16.5. 1 fearterveatrgad asp =] @ | n

Microsoft Cetificate Serdces

Advanced Certificate Request
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Eequest a cerificate for & smart card on behalf of another user by using the smart card ceificate enrollment station
Hote: You musi hawe an enrollmend agent cerificate o subm# a requast on bahal of another wser.
Copy and paste the encoded information into the Saved Request text field, and click
Submit.




Submit a Cerificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded
source (such as aVeb server) in the Saved Request box.

Saved Request:
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the Base 64 encoded radio button, and click Download

Microsoft Cerificate Services - CAT

Certificate Issued

The cerificate you requested was issued to you.

C DER encoded or & Base 64 encoded

.2‘1 Download certificate

Diownload cetificate chain
certificate \When

the File Download dialob box appears, save it with the name cert_client_id.cer, which is the
identity certificate to be installed on the




Some files can harm pour computer. [F the file information belaw
lookz suzpicious, or you do not fully trust the zource, do not opern or
zave this file.

File name: certnew, cer

File tppe:  Secunty Certificate
From: 1721651

,fi\, This type of file could harm wour computer if it containz
malicious code.

Wiould you like to open the file or zave it to your computer?

Open | Save I Cancel tare [nfo

¥ &lways ask before opening this tupe of file

ASA

Command Line Example

CiscoASA

CiscoASA (config) #crypto ca enroll CAl /--- Initiates CSR.
This is the request to be submitted !--- via web or email to
the 3rd party vendor. % Start certificate enrollment .. % The

subject name in the certificate will be:
CN=CiscoASA.cisco.com,QU=TSWEB, O=Cisco Systems,C=US, St=North
Carolina,L=Raleigh % The fully-qualified domain name in the
certificate will be: CiscoASA.cisco.com % Include the device
serial number in the subject name? [yes/no]: mo !--- Do not

include the device's serial number in the subject. Display

Certificate Request to terminal? [yes/no]: yes !--- Displays
the PKCS#10 enrollment request to the terminal. !--- You will
need to copy this from the terminal to a text !--- file or

web text field to submit to the 3rd party CA. Certificate
Request follows:
MIICHjCCAYcCAQAWgaAxXxEDAOBgNVBACTB1JIhbGVpZ2gxFzAVBgNVBAgTDk5vC
nRo

IENhcm9 salW5hMQswCQYDVQOGEWIVUZ EWMBOGA1UEChMNQ21zY28gU31zdGVtc
zEO
MAWGA1UECXMFVFNXRUIXGzAZBgNVBAMTEMNPCc2NVYXNhLmNpc2NvLmNvbTEhM
B8G
CSQGSIb3DQEJANYSY21zY29hc2EuY21zY28uY29tMIGEMAOGCSQGSIb3DQERA
QUA
A4GNADCBi1QKBgQCmM/2VteHnhihS1u0j0+hWa5KmOPpI6Y/MMWmggBaBIM4yT
x5b
Fm886s8F73WsfQPynBDfBSsejDONBpFYzKsGEf7TUMQOB2m2RFagfyNxYt3oMXS
NPO

ml1dZ0xJVnRIp9cyQp/983pm5PEDD6 /ho0OnTktx01i+1cEX01uBMh7o0KargwIDA
QAB

oDOwWOwYJKoZ ThvcNAQkOMS4wLDALBgNVHQ8EBAMCBaAWHQYDVRORBBYWFIISY
21z
Y29hc2EuY21zY28uY29tMAOGCSGGSIb3DOEBBAUAAAGBABrxpY0q7SeOHZ £3y
EJg
pPo6wG+0ZpsvpYI/HemKUlaRc783w4dBMO51ulTENHgRGAXrTbQn0B7JPIbkc2y
kkm

bYVRt /wiKc8FjpvPpfOkjMKOT3t+HeQ/5Q1Kx2Y/vrgs+Hg5SLHpbh]j /Uol3y




WCe 0Bzg59cYXqg/vkogzZV/tBuACr ---End - This line not part of
the certificate request--- Redisplay enrollment request?

[yes/nol: no ciscoasa(config)#

Step 5. Authenticate the Trustpoint

Once you receive the identity certificate from the 3rd party vendor, you can proceed with this step.

ASDM Procedure

1. Save the identity certificate to your local computer.

2. If you were provided a base64-encoded certificate that did not come as a file, you must copy
the base64 message, and paste it into a text file.

3. Rename the file with a .cer extension.Note: Once the file is renamed with the .cer extension,

cert_client_id.

the file icon should display as a certificate as shown.
4. Double-click the certificate
Certificate

General | Details | Certification Path |

.
! = Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

*Ensures the identity of a remote compuker

#Proves your identity ko a remoke compuker

*216,840.1.1153733.1.7.21
file. Note: If the
"Windows does not have enough information to verify this certificate" message appears in
the General tab, you must obtain the 3rd party vendor root CA or intermediate CA certificate
before you continue with this procedure. Contact your 3rd party vendor or CA administrator in
order to obtain the issuing root CA or intermediate CA certificate.

5. Click the Certificate Path tab

6. Click the CA certificate located above your issued identity certificate, and click View




Certificate

General | Details Certification Path |

— Cerkification path

iZiscod5h, cisco, com OU=TSWEE

Wiew Certificate

i_ertificate status:

This certificate is Ok,

Certificate

] 8

Detaile

d information about the CA certificate appears.

7. Click Details in order to know more information about the identity



Certificate EE:

ieneral Details |CertiFicatiDn Path I

Shi: -=::;:-.||::=- j
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ESErial nurmber &11E ES9E 0000 Q000 0007
Eﬁignature algarithm shalRaa s
Elssuer ZA1, TaWeb, cisco, com
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ESuhject CiscofSs, cisco,com OU=T3W, .,
[FPublic key RS54 (1024 Eits) hd

Edit Properkies. .. iZopy ko File, ..

ik,

certificate.

8. Before you install the identity certificate, the CA certificate must be downloaded from the CA
server and installed in the ASA. Complete these steps in order to download the CA certificate
from the CA server named CA1:Log in to the CA server 172.16.5.1 with user credantials
supplied to the vpn




a about:blank - Microsoft Internet Explorer

server.

File Edit Miew Favorites Tools  Help

(J Back - €3 - [x] (2] @n | | Search - Favorites & | (4

ddress I@ htkpiff172.16.5. 1 /certsry

Connect ko 172.16.5.1
iR

Connecting bo 172.16.5.1

User name: € wprserver i | o |

Password: TTITIIL

[ Remember my password

QK I Zancel

Click Download a

CA certificate, certificate chain or CRL , and then select the Base 64 radio button in order
to specify the encoding method.Click the Download CA
certificate.



Download a CA Cerdificate, Certificate Chain, or CRL

[0 trust certificates issued from this certification authority, install this CA cer

[0 download a CA certificate, certificate chain, or CEL, select the certificate

CA certificate:

rncoding method:

Dowinload CA cerificate ]
Download CA cedificate chain
Download latest base CRL
Download latest delta CEL

Save the CA certificate to your computer with the name

File Download - Security Warning

Do you want to open or zave thiz fle?

Mame: certnew,cer

Type: Security Certificate, 1.64 KB
From: 172.16.5.1

dpen Save

While files from the [nternet can be uzeful, thiz file type can
o potentially harm pour computer. IF you do not trust the source, do not

open or gave thiz zoftware, What's the nsk?

certnew.cer.
9. Browse to the location where you saved the CA certificate.
10. Open the file with a text editor, such as Notepad. (Right-click the file, and choose Send To
> Notepad.)
11. The base64-encoded message should appear similar to the certificate in this
image:




12.
13.
14.
15.
16.

] certnew.cer - Notepad

File Edit Format Help

————— BEGIM CERTIFICATE-——--

MIIENTCCAdwlawI BAagIacInxmUdkd IxGUdgaowt OnDANBgk ghk 1G9wiBAQGUFADER
MRMWECY KCZIm 1 ZPyLGOEGRY DY 2 STMR UwEwWY KCZImI ZPyLGEOBGRYFY 2 1 2 28xFTAT
Fgodkialk, /TsZAEZFgvuUld ]y | EMMACGALUEAXMDOOE xMES XDTAZMT I xNDAZMDED
MLoxDTEyMT I xNDAZMT AxNYOwUTETMEEGCgmSIomT 81 xk ARk wAZ My B TEVMBEMSC gms
0omT 87 xk ARk WEWNPCZ NMuMRLUWEWY KCZIm ZPyLGREGRY FWFNZWI xDDAKEQNVEAMT
A ONBMTCCASTwDOY IK0ZIhv CNAQEBBQADHYEPADCCAQDC QUEBAQLPY S eLVYy 1 LMAS
FSGEMZ3 sCTROTCMWO X 7 grEmmi o070k GApAYMTHr K4 31 IMuaekBposZ2dd THOhT
bt ACZaHpBUYI SwoZ00ULPmwAMUiMAD+MLSI gThndos 1Ty 7y hh2wwem i | conwdog+
fox+swaehNC]slrxeuaHpIBTuanockueBUB] xgplunPaklGEywEBTaTvdmM A kZzF4 dbgr
y 3GOFGMhE8ZGx0ys 1 DEaUd xRV whDhM Ivwoy Brxdwik hd uC 04 xxomr S/ sctltdwocvk 2w
LEwC sptw7Clak Tofmixk,ds /22 aluxr HyysoCFoFyk LvES, Q1 o+ T0ess 24T 1 Dhxx
WPKRGIECAWEAA&GCAWBWQgFFMEMGCSSGAQQngCUAQQGHEQAQWEBMASGAlUdDWQE
owI Bhj APBQHVHRMBAT SEET ADAOH,MEOGALUADOOWEETZrbEI8] QI BRRDLIMY MG
AP T wDCC A0MEAL UdHWS B+ ZCB+DCEYaCBEqCE 74 aBT Wik vab Ly Bv0d SO0Ex L ERO
YR T LW Oy SZMTQUNTLENOPUNEUC xDT j10dwWIs 3w TM]BELZxk TM]BTZx12 awh 1 CyxD
TilT=x=J2awh 1 CyxDT]1lDb2 SmawdlcmFOawSuLERDPVRTVZ W LERDPWNPCZ MY LERD
oy b T 2= 10awzZpy 2F02v I TdmS i vxRpb2 SMaxNOP2 The2 U D2 JgZ2wNog2 xhe3ma
1IMRG ] ZdHIpynv0awduUG9phnsGNwhOdHAGBL w30yl 3Mms ZLwF oy 5 0C3d v 5]
2o by 5 b2 0w vyrd EvucmSs hCSDOTEUY 3 1sMBAGC S SGAQMED ] CWVAdQDAGEAMADG
:SqGSIbEDQEEBQUAAdIBAQA&UF?AsyESIth+?SﬁiX5L+HUU34XDDE4MiCbKJEHP
| 6286 1GwWLRbT Svyn 1 TrgRySHED 1 rdUScHQHUC DS /BEZwWAgTmGUm++HM 1] nwE 1w IF
[Chwox TOxsDT+nSY Ok 8hnGoucTd SQETHr NBEy YW SGROTE+OC SL+yT Jwwl SGZh | ZE
1 ovUTPA+PT 7dmARBUOZWZ ZDW S KGAVLUBGS M FAdBwWZDPEVMECQFWHCHNIT cufudx]h
1> COBDK0ZY 09pPOE7 FUTA0USCLTUT TPOMe0y 20 J0r+ X aZx 2 EwGPNld Sz ST gT
B s FABAUH+pRIOT SETJOgMSOGF 14 57 CIHTdx 1 vD+pE5at

————— EMD CERTIFICATE---—-—

Within ASDM, click Configuration, and then click Properties.

Expand Certificate, and choose Authentication.

Click the Enter the certificate text in hexadecimal or base64 format radio button.
Paste the base64-formatted CA Certificate from your text editor into the text area.
Click

Authenticate.
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17. Click OK.
Command Line Example

CiscoASA
CiscoASA(config) #crypto ca authenticate CAl !--- Initiates
the prompt to paste in the base64 CA root !--- or

intermediate certificate. Enter the base 64 encoded CA
certificate. End with the word "quit" on a line by itself =---
--BEGIN CERTIFICATE-----
MIIEnTCCA4WgAwIBAgIQcInxmUdk4IxGUAgqAoWt OnDANBgkqghkiGO9w0OBAQUFA
DBR
MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28xXF
TAT
BgoJdkiaJdk/ISZAEZFgVUU1d1lYjEMMAOGA1UEAXMDQOExXMB4XDTA3MTIXNDA2M
DEO

M1oXDTEYMTIXNDA2MTAXNVOwWUTETMBEGCgmSJomT 8 ixkARKWA2NvbTEVMBMGC
gmsS

JomT 8 1 xkARKWBWNpCc2NVMRUWEWYKCZImiZPyLGQBGRYFVFNXZWIxXDDAKBgNVB
AMT
AONBMTCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOQP7 seuVvyiL
mA9

BSGzMz3sCtRITCMWOx7gM8mmiD0070kGApAvmt HrK431iMuaeKBpo5Zd4 TNgN
tix
bt6czaHpBuyIsyoZOOUlPmwAMuiMAD+mL9IgTbndosJfy7Yhh2viWeMijcQnwd
oqg+
Kx+sWaeNCjslrxeuaHpIBTuaNOckueBUBjxgpJuNPAk1G8YwBfaTV4M7kZ£4d
bQI
y3GoFGmh8zGx6ys1DEaUQxRVwhDbMIvwqYBXWKh4uC04xxQmr//SctltdWQcv




k2v

uBwCsptW7ClakTgfm5XK/d/ /z2eUuXrHYySQCfoFyklvE6/Qlo+fQeSSz+T1D
hXx
wPXRO18CAwWEAAaOCAW8SwggFrMBMGCSsGAQQBgjcUAgQGHgQAQWBBMASGA1UAD
wQE
AwIBhjAPBgNVHRMBAfS8EBTADAQH/MB0GA1UdDgQWBBTZrb8I8jgISRRDL3mMYE
NQJ
PAP1WDCCAQMGA1UdHwSB+zCB+DCB9aCB8QCB74aBtWXkYXA6LYy8vQ049Q0EXL
ENO

PVRTLVcySzMt QUNTLENOPUNEUCxDT]j 10dWJsaWM1MjBLZXk1MjBTZXJ2aWNlc
yxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWwdlcmF0aW9uLERDPVRTV2ViLERDPWNpc2NvL
ERD
PWNvbT9jZXJ0aWZpY2F0ZVJI1dm9jYXRpb25MaXNOP2JThc2U/b2JgZWN0Q2xhc
3M9
Y1JMRG1lzdHIpYnV0aW9uUGIpbnSGNWhOAHA6Ly90cyl3MmszLWFjcy50c34lY
i5j
aXNjby5jb20vQ2VydEVucm9sbCIDQTEuUY3JsMBAGCSsSGAQQBgjcVAQQDAGEAM
AOG
CSQGSIb3DQEBBQUAA4IBAQAAVFPASYESItqA+7sii/5L+KUV34/DoE4MicbXd
eKr

L6Z86JGW1IRbf5VYnl1TrgqRy6HEOolrdU6cHgHUCDY /BZWAGfmGUm++HM1jnW81i
vIF

DcNwx1lQxsDT+n9YOk6bnG6uOf4 SgETNrNSEYYVrSGKO1lE+OC5L+ytJvwl9GZh
1zE
10VUfPA+PT47dmAR6UO2V2zZDW5KGAVLU8GsrFA8wZDPBVMKCgFWNcNItcuful
xlb
1XXc68DKoZY09pPg877uTaou8cLtuiiPOmeOyzgJON+xaZx2EwGPnl149zpXv5
tqT 9Ms7ABAu+pRIoi/EfjQgMSQGF1457cIH7dx1VD+p85at ----- END
CERTIFICATE----- quit !--- Manually pasted certificate into
CLI. INFO: Certificate has the following attributes:
Fingerprint: 98d66001 f65d98a2 b455fbce d672c24a Do you
accept this certificate? [yes/no]: yes Trustpoint CA
certificate accepted. % Certificate successfully imported
CiscoASA (config)#

Step 6. Install the Certificate

ASDM Procedure
Use the identity certificate provided by the 3rd party vendor to perform these steps:

1. Click Configuration, and then click Properties.

2. Expand Certificate, and then choose Import Certificate.

3. Click the Enter the certificate text in hexadecimal or base64 format radio button, and
paste the base64 identity certificate into the text
field.
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4. Click Import, and then click OK.
Command Line Example

CiscoASA

CiscoASA (config) #crypto ca import CAl certificate !/---
Initiates prompt to paste the base64 identity certificate !--
- provided by the 3rd party vendor. % The fully-qualified
domain name in the certificate will be: CiscoASA.cisco.com
Enter the base 64 encoded certificate. End with the word

"quit" on a line by itself !--- Paste the base 64 certificate

provided by the 3rd party vendor. =---=- BEGIN CERTIFICATE-----
MIIFpzCCBI+gAwIBAgGIKYR71lmwAAAAAABzANBgkqhkiG9w0OBAQUFADBRMRMWE
QYK

CZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28xFTATBgoJk
iag
k/ISZAEZFgVUU1d1lYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIXNTA4MzUzOVOoXD
TAS5
MTIxNDA4MzUzOVowdjELMAkGA1UEBhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhe
m9s
aW5hMRAwWDgYDVQQHEwWdSYWx1aWdoMRYwFAYDVQQKEw1DaXNjbyBTeXN0ZW1zM
SQw
IgYDVQQDExtDaXNjbOFTQS5jaXNjby5jb20gT1UIVFNXRUIwgZ8wDQYJKoZIh
vcN
AQEBBQADgY0AMIGJAOGBALJiCqggzIla3W2YAc1AIO3NAI8UpW5JHK14CqgB973
HpX
BmEfXVF5/mNPUI5tCq4+vC+il05T4DQGhTMAAMLEYDp/0SQVauUsY7zC0OsS8iq
xgO
2zjwLCz3jgcZfylS08tzkanMstkD9yK9QUsKMgWgBT7EXiRkgGBvjkF/Caeqn
GRN
AgMBAAG]ggLeMIIC2jALBgNVHQS8EBAMCBaAWHQYDVRORBBYWFIISQ21zY29BU
0Eu
Y¥21zY28uY29tMBOGA1UADgQWBBQSJIC3bSQzeGv4tY+MeH7KM1 0xCFjAfBgNVH
SME
GDAWgBTZrb8I87jqI8RRDL3mMY£ENQIPAP1WDCCAQMGA1UdHWSB+2zCB+DCB9aCB8
qCB
74aBtWxkYXA6Ly8vQ049Q0EXLENOPVRTLVCYSzMt QUNTLENOPUNEUCXDT] 1Qd
WJs
aWM1MjBLZXk1MjBTZXJ2aWN1lcyxDTj1TZXJ2aWNlcyxDTJj1Db25maWdlcmF0a
W9u
LERDPVRTV2ViLERDPWNpc2NVvLERDPWNvbTOjZXJ0aWZpY2F0ZVJI1dm9j YXRpb




25M
aXNO0P2Jhc2U/b2JqZWN0Q2xhc3MI9Y1IJMRG1zdHIpYnV0aWw9uUGIpbnSGNWh0d
HA6
Ly90cyl3MmszLWFjcy50c3dlYi5jaXNjby5ib20vQ2VydEVucm9sbC9DQTEuUY
3Js
MIIBHQYIKwYBBQUHAQEEggEPMIIBCzCBQQYIKwYBBQUHMAKGgZxSZGFwOi8vL
ONO
PUNBMSxDT3j1BSUEsQ049UHVibGljJTIwS2V5JTIwU2VydmljZXMsQ049U2Vyd
mlj
ZXMsQ049029uZmlndXJhdGlvbixEQz1UU1ldlYixEQzljaXNjbyxEQz1jb20/Y
0FD
ZXJ0aWZpY2F0ZT9iYXN1P29iamVjdENsYXNzPWN1cnRpZmljYXRpb25BdXRob
3Jp
dHkwXQYIKwYBBQUHMAKGUWhOJHA6LY90cyl3MmszLWFjcy50c3dlYi5jaXNjb
y¥5j
b20vQ2VydEVucm9sbCIUUy1XMkszLUFDUy5UU1dlYi5jaXNjby5jb21£fQ0EXL
mNy

dDAhBgkrBgEEAYI3FAIEFB4 SAFCAZQBiAFMAZQBYAHYAZQBYMAwWGA1UJEWEB/
wQC
MAAWEwWYDVRO1BAwwCgYIKwYBBQUHAWEWDQYJKOZIhvcNAQEFBQADggEBAIQgCa
A9G
+8h+3IS8REVAGZCWAEVRXCyBlx0ONpPR/jlocGJI7QbQxkjKEswXq/02xDB7wXQa
Gph
zZR@4dxALl111JkIjhfeQY+7VSkZ1GEpuBnENTohdhthz5vBjGlcROXIs8+3Ghg
8hy
YZZEM73e8EC0sEMedFb+KYpAFy3PPy418EHe4MJbdjUp/b901516IzQP5151Y
BOy
NSLsYWqjkCBg+aUO+WPFk4jICr2XUOK74oWTPFNpfv2x4VFI/Mpcs87ychngkK
B+8
rPHChSsZsw9upzPEH2L/034wm/dpuLuHirrwiWnFlzCngfcyHcETieZtSt1lnwL
psc lL5nuPsd8MaexBc= —----- END CERTIFICATE----- quit INFO:
Certificate successfully imported CiscoASA(config)#

Step 7. Configure Remote Access VPN (IPSec) to Use the Newly Installed Certificate

ASDM Procedure

Complete these steps in order to configure the remote access VPN:

1. Choose Configuration > VPN > IKE > Policies > Add in order to create a ISAKMP policy
65535 as shown in this
image.



A= Add IKE Policy

Priority: B5535 L thertication: Iraa-sig l
Encryption: Sdes b D-H Graoup: E -
Haszh: triclS - Lifetifne: " Unlimited
{+ |26400 Isec:n:nnds b

‘ Ok | Cancel | Help |

2. Click OK, and then click Apply.
3. Choose Configuration > VPN > IPSec > Transform Sets >Add in order to create a

transform set (myset) as shown in this
A= Add Transform Set

=et Mame: try et
~Properties
Mode: & Tunnel i Tranzport
EZP Encryption: 3DES *

E=P Avuthentication:

‘ Ok | Cancel | Help
image e —— ] ]

4. Click OK, and then Apply

5. Choose Configuration > VPN > IPSec > IPSec Rules >Add in order to create a crypto map
with dynamic policy of priority 10 as shown in this
image:



@ Create IPSec Rule

Tunnel Policy (Crypto Map) - Basic | Tunnel Palicy (Crypto Map) - Advanced I Traffic Selection I

Interface: Iu:uutside ll Palicy Type: Idynamic ""l Pricrity: IH

—Transform Sets

Transform Set to Be Added:

fowe g

ESP-DES-SHA, -]

Remove

Mawe Dowen

6. Click OK, and then Apply

7. Choose Configuration > VPN > General > Group Policy > Add Internal Group Policy in

order to create a group policy Defaultgroup as shown in these

f& Add Internal Group Policy

Marme: | IDefaurtgrcnupi

. General | Psec | Client Configuration | Client Firewan | Hal

Check an Inherit checkbox to et the corresponding settin

Tunneling Protocaols: ¥ Inherit [ PEs

Filter: ¥ Inherit I
Connection Seftings

Access Hours: F Inkerit I

images e




#= Add Internal Group Policy

Mame: IDefaurtgrnup

General | PSec (Cliert Canfiguratior | Client Firewvall | Hardware ciert | Mac | wieb

Check an Inherit checkbox to et the correzponding zefting take tz value from the def

>eneral Client Parameters | Cizco Client Parameters I Micrasoft Client Parameters I

Banher: |7 Inherit

Defautt Daormain: ™ Inkerit | Iciscu::.n::n:nm|

8. Click OK, and then Apply
9. Choose Configuration > VPN > IP Address Management > IP Pools > Add in order to

configure the address pool vpnpool for the VPN client users to be assigned
g% Add IP Pool

Mame: pyalglalalull

Starting IP Address: 105510

Ending IP Address: 105520
Subnet Mask: 552552550 -
- Ik Cancel Help
dynamically

10. Click OK, and then Apply
11. Choose Configuration > VPN > General > Users > Add in order to create a user account
vpnuser for VPN client



A= Add User Account
identity §yvpn Palicy | wieknven |

zername; | VRAUEEr |

Itttttttt

Faz=sword:

Confirm Password; Itntnn

[ User autherticated uzing M=CHAP

Privilege level iz uzed with command authorization.

Privilege Lewvel: - I|
access g F

12. Add this user to
DefaultRAGroup.

= Add User Account

Iderdity LYPM Policy d wishyPR

Check an Inherit checkbox to let the correzsponding zetting take itz value from the groug
Zroup Policy: v Inherrt I |
Tunneling Protocols: ¥ Inherit [T IPzec [ |wiehi/PN
Filter: v Inherit

-

Tunnel Group Lock: [ Inkerit [ DefautRAGroup J
Store Password on Client Syaterm: v Inherit {  es £ hio

13. Click OK, and then Apply
14. Edit the DefaultRAGroup as described in this procedure:Choose Configuration > VPN >
General > Tunnel Group > Edit.Choose Defaultgroup from the Group Policy drop-down



% Edit Tunnel Group

Marme: IDefaurtHAGrDup Tvpe: Iipsec-ra

| Psec | pre |

Configure general access aftributes from the following sub-tabs.

| Butthenticstion | Authorization | Accaurting | Client Address

-
list. roup Policy: [ Defaultgroup g Choose LOCAL

from the Authentication Server Group drop-down
= Edit Tunnel Group

Marme: IDefaurtH.ﬂ-.GrDup Type: Iipsec:-ra
IF‘SE:: | prr |

Configure general access attributes from the following sub-tabs.
Basic | Authentication | atharization | Accourting | Client Address Assid

To zet authertication zerver group per interface, gotothe Advanced ta

Authertication Server Group: | ILDC.&L | |
list. Choose

vpnpool from the Client Address Assignment drop-down




E= Edit Tunnel Group

Marme: IDefaurtHAGrDup

| psec | pee |

DHCP Servers

IP Address:

Address Pools

Available Pools

Type: |ipsec-ra

Configure general access attributes from the following sub-tabs.

. - -\\l
Basic | Authentication | Authorization | Accourting| Client Address Assignmer

To zpecify whether 1o uze DHCP or address poolz for address azssignms
= IP Addrezs Management = Az signment.

Add ==

Lelete

list.

To configure interface-zpecific addrezs poalz, go to the Advanced ta

Aod ==

Azzigned

| wRnpool

15. Click OK, and then Apply.
Command Line Example

CiscoASA

CiscoASA (config) #crypto isakmp enable outside

CiscoASA (config) #crypto isakmp policy 65535 CiscoASA(config-
isakmp-policy) #authentication rsa-sig CiscoASA(config-isakmp-
policy) #encryption 3des CiscoASA (config-isakmp-policy) #hash
md5 CiscoASA(config-isakmp-policy) #group 2 CiscoASA(config-
isakmp-policy) #lifetime 86400 CiscoASA(config-isakmp-

policy) #exit CiscoASA(config) #crypto isakmp identity auto /--
- Phase 1 Configurations CiscoASA (config) #crypto ipsec
transform-set myset esp-3des esp-md5-hmac

CiscoASA (config) #crypto dynamic-map outside_dyn map 10 set
transform-set myset CiscoASA (config) #crypto map outside_map
65535 ipsec-isakmp dynamic outside_dyn map

CiscoASA (config) #crypto map outside_map interface outside !--
- Phase 2 Configurations CiscoASA (config) #group-policy




defaultgroup internal CiscoASA (config) #group-policy
defaultgroup attributes CiscoASA (config-group-

policy) #default-domain value cisco.com CiscoASA (config-group-
policy) #exit !--- Create a group policy "Defaultgroup" with
domain name !--- cisco.com CiscoASA(config)#username vpnuser
password passwordl23 CiscoASA(config) #username vpnuser
attributes CiscoASA (config-username) #group-lock value
DefaultRAGroup CiscoASA (config-username) #exit !--- Create an
user account "vpnuser" and added to "DefaultRAGroup"
CiscoASA (config) #tunnel-group DefaultRAGroup general-
attributes !--- The Security Appliance provides the default
tunnel groups !--- for remote access (DefaultRAGroup).
CiscoASA (config-tunnel-general) #address-pool vpnpool /---
Associate the vpnpool to the tunnel group using the address
pool. CiscoASA(config-tunnel-general) #default-group-policy
Defaultgroup /--- Associate the group policy "Defaultgroup"”
to the tunnel group. CiscoASA(config-tunnel-general) #exit
CiscoASA (config) #tunnel-group DefaultRAGroup ipsec-attributes
CiscoASA (config-tunnel-ipsec) #trust-point CAl

CiscoASA (config-tunnel-ipsec) #exit !--- Associate the
trustpoint CAl for IPSec peer authentication

ASA Configuration Summary

CiscoASA

CiscoASA#show running-config : Saved : ASA Version 7.2(2) !
hostname CiscoASA domain-name cisco.com enable password
8Ry2YjIyt7RRXU24 encrypted names ! interface Ethernet0/0
nameif outside security-level 0 ip address 192.168.1.5
255.255.255.0 ! interface Ethernet0/1 shutdown nameif inside
security-level 100 ip address 10.2.2.1 255.255.255.0 !
interface Ethernet0/2 nameif DMZ security-level 90 ip address
10.77.241.142 255.255.255.192 ! interface Ethernet0/3
shutdown no nameif no security-level no ip address !
interface Management0/0 shutdown no nameif no security-level
no ip address ! passwd 2KFQnbNIdI.2KYOU encrypted boot system
disk0:/asa722-k8.bin ftp mode passive dns server-group
DefaultDNS domain-name cisco.com access-list 100 extended
permit ip 10.2.2.0 255.255.255.0 10.5.5.0 255.255.255.0 pager
lines 24 mtu outside 1500 mtu inside 1500 mtu DMZ 1500 ip
local pool vpnpool 10.5.5.10-10.5.5.20 mask 255.255.255.0 no
failover icmp unreachable rate-limit 1 burst-size 1 asdm
image disk0:/asdm-522.bin no asdm history enable arp timeout
14400 nat (inside) 0 access-list 100 route outside 10.1.1.0
255.255.255.0 192.168.1.1 1 route outside 172.16.5.0
255.255.255.0 192.168.1.1 1 route DMZ 0.0.0.0 0.0.0.0
10.77.241.129 1 timeout xlate 3:00:00 timeout conn 1:00:00
half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 timeout sunrpc
0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat
0:05:00 timeout sip 0:30:00 sip_media 0:02:00 sip-invite
0:03:00 sip-disconnect 0:02:00 timeout uauth 0:05:00 absolute
group-policy Defaultgroup internal group-policy Defaultgroup
attributes default-domain value cisco.com username vpnuser
password TXttW.eFgbHusJQM encrypted username vpnuser
attributes group-lock value DefaultRAGroup http server enable
http 0.0.0.0 0.0.0.0 outside http 0.0.0.0 0.0.0.0 DMZ no
snmp-server location no snmp-server contact snmp-server
enable traps snmp authentication linkup linkdown coldstart
crypto ipsec transform-set myset esp-3des esp-md5-hmac crypto
dynamic-map outside_dyn_map 10 set transform-set myset crypto
map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map
crypto map outside_map interface outside crypto ca trustpoint




CAl enrollment terminal subject-name cn=CiscoASA.cisco.com
OU=TSWEB, O=Cisco Systems, C=US,St=North Carolina,L=Raleigh
keypalr my.CA.key crl configure crypto ca certificate chain
CAl certificate 3f14b70b00000000001f 308205eb 30820443
a0030201 02020a3f 14b70b00 00000000 1£300406 092a8648
86£70401 01050500 30513113 3011060a 09922689 93f22c64
01191603 636£6d31 15301306 0a099226 8993f22c 64011916
05636973 636£3115 3013060a 09922689 93f22c64 01191605
54535765 62310c30 0a060355 04031303 43413130 1e170d30
37313232 37313430 3033365a 17043038 31323236 31343030
33365a30 67311330 11060a09 92268993 £22c6401 19160363
6£6d43115 3013060a 09922689 93f22c64 01191605 63697363
6£311530 13060a09 92268993 £f22c¢6401 19160554 53576562
310e300c 06035504 03130555 73657273 31123010 06035504
03130976 706e7365 72766572 30819f30 0406092a 864886f7
04010101 05000381 84003081 89028181 00b8e20a a8332356
b75b6600 735008d3 735d23c5 295b9247 2b5e02a8 1f63dc7a
570667d7 545e7£98 d3d4239b 42ab8faf 0be8a5d3 94£80d401
aldcc01ld 98b1l320e 9feB84905 5ab94bl8 ef308ebl 2f22abla
8edb38f0 2c2cf78e 07197f2d 52d3cb73 9la9ccb2 d903£722
bd41l4b0a 3205aa05 3ecd5e24 6480606f 8e417f09 a7aa9c64
44020301 0001a382 03313082 032d300b 0603551d 0£040403
02052030 34060355 1d11042d 302ba029 060a2b06 01040182
37140203 a01lb0cl9 76706e73 65727665 72405453 5765622e
63697363 6f2e636f 6d301d06 03551d0e 04160414 2c242ddb
490cdela fe2d63e3 1lelfb28c 974c4216 301£0603 551d2304
18301680 14d9adbf 08f23a88 £114432f 79987cd4 09a403e5
58308201 03060355 1d1f0481 fb3081f8 3081f5a0 81f2a081
ef8681b5 6c646170 3a2f2f2f 434e3d43 41312c43 4e3d5453
2d57324b 332d4143 532c434e 3d434450 2c434e3d 5075626¢
69632532 304b6579 25323053 65727669 6365732c 434e3d53
65727669 6365732c 434e3d43 6f6e6669 67757261 74696f6e
2c44433d 54535765 622c4443 3d636973 636f2c44 433d636fE
6d3£6365 72746966 69636174 65526576 6£636174 696f6edc
6973743f 62617365 3f6f626a 65637443 6c617373 3d63524cC
44697374 72696275 74696f6e 506£696e 74863568 7474703a
2f£2£7473 2d77326b 332d6163 732e7473 7765622e 63697363
6f2e636f 6d2f4365 7274456e 726f6c6c 2£434131 2e63726¢C
3082011d 06082b06 01050507 01010482 010£3082 010b3081
a%906082b 06010505 07300286 819c6c64 61703a2f 2f2f434e
3d434131 2c434e3d 4149412c 434e3d50 75626c69 63253230
4b657925 32305365 72766963 65732c43 4e3d5365 72766963
65732c43 4e3d436f 6e666967 75726174 696f6e2c 44433454
53576562 2c44433d 63697363 6f2c4443 3d636f6d 3£634143
65727469 66696361 74653f62 6173653f 6£626a65 6374436¢C
6173733d 63657274 69666963 6174696f 6e417574 686£7269
74793054 06082b06 01050507 30028651 68747470 3a2f2£f74
732d7732 6b332d61 63732e74 73776562 2636973 636f2e63
6£6d2f43 65727445 6e726f6c 6c2f5453 2d57324b 332d4143
532e5453 5765622e 63697363 6f2e636f 6d45f£4341 312e6372
74301506 092b0601 04018237 14020408 1e060045 00460053
300c0603 551d1301 01££0402 30003015 0603551d 25040e30
0c060a2b 06010401 82370a03 04304406 092a8648 86£70d401
090£0437 3035300e 06082a86 4886£70d 03020202 0080300e
06082a86 4886£70d 03040202 00803007 06052b0e 03020730
0a06082a 864886f7 04030730 0406092a 864886f7 04010105
05000382 010100bf 99b9daf2 e24flbd6 ce827leb 908fadb3l
772d£610 0e78b198 £945£379 5d23al20 7c38ae5d 8f91b3ff
3da5d139 46d8fb6e 20d9a704 b6aadlll3 24605ea9 4882d441
09f128ab 4c51ad427 fal01189 b6533eef adc28e73 fcfed3fl
f4e64981 0976b8al 2355c358 a22af8bb e5194b42 69a7c2f6
cballef6 d9d77fb3 a7£3d201 e3cff8f7 48£8d54e 243d2530
31a733af 0el351d3 9c64a0f7 4975fc66 a0l17627c cfdlea22
2992f463 9412b388 84bf8b33 bd9f589a e7087262 add72e69




775ab608 e5714857 4£887163 705220e3 aca870be bl07ab8d
73faf76d b3550553 1a2b873f 156f9dff 5386c839 1380fdas8
945a7f6c c2e9d5c8 83e2e761 394dd4da 63eaefc6b adddfb quit
certificate ca 7099£1994764e09c4651da80al6eb749¢c 30820494
30820385 a0030201 02021070 99£19947 64e09c46 51da80al
6b749c30 0406092a 864886f7 04010105 05003051 31133011
06020992 268993f2 2c640119 1603636f 64311530 13060a09
92268993 f22c6401 19160563 6973636f 31153013 060a0992
268993f2 2c640119 16055453 57656231 0c300a06 03550403
13034341 31301el7 04303731 32313430 36303134 335al170d
31323132 31343036 31303135 5a305131 13301106 0a099226
8993f22c 64011916 03636£f6d 31153013 060a0992 268993f2
2c640119 16056369 73636£31 15301306 0a099226 8993f22c
64011916 05545357 6562310c 300a0603 55040313 03434131
30820122 30040609 2a864886 £7040101 01050003 82010£00
3082010a 02820101 OOeaB8fee c7ae56fc a22e603d 0521b333
3decOad4 7d4c2316 3bleea33 c9a6883d 28ece906 02902f9%a
dleb2b8d £588cb9%a 78a069a3 965del33 6036d8d7 6ede9ccd
ale906ec 88b32al9 38e5353e 6c0032e8 8c003fa6 2fd22a4dd
b9dda2c2 5fcbb621 876bd678 c8a37109 f074eabe 2blfach9
a78d0a3b 35afl7ae 687a4805 3b9a34e7 24b9e054 063c60ad
9b8d3c09 351bc630 05£69357 833b9197 £875b408 cb7la8l4
69al1f331 bleb2b35 0c469443 1455c210 db308bf0 a9805758
a878b82d 38c71426 afffd272 dde6d7564 lcbedd95 b81lc02b2
9b56ec2d 5a913a9f 9b95cafd dfffcf67 94b97ac7 63249009
fa05cad4d 6£13afd0 968f9f41 ed92cfed e50el5f1l c0£5d13b
5020301 0001a382 016£3082 016b3013 06092b06 01040182
37140204 061e0400 43004130 0b060355 140£0404 03020186
300£0603 551d1301 01££0405 30030101 ££301d06 03551d0e
04160414 d9adbf08 £23a88fl 14432f79 987cd409 a403e558
30820103 0603551d 1£f0481fb 3081£830 81f5a081 f2al08lef
8681b56c 6461703a 2f2f2f43 4e3d4341 312c434e 3d54532d
57324b33 2d414353 2c434e3d 4344502c 434e3d50 75626c69
63253230 4b657925 32305365 72766963 65732c43 4e3d5365
72766963 65732c43 4e3d436f 6e666967 75726174 696f6e2c
44433d54 53576562 2c44433d 63697363 6f2c4443 3d636f6d
3636572 74696669 63617465 5265766f 63617469 6f6e4c69
73743£62 6173653f 6£626a65 6374436¢c 6173733d 63524c44
69737472 69627574 696f6e50 6£696e74 86356874 74703a2f
2£74732d 77326b33 2d616373 2e747377 65622e63 6973636fF
2e636f6d 2436572 74456e72 6f6c6c2f 4341312e 63726c30
1006092b 06010401 82371501 04030201 00300406 092a8648
86£70401 01050500 03820101 00labc5a 40b32112 22da80fb
bb228bfe 4bf8a515 df8fc3al 4e0c89c6 d725e2ab 2fab7ce8
9196d516 dfe55627 953aead7 2e871289 6b754e9c 1e01d408
3f7£0595 8081£986 526fbelc ¢9639d6f 258b2205 0dc370c6
5431b034 fe9fd60e 93abe7lb ab8e7f84 a011336b 37cl3261
5ad218a3 a513e382 edbfb2b4d 9bf0d7dl 99865ccd 94e5547c
f03e3d3e 3b766011 e94a3657 6cc35b92 860152d4 £06b2bl5
df306433 clbcc282 80558d70 d22d72e7 eed3195b d575dceb
cOcaal96 34f693ea f3beeedd aaleflc2 edba288f 3a678ecb
3809d0df b1699c76 13018f9f 5e3dced5 efe6da93 £4cb3b00
102efa94 48a22fcd 7e342031 2406165e 39edc207 eddc6554
3fa9f396 ad quit crypto isakmp enable outside crypto isakmp
policy 65535 authentication rsa-sig encryption 3des hash md5
group 2 lifetime 86400 crypto isakmp identity auto tunnel-
group DefaultRAGroup general-attributes address-pool vpnpool
default-group-policy Defaultgroup tunnel-group DefaultRAGroup
ipsec-attributes trust-point CAl telnet timeout 5 ssh timeout
5 console timeout 0 ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect dns
preset_dns_map parameters message-length maximum 512 policy-
map global_policy class inspection_default inspect dns
preset_dns_map inspect ftp inspect h323 h225 inspect h323 ras




inspect netbios inspect rsh inspect rtsp inspect skinny
inspect esmtp inspect sglnet inspect sunrpc inspect tftp
inspect sip inspect xdmcp ! service-policy global_policy
global prompt hostname context
Cryptochecksum:el50bc8babllb41525784£68d88c69b0 : end
CiscoASA#

VPN Client Configuration

Complete these steps in order to configure the VPN client:

1. Select Start > Programs > Cisco Systems VPN Client > VPN Client in order to launch the
VPN client
software.
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2. Complete these steps in order to download the CA certificate from the CA server named CA1
and install it into Cisco VPN Client:Log in to the CA server 172.16.5.1 with the user
credantials supplied to the




File  Edit

Wiew  Fawvorites  Tools  Help
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= Eack ~ mp - @ il | aﬁearch (3] Favorites @Media Qﬁ ||_§I

ddress I@ http:ff172.16.5, 1 certsry

vpnuser.

Enter Network Password

? Fleaze type pour uzer name and password.
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lzer Mame
FPazsward

Damain

1721651

WRALEET
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[~ Save thiz password in your password list

OF.

Cafnote:

Make sure you have a user account for the VPN client user with the CA server.Click

Download a CA certificate, certificate chain or CRL , and then select the Base 64 radio
button in order to specify the encoding method.Click the Download CA

certificate.



Download a CA Cerdificate, Certificate Chain, or CRL

[0 trust certificates issued from this certification authority, install this CA cer

[0 download a CA certificate, certificate chain, or CEL, select the certificate

CA certificate:

rncoding method:

Dowinload CA cerificate ]
Download CA cedificate chain
Download latest base CRL
Download latest delta CEL

Save the CA certificate to your computer with the name certnew.cer. By default, the file
saves to c:\Program Files\Cisco Systems\VPN

Some filez can harm your computer, [F the file infarmation below
look.z suspicious, or you do not fully truzt the zource, do not opern or
zave thiz file.

File name:; certnew, cer

File type:  Security Certificate
Fromm: 17216.51

& Thiz tppe of file could harm vour cormputer if it containz
malicious code.

Wiould you like to open the file or zave it to pour computer’?

Cancel Mare [nko

In the VPN
client, click the Certificates tab, and then choose Import.Click the Import from File radio
button, and then click Browse in order to import the CA certificate from the stored location
C:\Program Files\Cisco Systems\VPN client.Click Import.A dialog box appears that states the
certificate was successfully

imported.

Client.




# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010
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identity certificates.
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Confirm Password:
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CA Certificates CAL appears in the Certificates
tab.
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Note: Make sure the Show CA/RA Certificates option is selected; otherwise, the CA
certificates will not appear in the certificate



# status: Disconnected | ¥PN Client - Yersion 4.8:02:0010
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window.

3. Complete these steps in order to download the identity certificate and install it into the VPN
client:In the CA server CAl, choose Request a Certificate > advanced certificate request
> Create and submit a request to this CA in order to enroll for the identity certificate.Click
Submit.




Lertificate lemplate:

User j

hey Options:

@ Create new key st © Use existing key set
CaP: IMicrnsnﬁ Enhanced Cryptographic F'rn:widerv“l.[lj
Key Usage: & Exchange
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W Mark keys as exportable
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mstead of in the user's certificate store. Does not
inatail the root CA's certificate. You must be ah
adrimistrator to genarate or Wse 2 Key in the jocal
machine store.

Additional Options:
Request Format: & CMC & PRKCS10

Hash Algorithm: |MD5 'I

Cindy used to sigh request.

™ Save request to a file

Click Yes to
proceed.

*otential Scripting Violation

_.r"' This Web site = requesting & new certificate on your behal. You should allow onby trested Web sites to request a certificate For you
- Do you want bo request a certificate now?

ves | ho

Click Install this

Microsoft Certificate Services - CAT

~ertificate Issued

[he cerificate you requested was 1ssued to you

Install this certificate

certificate. Click Yes to




J;" This Web site is adding one or more cerdficates ko this computer, Allawing an unirusted Web site ko update your certificakes is &
/ ! cacurity rick. Tha Wab cite could inckall zertificabes you do not truck, which could allow progeam:s thak vou do not bruct o rum on Ehic
compuber and gan access toyour data

Cho yeo weant bhis progean bo add the certificates rowad Click Yes iF wou bruct this Web sike. Otherwise, dick: Mo,

JRT |

You must receive the certificate installed message as shown in this

Microsoft Cerificate Services - CAT

Certificate Installed

_ alr new cerificate has been successfully installed.|
image: Exit and then

relaunch the VPN client in order to allow the installed identity certificate to appear in the
Certificates tab of the VPN client as shown in this

image:
Fonneckion Entries  Status  Cerbficates Log Ophons Help

;ﬁ:? ﬁl m N

Wiew Irpot Enpoit Ernall Werfy Dielete CISCO

Connection Erdries | Certificates | Log ]
Humber | Certificate [ store | Key Size | alicity
Cal C& 2048 kil Dec: 14, 2001 211:40

Uzars + vpnuser Microsaft 0z kil Dec 26, 2003 18 27

. Complete these steps in order to create a connection entry (vpnuser):Click the Connection
Entries tab, and then click New.Enter the remote peer IP address (routable) in the Host
field.Select the Certificate Authentication radio button, and choose the identity certificate
from the drop-down list.Click



Connection Entrpb) vpnuser )

Drezcrphion:
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Save.

5. Click

Connect.

Save Cancel

# status: Disconnected | ¥PM Client - Yersion 4.8.02.0010

[ =]
Connection Entries  Status Certificates Log Options Help
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Cancel Connect Mew Import Modify Delate CISCO
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IPSec/UDP
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Conkacking the securiby gateway at 192.168.1.5...

6. When prompted, enter the user name and password information for xauth, and click OK in

order to connect to the remote
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Enter Uzername and FPassword.

Cisco SysTems

zername: YRRnUEer

HEXHEEEE

« Pazzword:

OE I Cancel

network
7. The VPN Client connects with the ASA as shown in this
# status: Connected | ¥PN Cliend - Yersion 4.8.01.0300

Connection Entries  Status Certificates Log Options Help

image:

Verify

On the ASA you can use several show commands at the command line in order to verify the status
of a certificate.

Use this section to confirm that your configuration works properly.

- show crypto ca trustpoint—Displays configured trustpoints.ciscoasa#show crypto ca trustpoints
Trustpoint CAl: Subject Name: cn=CAl dc=TSWeb dc=cisco dc=com Serial Number:
7099£f1994764e09c4651da80aleb749c Certificate configured.

- show crypto ca certificate—Displays all the certificates installed on the system.ciscoasa#show
crypto ca certificates Certificate Status: Available Certificate Serial Number: 3£f14b70b00000000001f
Certificate Usage: Encryption Public Key Type: RSA (1024 bits) Issuer Name: cn=CAl dc=TSWeb dc=cisco
dc=com Subject Name: cn=vpnserver cn=Users dc=TSWeb dc=cisco dc=com PrincipalName:
vpnserver@TSWeb.cisco.com CRL Distribution Points: [1] 1ldap:///CN=CAl,CN=TS-W2K3-

ACS,CN=CDP, CN=Public%20Key%20Services, CN=Services,CN=Configuratio

n,DC=TSWeb, DC=cisco,DC=com?certificateRevocationList?base?objectClass= cRLDistributionPoint [2]
http://ts-w2k3-acs.tsweb.cisco.com/CertEnroll/CAl.crl Validity Date: start date: 14:00:36 UTC Dec 27
2007 end date: 14:00:36 UTC Dec 26 2008 Associated Trustpoints: CA1l CA Certificate Status: Available
Certificate Serial Number: 7099f1994764e09c4651da80aleb749c Certificate Usage: Signature Public Key
Type: RSA (2048 bits) Issuer Name: cn=CAl dc=TSWeb dc=cisco dc=com Subject Name: cn=CAl dc=TSWeb
dc=cisco dc=com CRL Distribution Points: [1] ldap:///CN=CAl,CN=TS-W2K3-

ACS,CN=CDP, CN=Public%20Key%20Services, CN=Services,CN=Configuratio

n,DC=TSWeb, DC=cisco,DC=com?certificateRevocationList?base?objectClass= cRLDistributionPoint [2]
http://ts-w2k3-acs.tsweb.cisco.com/CertEnroll/CAl.crl Validity Date: start date: 06:01:43 UTC Dec 14
2007 end date: 06:10:15 UTC Dec 14 2012 Associated Trustpoints: CAl

- show crypto ca crls—Displays cached certificate revocation lists (CRL).

- show crypto key mypubkey rsa—Displays all generated crypto key pairs.ciscoasa#show crypto
key mypubkey rsa Key pair was generated at: 01:43:45 UTC Dec 11 2007 Key name: <Default-RSA-Key>
Usage: General Purpose Key Modulus Size (bits): 1024 Key Data: 30819f30 0d406092a 864886f7 04010101
05000381 84003081 89028181 00d4a509 99e95d6c bS5bdaa25 777aebbe 6eed2c86 23c49f9%9a bea53224 0234b843
1c0c8541 f5a66ebl 6d337c70 29031b76 e58c3c6f 36229bl4 fefd3298 69£9123c 37f6c43b 4£8384c4 a736426d
45765cca 7f04cbal 29a95890 84d2c5d4 adeeb248 allOblf68 2fedb9bl 5fal2dle 7789ced5 55190e79 1364abad
7b2b2lca de3af74d b7020301 0001 Key pair was generated at: 06:36:00 UTC Dec 15 2007 Key name:
my.CA.key Usage: General Purpose Key Modulus Size (bits): 1024 Key Data: 30819f30 0d06092a 864886£f7
04010101 05000381 8d003081 89028181 00b8e20a a8332356 b75b6600 735008d3 735d23c5 295b9247 2b5e02a8
1f63dc7a 570667d7 545e7£98 d3d4239b 42ab8faf 0beB8a5d3 94£80d01 ald4cc0ld 98bl320e 9fe84905 5ab94bls8
ef308ebl 2f22abla 8edb38f0 2c2cf78e 07197f2d 52d3cb73 91a9ccb2 d903£722 bd414bl0a 3205aa05 3ecd5e24
6480606f 8e417f09 a7aa9c64 4d020301 0001 Key pair was generated at: 07:35:18 UTC Dec 21 2007
CiscoASA#

- show crypto isakmp sa—Displays the IKE 1 tunnel information.ciscoasa#show crypto isakmp sa
Active SA: 1 Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey) Total IKE SA: 1
1 IKE Peer: 10.1.1.5 Type : user Role : responder Rekey : no State : MM_ACTIVE



- show crypto ipsec sa—Dislays the IPSec tunnel information.ciscoasa#show crypto ipsec sa
interface: outside Crypto map tag: dynmap, seq num: 10, local addr: 192.168.1.5 local ident
(addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) remote ident (addr/mask/prot/port):
(10.5.5.10/255.255.255.255/0/0) current_peer: 10.1.1.5, username: vpnuser dynamic allocated peer ip:
10.5.5.10 #pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0 #pkts decaps: 144, #pkts decrypt: 144,
#pkts verify: 144 #pkts compressed: 0, #pkts decompressed: 0 #pkts not compressed: 0, #pkts comp
failed: 0, #pkts decomp failed: 0 #pre-frag successes: 0, #pre-frag failures: 0, #fragments created:
0 #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0 #send errors: 0, #recv
errors: 0 local crypto endpt.: 192.168.1.5, remote crypto endpt.: 10.1.1.5 path mtu 1500, ipsec
overhead 58, media mtu 1500 current outbound spi: FF3EEE7D inbound esp sas: spi: OxEFDF8BA9
(4024404905) transform: esp-3des esp-md5-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id:
4096, crypto-map: dynmap sa timing: remaining key lifetime (sec): 28314 IV size: 8 bytes replay
detection support: Y outbound esp sas: spi: OxXFF3EEE7D (4282314365) transform: esp-3des esp-md5-hmac
none in use settings ={RA, Tunnel, } slot: 0, conn_id: 4096, crypto-map: dynmap sa timing: remaining
key lifetime (sec): 28314 IV size: 8 bytes replay detection support: Y

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

Here are some possible errors that you might encounter:

- ERROR: Failed to parse or verify imported certificateThis error can occur when you install
the identity certificate and do not have the correct intermediate or root CA certificate
authenticated with the associated trustpoint. You must remove and reauthenticate with the
correct intermediate or root CA certificate. Contact your 3rd party vendor in order to verify that
you received the correct CA certificate.

- Certificate does not contain general purpose public keyThis error can occur when you
attempt to install your identity certificate to the wrong Trustpoint. You attempt to install an
invalid identity certificate, or the key pair associated with the Trustpoint does not match the
public key contained in the identity certificate. Use the show crypto ca certificates
trustpointname command in order to verify you installed your identity certificate to the correct
trustpoint. Look for the line stating Associated Trustpoints. If the wrong trustpoint is listed,
use the procedures described in this document in order to remove and reinstall the
appropriate trustpoint. Also, verify the key pair has not changed since the CSR was
generated.

- ERROR : ASA/PIX. Sev=Warning/3 IKE/OXE3000081 Invalid remote certificate id:You
might receive this error in the VPN client if a problem occurs with the certificates during
authentication. In order to resolve this issue, use the crypto isakmp identity auto command
in the ASA/PIX configuration.

Related Information

. Cisco Adaptive Security Appliance Support page
. Cisco VPN Client Support Page

. Cisco PIX 500 Series Security Appliances

. Cisco Secure PIX Firewall Command References
- Security Product Field Notices (including PIX)



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.cisco.com/public/support/tac/fn_index.html?referring_site=bodynav

. Requests for Comments (RFCs)
. Technical Support & Documentation - Cisco Systems



http://www.ietf.org/rfc.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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