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Introduction

This document describes the configuration of Secure Sockets Layer (SSL) decryption on the
FirePOWER Module using ASDM (On-Box Management).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
- Knowledge of ASA (Adaptive Security Appliance) firewall, ASDM (Adaptive Security Device
Manager)

- Knowledge of FirePOWER appliance
- Knowledge of HTTPS/SSL protocol

Components Used
The information in this document is based on these software and hardware versions:

- ASA FirePOWER modules (ASA 5506X/5506H-X/5506W-X, ASA 5508-X, ASA 5516-X)



running software version 6.0.0 and above
- ASA FirePOWER module (ASA 5515-X, ASA 5525-X, ASA 5545-X, ASA 5555-X) running
software version 6.0.0 and above

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Note: Ensure that FirePOWER Module has a Protect license to configure this functionality.
To verify the license, navigate to Configuration > ASA FirePOWER Configuration >
License.

Background Information

Firepower Module decrypts and inspects inbound and outbound SSL connections which are
redirected to it. Once the traffic is decrypted, tunneled applications such as facebook chat etc, are
detected and controlled. The decrypted data is inspected for threats, URL filtering, file blocking, or
malicious data.

Outbound SSL Decryption

The firepower module acts as the forward proxy for outbound SSL connections by intercepting
outbound SSL requests and re-generating a certificate for the site which user wants to visit. The
issuing authority (CA) is the Firepower Self-Signed certificate. If the firepower's certificate is not
part of a hierarchy that exists or if it is not added to a client’s browser cache, the client receives a
warning while it browses to a secure site. Decrypt-Resignmethod is used to perform outbound SSL
decryption.

Inbound SSL Decryption

In the case of inbound traffic to an internal Web Server or device, the administrator imports a copy
of the protected server’s certificate and the key. When the SSL server certificate is loaded on the
firepower module, and SSL decryption policy is configured for the inbound traffic, the device then
decrypts and inspects the traffic as it forwards the traffic. The module then detects malicious
content, threats, malware flowing over this secure channel. Moreover, the Decrypt-Known
Keymethod is used to perform inbound SSL decryption.

Configuration for SSL Decryption

There are two methods of SSL traffic decryption.

- Decrypt - Resign for Outbound SSL traffic
- Decrypt - Known for Inbound SSL traffic

Outbound SSL decryption (Decrypt - Resign)

Firepower module acts as MITM (man-in-the-middle) for any SSL negotiations for public SSL



servers. It resigns the certificate of the public server with an intermediate CA certificate which is
configured on the firepower module.

These are the three steps to configure the Outbound SSL Decryption.
Step 1. Configure the CA certificate.

Configure either a self-signed Certificate or an intermediate trusted CA certificate for certificate
resign.

Configure the Self-Signed CA Certificate

In order to configure the Self-Signed CA Certificate, navigate to Configuration > ASA Firepower
Configuration > Object Management > PKI > Internal CAs and click on Generate CA. The
system prompts for the details of the CA certificate. As shown in the image, fill up the details as
per your requirement.
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Click on Generate self-signed CA to generate the internal CA certificate. Then click on Generate
CSR to generate the certificate-signing-request which is consequently shared with the CA server
to sign.

Configure the Intermediate CA Certificate
In order to configure the Intermediate CA Certificate which is signed by another third party CA,

navigate to Configuration > ASA Firepower Configuration > Object Management > PKI >
Internal CAs and click on Import.



Specify the Nameof the Certificate. Select browse and upload the certificate from the local
machine or copy-paste the content of the certificate in the Certificate Data option. In order to
specify the private key of the certificate, either browse the key file or copy-paste the key in the
Key option.

If the key is encrypted, enable the check-box Encrypted and specify the password. Click OK to
save the certificate content, as shown in the image:
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Step 2. Configure the SSL Policy.

SSL policy defines the decryption action and identifies the traffic on which Decrypt-Resign method
of decryption is applied. Configure the multiple SSL rules based on your business requirement and
organization security policy.

In order to configure the SSL policy, navigate to Configure > ASA FirePOWER Configuration >
Policies > SSL and click Add Rule.

Name: Specify the name of the rule.

Action: Specify the action as Decrypt - Resign and choose the CA certificate from the drop-down
list which is configured in the previous step.

Define conditions in the rule to match traffic as t

To generate the events of SSL decryption, enable the loggingat logging option, as shown in the
image:



Click Add to add the SSL rule.

Click Store ASA Firepower Changes to save the configuration of SSL policy.
Step 3. Configure the Access Control Policy

Once you configure the SSL policy with appropriate rules, you must specify the SSL policy in the
Access Control to implement the changes.

To configure the Access Control policy, navigate to Configuration > ASA Firepower
Configuation > Policies > Access Control.

Either click None of the SSL Policy or navigate to Advanced > SSL Policy Setting. Specify the
SSL policy from the drop-down list and click OK to save it, as shown in the image:
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Click Store ASA Firepower Changes to save the configuration of SSL policy.

You must deploy the Access Control policy to the sensor. Before you apply the policy, there is an
indication that Access Control Policy out-of-date on the module. To deploy the changes to the
sensor, click Deploy and select Deploy FirePOWER Changes option. Verify the changes made
and click Deploy.

Note: In version 5.4.x, if you need to apply the access policy to the sensor, click Apply ASA
FirePOWER Changes.



Note: Navigate to Monitoring > ASA Firepower Monitoring > Task Status. You then apply
for cofiguration changes to ensure that the task is completed.

Inbound SSL Decryption (Decrypt - Known)

Inbound SSL Decryption (Decrypt-Known) method is used to decrypt the inbound SSL traffic for
which you have configured server certificate and private key. You need to import the Server
Certificate and Private key to the Firepower module. When SSL traffic hits the Firepower module,
it decrypts the traffic and performs the inspection on decrypted traffic. After inspection, Firepower
module re-encrypts the traffic and sends it to the server.

These are the four steps to configure the Outbound SSL Decryption:
Step 1.

In order to import the Server Certificate and Key, navigate to Configuration > ASA Firepower
Configuration > Object Management > PKI > Internal Certs and click on Add Internal Cert.

As shown in the image, specify the Nameof the Certificate. Either select browse to select the
certificate from the local machine or copy-paste the content of the certificate in the Certificate
Data. In order to specify the private key of the certificate, either browse the key file or copy-paste
the key in the option Key.

If the key is encrypted, then enable the checkbox Encrypted and specify the password, as shown
in the image:
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Click on Store ASA FirePOWER Changes to save the certificate content.
Step 2. Import the CA certificate (optional).

For server certificate signed by Internal intermediate or root CA certificate, you need to import the
internal chain of CA certificates to the firepower module. After the import is carried out, firepower
module is able to validate the server certificate.

To import the CA certificate, navigate to Configuration > ASA Firepower Configuration >
Object Management > Trusted CAs and click Add Trusted CA to add the CA certificate.

Step 3. Configure the SSL Policy.

SSL policy defines the action and server details for which you wish to configure Decrypt-known
method to decrypt the inbound traffic. If you have multiple internal servers, configure multiple SSL
rules based on different servers and the traffic they handle .

To configure the SSL policy, navigate to Configure > ASA FirePOWER Configuration > Policies
> SSL and click on Add Rule.

Name: Specify the name of the rule.

Action: Specify the action as Decrypt - known and choose the CA certificate from the drop-down
list which is configured in the previous step.

Define the condition to match this rules, as there are multiple options (network, application, ports
etc.) specified to define the interesting traffic of the server for which you want to enable the SSL
decryption. Specify the internal CA in Selected Trusted CAs inTrusted CA certificate tab.

To generate the events of SSL decryption, enable the loggingat logging option.

) O © ASA FirePOWER Configurat... || 0) Configuration > ASA FirePOWER Configuration > Policies > SS.
v E Policies
3 Access Control Policy
v @ Intrusion Policy
@ Intrusion Policy
1= Rule Editor
| Files
i
0 Actions Alerts
L Identity Policy Add Rule 2 x
(5D DNS Policy
> I, Device Management Name ‘Web,Server,Decrypt ‘ Enabled Insert | below rule v |1
v Q Object Management
> @ Network Action |} Decrypt - Known Key v with | web.servertest.com Edit...
> [=] Port
®‘ Security Zones I Zones l Networks l Users I Applications l Ports l Category I l Cert Status l Cipher Suite I Version I Logging

? Application Filters Available Networks ¢ (&) Source Networks (0) Destination Networks (1)

> E URL | -4 Search by name or value I any :} 192.168.10.5/32 &
0 Geolocation
% Variable Set I Networks 1 Geolocation
» I Securitylntelligence = Private Networks
@ sinkhole [7‘
[ FileList
<2 Cipher Suite List [7‘
» £ Distinguished Name
v & Pk
 Internal CAs
 Trusted CAs
) External Certs

““““““ Enter an IP address } lEnter an IP address I ‘ \
b e s |
e . "

Click Add to add the SSL rule.

And then click on Store ASA Firepower Changes to save the configuration of SSL policy.



Step 4. Configure the Access Control Policy.

Once you configure the SSL policy with appropriate rules, you must specify the SSL policy in the
Access Control to implement the changes.

To configure the Access Control policy, navigate to Configuration > ASA Firepower
Configuation > Policies > Access Control.

Either click the None option beside of SSL Policy or navigate to Advanced > SSL Policy
Setting, specify the SSL policy from the drop-down list and click OK to save it.

Click Store ASA Firepower Changes to save the configuration of SSL policy.

You must deploy the Access Control policy. Before you apply the policy, you can see an indication
Access Control Policy out-of-date on the module. To deploy the changes to the sensor, click
Deploy and choose Deploy FirePOWER Changes option. Verify the changes made and click
Deploy in the pop-up window.

Note: In version 5.4.x, if you need to apply the access policy to the sensor, click Apply ASA
FirePOWER C.

Note: Navigate to Monitoring > ASA Firepower Monitoring > Task Status. You then apply
for cofiguration changes to ensure that the task is completed.

Verify
Use this section in order to confirm that your configuration works properly.

- For Outbound SSL connection, once you browse a public SSL website from the internal
network, the system prompts an error message of the certificate. Check the certificate content
and verify the CA information. The internal CA certificate you configured in the Firepower
module appears. Accept the error message to browse the SSL certificate. To avoid the error
message, add the CA certificate into your browser trusted CA list.

https:/ v cisco.com

Certificate Viewer"www.cisco.com” @

General Qe;;a“ngi

Could not verify this certificate because the issuer is unknown.

Issued To

Common Mame (CN) WWW.CISCO.COMmM

Organization (0) Cisco Systems

Organizational Unit (OU) ATS

Serial Number 14:5E:80:FB:06:DA:C6:55

Issued By

Common Mame (CN) serverC A example.com

Organization (0) TAC

Organizational Unit (OU) TAC

Period of Validity

Begins On Thursday, January 28, 2016

Expires On Menday, January 29, 2018

Fingerprints

SHA-256 Fingerprint 6C:66:D8:0E:52:50:9D:D8:7422F 1 Ap:92: TF231:E7:39:
F2:E8:C7:B8:66:02:BC:A4:AF:F1:2B:92:56:B3:03:D7

SHAL Fingerprint 9B:47:5B:E4:90:2B:16:00:FA:62:93:B1:52:F2:2D:6 A:12:48:8E:ED



- Check the connection events to verify which SSL policy and SSL rule is hitby the traffic.
Navigate to Monitoring > ASA FirePOWER Monitoring > Real-Time Eventing.Select
an event and click on View Details. Verify the SSL decryption statistics.

LR

~Real Time Eventing

Connection Event ---- Allow Time: Wed 6/7/16 6:29:10 AM (IST) to Wed 6/7/16 6:29:11 AM (IST)
ASA FirePOWER firewall connection event

Close

Reason:
Event Details
Initiator Responder Traffic
Initiator IP 192.168.20.50 / Responder IP 72.163.10.10 Ingress Security
Initiator Country and Responder Country and Zone
Continent Continent Egress Security
Source Port/ICMP Type 56715 Destination Port/ICMP 443 Zone
User Special Identities/No Code Ingress Interface  inside
Authentication Required URL https://cisco-tags.cisco.com / Egress Interface  outside
URL Category TCP Flags 0
Ti cti i
ransaction URL Reputation Risk unknown NetBIOS Domain
Initiator Packets 4.0 HTTP Response 0
Responder Packets 9.0 DNS
Total Packets 13.0 Application DNS Query
Initiator Bytes 752.0 Application HTTPS Sinkhole
Responder Bytes 7486.0 Application Categories  network protocols/services View more
Connection Bytes 8238.0 Application Tag opens port o
I Client Application SSL client sl s X
LELe Client Version SSt Ptalltus Eecry:)t (Rfsplg:)
Policy Default Allow All Traffic Client Categories web browser o R‘J I"-Y oef:U t Ssd S:LCYD
i i i i tbooun: ect
zlrewall Policy Rule/SI Intrusion_detection Client Tag SSL protocol ule ul und_SSL_Decrypt
ategory - 5 SSL Version TLSv1.0
) Web Application Cisco
Monitor Rules X . . SSL Cipher Suite  TLS_DHE_RSA_WITH_AES_256_CBC
Web App Categories web services provider SHA
ISE Attributes Web App Tag SSL protocol SSL Certificate  Valid
End Point Profile Name Application Risk Medium Status
Security Group Tag Application Business Medium SSL Flow Error Success

- Ensure that the Access Control Policy deployment completes successfully.
Ensure that SSL policy is included in the Access Control Policy.
Ensure that SSL policy contains appropriate rules for Inbound and Outbound direction.
- Ensure that SSL rules contain the proper condition to define the interesting traffic.
Monitor the connection events to verify the SSL policy and SSL rule.

- Verify the SSL decryption status.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

Related Information

. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/c/en/us/support/index.html

