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Introduction

This document describes the steps required to enable the AnyConnect Lockdown and the Hide AnyConnect from the Add/Remove program list for Windows
machines.

Contributed by Christian G. Hernandez R, Cisco TAC Engineer.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Cisco Adaptive Security Appliance (ASA) configuration
- Cisco AnyConnect configuration



- Windows basic knowledge

Components Used
The information in this document is based on the software and hardware versions below:

. Cisco ASA version 9.14.2.13
- Cisco Adaptive Security Device Manager (ASDM) version 7.14.1
. Cisco AnyConnect versions 4.9.04053 and 4.9.06037

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

AnyConnect Lockdown for Windows: Cisco recommends that end-users be given limited rights to the Cisco AnyConnect Secure Mobility Client on their
device. If end-user warrant additional rights, installers can provide a lockdown capability that prevents users and local administrators to turn off or stop the
AnyConnect services.

You have three different options to enable the AnyConnect Lockdown feature:
1. MSl installers from the Windows command prompt terminal.
2. Lockdown option from the AnyConnect pre-deployment package installation wizard.
3. ASDM - Import a sample installer lockdown transforms file to the ASA.

Hide AnyConnect from the Add/Remove program list for Windows: You can hide the installed AnyConnect modules from the Add/Remove Programs list
in the Windows Control Panel Uninstall a Program.

You have two options to enable the Hide AnyConnect from the Add/Remove program list feature:
1. MSl installers from the Windows command prompt terminal.

2. ASDM - Import a sample installer hide-addremove transforms file to the ASA.
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Confi gure AnyConnect Lockdown

MSI installers from the Windows command prompt terminal.

Configuration Steps
Step 1. Download the AnyConnect pre-deployment package file for Windows.
Step 1.1 Navigate to the Cisco software download page and download the AnyConnect version to install on the Windows machine.

For this example, download the Windows AnyConnect pre-deployment package that includes the individual MSI files for version 4.9.04053 (anyconnect-win-
4.9.04053-predeploy-k9.zip).
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Software Download

Downloads Home | Security / VPN and Endpoint Security Clients | Cisco VPN Clients | AnyConnect Secure Mobility Client [ AnyConnect Secure Mobility Client vd.x | AnyConnect VPN Client Software- 4.9.04053

(. searn.. ) AnyConnect Secure Mobility Client v4.x
(" Expand ANl | Collapse All }' Release 4.9.04053 Related Links and Documentation

= = AnyConnect Ordering Guide
(pefin 5 =) 1) BETnn e Release Notes for 4.9.04053

Latest Release B

A My Notifications Licensing FAQ
4.10.00093
4.9.06037
AnyConnect 4.9 is available to customers with active AnyConnect Apex, Pius or VPN Only term/contracts. See the AnyConnect Ordering Guide for
All Release i options. Software Download problems?
Translations >
File Information Release Date Size
ISEC: i Modul & "
omENIncenTod > AnyConnect Pre-Deployment Package (Linux B4-bit)g 30-Nov-2020 2519 M8 LA
AppSelector-2.0 > anyconnect-linuxbd-4.9.04053-predeploy-k9.tar.gz
e . n _hifY e e + s
lissiaan 5 Application Programming Interface [API] (Linux 64-bit) @ 30-Nov-2020 6.61 MB R
anyconnect-linuxG4-4.9.04053-vpnapi.tar.gz
Android > 1 .
AnyConnect Headend Deployment Package (Linux 64-bit) g 30-Mov-2020 34,49 MB . P
410 ¥ anyconnect=linuxGd-4.9,04053-webdeploy-k9.pkg
NUM 3 AnyConnect Pre-Deployment Package (Mac OS)g 30-Now-2020 41.44 MB 4
anyconnect-macos-4.9.04053-predeploy-k9.dmg
4.9 s
Application Programming Interface [API] (Mac OS)g 30-Nov-2020 33.62 MB +
4.9.06037 anyconnect-macos-4.9.04053-vpnapitar.gz
4.9.05042 AnyConnect Headend Deployment Package (Mac OS}E 30-Nov-2020 57.16 MB + s

4.9.04053
30-Now-2020 0.64 MB s

Language localization transform Pre-Deployment (Windows) g
anyconnect-win-4.9.04053 -core -vpn-lang - predeploy-k9.zip

|+

Language localization transform Headend Deployment (Windows)g — 30-Nov-2020 0.65 MB A
anyconnect-win-4.9,04053-core-vpn-lang -webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 30=-Mowv=2020 59.62 MB + \_,:

individual MSI files g

anyconnect-win-4.9.04053-predeploy-k9_zip

Step 2. Download the AnyConnect installer transforms file for Windows.

Step 2.1 Navigate to the Cisco software download page and download the AnyConnect Installer Transforms file for Windows that matches the same
AnyConnect version to install in the Windows machine.

For this example, download the transforms file for the AnyConnect version 4.9.04053 (tools-anyconnect-win-4.9.04053-transforms.zip).
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4.10.00093
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All Release =
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ISEComplianceModule >
AppSelector-2.0 >
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4.10 >
NVM >
49 R
4.9.06037
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Release 4.9.04053

(1) Write @ | Read reviews
A My Notifications

AnyConnect 4.9 is available o customers with active AnyConnect Apex,
options. Software Download problems?

File Infarmation

AnyConnect Pre-Deployment Package (Linux 64-bit) &
anyconnect-linux6d-4_9.04053-predeploy-k9.tar.gz

Application Programming Interface [API] (Linux 64-bit)g
anyconnect-linuxéd-4_9.04053-vpnapitar.gz

AnyConnect Headend Deployment Package (Linux 64-bit)g
anyeonnect-linux6d-4.9.04053-webdeploy-k9.pkg

AnyConnect Pre-Deployment Package (Mac OS)g
anyconnect-macos-4.9.04053-predeploy-k9.dmg

Application Programming Interface [AP1] (Mac OS)g
anyconnect-macos-4.9.04053-vpnapitar.gz

AnyConnect Headend Deployment Package (Mac OS}B
anyconnect-macos-4.9.04053-webdeploy-k9.pkg

Language localization transform Pre-Deployment (Windows) g
anyconnect-win-4.9,04053-core-vpn-lang-predeploy-k9.zip

Language localization transform Headend Deployment (Windows) @
anyconnect-win=-4.9.04053-core-vpn=lang-webdeploy-k9.zip

AnyConnect Pre-Deployment Package (Windows) - includes
individual MSI files g
anyconnect-win-4.9.04053-predeploy-k9.zip

Application Programming Interface [API] (Windows) g
anyconnect-win-4.9.04053-vpnapi.zip

AnyConnect Headend Deployment Package (Windows)g
anyconnect-win-4.9.04053-webdeploy-k9.pkg

AnyConnect Pre-Deployment Package (Windows 10 ARM64) -
includes individual MSI filesg
anyconnect-win-arméd-4.9.04053-predeploy-k9.zip

AnyConnect Headend Deployment Package (Windows 10 ARME4)

&
anyconnect-win-arm&4-4.9 04053-webdeploy-k9.pkg

Profile Editor (Windows)@
tools-anyconnect-win=-4.9.04053 -profileeditor-k9.msi

tools-anyconnect-win-4.9.04053 -transforms. zip

(AnvCDnnem Installer Transforms tWindows}lE)

Step 3. Unzip the AnyConnect files downloaded into different folders.
Step 3.1 The anyconnect-win-4.9.04053-predeploy-k9.zip file is unzipped on the next folder path: C:\Users\calo\Downloads\anyconnect-win-4.9.04053-

predeploy-k9.
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AnyConnect Ordering Guide
Release Motes for 4.9.04053

Licensing FAQ

Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for

Release Date
30-Now-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Nov-2020

30-Now=-2020

Size
25.19 MB

6.61 MB

34.49 MB

41.44 MB

33.62 MB

57.16 MB

0.64 MB

0.65 MB

59.62 MB

141.06 M8

67.32 MB

28.84 MB

36.48 MB

10.61 MB
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Il Desktop
[# Documents
4 Downloads
b Music
[ Pictures
B videos

g Local Disk (C:)

i Metwork

4 Homegroup

15 items

Share

» This PC » Downloads » anyconnect-win-4.9.04053-predeploy-k9

= | anyconnect-win-4.9.04053-predeploy-k9

View

~
Name

Profiles

Setup
18 anyconnect-win-4.9.04053-amp-predeploy-kd
ﬂ‘ anyconnect-win-4.9.04053- core-vpn-predeploy-kd
18 anyconnect-win-4.9.04053- dart- predeploy-k9
5 anyconnect-win-4.9.04053-gina-predeploy-k8
15 anyconnect-win-4.9.04053- iseposture-predeploy-kd
3 anyconnect-win-4.9.04053-nam-predeploy-k3
ﬂ‘ anyconnect-win-4.9.04053- nvm-predeploy-k3
i anyconnect-win-4.9.04053- posture-predeploy-kd
15 anyconnect-win-4.9.04053-umbrella-predeploy-kd
§9 anyconnect-win-4.9.04053-websecurity-predeploy-kd
] install
& Setup

nsctup

v O
Date modified

5/3/2021 4:48 PM

5/3/2021 4:48 PM

11/1972020 4:21 AM
11/1972020 4:37 AM
111972020 4:58 AM
11/19/2020 4:58 AM
111972020 4:30 AM
117192020 4:24 AM
11/19/2020 4:50 AM
111972020 4:27 AM
11/19/2020 4:53 AM
11/1972020 4:45 AM
S/15/2021 12:00 AM
111972020 4:47 AM
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o X
o

Search anyconnect-win-4.9.0.. 92

Type

File folder
File folder

Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...

Windows Installer ...

Text Document
Application
HTML Application

Size

2,54 KB
15,447 KB
4,728 KB
2826 KB
3,207 KB
6,281 KB
6,768 KB
10,733 KB
3,928 KB
2974 KB
463 KB
958 KB
22KB

==

Step 3.2 The tools-anyconnect-win-4.9.04053-transforms.zipfile is unzipped on the next folder path: C:\Users\calo\Downloads\tools-anyconnect-win-

4.9.04053-transforms.
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E] _anyconnect-win-lockdown.mst
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v O
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o X
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Search tools-anyconnect-win... O

Type

MST File
MST File
MST File
MST File
MAT File
MST File
MST File
MST File
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Step 4. Copy and paste the AnyConnect lockdown transforms file into the same folder as the AnyConnect MSI installer files.

Step 4.1 From the tools-anyconnect-win-4.9.04053-transforms folder, copy the _anyconnect-win-lockdown.mst lockdown transforms file and pastes it
into the anyconnect-win-4.9.04053-predeploy-k9 folder as follows.

Size

15 KB
15KB
32 KB
32 KB
15KB
32 KB
32KE
15KE
32 KB

>



= | anyconnect-win-4,9.04053-predeploy-k9 = O X

Il rore  shee v 0

Dow... * anyconnect-win-4.9.04053-predeploy-k9
# Quick access
& OneDrive Profiles
Setup
B This PC _anyconnect-win-lockdown.mst
B Desktop }3':] anyconnect-win-4,9.04053-amp-predeploy-k9
" I 151 anyconnect-win-4,9.04053-core-vpn-predeploy-k9
& Downloads 1:?3 an-r.-ccnnect--.-un-J.G.CIJE'?E-daﬂ-predeplc-;-k%
» Music 1'3_3 anyconnect-win-4.9.04053-gina-predeploy-k9
DJ anyconnect-win-4.9.04053-iseposture-predeploy-k9
B Pictures _]SJ anyconnect-win-4.9.04053-nam-predeploy-k9
Videos i® anyconnect-win-4,9.04053-nvm-predeploy-k3 1:50 AM
am Local Disk (C:) f_}] anyconnect-win-4.9.04053- posture-predeploy-k9
153 anyconnect-win-4.9.04053-umbrella- predeploy-k3

¥ Network ’ ) _ )
) 15J anyconnect-win-4,9.04053-websecurity-predeploy-...

install
& Setup
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L4 >
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Step 5. CD into the folder path that has the MSI AnyConnect installation files.

Step 5.1 Open a Windows command prompt terminal and cd into the folder path that has the MSI AnyConnect installation files and the _anyconnect-win-
lockdown.mst lockdown transforms file copied/pasted in the step above.

This example cd into the next folder path C:\Users\calo\Downloads\anyconnect-win-4.9.04053-predeploy-k9.

B Command Prompt —_ m| W

Step 6. Install the AnyConnect modules with the lockdown transforms file.

Step 6.1 | nstall each of the AnyConnect modules required with the next MSI installer command that points to the AnyConnect .msi module file and
the _anyconnect-win-lockdown.mst lockdown transforms file.

msiexec -i anyconnect-win-4.9.04053-xxxxxxx-predeploy-k9.msi TRANSFORMS=_anyconnect-win-



lockdown.mst LOCKDOWN=1 -lvx* install.log

Note:The LOCKDOWN value setup as "1", enables the lockdown feature for the AnyConnect module to install.

Note: Cisco recommends that you use the sample transforms file provided to set this property, apply the transform to each MSl installer
for each module you want to be locked down. You can download the sample transforms from the Cisco AnyConnect Secure Mobility

Client software download page.

Note:If you deploy the core client plus one or more optional modules, you must apply the LOCKDOWN property to each of the installers. This
operation is one way only and cannot be removed unless you re-install the product.

Step 6.2 This example installs the AnyConnect CORE & VPN module and the _anyconnect-win-lockdown.mst lockdown transforms file, both match the
files for the AnyConnect version 4.9.04053.

msiexec -1 anyconnect-win-4.9.04053-core-vpn-predeploy-k9.msi TRANSFORMS=_anyconnect-win-
lockdown.mst LOCKDOWN=1 -lvx* install.log

®E Command Prompt

L'.:',J Crsco AnyConnect Secure Mobility Client Setup

Welcome to the Cisco
AnyConnect Secure
Mobility Client Setup




ﬁ Cisco AnyConnect Secure Mobility Chent Setup

g
End-User License Agreement '

y
Flease read the following bcense agreement carefully "‘

S B

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA™) contains
addﬂmnal terrns and conditions for the Software Product licensed under ﬂ'IE

R L s o 1]

- b sakism oo W

(@) I accept the terms in the License Agreement

mss AL mom s o owl o e

()1 do not accept the terms in the License Agreement
Advanced Installer

< Back Mext >

ﬂ Cisco AnyConnect Secure Mobility Client Setup
Ready to Install

The Setup Wizard is ready to begin the Typical nstallation
4

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick Back”. Chck "Cancel” to exit the wizard.

Advanced Installer

< Back & instal Cancel




1;}' Cisco AnyConnect Secure Mobility Client Setup 4

Completing the Cisco
» o AnyConnect Secure
. Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Frish

Step 6.3 This example installs the AnyConnect Umbrella Roaming Security module and the _anyconnect-win-lockdown.mst lockdown transforms file,
both match the files for the AnyConnect version 4.9.04053.

msiexec -i anyconnect-win-4.9.04053-umbrella-predeploy-k9.msi TRANSFORMS=_anyconnect-win-
lockdown.mst LOCKDOWN=1 -lvx* install.log
B Command Prompt — Ll oo

Lockdown option from the AnyConnect pre-deployment package installation wizard.

Configuration Steps

Step 1. Download the Anyconnect pre-deployment package file for Windows.



Step 1.1 Navigate to the Cisco software download page and download the AnyConnect version to install on the Windows machine.

For this example, download the Windows AnyConnect pre-deployment package that includes the individual MSI files for version 4.9.04053 (anyconnect-win-
4.9.04053-predeploy-k9.zip).
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Software Download

Downloads Home [ Security / VPN and Endpoint Security Clients [ Cisco VPN Clients [ AnyConnect Secure Mobility Client [ AmyConnect Secure Mobility Client vd.x | AnyConnect VPN Client Software- 4.9.04053

(3 searh.. ) AnyConnect Secure Mobility Client v4.x
Release 4.9.04053 Related Links and Documentation

. . AmyConnect Ordering Guide
(0D ) ] G Release Notes for 4.9.04053

EEALEEE e A My Notifications Licensing FAQ
4.10.00083
4.9.06037
AnyConnect 4.9 is available to customers with active AnyConnect Apex, Plus or VPN Only term/coniracts. See the AnyConnect Ordering Guide for
All Release B options. Software Download problems?
Translations >
File Information Release Date Size
ISEComgliancemodule y AnyConnect Pre-Deployment Package (Linux 64-bit)g 30-Nov-2020 25.19 MB 3y
AppSelector=2.0 ¥ anyconnect-linuxsd-4.9.04053- predeploy-k9.targz
icati i i -bitVm -Now- L
Hioataan 5 Application Programming Interface [API] (Linux 64-bit) @ 30-Nov-2020 6.61 MB LA
anyconnect-linuxGd-4.9.04053-vpnapi.tar.gz
Android > :
AnyConnect Headend Deployment Package (Linux 64-bit) g 30-Nov-2020 34.49 MB AR
4.10 > anyconnect-linuxG4-4.9.04053-webdeploy-k9.pkg
NUM 5 AnyConnect Pre-Deployment Package (Mac 0S)g 30-Now-2020 41.44 M8 2
anyconnect-macos-4.9.04053-predeploy-k9.dmg
4.9 b
Application Programming Interface [API] (Mac OS) 30=Now-2020 33.62 MB R
4.9.06037 anyconnect-macos-4.9.04053-vpnapi tar.gz
4.9.05042 AnyConnect Headend Deployment Package (Mac OS)g 30-Nov-2020 57.16 MB L,

anyconnect-macos-4.9.04053 -webdeploy-k9.pkg
30-Nov-2020 Ay

Language localization transform Pre-Deployment (Windows)m 0,64 MB
anyconnect=win=4.9,04053 -core -vpn-lang - predeploy-k9.zip

|+

Language localization transform Headend Deployment (Windows)g ~ 30-Nov-2020 0.65 MB L
anyconnect-win-4.9.04053-core -vpn-lang -webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 30-Mov-2020 59.62 MB * L.-r

individual MSI files g
anyconnect-win-4.9.04053 -predeploy-k9.zip

Step 2. Open the AnyConnect setup file.
Step 2.1 Unzip the anyconnect-win-4.9.04053-pre-deploy-k9.zip file downloaded and open it.
Step 2.2 Then double-click on the AnyConnect setup file.
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» This PC » Downloads » anyconnect-wan-4.9.04053-predeploy-k9

T

MName

Profiles

| Setup
i anyconnect-win-4.9.04053-amp-predeploy-k9
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Step 3. Work with the AnyConnect installation wizard.

Step 3.1 Select the AnyConnect modules you would like to install from the options displayed.

v O
Date modified

5/3/2021 4:48 PM

3/3/2021 4:48 PM

11/19/2020 4:21 AM
11/19/2020 4:37 AM
1171972020 4:58 AM
11/19/2020 4:58 AM
11/19/2020 4:30 AM
1171972020 4:24 AM
11719/ 2020 4:30 AM
11/19/2020 4:27 AM
11/19/2020 4:53 AM
11/19/2020 4:45 AM
W5/2027 1200 AM
1171972020 4:47 AM
11/18/2020 4:06 AM

For this example, select the AnyConnect CORE & VPN and the Umbrella Roaming Security modules.

= O ®
7]
Search anyconnect-win-4.9.0.. 0

Type Size

File folder

File folder

Windows Installer ... 2544 KB
Windows Installer ... 15,447 KB
Windows Installer ... 4,728 KB
Windows Installer ... 2826 KB
Windows Installer ... 3,207 KB
Windows Installer ... 6,281 KB
Windows Installer ... 6,768 KB
Windows Installer ... 10,733 KB
Windows Installer ... 3,928 KB
Windows Installer ... 2974 KB
Text Document 453 KB
Applhication 958 KB
HTML Application 2 KB

Heq =)



Select the AnyConnect 4.9.04053 modules you wish to
install:
Core & VPN
Start Before Login
Network Access Manager
VPN Posture (Hostscan)
AMP Enabler
Network Visibility Module
Cloud Web Secunty
Umbrella Roaming Security
ISE Posture
Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Step 4. Enable the AnyConnect lockdown feature.

Step 4.1 In order to enable the lockdown feature for both the CORE & VPN and the Umbrella Roaming Security modules, select the Lock Down
Component Services option and proceed with the installation.



M Cnco AnyConnedt Secwre Mobiity Chard install Sabicton = o b
Select the AnyConnect 4.9.04053 modules you wish to
mnstall: : :

Core & VPN

Start Betore Login

Network Access Manager

VPN Posture (Hostscan)

AMP Enabler

Network Visibility Module

Cloud Web Secunity

Umbrella Roaming Secunty

ISE Posturc

Select All

Dhagnostic And Reporting Tool

Lock Down Component Services

Install Selected

Step 5. Confirm the installation of the AnyConnect modules.

Step 5.1 The installation of the AnyConnect modules is completed at 100% once the next message is displayed.

Cisco AnyConnect Secure Mobility Client Install Selector X

Installation complete.

x ]

Configure Hide AnyConnect from the Add/Remove Program List
MSI installers from the Windows command prompt terminal.

Configuration Steps
Step 1. Download the AnyConnect pre-deployment package file for Windows.
Step 1.1 Navigate to the Cisco software download page and download the AnyConnect version to install on the Windows machine.

For this example, download the Windows AnyConnect pre-deployment package that includes the individual MSiI files for version 4.9.04053 (anyconnect-win-
4.9.04053-predeploy-k9.zip).
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Language localization transform Pre-Deployment (Windows)g 30-Nov-2020 0.64 MB Y
anyconnect-win-4.9.04053-core-vpn-lang-predeploy-k9.zip
Language localization transform Headend Deployment (Windows)@  30-Nov-2020 0.65 MB &\
anyconnect-win-4.9.04053-core-vpn-lang-webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 30-MNow-2020 59.62 MB + s

individual MS| filesg
anyconnect-win-4.9.04053-predeploy-k9.zip

Step 2. Download the AnyConnect installer transforms file for Windows.

Step 2.1 Navigate to the Cisco software download page and download the AnyConnect Installer Transforms file for Windows that matches the same
AnyConnect version to install in the windows machine.

For this example, download the transforms file for the AnyConnect version 4.9.04053 (tools-anyconnect-win-4.9.04053-transforms.zip).
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Translations >
File Infarmation Release Date Size

ISECampliancehodule 2 AnyConnect Pre-Deployment Package (Linux 64 —bir}@ 30-Nov-2020 25,19 MB +

AppSelector-2.0 b3 anyconnect-linux6d-4.9 04053 -predeploy-k9 tar.gz

Hostscan % Application Programming Interface [API] (Linux 64-bit) @ 30-Nov-2020 6.61 MB +
anyconnect=linuxéd=-4.9.04053-vpnapi tar.gz

Android > i )
AnyConnect Headend Deployment Package (Linux 64-bit)@ 30-Nov-2020 34.49 MB R

4.10 b anyconnect-linux64-4,9,.04053-webdeploy-k9.pkg

NUM > AnyConnect Pre-Deployment Package (Mac 0S)g 30-Nov-2020 41.44 MB +
anyconnect-macos-4.9.04053-predeploy-k9.dmg

49 ~
Application Programming Interface [API] (Mac OS)g 30-Nov-2020 13.62 MB R

4.9.06037 anyconnect-macos-4.9.04053-vpnapi.tar.gz
4.9.05042 AnyConnect Headend Deployment Package (Mac 0S)g 30-Nov-2020 57.16 MB R

anyconnect-macos-4.9.04053-webdeploy-k9.pkg
Language localization transform Pre-Deployment (Windows) @ 30-Nov-2020 0.64 MB 4 \,u;"
anyconnect-win-4.9.04053-core-vpn-lang-predeploy-k9._zip
Language localization transform Headend Deployment (Windows)@ ~ 30-Nov-2020 0.65 MB N\
anyconnect-win-4.9,04053-core-vpn-lang-webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 20-Nov-2020 59.62 MB +
individual M3 files g
anyconnect-win-4.9.04053-predeploy-k9.zip
Application Programming Interface [API] (Windows)g 30-Nav-2020 141.06 MB s
anyconnect-win-4.9.04053-vpnapi.zip
AnyConnect Headend Deployment Package (Windows)g 30-Nov-2020 67.32 MB B
anyconnect-win-4.9.04053-webdeploy-k9.pkg
AnyConnect Pre-Deployment Package (Windows 10 ARMG4) - 30-Nov-2020 28.84 MB +
includes individual MSI files @
anyconnect-win-armi4-4.9.04053-predeploy-k9.zip
AnyConnect Headend Deployment Package (Windows 10 ARMB4)  30-Now-2020 36.48 MB LY
anyconnect-win-arm64-4.9.04053-webdeploy-k9.pkg
Profile Editor (Windows) g 30-Nov-2020 10.61 MB +
toals-anyconnect-win-4.9.04053-profileeditor-k3.msi
AnyConnect Installer Transforms (Windows)m 30-Nov-2020 0.05 MB +
tools-anyconnect-win-4.9.04053-transforms.zip

Step 3. Unzip the AnyConnect files downloaded into different folders.

Step 3.1 The anyconnect-win-4.9.04053-predeploy-k9.zip file is unzipped on the next folder path: C:\Users\calo\Downloads\anyconnect-win-4.9.04053-
predeploy-k9.
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11/19/2020 4:47 AM
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v O
Date modified
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Texdt Document
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2826 KB
3,207 KB
6,281 KB
6,768 KB
10,733 KB
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Step 3.2 The tools-anyconnect-win-4.9.04053-transforms.zipfile is unzipped on the next folder path: C:\Users\calo\Downloads\tools-anyconnect-win-
4.9.04053-transforms.

| tools-anyconnect-win-4.9.04053-transforms

O x
]

Search tools-anyconnect-win... B

Type

MST File
MST File
MST File
MST File
MST File
MST File
MST File
MST File
MST File

Step 4. Copy and paste the AnyConnect hide-addremove transforms file into the same folder as the AnyConnect MSI installer files.

Step 4.1 From the tools-anyconnect-win-4.9.04053-transforms folder, copy the _anyconnect-win-hide-addremove-display.mst transforms file and
pastes it into the anyconnect-win-4.9.04053-predeploy-k9 folder as follows.

Size

15KB
15KB
2KB
32KB
15KB
32KB
2KB
15KB
2 KB

>
EL
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Step 5. CD into the folder path that has the MSI AnyConnect installation files.

Step 5.1 Open a Windows command prompt terminal and cd into the folder path that has the MSI AnyConnect installation files and the _anyconnect-win-
hide-addremove-display.mst transforms file copied/pasted in the step above.

This example cd into the next folder path C:\Users\calo\Downloads\anyconnect-win-4.9.04053-predeploy-k9.

B Command Prompt = [m] W

Step 6. Install the AnyConnect modules with the hide-addremove transforms file.

Step 6.1 | nstall each of the AnyConnect modules required with the next MSI installer command that points to the AnyConnect .msi module file and
the _anyconnect-win-hide-addremove-display.mst transforms file.

msiexec -1 anyconnect-win-4.9.04053-xxxxxxx-predeploy-k9.msi TRANSFORMS=_anyconnect-win-hide-



addremove-display.mst ARPSYSTEMCOMPONENT=1 -lvx* install.log

NoOte: The ARPSYSTEMCOMPONENT value setup as "1", enables the Hide AnyConnect from the Add/Remove Program List feature for the
AnyConnect module to install.

Note: Cisco recommends that you use the sample transforms file provided to set this
property, apply the transform to each MSI installer for each module that you want to
hide. You can download the sample transforms from the Cisco AnyConnect Secure Mobility
Client software download page.

note: If you deploy the core client plus one or more optional modules, you must apply the
HIDE-AnyConnect property to each of the installers. This operation is one way only and
cannot be removed unless you re-install the product.

Step 6.2 This example installs the AnyConnect CORE & VPN module and the_anyconnect-win-hide-addremove-display.mst transforms file, both match
the files for the AnyConnect version 4.9.04053.

B Command Prompt = [m] »




¥ Cisco AnyConnect Secure Mobility Client Setup X

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will nstall Cisco AnyConnect Secure
Mobillity Chent on your computer, Click Mext to
continue or Cancel to exit the Setup Wizard.

RG] [ el

ﬂ Cisco AnyConnect Secure Mobility Chent Setup X

End-User License Agreement
Please read the following license agreement carefully

-

el

Supplemental End User License Agreement =
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

|IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULAT) contains
additional terms and conditions for the Software Product licensed under the

Fodlillgzal lgazsas Aoz asmscsal ML M A Cokicz aa Wae: MFz .. g cisad bazaslis

(8] accept the terms in the License Agreement
()1 do not accept the terms in the License Agresment

Advanced Installer
:M_m:-| Cancel




ﬁ] Cisco AnyConnect Secure Mobility Client Setup

Ready to Install / }-‘
The Setup Wizard is ready to begin the Typical installation . b
il .

Click "Instal” to begin the installation. If you want to review or change any of your
instalation settings, dick Back”. Chdk "Cancel” to exit the wizard.

Advanced Installer

8 Cisco AnyConnect Secure Mobility Client L} ®

Cisco AnyConnect Secure Mobility Client
Version 4.9.04053

& Copyright 2004 - 2020 Cisco Systems, Inc. Al Rights Reserved
Cisco, the Cmco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisoo andfor its affilates in the United Stabes and certain other countries.

Installed Modules:
VPN, Customer Experience Feedback

This product indudes software developed by the OpenSSL Project for use in the OpenSSL Tookkit:
hitkps: [fwwew.openssl. ong

This product indudes orypitographe: software written by Eric Young (say Borypisoft.com)

This product indudes software written by Tim Hudsan (h@oryptsaft.com)

Ths product ndcorporates the lbas] HTTP lerary:

Copyright (£) 1996 - 2019, Darssl Stenberg, (danielBhaxy.se).

sl lal ]l
End User License Agreement ClSCO
Cisco Online Privacy Statement and the AnyConnect Supplement

Step 6.3 This example installs the AnyConnect Umbrella Roaming Security module and the _anyconnect-win-hide-addremove-display.mst transforms
file, both match the files for the AnyConnect version 4.9.04053.

msiexec -1 anyconnect-win-4.9.04053-umbrella-predeploy-k9.msi TRANSFORMS=_anyconnect-win-hide-
addremove-display.mst ARPSYSTEMCOMPONENT=1 -1lvx* install.log



B Command Prompt — O >

A Cisco AnyConnect Secure Mobility Client = X

Ready to connect.

10.3.3.2

Roaming Security:
Umbrella is inactive.,

Profile is missing.

G0
CISCO
Configure AnyConnect Lockdown and the Hide AnyConnect from the Add/Remove Program List with ASDM

This procedure applies just to AnyConnect web deployment updates. This example considers an AnyConnect web deployment update from version 4.9.04053
to 4.9.0.6037.

Configuration Steps
Step 1. Confirm the AnyConnect version that runs on the Windows machine.

Step 1.1 The Windows machine in this example has the AnyConnect version 4.9.04053 already installed for both the Core & VPN and the Umbrella Roaming
Security modules.



& Cisco AnyConnect Secure Mobility Client X

Cisco AnyConnect Secure Mobility Client
Version 4.9.04053

& Copyright 2004 - 2020 Cisco Systems, Inc. All Rights Reserved
Cisco, the Csco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco andfor its affiiates in the United States and certain other countries,

Installed Modules:
VPN, Roaming Security, Customer Experience Feedback

This product indudes software developed by the OpensSSL Praject for use in the OpenSSL Toolkt:
hittps:/fwevw.openssl.org

This preduct indudes aryptographic software written by Eric Young (eay@ayptsoft.com)

This product indudes software written by Tim Hudson (h @ayptsoft.com)

This product incorporates the libaur HTTP library:

Copyright (c) 1995 - 2019, Daniel Stenberg, (daniel$haxy.se).

T
End User License Agreement VPR
Cisco Online Privacy Statement and the AnyConnect Supplement c I sco r— I

G  Verify your network connection.

10.3.3.2

Roaming Securily:
Umbreda is inactive.
Profile is missing.

Step 2. Download the AnyConnect headend deployment package file for Windows.

Step 2.1 Navigate to the Cisco software download page and download the AnyConnect headend deployment package file version to install on the Windows
machine for the web deployment update.

For this example, download the Windows AnyConnect headend deployment package version 4.9.06037 (anyconnect-win-4.9.06037-webdeploy-k9.pkg).
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File Information

AnyConnect Pre=Deployment Package (Linux 64=bit)
anyconnect-inuxé4-4.9.06037 -predeploy-k9.tar.gz

Application Programming Interface [API] (Linux 64-bit)
anyconnect-linux64-4.9.06037-vpnapitar.gz

AnyConnect Headend Deployment Package (Linux 64-bit)
anyconnect-linuxG4-4.9.06037 -webdeploy-k9.pkg

AnyConnect Pre-Deployment Package (Mac 0S)
anyconnect-macos-4.9.06037 -predeploy-k9.dmg

Application Programming Interface [API] (Mac OS)
anyconnect-macos-4.9.06037 -vpnapi.tar.gz

AnyConnect Headend Deployment Package (Mac OS)
anyconnect=macos=4.9.06037 -webdeploy=-k9.pkg

Language localization transform Pre-Deployment (Windows)
anyconnect-win-4.9.06037-core-vpn-lang-predeploy-k9.zip

Language localization transform Headend Deplayment (Windows)
anyconnect-win-4.9.06037 -core-vpn-lang-webdeploy-k9.zip

AnyConnect Pre-Deployment Package (Windows) - includes
individual M5l files
anyconnect-win-4.9.06037-predeploy-k9.zip

Application Programming Interface [API] (Windows)
anyconnect-win-4.9.06037 -vpnapi.zip

C&nyCu-nnect Headend Deployment Package {WinduwsD

anyconnect-win-4.9.06037 -webdeploy-k9.pkg

Step 3. Download the AnyConnect installer transforms file for Windows.

Step 3.1 Navigate to the Cisco software download page and download the AnyConnect Installer transforms file for Windows that matches the same
AnyConnect version to install in the windows machine.

For this example, download the transforms file for the AnyConnect version 4.9.06037 (tools-anyconnect-win-4.9.06037-transforms.zip).

) AnyConnect Secure Mobility Client v4.x

Related Links and Documentation
AnyConnect Ordering Guide

Release Notes for 4.9.06037

Licensing FAQ

Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for

Release Date Size

05-Feb-2021 26.18 MB RARA
05-Feb-2021 6.84 MB ERRTA
05-Feb-2021 35.58 MB v b
05-Feb-2021 42.32 MB LA
05-Feb-2021 34.49 MB BT |
05-Feb-2021 58.21 MB RN
05-Feb-2021 0.63MB EARYE
05-Feb-2021 0.63MB B
05-Feb-2021 65.80 MB 2% N
05-Feb-2021 141.65 MB LA |
05-Feb-2021 76.37 MB LTS |
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A AnyConnect 4.9 is available to customers with active AnyConnect Apex, Plus or VPN Only term/contracts. See the AnyConnect Ordering Guide for
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File Information Release Date Size
ISEComplianceModule > AnyConnect Pre-Deployment Package (Linux 64 -bit) 05-Feb-2021 26.18 MB R i
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anyconnect-win-4.9.06037 -core-vpn-lang-predeploy-k9.zip
Language localization transfarm Headend Deployment (Windows) 05-Feb-2021 0.63MB o K
anyconnect-win-4.9.06037 -core-vpn-lang-webdeploy-k9.zip
AnyConnect Pre-Deployment Package (Windows) - includes 05-Feb-2021 65.80 MB R i
individual MSI files
anyconnect-win-4.9.06037 -predeploy-k9.zip
Application Programming Interface [API] (Windows) 05-Feb-2021 141.65 MB v B
anyconnect-win-4.9.06037-vpnapi zip
AnyConnect Headend Deployment Package (Windows) 05-Feb-2021 76.37 MB " B
anyconnect-win-4.9.06037-webdeploy-k9.pkg
AnyConnect Pre-Deployment Package (Windows 10 ARMG4) - 05-Feb-2021 34.13MB v K
includes individual MSI files
anyconnect-win-armé4-4.9.06037-predeploy-k9.zip
AnyConnect Headend Deployment Package (Windows 10 ARMB4)  05-Feb-2021 4383 MB v B
anyconnect-win-armbé4-4.9.06037-webdeploy-k9.pkg
Profile Editor (Windows) 05-Feb-2021 10.61 MB v K
tools-anyconnect-win-4.9.06037 -profileeditor-k9. msi
05-Feb-2021 0.05MB v K

AnyConnect Installer Transforms (Windows)
tocls-anyconnect-win-4.9.06037-transforms.zip

Step 4. Unzip the AnyConnect transforms file downloaded.

Step 4.1 T he tools-anyconnect-win-4.9.06037-transforms.zipfile is unzipped on the next folder path: C:\Users\calo\Downloads\tools-anyconnect-win-

4.9.06037-transforms.

+] = | tools-anyconnect-win-4.9.06037-transforms

Home Share View

&« A + ThisPC » Downloads * tools-anyconnect-win-4.9.06037-transforms
# Quick access .
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B Desktop [ 7] anyconnect-win-disable-customer-experience-feedback.mst
B Documents | | amyconnect-win-enablefips.mst
" Downloads ‘—_.l anyconnect-win-gui-desktop-shortcut.mst
: | | anyconnect-win-reset-adapter-mtu.mst
J.' i | -'i anyconnect-win-strict-cert-policy.mst
[=] Pictures y

: | | vpngina_anyconnect-win-reboot-reallysuppress.mst

Step 5. Open the ASDM and connect to the ASA with your credentials.

Date modified

19/2021 606 PM
1972021 &06 PM
19/2021 6:06 PM
19/2021 &06 PM
9/2021 &06 PM
19/2021 &06 PM
2021 &:06 PM
[2021 6:06 PM
/19/2021 6:06 PM
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e o oo o oo
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Step 6. Transfer the AnyConnect headend deployment package from your PC to the ASA flash memory.

Step 6.1 Navigate to Tools > File Management > File Transfer > Between Local PC and Flash and transfer the AnyConnect headend deployment

package version 4.9.06037 (anyconnect-win-4.9.06037-webdeploy-k9.pkg) to the ASA flash memory.

Type

MST File
MST File
MS5T File
MST File
MST File
MST File
MST File
MST File
MST File

Size

14 KB
14 KB
32KB
32KB
14 KB
32KB
32KB
14 KB
32 KB
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Step 7. Configure the transferred AnyConnect headend deployment package version for the web deployment update.

Step 7.1 Navigate to the ASDM Configuration > Remote Access VPN > Anyconnect Client Software and select the AnyConnect headend deployment
package version 4.9.04053 installed.

Step 7.2 Then, select Replace and Browse Flash to replace the old AnyConnect headend deployment package version 4.9.04053 with the 4.9.06037
previously transferred to the flash memory.

Cisco ASDM 7.14(1) for ASA - 10.1.1.2
File View Tools Wizards Window Help ™V

@m@%&lﬁmnwn Maritoring QS&WGReﬁﬁh‘OBad:OFuward ?Hﬁp|
" Device List | Bookmarks |  Confiquration > Remote Access VP > Network (Client) Access > AnyConnect Client Softwar

| Device List g 8 x |

AnyConnect Client Images
% Add ﬂDelete ﬂCmtt Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyCe
Find: | o match the user-agent of a browser to an image.
“® 0Ll You can also minimize connection setup time by moving the image used by the most commonly encountere
10.1.1.2
%H 4 Add | Replace [ Delete| + | &
5 10.201.179.35 Image Regular expres
disk0: fanyconnect-win-4.9,04053-webdeploy+k9.pkg
' Remote Access VPN a 8|
1 " (B} Replace AnyC Client | X
ace onnect Client Image
(- E7} AnyConnect Customization Localization = = )
-1 AnyConnect Client Profile
BT JAnyConnect Client Software
Dynamic Access Policies
Group Polides L 1
8B} IPsec(IKEv1) Connection Profiles Regular expression to match user-agent ¥
- @B} IPsec(IKEv2) Connection Profiles
..EsemeMohind.mm . ok | cancel || Hep
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a Browse Flash

Folders Files
ﬂu’tbﬂ FileName ~1 Size (bytes) Date Modified
%[ log anyconnect-win-4.9.04... 70,592,901 02/04/21 20:00:18 A
&[] coredumpinfo anyconnect-win-4.9.06... 05/18/21 19:20:16
-] snmp asa9-12-2-smp-k8.bin 102,703,104 10/24/19 15:52:58
as5a9-12-4-7-smp-k8.bin 102,813,696 11/18/20 10:49:20
asaf9-13-1-12-smp-+8.bin 103,882,752 08/18/20 19:46:36
asa9-13-1-smp-k8.bin 103,827,456 08/18/20 19:24:38
as5a9-14-1-19-smp-k8.bin 105,062,400 08/18/20 19:47:40
asa9-14-1-smp-k8.bin 105,172,992 08/18/20 19:47:10
asa9-14-2-13-smp+8.bin 109,541,376 03/29/21 18:51:56
asa9101-smp-k8.bin 115,605,504 10/24/19 15:16:22
asa3982-15-smp-k8.bin 108,840,960 11/18/20 11:04:44
asdm-7131-101.bin 34,030,612 08/18/20 19:17:58
asdm-7131.bin 34,033,084 08/18/20 19:17:36
asdm-7141-46.bin 35,743,132 08/18/20 19:18:30
asdm-7141-48.bin 35,744,052 08/18/20 19:18:42 .
e =P A Ll LT F R LY. Do 0. 19414 |

File Name: 'mymct-wh-li.g.nﬁl}ﬂ-webdmlor-klpkg

oK . Cancel Refresh

Step 7.3 Apply the configuration changes and Send them to the ASA.
Cisco ASDM 7.14(1) for ASA - 10.1.1.2 - [m} b4
jT'rDe topic to search ]

File View Tools Wizards Window H.elp 'llltllll
@m@%mﬂml@m|gm Gmﬁm|°m OFomara| ?Heb| cisco
" Devie Lt | Bookmaris |  Confiquration > Remote Access VPN > Network (Client) Access > AnvConnect Client Software O

Device List g 8 x
% Add IID*'! ’Cnrnect Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string 'AnyConnect VPN Client’. The regular expression is used to
Find: | Go match the user-agent of a browser to an image.
CRIERE ~]  You can also minimize connection setup tme by moving the image used by the mast commonly encountered operation system to the top of the ist.
gmw.l.r.s % add| [ Repiace| [ff Delete| + | & |
L.—# 10.201.179.35 s Image Regular expression to match user-agent

diskD): fanyconnect-win-4.9.06( e




[ Preview CLI Commands %

The following CLI commands are generated based on the changes you made in ASDM, To send the commands to the ASA,
dick Send. To not send the commands and continue making changes in ASDM, dick Cancel.

webvpn
no anyconnect image disk0: fanyconnect-win-4.9.04053-webdeploy-k9.pkg 1
anyconnect image disk0: fanyconnect-win-4.9.06037-webdeploy-k9.pkg 1

Send | Cancel Save To Fie... |

Step 8. Import the AnyConnect sample transforms files.
Step 8.1 Navigate to the ASDM Configuration > Remote Access VPN > Customized Installer Transforms > Import and import the sample transforms

files required.
Step 8.2 Import the AnyConnect version 4.9.06037 _anyconnect-win-lockdown.mst sample transforms file to enable the lockdown for both, the CORE &

VPN and the Umbrella Roaming Security modules.

Enter the values as follows:

Name: _anyconnect-lockdown

Platform: win

Select a file - Local computer: C:\Users\calo\Downloads\tools-anyconnect-win-4.9.06037-transforms\_anyconnect-win-lockdown.mst
[ Cisco ASDM 7.14(1) for ASA - 10.1.1.2

File View Tools Wizards Window Help _ ST I I
ﬁm@mm |5 save Q¥ Refresh OM ﬁ)Fmad_ ‘?Heb cisco

et St e e ——L |
| Device List e 8 x

% Add [ Delete S Connect se objects wil be served by the ASA on request from

Type topic to search

B Import AnyConnect Custormization Objects X

Find: Go
510.“.1 [
o 10115 T -
- 1.179.95 Platform: |win el
Remote Access VPN & § Selectafie
- B AnyConnect Connection Profies (®) Local computer
=13 AnyConnect Customization Localization )
mwg Path: |C:\Users'calo\Downloads\tools-anyconne:
Binary
%Scr'ul () Flash file system
Path: ] Browse Flash...
mmmmnm () Remate server
&a- ice Sat Pa:h'ﬁp . |
€y e |
ﬁwmm
ﬁs_m-u-sauwﬂ
E)th
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i




m mport AnyLonnect Customization Objects i

Name: | _anyconnect_lockdown
Platform: |win w |

q [ Information X B

@ Entry _anyconnect_lockdown has been successfully imported.

Path /A |

rootron ] | el || e

Note: The AnyConnect _anyconnect-win-lockdown.mst sample transforms file works for whatever AnyConnect module
required.

Step 8.3 Import the AnyConnect version 4.9.06037 _anyconnect-win-hide-addremove-display.mst sample transforms file to enable the hide from the
add/remove program list for both, the CORE & VPN and the Umbrella Roaming Security modules.

Enter the values as follows:

Name: _anyconnect-hideaddremove

Platform: win
Select a file: C:\Users\calo\Downloads\tools-anyconnect-win-4.9.06037-transforms\_anyconnect-win-hide-addremove-display.mst

1 for ASA -

File View Tools Wizards Window Help |Type topic to search | Go ||| lIi
— ' '

@m[ﬂ Monitoring gmomm O s Q) Forvand ‘?Hﬂp cisco

e e e et et ]
Device List a8 x|

4 Add [ Delete S Connect Thee rusrel bete th Arnensct hirues hilae anel ecrinite o tha dases ohjects wil be served by the ASA on request from
sy - [E mport AnyConnect Customization Objects X [eftside navigation tree.
& 10.1.1.1 1 - - i
3 Name: | _anyconnect-hideaddremov
10.1.1.2] |

B oz rotioe [ ] _

- 10.201,179.35

| Remote Access VPN & § Selectafie
9} AnyConnect Connection Profiles (®) Local computer
;jﬁmwummﬁm - =
Resources Path: |C:\isers\calo\Downloads tools-anyconne:

() Flash file system
Path: Browse Flash. ..
(O Remote server
Pa'lhl o) -0 |

» Apply | [ Reset |



Import AnyConnect Customization Objects

X
Name: -mvmuect-lideadciﬂmve-
Platform: 'win v
Selg -
&) Information X
@ Entry _anyconnect-hideaddremove has been successfully imported.
M

~ Path [Rp T | I

Note: The _anyconnect-win-hide-addremove-display.mstsample transforms file works for whatever AnyConnect module required
Step 8.4 Save the configuration changes and Send them to the ASA.
B Cisco ASDM 7.14(1) for ASA - 10.1.12 - n] X
File 'h‘iew Tools Wizards Window

Type topic to search

Mnl.ﬂ
% Add [Jf Delete 8 Connect This panel lists the AnyConnect-customization binary le modules and scripts on the device, These objects will be served by the ASA on request from
an - MWMNMMNWWMM please go to the 'Script’ panel in the left side navigation tree.

M 10.111 % import| @ Export| [ Delete|

P110.1.1.2]

= 10.1.15 Platform Object Name

™ 10.201.179.35 _anyconne
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gﬁ Remote Access VPN
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Note: By the time this article was written, the name used to import the sample transforms
files must have an underscore " _" at the start of the name, this forces the sample transforms
imported to work for whatever AnyConnect module. If you use a different name without an
underscore at the start of the name, then, the sample transforms imported works just for the
CORE & VPN Anyconnect module (CSCvy38427).

Step 9. AnyConnect web deployment auto-update.
Step 9.1 Force the AnyConnect web deployment auto-update to happen for the CORE & VPN and the Umbrella Roaming Security modules.

Here the ASA AnyConnect configuration in place in order to allow the CORE & VPN and the Umbrella Roaming Security modules to get auto-updated:

webvpn enable outside anyconnect image disk0:/anyconnect-win-4.9.06037-webdeploy-k9.pkg 1
anyconnect enable tunnel-group-list enable group-policy ANYCONNECT GPl internal group-policy
ANYCONNECT_GP1 attributes vpn-tunnel-protocol ssl-client ssl-clientless split-tunnel-policy
tunnelspecified split-tunnel-network-list value SPLIT_TUNNEL1l webvpn anyconnect modules value
umbrella tunnel-group MY_TUNNEL]l type remote-access tunnel-group MY_TUNNEL1l general-attributes
address-pool VPN_POOL1l default-group-policy ANYCONNECT_GPl tunnel-group MY_TUNNEL1l webvpn-

attributes group-alias SSL_TUNNEL1l enable
Step 9.2 Start a connection to the ASA headend from the AnyConnect client that runs version 4.9.04053 on the Windows machine.



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy38427

VPN:
Exiting. Upgrade in progress.

10.3.3.2

Roaming Security:
Umbrella is inactive.
Profile is missing.

ﬁ, @ allienfus
CISCO
AnyConnect Secure Mobility Client Downloader

The AnyConnect Downloader is installing AnyConnect Secure
Mobility Client 4.9.06037. Please wait...

AnyConnect Secure Mobility Client Downloader

The AnyConnect Downloader is installing AnyConnect
Umbrella Roaming Security 4.9.06037. Please wait...




AnyConnect Secure Mobility Client Downloader

Please wait while the VPN connection is established...

Step 9.3 After this, the AnyConnect Core & VPN and the Umbrella Roaming Security modules are updated to version 4.9.06037 with the lockdown and the
hide from the add/remove program list features enabled.

& Cisco AnyConnect Secure Mobility Client x

Cisco AnyConnect Secure Mobility Client
Version 4.9.06037

& Copyright 2004 - 2021 Cisco Systems, Inc. All Rights Reserved
(Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco and/or its affilates in the United States and certain other countries.

Instaled Modules:
VPN, Roaming Security, Customer Experience Feedback

This product indudes software developed by the OpenSSL Project for use in the OpenSSL Tookit:
hittps: [fwwiw.openssl.org

This product indudes aryptographic software written by Eric Young (say @oryptsaft.com)

This product indudes software written by Tim Hudson (Gh@oryptsoft.com)

This product incorporates the lbourl HTTP lbrary:
Copyright (c) 1996 - 2019, Daniel Stenberg, (danied @haoo. ze).

vt
End User License Agreement CISCO
Cisco Online Privacy Statement and the AnyConnect Supplement

Verify

Confirm the Lockdown feature is enabled for the AnyConnect modules installed

Step 1. Open the Windows services (services.msc) as follows.



& D @ Filters ™~

Best match

services.msc
sl

=" Microsoft Common Console Document

Search suggestions

L services.msc

SEMVICES. M5C

Step 2. Then, right-click over the CORE & VPN and the Umbrella Roaming Security services.

You can confirm the lockdown feature is enabled as you are not allowed to Start, Stop, Pause,
Resume or Restart the services for these AnyConnect modules.



% Services
File Action View Help

o[ EcE Hm » e nn

24, Senvices (Local) Name Description Status Startup Type Log On As
2‘2 BranchCache This service ... Manual Network S...
"(.Q Certificate Propagation Copies user .. Runnin Manual Local i
pag p 9 Syst
#3 C nnect Secure Mobility Agent C - . Running  Automatic Stl‘l
1), Cisco AnyConnect SWG Agent Cisco AnyC... Manual :
1 Cisco AnyConnect Umbrella Roaming Security Agent Cisco AnyC... Running Manual Stop
&} Client License Service (ClipSVC) Provides inf... Manual (Trig, Pause
GLCNG Isolation The CNG ke... Runnin Manual (Trig. Resume
1 CNG Key 9 (Trig
@{ COM+ Event System Supports Sy.. Running  Automatic Restart
ghcom- Systern Application Manages th.. Running Manual
33,‘;& Computer Browser Maintains a... Running  Manual (Trig, All Tasks
1), Connected Device Platform Service This service ... Disabled Refrash
16 Connected User Experiences and Telemetry The Connec.. Running  Automatic
16 CoreMessaging Manages ce.. Running Automatic Properties
1), Credential Manager Provides se.. Running Manual Help
1) Cryprographic Services Provides thr.. Running Automati
£} Data Sharing Service Provides da...  Runnin Manual (Trig... Local e
9 9 9
£} DataCollectionPublishingService The DCP (D... Manual (Trig... Local Syste...
ng. 9
£ DCOM Server Process Launcher The DCOM... Running  Automatic Local Syste...
\‘.‘k Delivery Optimization Performs co... Runnin Automatic (D... Local Syste...
Y 9
\Sk Device Association Service Enables pair... Manual (Trig... Local Syste...
9
\Sk Device Install Service Enables a c... Manual (Trig... Local Syste...
\E‘k Device Management Enrollment Service Performs D... Manual Local Syste...
) Device Setup Manager Enablesthe.. Running Manual (Trig.. Local Syste..
54, Services
File Action View Help
e | PHEoc=z HEm »enn
53 Services (Local) Name . Description Status Startup Type Log On As
{Q BranchCache This service ... Manual MNetwork 5...
&) Certificate Propagation Copies user ... Runnin Manual Local
G pag p g Syste
) Cisco AnyConnect Secure Mobility Agent Cisco AnyC...  Runnin Automatic Local
G yC ity Ag yC g Syste
;'Q,Ciscu AnyConnect SWG Agent Manual

=3 C AnyConnect Umbrella Roamin
£ Client License Service (ClipSVC)
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£ COM= Event System
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& Computer Browser
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'{Q Cryptographic Services
.';Q Data Sharing Service
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£ Delivery Optimization
'{‘2 Device Association Service

The CNG ke...
Supports Sy...
Manages th...
Maintains a...

This service ...
The Connec...
Manages co...
Provides se...

Provides thr...
Provides da...
The DCP (D...
The DCOM...

Performs co...
Enables pair...

Running

Running
Running
Running
Running

Running
Running
Running
Running
Running

Running
Running

Manual

Manual (Trig...
Manual (Trig...

Automatic
Manual

Manual (Trig...

Disabled
Automatic
Automatic
Manual
Automatic

Manual (Trig...
Manual (Trig...

Automatic

Automatic (D...
Manual (Trig...

Local Syste...
Start
Stop
Pause
Resume

Restart

Help

Local Syste...
Local Syste...
Local Syste...

Confirm the Hide from the Add/Remove Program List feature is enabled for the AnyConnect modules installed

Step 1. Open the AnyConnect client as follows.




| D lﬂ Filters ™.
Best match

Cisco AnyConnect Secure Mobility
Client
Desktop app

search suggestions

_.-G amnyoonnect

Folders (S5+4)

Documents (10+)

anyconnect

Step 2. Confirm the AnyConnect version installed.

For this, select the INFO icon under the AnyConnect client as follows:

Step 2.1 For the AnyConnect version 4.9.04053:



& Cisco AnyConnect Secure Mobility Client b4

Cisco AnyConnect Secure Mobility Client
Version 4.9 04053

© Copyright 2004 - 2020 Cisco Systems, Inc. All Rights Reserved
Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect logo are registered
trademarks or trademarks of Cisco and/or its affiiates in the United States and certain other countries.

Installed Modules:

VPN, Roaming Security, Customer Experience Feedback

This product indudes software developed by the OpenSSL Project for use in the OpenS5L Toolkit:
hittps: [fwww.openssl.org

This product indudes cryptographic software written by Eric Young (eay @cryptsoft.com)
This product indudes software written by Tim Hudson (th @cryptsoft.com)

This product incorporates the libourl HTTR lbrary:

Copyright (c) 1996 - 2019, Daniel Stenberg, (daniel @haxt.se). ' I | | I '

] ] ]
End User License Agreement VPN
Cisco Online Privacy Statement and the AnyConnect Supplement c I s c o . ( @

= Verify your network connection,

10.3.3.2

¢ Connectivity

Roaming Security:
Umbirella i inactive.
Profile is missing.

Step 2.2 For the AnyConnect version 4.9.06037:

’$ Cisco AnyConnect Secure Mobility Client X

Cisco AnyConnect Secure Mobility Client

Version 4.9.06037

& Copyright 2004 - 2021 Cisco Systems, Inc. All Rights Reserved
Cisco, the Cisco Logo, Cisco AnyConnect, AnyConnect and the AnyConnect bogo are registered
trademarks or trademarks of Cisco and/or its affiiates in the United States and certain other countries.

Instaled Modules:
VPN, Roaming Security, Customer Experience Feedback

This product indudes software developed by the OpenSSL Project for use in the OpenSSL Toolkit:
hittps: /fwww.openssl.org

This product indudes cryptographic software written by Eric Young (eay &cryptsoft. com)

This product indudes software written by Tim Hudson (Gh@oyptsoft.com)

This product incorporates the libcurl HTTP lbrary:

Copyright () 1996 - 2019, Darsel Stenberg, (daniel @haxx.se).
111D
End User License Agreement
Cisco Online Privacy Statement and the AnyConnect Supplement c I sc o f—? g

Ready to connect.

[10.3.3.2

Roaming Security:
Umbrella is inactive.
Profile is missing.

Step 3. Confirm that both the AnyConnect CORE & VPN and the Umbrella Roaming Security modules are hidden from the Add/Remove Windows Program
List.

For this, navigate to the Windows Control Panel > Uninstall a Program.



[ Pregrams and Features

i -
Control Panel Home
View installed updates

Q Turn Windows features on or
off

‘T [ » Control Panel » Programs » Programs and Features

Uninstall or change a program

To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.

Organize =

Name

[@) Cisco ASDM-IDM Launcher
[AFilezZilia Client 3.31.0

(%5 Google Chrome

\#6|Java 8 Update 151

& Microsoft OneDrive

[ Microsoft Visual C+ + 2008 Redistributable - x64 9.0.3...
[ Microsoft Visual C++ 2008 Redistributable - x86 9.0.3...
7 Microsoft Visual C++ 2013 Redistributable (x64) - 12.0...
ﬂ Microsoft Visual C++ 2015 Redistributable (x54) - 14.0...

t Mozilla Firefox 53.0.1 (x64 en-US)
i) Mozilla Maintenance Service
EPPUTTY release 0.67

m VMware Tools

& WinPcap 413

M Wireshark 2.4.5 64-bit

Troubleshoot

There is not troubleshoot procedure to follow for this document.

Related Bugs

CSCvy38427

multiple AC modules
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Tim Kosse
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Riverbed Technology, Inc.
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ASDM: Transforms file name must start with *_" underscore to take effect to
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