Configure AD (LDAP) Authentication and
User Identity on FTD Managed by FDM for
AnyConnect Clients
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Introduction

The purpose of this document is to detail how to configure Active Directory (AD) authentication for
AnyConnect clients that connect to a Cisco Firepower Threat Defense (FTD) managed by
Firepower Device Management (FDM). User identity will be used in the access policies in order to
restrict AnyConnect users to specific IP addresses and ports.



Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Basic knowledge of RA VPN configuration on FDM
- Basic knowledge of LDAP server configuration on FDM
- Basic knowledge of AD

Components Used
The information in this document is based on these software and hardware versions:

. Microsoft 2016 Server
- FTDv running 6.5.0

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Network Diagram and Scenario
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Windows Server FTD AnyConnect Client

Windows server is preconfigured with Internet Information Services (IIS) and Remote Desktop
Protocol (RDP) in order to test user identity. In this configuration guide, three user accounts and
two groups will be created.

User Accounts:

- FTD Admin: This will be used as the directory account in order to allow the FTD to bind to the
AD server.
- IT Admin: A test administrator account used to demonstrate user identity.
- Test User: A test user account used to demonstrate user identity.
Groups:

- AnyConnect Admins: A test group that IT Admin will be added to in order to demonstrate user
identity. This group will only have RDP access to the Windows Server

- AnyConnect Users: A test group that Test User will be added to in order to demonstrate user
identity. This group will only have HTTP access to the Windows Server



AD Configurations

In order to appropriately configure AD authentication and user identity on FTD, a few values will be
required. All of these details must be created or collected on the Microsoft Server before
configuration can be done on FDM. The main values are:

- Domain Name: This is the domain name of the server. In this configuration guide,
example.com is the domain name.

- Server IP/FQDN Address: The IP address or FQDN used to reach the Microsoft server. If an
FQDN is used, a DNS server must be configured within FDM and FTD in order to resolve the
FQDN. In this configuration guide, these values are win2016.example.com which resolves to
192.168.1.1.

- Server port: The port used by the LDAP service. By default, LDAP and STARTTLS will use
TCP port 389 for LDAP and LDAP over SSL (LDAPS) will use TCP port 636.

- Root CA: If LDAPS or STARTTLS is used, the root CA used to sign the SSL certificate used
by LDAPS is required.

- Directory Username and Password: This is the account used by FDM and FTD to bind to the
LDAP server and authenticate users and search for users and groups. An account named
FTD Admin will be created for this purpose.

- Base Distinguished Name (DN): The Base DN is the starting point FDM and the FTD will tell
Active Directory to begin in when searching for users. In this configuration guide, the root
domain example.com will be used as the Base DN; however, for a production environment,
the use of a Base DN further within the LDAP hierarchy might be better. For example, take
this LDAP hierarchy:

Finance Userl
example.com
example.com 2
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If an administrator wants users within the Marketing organizational unit to be able to authenticate
the base DN can be set to the root (example.com), however, this will also allow Userl under the
Finance organizational unit to also login since the user search will begin at the root and go down
to Finance, Marketing, and Research.

Base DN set to example.com.

Finance Userl
example.com
example.com T User2
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In order to restrict logins to only users in the Marketing organizational unit and below, the admin
can instead set the Base DN to Marketing. Now only User2 and User3 will be able to authenticate
because the search will start at Marketing.

Base DN set to Marketing:

Finance &S  Userl
example.com
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Note that for more granular control within the FTD for which users will be allowed to connect or
assigning users different authorization based on their AD attributes, an LDAP authorization map
will need to be configured.

This simplified LDAP hierarchy is used in this configuration guide and the DN for the root
example.com will be used for the Base DN.

— IT Admin

— Test User

example.com §g
AnyConnect

Admins

== AnyConnect Users

Determine LDAP Base DN

1. Open AD Users and Computers.
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2. Left-click the root domain (in order to open the container), right-click the root domain, then
navigate to View and click Advanced Features.



| Active Dwectory Users and Computers = O *
File Action View Help

om0z HE P22 TER

] Active Directany Users and CMH Mame Type Description
» [ Saved Queries 51 Builtin bulltinDermain
e Delegate Cantral... Default cortainer for up.—
: - C:nmuter Find._. sal,,  Default container for do.-
. — qu:i“ c Change Domain_.. Default cantainer for sec..,
» . ForeignSes Change Domain Controller... _
» 2 Managed Raise dornain fancional leved Default container for ma_.
s B Usess SE SEN MEICBINE e Default cantaimer for ug..
’ Crperations Maskers..,
Mew »
Al Tasks ¥
I Wim !!I Add/Eemowve Columns...
Refresh Large lcons
Export List.. Srall leons
Properties List
& [hetail
Help i
Users, Cantacts, Graups, and Computers a5 containers
| Advanced Features|
Filter Optians..,
: y Opti
Customize...

Contains comrmands far customizing this window.

3. This will enable the view of additional properties under the AD objects. For example, to find the
DN for the root example.com, right-click example.com then navigate to Properties.
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4. Under Properties, click the Attribute Editor tab. Find distinguishedName under the
Attributes, then click View.
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5. This will open a new window where the DN can be copied and pasted into FDM later. In this
example, the root DN is DC=example, DC=com. Copy the value. Click OK in order to exit the
String Attribute Editor window, and click OK again in order to exit the Properties.
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This can be done for multiple objects within AD. For example, these steps are used to find the DN
of the User container:
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6. The Advanced Features view can be removed. Right-click the root DN, navigate to View and
click Advanced Features once more.
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Create an FTD Account

This user account will allow FDM and the FTD to bind with the AD in order to search for users and
groups and authenticate them. The purpose of creating a separate FTD account is to prevent
unauthorized access elsewhere within the network if the credentials used for binding are
compromised. This account does not need to be within the scope of the Base DN.

1. In Active Directory Users and Computers, right-click the container/organizational the FTD
account will be added to. In this configuration, the FTD account will be added under the Users
container under the username ftd.admin@example.com. Right-click Users, then click New >
User.
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2. Navigate through the New Object - User Wizard.

Mew Object - User =
& Create in;  ecample comUsers

. | e [
|
|

L=t rama: Edrmin

Full namea: FTD Admin

Usarlogon name:

|H:d.nliTI'| Dezmpls. com W
Lizer logon name jpre-Siindows 2000

|Ex.uHPLE\ |nd,adm |

ik [ Nee> ] [ conee




Mew Object - Usar H

& Creste m:  example com/Users

Fassword; | [TTTTTTTY |

Corfirm paseword: ||-u-u|n |

[ Uses frused chisngs passwond o ned kegan
[[] User cannot change: password

[o] Password nesver expires

[] Account is dsabied

S e

Mew Object - User H

& Create in;  example com/Users

Wher you ciek Fnigh. L folowing abjsed vil be crealed:
Fall name; ETID Admin

e hngon niame: frd_admini@eemple.com

The pessward rever expies,

T o

3. Verify that the FTD account has been created. Additionally, two additional accounts have been
created, IT Admin and Test User.
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Create AD Groups and Add Users to AD Groups (Optional)

While not required for authentication, groups can be used to make it easier to apply access
policies to multiple users as well as LDAP authorization. In this configuration guide, groups will be
used to apply access control policy settings later through user identity within FDM.

1. In Active Directory Users and Computers, right-click the container/organizational the new
group will be added to. In this example, the group AnyConnect Admins will be added under the
Users container. Right-click Users, then click New > Group.
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2. Navigate through the New Object - Group Wizard as shown in the image.
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3. Verify that the group has been created. The AnyConnect Users group has also been created.
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4. Right-click the group the user(s) will be added to, then select Properties. In this configuration,
the user IT Admin will be added to the group AnyConnect Admins and the user Test User will
be added to the group AnyConnect Users.
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5. Click the Members tab then click Add as shown in the image.
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Enter the user in the field and click the Check Names button in order to verify that the user is
found. Once verified, click OK.
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Verify that the correct user is added, then click the OK button. The user Test User is also added to
group AnyConnect Users with the use of the same steps.
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Copy the LDAPS SSL Certificate Root (Only Required for LDAPS or STARTTLS)

1. Press Win+R and type mmc.exe. Click OK.
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2. Navigate to File > Add/Remove Snap-in... as shown in the image.

Enables you to add snap-ins ta ar remaove them from the snap-in console.

Censelel - [Condole Roet] *
Action View  Faverites  Windew  Help -
i Mew Chi+M
T Open... Cti+0 Acti

Save Ctri+5

Save s Theere are no items ta shaw in this view. mm. -

Mere Aections ¥

|addRemove Snap-in_. Cirl=Bd |

Opticns...

1 drsrngmnt

2 dsa

Exit

3. Under available snap-ins, click Certificates, then click Add.
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4. Select Computer account, then click Next as shown in the image.
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6. Expand the Personal folder, then click Certificates. The certificate used by LDAPS should be
issued to the Fully Qualified Domain Name (FQDN) of the windows server. On this server, there
are 3 certificates listed.



- A CA Certificate issued to and by example-WIN2016-CA.

- An identity certificate issued to WIN2016 by example-WIN2016-CA.

- An identity certificate issued to win2016.example.com by example-WIN2016-CA.
In this configuration guide, the FQDN is win2016.example.com and so the first 2 certificates are
not valid for use as the LDAPS SSL certificate. The identity certificate issued to

win2016.example.com is a certificate that was automatically issued by the Windows Server CA
service. Double click the certificate to check the details.
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' Certificate Enrallment Reg
Smart Card Trusted Roeds
Trusted Devices

| Web Hasting

| Windows Live |0 Token lss
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Personal store contains 3 certificates.

7. In order to be used as the LDAPS SSL Certificate, the certificate must meet these requirements:

- The common name or DNS Subject Alternate Name matches the FQDN of the Windows
Server.
- The Certificate has Server Authentication under the Enhanced Key Usage field.

Under the Details tab for the certificate, under the Subject and Subject Alternative Name, the
FQDN win2016.example.com is present.



i Certificats

General Detsils  Certfication Path

Show: s> o
Fighd valus G
=] win20 16, example.com
RS54 (2048 Bits)

1|Public ke y parametzrs a5 00

Certficate Templabe Mame DamainCentroller
Client Authenticaton (1,3.6, L.

[1]5MIME Capabilty: Obgect I...
WhET D e4B0f 17176 ...

= win2016.example.com |

EdtProperties... | Copy ofie. |




b Certificate ot

General Detsils  Certfication Path

Show: <all> e

Field Value A

EJI:-JB:IHEH-:Ienuﬁer Wb D de480f 3 17 1705 ...
11| Authority Key Identifier KeyiD=3d 9F 26 17 fo 11 1f 4...

Hi1|CRL Distribution Points []CRL Distribution Point: Distr....
] i [£] Autherity Inifio Aocesss Boc...
|77 subject Alternabive Name Crthier Name: 05 Object Guid=...

Degrtal Sigrature, Key Enopher.,.,,
shal
2 Ra 11 3 ahy e 0F fa da 00 i

Oither Mame:
DSEtI;jEft Guid=04 10909923932 38 24554734 7464 25 cd 05 80

0y Plame =win ) 16 expmpls . com|

EdtProperties... | Copy ofie. |

[ox 1]

Under Enhanced Key Usage, Server Authentication is present.




ga Certificate

General Detsils  Certfication Path

Showe: .cu!.l: e
Field Value L
|;5ul:-]a:t win 2016, example.com
(5 Pubic key RSA (2048 Bits)
1| Public key parsmeters a5 00

= DomanController

Client Authentication (1.3.6, L...
[11SMIME Capabiity: Obgect 1.

WNET 4 480f M 17 17 e ..
§ 95 37 s 11 12 i

| Subject Key Identifiar

erver Authentication (1.3.6. 1.5.5.7.3.1)

| EdtProperties... | Copy toFike...

[ox 1]

8. Once that is confirmed, navigate to the Certification Path tab. Click the top certificate which
should be the root CA certificate, then click the View Certificate button.




g Certificate ot

General  Detpils  Certification Path

Certification path

E_I:z-:mpi:-ll'm'lm]ﬁ*:ﬁ
o v 15 example . com

| View Cerlifizate |

Cerlificats stabus:
& cerhficate is DK,

[ 1]

9. This will open the certificate details for the root CA certificate.




g Certificate ot

Gererd Details  Certification Path

_R Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance poloes
= Al appiicabion polioes

Issued tor  example-WINI16-CA

Issued by: sxemple-WINI016-CA

Valid from 4/2772020 to 4 15/2060

Izmier Statement

[ 1]

10. Open the Details tab then click Copy to File... as shown in the image.
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eneral Cerification Path
Showi: .cu!.!: e
Field Value A
[ versian V3
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11. Navigate through the Certificate Export Wizard that will export the root CA in PEM format.




A Certificate BExport Wizard

Woelcome to the Certificate Export Wizard

This wizard helps you copy cerificates, certficate trust ksts and certficate revocabon
lists from a certificabe store to wour disk,

A eerlificate, which i issued by a cerbification autharity, & a confirmation of your idenlity
and convtains information used to protect data or to establish seoure metwork
cannections, A cerbficate store is the system area where certificates are kept.

To contirwe, dick Mext.

Cancel

12. Select Base-64 encoded X.509.



“

A Certificate BExport Wizard

Export File Format
Certificates can be exported in 2 vaniety of file formats,

Select the format wou want to use:
(C3BER encoded binary ¥, 505 {OER)
[ Bsse-64 encoded x.509 (.cEr)]

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (P7E)

Incude all certificates in the cerbfication path if possble
Personal Information Exchange - FRCS 12 (PFX)

Indude all certificates in the cerlification path if possible

Dislete the private key if the export is swecessful

Export all extended properties

Enable certificate privacy

Micrasaft Serialized Certificate Store [55T)

Mext

Cancel

13. Select the name of the file and where it will be exported to.




& E¥ Certificate Export Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

Pt

Cancel

& Save As
e = 4 Bl » ThisPC = Deskiop

Organize » Mew fielder

Mame
W Cluick access

[ Desktop
4 Downloads
[ Documents

E Y Y

&= Pictures
System3?

I This PC

g Metwork

[Date modified

w

Type

Mo iterns match your search,

Search Decktop

Fille mamne: I mnd

Sove as type: | Basetd Encoded X509 (*.cer)

~ Hide Folders
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A Certificate BExport Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

CilsersadminDeskiopy oot cer

Cancel

14. Click Finish.




& E¥ Certificate Export Wizard

Completing the Certificate Export Wizard

Tiou have successfuly completed the Certficate Export wizard,

Yo have specified the following s=ttngs:

Fil= Mame C:'sersiadmin\Deskbopiroot, csr

Expark Kays Mo
[nchude all certificates in the certification path Mo
Eie Formart Basetd Encoded X, 504 (*.cer)

Finizsh Cancel

15. Now, navigate to the location and open the certificate with a notepad or some other text editor.
This will show the PEM format certificate. Save this for later.

MIIDCDCCAfCgAwWIBAGIQE4ZG5Z1wT610NT0oEQyMTANBgkahkiGOwOBAQsFADAA
MRswGQYDVQQDExJ1eGFtcGx1LVAJT] IWMTYtQOEwIBcNMjAWNDI3IMTQ1MDUSWhgP
MjA2MDAOMTkxNDUWNT1aMB0OxGzAZBgNVBAMTEMV4YW1wbGUtV010MjAxXNi1DQTCC
ASIwDQYJK0oZIhvcNAQEBBQADggEPADCCAQOCGgEBAI8ghT719NzSQpoQPh0YT67b
Ya+PngsxMyvkewP33QLTAWwI1HW1Tb9Mk5BDWOItTaVsgHwPBfd++M+bLn3AiZnHV
00+k6dVVY/E5gVKEKSGoY+v940523161zdwReMOFhgbc2gMertIoficrRhihonuU
Cjyeub3CO+meJUuKom2R47C0D35TUvo/FEHGgXJFadS1se2UrpNO7KEMk fA1LPuM
aob4dXE/0zxYQpPal8djsNnskfcFgD/HOTFQN4+SrOhHW1RnUIQBUaLdQaabhipD/
sVs5PneYJX8YKma821uYI6j90YuytmsHBtCieyC062a8BKgOL7N86HFPFKkMA3u8C
AwEAAaNCMEAwWDgYDVROPAQH/BAQDAgGGMABGA1UJEWERB /wQFMAMBA £ 8BWHQYDVROO
BBYEFD2fJjf7ER9EM/HCxXCVFN5QzgEdvMAOGCSgGSIb3DQEBCWUAA4ATIBAQB31ZJ0
vzwVD3c5Q1nrNP+6Mg620FpYH91k4Ch9S5g/CEOemhcwg8MDIoxW2dTsjenAEL7r
pPhFIHZoCoSyjBjMgK3xybmoSeg8vBjCXseYNGEMOcIKWIoFmTOvANVIb7XpllIVa
6tALTt3ANRNgREtxPA6YQbthKGaviw0ANnfsojk9IcDr2vpOMTj1BCxsTscbubR1+D
dLEFKQamMeYvkVf+a7a64mgPZsG3Uxo0rd6cZxAPkqg/y1cdwNSIFfQV3DgZg+R96
IWLCR30bigbxyo9Zu+lixcWpdrbADO6zMhbEYEhKkhOOjBrUEBBI6CyYy831TZ9ejsk
KgwBJIXEu33PplW6E

FDM Configurations

Verify Licensing



In order to configure AnyConnect on FDM, the FTD will need to be registered with the smart
licensing server and a valid Plus, Apex, or VPN Only license must be applied to the device.

1. Navigate to Device > Smart License as shown in the image.
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2. Verify that the FTD is registered to the smart licensing server and that the AnyConnect Plux,

Apex, or VPN Only license is enabled.
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1. Navigate to Objects > Identity Sources, then click the + symbol and select AD as shown in the
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2. Fill out the appropriate settings for the Active Directory server with the information collected
earlier. If a hostname (FQDN) is used for the Microsoft server instead of an IP address, ensure to
create an appropriate DNS Group under Objects > DNS Group. Then apply that DNS group to
the FTD by navigating to Device > System Settings > DNS Server, applying the DNS group
under the Management Interface and Data Interface, and then specify the appropriate egress
interface for DNS queries. Click the Test button in order to verify a successful configuration and
reachability from the FTD's management interface. Since these tests are initiated from the FTD's
management interface and not through one of the routable interfaces configured on the FTD (such
as inside, outside, dmz), a successful (or failed) connection does not guarantee the same result
for AnyConnect authentication since AnyConnect LDAP authentication requests will be initiated
from one of the FTD's routable interfaces. For more information about testing LDAP connections
from the FTD, review the Test AAA and Packet Capture sections in the Troubleshooting area.



Add ldentity Realm

@ Identity Realm is used for Identity Policies and Remote Access VPN, Any changes impact all features that use

this realm.
Mame Type
LAB-AD Active Directory (AD) i
Directory Username Directory Password
ftd. admin@example.com [TT11TTTT)
Base DN AD Primary Domain
DC=example,DC=com example.com
g.g. gu=user, de=example, de=com e.g. example.com

Directory Server Configuration

B win2016.example.com:389 -
Hostname [ IP Address Port

win2016.example.com 389
Encryption

MNOME w lease 5 a certifical

ﬂ + Connection to realm is successful

Add ancther configuration

If LDAPS or STARTTLS is used, select the appropriate Encryption then select the Trusted CA
certificate. If the root CA is not already added added, click Create New Trusted CA Certificate.
Provide a Name for the root CA certificate then paste the PEM format root ca certificate collected
earlier.



Add Trusted CA Certificate

Mame
LDAPS_ROOT
Paste certificate, or choose file: UPLOAD CERTIFICATE The supported formats anre: PEM, DER.
----- BEGIN CERTIFICATE----—- ﬁ

MIDCDCCAFCGAWIBAGIOEAZG5Z 1 wTBIONTjooEQyMTANBgkghkiGIw0BAQsFADAG
MRswGEOYDVOQDExJleGFeGxILVdJ TIwMTYrQOEwWIBcNMjAWNDIZMTC 1 MDUSWhHhgP

MjaZMDAOMT kxMDUwWNTIaMEBOxGzAZ BgNVBAMTEmWVAYW 1 whGLHWHOMjA=NI 1 DOTCC L%
ACRulY 1A PThur M ANFRAMANAAEDATCT ANACAaER AIRARTT 1022 MnsNDh TR TH

CANCEL 0K
Directory Server Configuration
H win2016.example.com:636 -
Hostname / IP Address Part
win2016.example.com 536
Encrypticn Trusted CA certificate
LDAPS ~ LDAPS_ROOT »

“ ' Connection to realm Is successful

In this configuration, these values were used:

- Name: LAB-AD
- Directory Username: ftd.admin@example.com
- Base DN: DC=example,DC=com
- AD Primary Domain: example.com
- Hostname/IP Address: win2016.example.com
- Port: 389
3. Click the Pending Changes button at the top right as shown in the image.
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4. Click the Deploy Now button.

Pending Changes

& Last Deployment Complated Successfully
01 May 2020 12:54 PM. See Deployvment History

Deployed Version (01 May 2020 12:54 PM) Pending Version @ LEGEND Removed | Added  Edited

a Active Directory Realm Added: LAB-AD

= dirPassword.masked: false

- dirPassword. encryptedString: ===

- directorylonfigurations[8].port: 389

= directoryConfigurations[@] . hostname: win@16. example.com
- directoryConfigurations[8].encryptionProtocol: KONE

- adPrimarylosain: exampls.com

- dirUsername: fid.adeinSexanple.con
- baseDM: DC=exeample,DC=com
- enabled: true
- realmId: 9
- name: LAB-AD
MORE ACTIONS CAMNCEL DEPLOY MOW | w

Configure AnyConnect for AD authentication

In order to use the configured AD identity source, it will need to be applied to the AnyConnect
configuration.

1. Navigate to Device > Remote Access VPN as shown in the image.
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2. Click the + symbol or the Create Connection Profile button as shown in the image.
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Remaote Access VPN Connection Profiles

3. Under the Connection and Client Configuration section, select the AD identity source created
earlier. Setup the appropriate values for the other sections including the Connection Profile Name
and Client Address Pool Assignment. Click Submit Query when done.

Connection and Client Configuration
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Authentication Type

| Al8 Only Client Certificata Only Apsl and Client Cartificate

Primary ldentity Source for User Authentication Fallback Local ldentity Source

_ F :.-.I: :..-.... .-i".. :I-II'.:-. I. nl'.:l I: I'-.Jl:”.:l I:II 5:."'I:..:..-:.. -

41 LocaBdentitySource

I LAB-AD

L Special-ldentites-Realm

Creabs mew ™



Client Address Pool Assignment
IPv4 Address Pool IPvG Address Pool

+ +

5y AnyConnect-Pool

DHCP Sereers
+.|

CANCEL SUEMIT QUERY

4. Under the Remote User Experience section, select the appropriate group policy. By default, the
DfltGrpPolicy will be used; however, a different one can be created.



View Group Policy

DitGrpPalicy W

Policy Group Brief Details

DNE = BANNER
DNS Server

Banner Text for Authentcated Clients

Maximum Connection Time [ Alert Intereal Unlimiged / 1 Minutes
Idle Tirme | Alert Inbereal 30 7 1 Minutes
Sirmulianeows Login per Leser 3

IPvd Salit Tunneling Allorey all traffic owar tunnal

IPwE Split Tunnaling Allcres 2 traffic caer tunnel

AnyConmact Clienl Profiles

BACK SUBMIT CLERY

5. Under the Global Settings section, at minimum, specify the SSL Certificate, Outside Interface,
and AnyConnect packages. If a certificate has not been created previously, a default self-signed
certificate (DefaultinternalCertificate) can selected however an untrusted server certificate
message will be seen. Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
should be unchecked so that User Identity Access Policy rules will take effect later. NAT exempt
can be configured here as well. In this configuration all ipv4 traffic from the inside interface going
to AnyConnect client IP addresses is except from NAT. For more complex setups such as outside
to outside hairpinning, additional NAT rules will need to be created under the NAT policy.
AnyConnect packages can be found on the Cisco support site:
https://software.cisco.com/download/home. A valid Plus or Apex license is required in order to
download the AnyConnect package.



https://software.cisco.com/download/home

Global Settings

These settings control the basic functioning of the connection. Changes o any of these options
apply to all connection profiles; you cannot configure different settings in different profiles

Certificate of Device Identity Out=ide Interfacea

FTD-3-Manual w outside (GigabitEthermet0/0) By

Fully-gqualified Domain Mame for the Outside Interface
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Degrypled VPN fraflic s subjected to eccess condrgl polioy inspectsnn by detaclt, Enabling the Bypass Access Condrod
palicy for dacryptad traffic option bypasses the accass comtrod palicy, but for remobe access VPR, the WPN Filbar &CL
amd 8 suthosizabon ACL downloadad mom tha AAA sarved arg still apphad oo VPN tralffic

Bypass Access Contral palicy for decnypled tralfic (sysopt permil-vpn)

MAT Exempt
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can connect to the internal nethwarks

+
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AnyConnect Package
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Packages

LIPLOAD PACKAGE

&5 Windows: anyconnect-win-4.7.03052-webdeploy-ih.pig

I\ Unwe anyconnect-linuxe-4.7.03052-webdeploy-kd.pkg

6. Under the Summary section, verify that AnyConnect is set up appropriately, then click Submit

Query.

MEXT



~ Summary

F s . ih ek VDR e Hals
Review the su ary of the Remaote Access VPN configuration.

General

Primary Identity Source

Authentication Type AA8 Only
Primary Identity Source AL LAB-AD
Fallback Local kSantity Sdunce -

Strip Identity Source server from usemame Mo

Strip Group from Usemame Mo

Secondary |dentity Source
Secondary ldentity Source for User Authentication =
Fallback Local éantity Source

"\_:'l Advanced

Auwthorization Server

Accounting Server

Client Address Pool Assignment

BACK SUBMIT QUERY

7. Click the Pending Changes button at the top right as shown in the image.
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8. Click Deploy Now.



Pending Changes

& Last Deployment GComplated Successfully

G Apr 20 12:41 PM, Sea Daplovmant Historg
Deployed Version (16 Apr 2020 12:41 PM) Pending Version @ LEGEND Removed | Added | Edited
9 Metwork Object Added: AnyConnect-Pool s
= SubTyps: Network
= valus: 18.18.18.8/34
= 1sSystembefined: false
= dnsResolution: IFVE_AND TPWS
= name: AnyConnect=Pool

u RA VPN Added: NGFW=Remobe-Access=-VPN

- ypaGatedsaysettings 9] . exesptMatRule: trus
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- ypaGatesaysettings 8] . bypassiccessControl ForYPRTraffic: ta
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anyconnectPackageFiles:

- anyconnect-win-4.7 85352 -webdeploy-k9. pkg
vprbatewaySettings [@]  serverCertificate;

- FTO-3-Manwal

vpnbatewaySettings[8] .cutsideInterface:

= autside

vproatewaySettings [@] . insidelnterfaces

- inzide

vprbatewaySettings[@] . insideletworks: =
BMORE ACTIONS v CARCEL DEPLCY RO | e

Enable Identity Policy and Configure Security Policies for User Identity

At this point, AnyConnect users should be able to connect successfully, but might not be able to
access specific resources. This step will enable user identity so that only users within AnyConnect
Admins can connect to inside resources with the use of RDP and only users within the group
AnyConnect Users can connect to inside resources with the use of HTTP.

1. Navigate to Policies > Identity and click Enable Identity Policy.
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2. Navigate to Policies > NAT and ensure that NAT is configured appropriately. If the NAT
exception configured in the AnyConnect settings is sufficient, no additional configuration will be

needed here.
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3. Navigate to Policies > Access Control. In this section, the Default Action is set to Block and
no access rules have been created so once an AnyConnect user connects, they will not be able to
access anything. Click the + symbol or Create Access Rule to add a new rule.
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4. Fill out the fields with the appropriate values. In this configuration, users within the AnyConnect
Admins group should have RDP access to the Windows Server in the inside network. For the
source, the zone is configured as outside_zone which is the outside interface the AnyConnect
users will be connecting to and the network is configured as the AnyConnect-Pool object which
was configured earlier to assign IP addresses to AnyConnect clients. For user identity in FDM, the
source must be the zone and network the user will be initiating the connection from. For the
destination, the zone is configured as inside_zone which is the inside interface the Windows
Server is located, the network is configured as the Inside_Net object which is an object defining
the subnet the Windows Server is in, and Ports/Protocols is set to two custom port objects to allow
RDP access over TCP 3389 and UDP 3389.
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Show Diagram -:_. :: '_,:_' B o CANCEL

Under the Users section, the group AnyConnect Admins will be added so users apart of this group
will be allowed RDP access to the Windows Server. Click the + symbol, click the Groups tab, click
the appropriate group, then click OK. Note that individual users and the identity source can be

selected as well.
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different address through DHCP. If you base rules on group membership, user
nabwiore access changes as users change roles in yaur crganization, maving
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Once the appropriate options have been selected, click OK.
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File policy
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X CONTROLLING ACCESS FOR USERS AND USER GROURS

IF you configure identity policies o establish uger idenlity based on source IP
address, you can control BocEss Based an USer NEMe OF USar group
memiBarship. By contmaling sccass based on usar idenlity, you can apply the
appropriate access comrols whether the user changes warkstations or obtains a
different address through DHCP. I you base rules on group membership, user
metworc aocess changes as users change roles in your crganization, maving
fram one group 1o another.

5. Create more access rules if needed. In this configuration, another access rule is created to



allow users within the AnyConnect Users group HTTP access to the Windows Server.

Cirgder Tithe Action

2w AC HTTP Access I B Alowe

Sourced Destination Apglications URLs Lr=ars Intrusion F‘{Hil:-'p‘n File 5}|:|Ii|:-||n Lagging

SOURCE DESTRMATION
Fonas + Hatwseks + Digres + Forasn + Msmanzries + PertaPraipenk +
kb outside_zone 53 AnyConnect-Pool g inside_zone I insice_poet 5 HTTP
Ty B 8
Show Diagram -. } _,'_:,' T CARNCEL i

Edit Access Rule
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6. Verify the access rule configuration then click the Pending Changes button at the top right as
shown in the image.
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7. Verify the changes, then click Deploy Now.

Pending Changes

ﬂ- Last Deployment Completed Successiully

2B Agpr 2020 07:35 PM. Sea Deployment Histor
Deployed Version (28 Apr 2020 01:35 PM) Pending Version @ LEcED Resoved | Added | Editec
) Access Rule Added: AC HTTP Access sy
- users[@] .name;: AnyConnect Users
- logFiles: false
= eventloghction: LOG_HONE
- ruleld: H5B4554E7
= name: AC HTTP Access
sourcelones:
- putside_zane
dgestinationTones:
- irisige zone
sourceNetworks:
- AryConnect-Pool
destinationMetworks:
- Iriside Ket
sestinationPorts:
= HTTP
wsers[8] . identitySouroe:
= LAS-AD

) AccessRule Added: AC RDP Access

MORE ACTIONS CAMCEL DEPLOY MOW L

Verify
Use this section in order to confirm that your configuration works properly.

Final Configuration



AAA Configuration

show running-configuration aaa-server

aaa-server LAB-AD protocol ldap realm-id 7 aaa-server LAB-AD host win2016.example.com server-
port 389 ldap-base-dn DC=example,DC=com ldap-scope subtree ldap-login-password ***** Jldap-login-
dn ftd.admin@example.com server-type auto-detect

Configure AnyConnect

> show running-config webvpn
webvpn
enable outside
http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
x-content-type-options
x-Xss-protection
content-security-policy
anyconnect image disk0:/anyconnpkgs/anyconnect-linux64-4.7.03052-webdeploy-k9.pkg 1
anyconnect image disk0:/anyconnpkgs/anyconnect-win-4.7.03052-webdeploy-k9.pkg 2
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable

> show running-config tunnel-group
tunnel-group General type remote-access
tunnel-group General general-attributes
address-pool AnyConnect-Pool
authentication-server-group LAB-AD
tunnel-group General webvpn-attributes
group-alias General enable

> show running-config group-policy
group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol ssl-client

split-tunnel-policy tunnelspecified
split-tunnel-network-list value DfltGrpPolicy|splitAcl
webvpn

anyconnect ssl dtls none

> show running-config ssl
ssl trust-point FTD-3-Manual outside

Connect with AnyConnect and Verify Access Control Policy Rules



’;'E' Cisco AnyConnect Secure Mobility Client —

VPN
Contacting ftd3.example.com.

ftd 3.example. com Connect

!’S‘ Cisco AnyConnect | ftd3.example.com

Group: General i

Username: | it.admin

Password: | s*ss=sss|

(84 Cancel

!'5:' Cisco AnyConnect Secure Mobility Client — X

Connected to ftd3.example. com.

ftd3.example.com E  Disconnect

00:00:14 IPv4

a0

User IT Admin is in the group AnyConnect Admins which has RDP access to the Windows Server,
however does not have access to HTTP. Opening an RDP and Firefox session to this server
verifies that this user can only access the server via RDP.




Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006 eamplecam,

!E" F
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The sereer at win2016.example.com is taking too long to respond.
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= |f you are unable to load any pages, check your computer’s network
cannection.

# |f your computer or network is protected by a firewall or proxy,
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EXEE .

If logged in with a Test User who is in the group AnyConnect Users that have HTTP access but
not RDP access, you are able to verify that the access control policy rules are taking effect.
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Troubleshoot
Use this section in order to confirm that your configuration works properly.

Debugs

This debug can be run in diagnostic CLI in order to troubleshoot LDAP authentication-related
issues: debug ldap 255.

In order to troubleshoot user identity Access Control Policy issues, the system support firewall-
engine-debug can be run in clish in order to determine why traffic is allowed or blocked
unexpectedly.

Working LDAP Debugs

[53] Session Start

[53] New request Session, context 0x00002bl1dl13f4bbf0, reqgType = Authentication
[53] Fiber started

[53] Creating LDAP context with uri=ldap://192.168.1.1:389

[53] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful

[53] supportedLDAPVersion: value = 3

[53] supportedLDAPVersion: value = 2

[53] LDAP server 192.168.1.1 is Active directory

[53] Binding as ftd.admin@example.com

[53] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[53] LDAP Search:

Base DN = [DC=example,DC=com]
Filter = [sAMAccountName=it.admin]
Scope = [SUBTREE]
[53] User DN = [CN=IT Admin,CN=Users,DC=example, DC=com]

[53] Talking to Active Directory server 192.168.1.1

[53] Reading password policy for it.admin, dn:CN=IT Admin,CN=Users,DC=example, DC=com
[53] Read bad password count 6

[53] Binding as it.admin

[53] Performing Simple authentication for it.admin to 192.168.1.1

[53] Processing LDAP response for user it.admin

[53] Message (it.admin):

[53] Authentication successful for it.admin to 192.168.1.1

[53] Retrieved User Attributes:

[53] objectClass: value = top

[53] objectClass: value = person

[53] objectClass: value = organizationalPerson

[53] objectClass: value = user

[53] cn: value = IT Admin

[53] sn: value = Admin

[53] givenName: value = IT

[53] distinguishedName: value = CN=IT Admin,CN=Users,DC=example, DC=com
[53] instanceType: value = 4

[53] whenCreated: value = 20200421025811.0%z

[53] whenChanged: value = 20200421204622.0%

[53] displayName: value = IT Admin

[53] uSNCreated: value = 25896

[53] memberOf: value = CN=AnyConnect Admins,CN=Users,DC=example, DC=com
[53] uSNChanged: value = 26119

[53] name: value = IT Admin

[53] objectGUID: value = &...J..0..2w...C

[53] userAccountControl: value = 512



[53] badPwdCount: value = 6

[53] codePage: value = 0

[53] countryCode: value = 0

[53] badPasswordTime: value = 132320354378176394

[53] lastLogoff: value = 0

[53] lastLogon: value = 0

[53] pwdLastSet: value = 132319114917186142

[53] primaryGroupID: value = 513

[53] objectSid: value = ............. {I...;..... J.
[53] accountExpires: value = 9223372036854775807

[53] logonCount: value = 0

[53] sAMAccountName: value = it.admin

[53] sAMAccountType: value = 805306368

[53] userPrincipalName: value = it.admin@example.com
[53] objectCategory: value = CN=Person, CN=Schema, CN=Configuration,DC=example, DC=com
[53] dSCorePropagationData: value = 16010101000000.02
[53] lastLogonTimestamp: value = 132319755825875876

[53] Fiber exit Tx=515 bytes Rx=2659 bytes,

[53]

status=1

Session End

Unable to Establish Connection with LDAP Server

[-2147483611
[-2147483611
[-2147483611
[-2147483611
[-2147483611
[-2147483611
[-2147483611

]
]
]
]
]
]
]
[-2147483611]

Session Start

New request Session, context 0x00007f9e65ccdc40, regType = Authentication
Fiber started

Creating LDAP context with uri=ldap://171.16.1.1:389

Connect to LDAP server: ldap://172.16.1.1:389, status = Failed

Unable to read rootDSE. Can't contact LDAP server.
Fiber exit Tx=0 bytes Rx=0 bytes, status=-2

Session End

Potential Solutions:

- Check routing and ensure the FTD receives a response from the LDAP server.

- If LDAPS or STARTTLS is used, ensure that the correct root CA certificate is trusted so that
the SSL handshake can complete successfully.

- Verify that the correct IP address and port are used. If a hostname is used, verify that DNS is
able to resolve it to the correct IP address

Binding Login DN and/or Password Incorrect

[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]
[-2147483615]

Session Start

New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: ldap://192.168.1.1:389, status = Successful

defaultNamingContext: value = DC=example, DC=com
supportedLDAPVersion: value = 3
supportedLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

supportedSASLMechanisms: value = GSSAPI
supportedSASLMechanisms: value = GSS-SPNEGO
supportedSASLMechanisms: value = EXTERNAL
supportedSASLMechanisms: value = DIGEST-MD5

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1



[-2147483615] Simple authentication for ftd.admin@example.com returned code (49) Invalid

credentials
[-2147483615] Failed to bind as administrator returned code (-1) Can't contact LDAP server

[-2147483615] Fiber exit Tx=186 bytes Rx=744 bytes, status=-2
[-2147483615] Session End

Potential Solution: Verify that the login DN and the login password are configured appropriately.
This can be verified on the AD server with Idp.exe. In order to verify that an account can
successfully bind with the use of Idp, navigate through these steps:

1. On the AD server, press Win+R and search for [dp.exe.

i RBun

=7 Typethe name of a program, folder, document, or Internet

== resource, and Windows will open it for you,

Open v

I QK I Cancel Browse...

2. Click Connection > Connect... as shown in the image.



£ Ldp - O X

Browse View Options Utilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Ctrl+M
Save
Save As

Exit

NUM

3. Specify localhost for the server and the appropriate port, then click OK.

Connect X

server: | RREaT

Port: 389 [ ] connectionless

[]ssL
I oK Cancel

4. The Right column shows the text that indicates a successful connection. Click Connection >
Bind... as shown in the image.



A7 |dap://win2016.example.com/DC=example, DC=com — [ >

I Connection | Browse View Options LUtilities  Help

Connect... B e ldap_openlocalhost®, 32897,

_ _Esta blished con n_ectinn to localhost.
Bind... th'*'E*I Retfrieving baze DSA information. ..

. Getting 1 entries:
D ct

seenne Dn: {RootDSE)

configurationMamingContext:
et S CH=Configuraticn, DC=example, DC=com;
Save currentfTime: SM1M1/2020 4:18:55 PM Eastern Daylight
Time;

Save As defautNamingContext: DC=example DC=com;
Eyit dnzHostMame: win2015. example. com;

[

demainCentrellerFunctionality: 7 = { WINZ018 ),
domainFunctionality: 7 = { WINZ016 J;
deZerviceMame: CH=NTDS
seftings, CH=WINZ018 CH=5ervers, CH=Default-
First-Site-
Mame, CH=5ites, CH=Configuration DC=example DC=
COom,
forestFunctionality: 7 = [ WINZ018 J;
highestCommittedUSM: 13410,
izGlobalCatalegReady: TRUE;
izsynchronized: TRUE;
HanServiceNames sxamnle cnmowin 016

5. Select Simple Bind, then specify the Directory Account Username and Password. Click OK.

Advanced

Bind bt
IUser: ftd. admin@example. com
Password: T
Domair:
Bind type

() Bind as currently logged on user
[ ) Bind with credentials

) Advanced (DIGEST)

Encrypt traffic after bind

Cancel Ok I

With a successful bind, Idp will show Authenticated as DOMAIN\username.



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

T2 040 113056 1.4 2755;
1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2305;

supportedl DAPPolicies (20} MaxPoolThreads;
MaxPercentDirSyncReguests, MaxDatagramRecy;
MaxReceiveBuffer; InitRecvTimeout;
MaxConnections; MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=zages; MaxtueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultsetSize; MinFesultSets,
MaxResultSetzPerConn; MaxNotificationPerConn,
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiBemoryLimitPercent;

suppertedl DAPYersion (2): 3; 2;

supportedSASLMechanizms (4); GSSAPL GS5-
SPNEGOD; EXTERMAL, DIGEST-MDS,

res = ldap_simple_bind_s({ld, "ftd. admini@example.conT,
<unavailable=}); f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

Ready

If you attempt a bind with an invalid username or password, it will result in failure like this.



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

MaxRezultSetSize, MinResultSets, s

MaxResultSetzsPerConn; MaxNotificationPerConn,

MaxValRange; MaxValRangeTransitive;

ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55

SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

Ready

LDAP Server Unable to Find Username

[-2147483612] Session Start

[-2147483612] New request Session, context 0x00007f9e65ccdc40, regType = Authentication
[-2147483612] Fiber started

[-2147483612] Creating LDAP context with uri=ldap://192.168.1.1:389

[-2147483612] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[-2147483612] supportedLDAPVersion: value = 3

[-2147483612] supportedLDAPVersion: value = 2

[-2147483612] LDAP server 192.168.1.1 is Active directory

[-2147483612] Binding as ftd.admin@example.com

[-2147483612] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[-2147483612] LDAP Search:

Base DN = [dc=example,dc=com]
Filter = [samaccountname=it.admi]
Scope = [SUBTREE]

[-2147483612] Search result parsing returned failure status

[-2147483612] Talking to Active Directory server 192.168.1.1

[-2147483612] Reading password policy for it.admi, dn:

[-2147483612] Binding as ftd.admin@example.com

[-2147483612] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[-2147483612] Fiber exit Tx=456 bytes Rx=1082 bytes, status=-1

[-2147483612] Session End

Potential Solution: Verify that AD can find the user with the search done by the FTD. This can be
done with Idp.exe as well.

1. After successfully binding, navigate to View > Tree as shown in the image.



£ ldap:/fwin2016.example.com/DC=example,DC=com

Connection Browse | View | Options  Utilities  Help

Ctrl+T

Enterprise Configuration

" Status Bar

Set Font...

laxPooThreads;

ztg; MaxDatagramRecyv,
»wTimeout,

nidleTime; MaxPageSize,
=, MaxQueryDuration;

MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;

supportedLDAPYersion (2): 3; 2

supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;

res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin’.

2. Specify the Base DN configured on the FTD then click OK.

Tree View

BaseDN: |DC=example DC=com|

Cancel

3. Right-click the Base DN then click Search as shown in the image.




Browse

Connection

View Options

A ldap:/fwin2016.example.com/DC=example,DC=com

Utilities  Help

— O x

e} DC=example DC=com

Create a new document

Search Ctrl+5

Virtual List View

Delete Ctrl+D
Modify Ctrl+ M
Madify DN Ctrl+R
Add child Ctrl+ 4
Compare

Advanced

Copy DN

Copy Ctrl+C
Select all

Clear output Ctrl+MN

cipals, DC=example, DC=com;
11028594 A00C04FFOF205:CN
=gxample, DC=com;
11D2S7C400C04FDE0SCoC
-example, DC=com;

A1 ADEDOOCO4FDEDSCDC
=gxample DC=com;

A1 ADEDOOCO4FDE0SCHC
Jle, DC=com;

1101 A44B00C04FDTDE3A:0
;, DC=example, DC=com;

A1 ADEDOOCO4FDE0SCOC
ample, C=com;

11D ADEDOOCO4FIEDSCOC
g DC=com;

0 3:43:5% PM Eastern Daylight

24157 PM Eastern Daylight

4. Specify the same Base DB, Filter and Scope values as seen in the debugs. In this example,

these are:

- Base DN: dc=example,dc=com
. Filter: samaccountname=it.admi

- Scope:SUBTREE



A7 |dap://win2016.example.com/DC=example, DC=com — [ >
Connection  Browse View Options  Utilities  Help
C ol MC=example DC=com;
- oo 1101 ADEDOOCO4FDE0SCDIC
|DC=example, DC=com;
Base DM: DC=example,DC=com pea1101 ADEDOOCO4FDEDSCD:C
Filter: X i ample, DC=com;
iiter: sAMAccounthame =it, admi "D21101 AA4BOOCOSFDTDE3A:0
Scope lers, DC=example DC=com;
oo 1101 ADEDOOCO4FDE0SCDC
sase Oonetevel [@subtree]
I:::I A58 ID n=LEve rexample, DC=com;
_ G211 ADEDOOCO4FDEDSCIC
Attributes: | objectClass;name;description;canonicalName mple, DC=com;
[020 3:43:59 PM Eastern Daylight
Opti R Cl
- [ rn | o5& 120 2:41:57 PM Eastern Daylight
=*hearching...
iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admi”®, attrList, 0, &m=sg)
Getting 0 entries:
Ready

Idp finds O entries due to there being no user account with the samaccountname=it.admi under
the Base DN dc=example,dc=com.

Attempting again with the correct samaccountname=it.admin shows a different result. Idp finds 1

entry under the Base DN dc=example,dc=com and prints that user's DN.




o Idap://w

in2016.example.com/DC=example, DC=com — [

>

I:::I Base

Attributes:

Options

Ready

Connection  Browse View Options  Utilities  Help

B seoTTDTADEDUOLOAFDEDoLDIL
sEarch bt |DC=example, DC=com:

e 1101 ADECOCCO4FDEDSCIC
Base DMN: | DC=example,DC=com « || Bmple,DC=com;

021101 A44B00CH4FDTDE2A0
Filter: sAMAccountMame =it.admin ~ || lers,DC=example DC=com:
— 281101 ADEDOOC4FDEDSCDC

SCope

rexample, DC=com;
O onelevel |@® subtree I £2311D1ADEDOOCO4FDEDSCD:C

mple,DC=com;

I Run I Close

objectClass;name;description;canonicalMame  ~ | 020 3:43:58 PM Eastern Daylight

120 2:41:57 PM Eastern Daylight

=*hearching...

iap_search_s(ld, "DC=example DC=com”, 2,

"sAMAccountName=it.admin®, attrList, 0, &m=g)

Getting 1 entries:

Dn: CH=IT Admin,CH=Users,DC=example,DC=com
canonicalMame: example.com/Users/T Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;

Uzer,

Incorrect Pas

[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
Base D
Filter
Scope
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]

sword for Username

Session Start

New request Session, context 0x00007f9e65ccdc40, regType = Authentication
Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
supportedlLDAPVersion: value = 3

supportedlLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
LDAP Search:

N = [dc=example,dc=com]
= [samaccountname=it.admin]
= [SUBTREE]
User DN = [CN=IT Admin,CN=Users,DC=example, DC=com]

Talking to Active Directory server 192.168.1.1

Reading password policy for it.admin, dn:CN=IT Admin,CN=Users,DC=example, DC=com

Read bad password count 0
Binding as it.admin
Performing Simple authentication for it.admin to 192.168.1.1




[-2147483613] Simple authentication for it.admin returned code (49) Invalid credentials
[-2147483613] Message (it.admin): 80090308: LdapErr: DSID-0C09042A, comment:
AcceptSecurityContext error, data 52e, v3839

[-2147483613] Invalid password for it.admin

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1

[-2147483613] Session End

Potential Solution: Verify that the user's password is configured appropriately and that it isn't
expired. Similar to the Login DN, the FTD will do a bind against AD with the user's credentials.
This bind can also be done in Idp in order to verify that the AD is able to recognize the same
username and password credentials. The steps in Idp are show in section Binding Login DN
and/or Password Incorrect. Additionally, the Microsoft server Event Viewer logs can be reviewed

for a potential reason.

Test AAA

The test aaa-server command can be used in order to simulate an authentication attempt from the
FTD with a specific username and password. This can be used to test for connection or
authentication failures. The command is test aaa-server authentication [AAA-server] host [AD
IP/hostname].

> show running-configuration aaa-server
aaa-server LAB-AD protocol ldap

realm-id 7
aaa-server LAB-AD host win2016.example.com
server-port 389

ldap-base-dn DC=example, DC=com

ldap-scope subtree

ldap-login-password *****

ldap-login-dn ftd.admin@example.com
server-type auto-detect

> test aaa-server authentication LAB-AD host win2016.example.com

Username: it.admin

Password: ****&kkx

INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

Packet Captures

Packet captures can be used to verify reachability to the AD server. If LDAP packets leave the
FTD, but there is no response, this could indicate a routing issue.

Here is a capture done that shows bidirectional LDAP traffic:

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known via "connected", distance 0, metric 0 (connected, via interface)
Routing Descriptor Blocks:
* directly connected, via inside
Route metric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389

> show capture



capture AD type raw-data interface inside [Capturing - 0 bytes]
match tcp any host 192.168.1.1 eg ldap

> test aaa-server authentication LAB-AD host win201l6.example.com username it.admin password
* ok ok ok ok x

INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

> show capture
capture AD type raw-data interface inside [Capturing - 10905 bytes]
match tcp any host 192.168.1.1 eg ldap

> show capture AD

54 packets captured

1: 23:02:16.770712 192.168.1.17.61960 > 192.168.1.1.389: S 3681912834:3681912834(0) win
32768 <mss 1460,nop,nop, timestamp 1061373057 0>

2: 23:02:16.772009 192.168.1.1.389 > 192.168.1.17.61960: S 491521506:491521506(0) ack
3681912835 win 8192 <mss 1460,nop,nop, timestamp 762393884 1061373057>

3: 23:02:16.772039 192.168.1.17.61960 > 192.168.1.1.389: . ack 491521507 win 32768
<nop,nop, timestamp 1061373058 762393884>

4: 23:02:16.772482 192.168.1.17.61960 > 192.168.1.1.389: P 3681912835:3681912980(145)
ack 491521507 win 32768 <nop,nop, timestamp 1061373059 0>

5: 23:02:16.772924 192.168.1.1.389 > 192.168.1.17.61960: P 491521507:491522141(634) ack
3681912980 win 65160 <nop,nop,timestamp 762393885 1061373059>

6: 23:02:16.772955 192.168.1.17.61960 > 192.168.1.1.389: . ack 491522141 win 32768
<nop,nop, timestamp 1061373059 762393885>

7: 23:02:16.773428 192.168.1.17.61960 > 192.168.1.1.389: P 3681912980:3681913024 (44)
ack 491522141 win 32768 <nop,nop,timestamp 1061373060 0>

8: 23:02:16.775030 192.168.1.1.389 > 192.168.1.17.61960: P 491522141:491522163(22) ack
3681913024 win 65116 <nop,nop,timestamp 762393887 1061373060>

9: 23:02:16.775075 192.168.1.17.61960 > 192.168.1.1.389: . ack 491522163 win 32768

<nop,nop, timestamp 1061373061 762393887>
[...]
54 packets shown

Windows Server Event Viewer Logs

The Event Viewer logs on the AD server van provide more detailed information as to why a failure
occurred.

1. Search for and open Event Viewer.



Best ratch

Event WViewer

| Desktop app

Lettings >

< Viewr event kogs

2. Expand Windows Logs and click Security. Search for Audit Failure with the user's Account
Name and review the Failure Information as shown in the image.
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4523, Microsoft Windows security auditing.
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Attach Task To This Event...
Copy

Save Selectad Events,..
Refresh

Help

BEONE S

An account failed to log on.

Subject:

Security ID:SYSTEM
Account Name:WIN2016$
Account Domain:EXAMPLE
Logon ID:0x3E7

Logon Type:3

Account For Which Logon Failed:
Security ID:NULL SID

Account Name:it.admin

Account Domain:EXAMPLE

Failure Information:

Failure Reason:The specified user account has expired.

Status:0xC0000193
Sub Status:0x0

Process Information:
Caller Process ID:0x25c

Caller Process Name:C:\Windows\System32\lsass.exe

Network Information:

Workstation Name:WIN2016

Source Network Address:192.168.1.17
Source Port:56321
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