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This document describes how to configure Active Directory (AD) authentication for AnyConnect clients
that connect to Firepower Threat Defense (FTD).



Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* RA Virtual Private Network (VPN) configuration on Firepower Manage Center (FMC)
Lightweight Directory Access Protocol (LDAP) server configuration on FMC

Active Directory (AD)

Fully Qualified Domain Name (FQDN)

Intersight Infrastructure Services (11S)

Remote Desktop Protoco (RDP)

Components Used

The information in this document is based on these software and hardware versions:

* Microsoft 2016 Server
* FMCv running 6.5.0
e FTDv running 6.5.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

This document describes how to configure Active Directory (AD) authentication for AnyConnect clients
that connect to Firepower Threat Defense (FTD), managed by Firepower Management Center (FMC).

User identity is used in the access policies to restrict AnyConnect users to specific | P addresses and ports.

Configure

Network Diagram and Scenario

= e B gutside
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Windows Server FTD AnyConnect Client

Windows server is pre-configured with [1S and RDP in order to test user identity. In this configuration
guide, three user accounts and two groups are created.

User Accounts:

* FTD Admin: Thisis used as the directory account to allow the FTD to bind to the Active Directory
server.
* IT Admin: A test administrator account used to demonstrate user identity.



e Test User: A test user account used to demonstrate user identity.
Groups:

» AnyConnect Admins: A test group that IT Admin is added to demonstrate user identity. This group
only has RDP access to the Windows Server.

» AnyConnect Users: A test group that Test User is added to demonstrate user identity. This group only
has HTTP access to the Windows Server.

Active Directory Configurations

In order to appropriately configure AD authentication and user identity on FTD, afew values are required.

All these details must be created or collected on the Microsoft Server before configuration can be done on
FMC. The main values are:

e Domain Name:
Thisisthe domain name of the server. In this configuration guide, example.com is the domain name.
e Server IP/FQDN Address.

The IP address or the FQDN used to reach the Microsoft server. If an FQDN is used, a DNS server must be
configured within FMC and FTD to resolve the FQDN.

In this configuration guide, this value is win2016.example.com (which resolvesto 192.168.1.1).
e Server port:

The port used by the LDAP service. By default, LDAP and STARTTLS uses TCP port 389 for LDAP,
and LDAP over SSL (LDAPS) uses TCP port 636.

* Root CA:
If LDAPS or STARTTLS is used, theroot CA used to sign the SSL certificate used by LDAPS is required.
» Directory Username and Password:

Thisisthe account used by FMC and FTD to bind to the LDAP server and authenticate users and search for
users and groups.

An account named FTD Admin is created for this purpose.
* Baseand Group Distinguished Name (DN):

The Base DN isthe starting point FMC and the FTD tells the Active Directory to begin the search for and
authenticate users.

Similarly, the Group DN isthe starting point FMC tells the Active Directory where to begin to search for
groups for user identity.

In this configuration guide, the root domain example.com is used as the Base DN and Group DN.

However, for a production environment, using a Base DN and Group DN further within the LDAP
hierarchy is better.



For example, this LDAP hierarchy:

= Finance B  Userl
example.com @

Userl
|

If an administrator wants users within the M ar keting organizational unit to be able to authenticate the base
DN can be set to the root (example.com).

However, this also allows Userl under the Finance organizational unit to also log in since the user search
begins at the root and go down to Finance, M ar keting, and Resear ch.

Base DN set to example.com

e Finance B  Userl
example.com @
- User2

Ciere M

In order to restrict the log in to the only user in the M ar keting organizational unit and below, the admin can
instead set the Base DN to Marketing.

Now only User2 and User3 are able to authenticate because the search starts at M ar keting.

g rrovce [ Ve

Userz
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Note that for more granular control within the FTD for which users are allowed to connect or assigning
users different authorization based on their AD attributes, an LDAP authorization map needs to be
configured.

Base DN set to Marketing

example.com @




More information on this can be found here: Configure AnyConnect L DAP mapping on Firepower Threat
Defense (FTD).

Thissimplified LDAP hierarchy is used in this configuration guide and the DN for the root example.comis
used for both the Base DN and the Group DN.

IT Admin

Test User

example.com
AnyConnect
Admins

= AnyConnect Users

Determine LDAP Base DN and Group DN

1. Open Active Directory Usersand Computers.


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214283-configure-anyconnect-ldap-mapping-on-fir.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214283-configure-anyconnect-ldap-mapping-on-fir.html
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3. Under the VPN > Remote Access policy, click Edit icon (pencil) for the appropriate Connection Profile.
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Ensure that the Authentication Server is set to the realm created earlier.

Under Advanced Settings, Enable Password Management can be checked to allow usersto change their
password when or before it expires.

This setting requires that the realm use LDAPS, however. If any changes were made, click Save.

Edit Connection Profile ? X
Connection Profile:®* | General
Group Policy:® CAtGrpPalicy w &
Edit Growp Palicy
Client Address Assignment m Aliases
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[ use secondary authentication
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Accounting
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I‘ Advanced Settings
L] Strip Realm from username
] Strip Group from username
[] enable Password Management
Save Cancel

When finished, click Save.
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Enable Identity Policy and Configure Security Policiesfor User |dentity

1. Navigate to Policies > Access Control > [ dentity.
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Create anew Identity Policy.
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2. Click Add Rule.
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3. Specify a Name for the new rule. Ensure that it is enabled and the action is set to Passive
Authentication.

Click the Realm & Settings tab and select the realm created earlier. Click Add when finished.
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4. Click Save.
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5. Navigate to Policies > Access Control > Access Control.
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6. Edit the Access Control Policy the FTD is configured under.

Owerview  Analysis Policies JEgtl==d Ohjects AMP  Intedsgence Deploy L System Help v  admin v

Mccess Control = Access Control Hetwark Cistovery Arplicaton Dutectars Correlation Ations v

Obge® Managamarct Intrupon Hebaork Analyes Pobcy DRSS ImporExport

ol Few Pakoy
diocess Control Policy Stafus Last Modifeed
¥ Tameting 1 devices OG-0 091 Ui 56 -
Defaut-Policy U b= sk 24 80 cargeted dewites Hadihed by "adinin” - I E -

7. Click the value next to | dentity Policy.
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Select the I dentity Policy created earlier then click OK.
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8. Click Add Ruleto create an new ACP rule. These steps create arule to allow the user within the
AnyConnect Admins group to connect to devices within the inside network using RDP.
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Specify aname for the rule. Ensure that the rule is Enabled and has the appropriate Action.
Under the Zones tab, specify the appropriate zones for the interesting traffic.

RDP traffic initiated by users comein to the FTD sourced from the outside-zone interface and egress the
inside-zone.

Add Rule L
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Under Networ ks, define the source and destination networks.

Object AnyConnect_Pool includes the IP addresses that is assigned to AnyConnect clients.

Object Inside_Net include the inside network subnet.
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Under Users, click the realm created earlier under Available Realms, click the appropriate group/user under

Available Users, then click Add to Rule.

If no users or groups are available under the Available User s section, ensure that FM C downloaded the
User s and Groups under the realm section and that the appropriate Groups/User are included.

The user g/group specified here is checked from the source perspective.

For example, with what has been defined in thisrule so far, the FTD evaluates that the traffic is sourced
from the outside-zone and destined to the inside-zone, sourced from the network in the AnyConnect_Pools
object and destined to the network in the Inside_Net object, and the traffic is sourced from a user in the

AnyConnect Admins group.
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Under Ports, custom RDP objects were created and added to allow TCP and UDP port 3389. Notice that
RDP could have been added under the Applications section but for simplicity, only the ports are checked.
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Finally, ensure that under L ogging, L og at End of Connection is checked for additional verification later
on. Click Add when done.
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9. An additional ruleis created for HTTP access to alow users within the group AnyConnect User access
to the Windows Server |1Swebsite. Click Save.
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Configure NAT Exemption

If there are NAT rules that affect AnyConnect traffic, such as Internet PAT rules, it isimportant to configure
NAT Exemption rules so that AnyConnect traffic is not NAT-affected.

1. Navigate to Devices> NAT.
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Select the NAT Policy applied to the FTD.
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2. InthisNAT Policy, thereisaDynamic PAT at the end which PAT-affects all traffic (including
AnyConnect traffic) that egresses the outside interface to the outside interface.

To prevent AnyConnect traffic from being NAT-affected, click Add Rule.
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3. ConfigureaNAT exemption rule, make sure that the ruleisaManual NAT Rulewith Type Static. This
isabidirectiona NAT rule that appliesto AnyConnect traffic.

With these settings, when the FTD detects traffic sourced from Inside_Net and destined to AnyConnect IP
address (defined by AnyConnect_Pool), the source is tranglated to the same value (Inside_Net) and the
destination is translated to the same value (AnyConnect_Pool) when traffic ingresses the inside_zone and
egresses the outside_zone. This essentially bypasses NAT when these conditions are met.
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Additionally, the FTD is set to perform aroute lookup on this traffic and not proxy ARP. Click OK when
done.



Add MNAT Rule

MAT Rule: siarusd HAT Fodls — Insert: In Catemory v MAT Ruales Before v
Tyoe: Santhe i o Enable
Dezeniption:

Interface Objects  Translation  PAT Pool

[ ipve
[ roet vo et Mapping

) Do mot procy ARP en Destination Interface
=) Perform Route Lookug for Destmateon Interface

L] unitirectional

4. Click Save.

w Systern  Help *  admin v

Overview Analysis Polices EHSUNGCER Objects | AMP Intelligence

Device Managesnent  WAT  WPN¥® Q&S Plstform Settings  FlexConfip  Certificates

I-—rD_E_M_E,'T_F‘Qh!:F veu hwws orsaved chasges Ehoew ‘Warmings ) concel

) Poley Assigresesnis (1]

B AddBuke

& milier by Device

r_l:lrlnlnalliar.loel o i T lyted Packet ™
¥ Directisn  Type 5 Destinati Original Civigginal Orig..  Translated Tramulated Trans.. COptions
Tnterince Objer Inberface Object S Peiinnts T o i
W NAT Rules Before
i # Sepiee oy inside-zone i oobsade.one g B de_Piet -] ArryCenned_Poal - Brosadie et - Amylannes_Peal q [Tt P P |
;l& rore-lisboos
i ro-pree-an
W Aty NET Rules
= Dwramec o} any Ta outsde-zone g obg-any ol Interface i Dns:false & a
¥ HAT Rules dfter
Displaying 12 of Zrews 1 £ Page |1 ofli > M & Rows per page: 100 =

Deploy

1. When the configuration is finished, click Deploy.

System Help v admin v

2. Click the checkbox next to the FTD the configuration is applied to it and then click Deploy.



Dieploy Policies Wersion: 2020-05-04 09:40 AM

¥ Device Inspect Interruption

Selected devices: 1

Verify
Final Configuration

AAA Configuration

> show running-configuration aaa-server
aaa-server LAB-AD protocol ldap
max-failed-attempts 4
realm-id 5
aaa-server LAB-AD host win2016.example.com
server-port 389
Tdap-base-dn DC=example,DC=com
Tdap-group-base-dn DC=example,DC=com
Tdap-scope subtree
Tdap-naming-attribute samaccountname
Tdap-Togin-password #%*%%%*
Tdap-Togin-dn ftd.admin@example.com
server-type microsoft

AnyConnect Configuration

> show running-config webvpn
webvpn

Current Version

L

2020-05-04 09:16 AM



enable Outside

anyconnect image diskO:/csm/anyconnect-Tinux64-4.7.03052-webdeploy-k9.pkg 1 regex "Linux"
anyconnect image diskO:/csm/anyconnect-win-4.7.00136-webdeploy-k9.pkg 2 regex "Windows"
anyconnect profiles Lab diskO:/csm/Tab.xml

anyconnect enable

tunnel-group-1list enable

cache

no disable

error-recovery disable

> show running-config tunnel-group
tunnel-group General type remote-access
tunnel-group General general-attributes
address-pool AnyConnect-Pool
authentication-server-group LAB-AD
tunnel-group General webvpn-attributes
group-alias General enable

> show running-config group-policy
group-policy Df1tGrpPolicy attributes
vpn-simultaneous-logins 10
vpn-tunnel-protocol ikev2 ssT-client
split-tunnel-policy tunnelspecified
split-tunnel-network-1ist value Lab
user-authentication-idle-timeout none
webvpn

anyconnect keep-installer none

anyconnect modules value dart

anyconnect ask none default anyconnect

http-comp none

activex-relay disable

file-entry disable

file-browsing disable

url-entry disable

deny-message none

anyconnect ss1 df-bit-ignore enable

> show running-config ss]
ss1 trust-point FTD-2-SelfSigned outside

Connect with AnyConnect and Verify Access Control Policy Rules



!'55' Cisco AnyConnect Secure Mobility Client

Contacting ftd2.example.com.

ftd2.example. com Connect

{ﬁ:‘ Cisco AnyConnect | ftd2.example.com

o

Group: General

Username: | it.admin

Password: | =======s|

oK Cancel

!ﬁ:‘ Cisco AnyConnect Secure Mobility Chent — hod

Connected to ftd2.example.com.

ftd2.example.com Disconnect

00:00:12 IPv4

T ®

User IT Adminisin the group AnyConnect Admins which has RDP access to the Windows Server.
However it does not have accessto HTTP.

Opening an RDP and Firefox session to this server verifies that this user can only access the server via RDP.



Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006 eamplecam,

! Remote DE:Skt-DP Ltser name
¢ Connection
Password
AN 216 o oo Damain:

Username:  None speofied

R h ¢ credertials
Yo will b askad for credentiaby when you connec [ Romember my crede

- & Problem oading page *

“— L ] @ @ win2016.example.com g noDO&x =

The sereer at win2016.example.com is taking too long to respond.

# The zite could be temporarily unavailable or too busy. Try again in a
few maorments.

* |f you are unable to load any pages, check your computer’s network
COnnection,

o |f your camputer or netwark is pratected by a firewall or praxy,
make sure that Firefox is permitted to access the Web, ‘

If logged in with user Test User who isin the group AnyConnect Users which as HT TP access but not RDP
access, you are able to verify that the access control policy rules are taking effect.




ote Desktop Connection 4

| Remote D&glctop :
¢ Connection

@ FEemaote Desktop can’t connect to the remote computer for ane of thess reasons:

1) Remote access to the server i not enabled
Computer: win201E.mmmple.com r 2) The rereate computer is turned off
1) The rerote computes is nat available on the netwark

Userrame:  Mona speciied

Make sure the remote computér is iumed on and connected to the netwark, and that remote
You vl be asked for credentials when you connect,

access is enabled,

@ Shom Optic.. Comet || beb | [ox ][ ree

115 Windaws Server Pl 3F Options

<« & & @ & winZ016.examplecom e 0 i n O & &

i

BR Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

Verify with FMC Connection Events

Since logging was enabled in the Access Control Palicy rules, the connection events can be checked for any
traffic that matches those rules.

Navigate to Analysis > Connections > Events.

Cverview EEUENEEE Policies Devices Objects | AMP  Intelligence

Context Explorer Connections v Intrisions » Files = Hosts * Uzers » Correlation » Advanced v Search

Events
Security Inbelligence Events

Under the Table View of Connection Events, the logs are filtered to only show connection events for IT
Admin.

Here, you can verify that RDP traffic to the server (TCP and UDP 3389) is alowed, however, port 80 traffic
is blocked.



Overview CUEIEEN Policles Devices Objects  AMP  Intelligence Deploy ; System  Heln v admin

‘Context Exploner Connections » Events Intrusions v Files = Haosts * Userg v Correlation * Advanced = Search

Bookmark This Page Repcet Designer Dashboard View Bockmsrks Search ©

Connection BEvents fwitch wodfigw) -
Conractinns with Application Cetels o Table Wiew of Connection Cvents E .
rpanding
* Search Constrarts (Edt Search Save Search) Disabled Columns
mp teu.. T
[] Action =  [nitister *  Initigtor User ¥ Hesponder ¥ Ingress ¥ Egress ¥  Source Port f ¥ Destingtion Port / %
Ie e Seturily 2o Fecwrity fone ICME Tyt ICME Conls;
1 u Elioay 101010 o | mip i =i DA it admin i 192 16511 gytcide-zone reside-zone E3a7A ke 3385 f tcp
3 | _I Block 010,30 o i min [ -l [1% i, GF 19216211 gytcide-zone reife-zone GRa7a | bop 0o (hatoh S top
3 [ Bk 10.10.360 4 it admin (L6-6 04t adomin, LDGF 19718811 putside-zone cgife-zone GRETH ) bep 00 (habgh / top
# [0 Bhek J0.10. 301 4 iLadmin (LAR-2 DNt admn, LOAF] 19316513 outsude-zone mside-zone E24T6 { bep BO (hatoh £ bop

For user Test User, you can verify that RDP traffic to the server is blocked and port 80 traffic is allowed.

Overview JENEINNSIEE Policlies De Objects = AMP  Intelligence Deploy w System  Help v admin +

Context Exploner Connections » Events Intrusions » Files Hasts * Lisers » Carrelation v Advanced * Search

Bookmark This Page Repert Designar  Dashboard Wiew Boshmasks Search v

Connection Events imich wifios .
i . l 2020-08-0% 14:14:17 - 2020-05-06 18-28:3% =

e ipne with fApplication e I L4 N [x]

Expanding
* Search Constrairts (Edt Sparch Save Search) Diszbled Columns
Jump tou.. T
] Action ®  Initister *  [nebigtor User 3 Besponder ®  [ngress ¥ | Loress ® Soyrce Port [ ¥ Destination Pork £ 2
IE IE Security Zone Security Zone ICME Type ICHMP Code
4 [ Bk 2010, 30,1 4 best ygar (LAG-60Nbest prer, LOAF] 133316844 outside-zona rmide-zone B2a9 F bep 2305 J bep
0 ke 10:10.00.1 55 et wgmr (LAG-A0Mest s er, LOAP) 4836833 oubsidezone ingige-gong #2434  bop A0 Fetp) / bop

Troubleshoot

Debugs

This debug can be run in diagnostic CLI to troubleshoot L DAP authentication-related issues. debug |dap
255.

To troubleshoot user identity Access Control Policy issues, the system support firewall-engine-debug can
be runin clish to determine why traffic is being allowed or blocked unexpectedly.

Working LDAP Debugs

[53] Session Start
[53] New request Session, context 0x00002b1ld13f4bbf0, reqType = Authentication
[53] Fiber started
[53] Creating LDAP context with uri=ldap://192.168.1.1:389
[53] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[53] supportedLDAPVersion: value = 3
[53] supportedLDAPVersion: value = 2
[53] LDAP server 192.168.1.1 is Active directory
[53] Binding as ftd.admin@example.com
[53] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[53] LDAP Search:
Base DN = [DC=example,DC=com]
Filter [sAMAccountName=it.admin]
Scope [SUBTREE]



[53] User DN = [CN=IT Admin,CN=Users,DC=example,DC=com]

[53] Talking to Active Directory server 192.168.1.1

[53] Reading password policy for it.admin, dn:CN=IT Admin,CN=Users,DC=example,DC=com
[53] Read bad password count 6

[53] Binding as it.admin

[53] Performing Simple authentication for it.admin to 192.168.1.1
[53] Processing LDAP response for user it.admin

[53] Message (it.admin):

[53] Authentication successful for it.admin to 192.168.1.1

[53] Retrieved User Attributes:

[53] objectClass: value = top

[53] objectClass: value = person

[53] objectClass: value = organizationalPerson

[53] objectClass: value = user

[53] cn: value = IT Admin

[53] sn: value = Admin

[53] givenName: value = IT

[53] distinguishedName: value = CN=IT Admin,CN=Users,DC=example,DC=com
[53] instanceType: value = 4

[53] whenCreated: value = 20200421025811.0Z

[53] whenChanged: value 20200421204622.0Z

[53] displayName: value = IT Admin

[53] uSNCreated: value = 25896

[53] memberOf: value = CN=AnyConnect Admins,CN=Users,DC=example,DC=com
[53] uSNChanged: value = 26119

[53] name: value = IT Admin

[53] objectGUID: value = &...J..0..2w...cC

[53] userAccountControl: value = 512

[53] badPwdCount: value = 6

[53] codePage: value = 0

[53] countryCode: value = 0

[53] badPasswordTime: value = 132320354378176394
[53] TastLogoff: value = 0

[53] TastLogon: value = 0

[53] pwdLastSet: value = 132319114917186142

[53] primaryGroupID: value = 513

[53] objectSid: value = ............. {I...;..... j...
[53] accountExpires: value = 9223372036854775807
[53] TogonCount: value = 0

[53] sAMAccountName: value = it.admin
[53] sAMAccountType: value = 805306368
[53] userPrincipalName: value = it.admin@example.com

[53] objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=example,DC=com
[53] dSCorePropagationData: value = 16010101000000.0Z

[53] TastLogonTimestamp: value = 132319755825875876

[53] Fiber exit Tx=515 bytes Rx=2659 bytes, status=1

[53] Session End

Unableto Establish a Connection with LDAP Server

<#root>

[-2147483611] Session Start

[-2147483611] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483611] Fiber started

[-2147483611] Creating LDAP context with uri=ldap://171.16.1.1:389

[-2147483611]

Connect to LDAP server: ldap://172.16.1.1:389, status = Failed



[-2147483611] Unable to read rootDSE. Can't contact LDAP server.
[-2147483611] Fiber exit Tx=0 bytes Rx=0 bytes, status=-2
[-2147483611] Session End

Potential Solutions;

» Check routing and ensure the FTD isreceiving aresponse from the LDAP server.

» If LDAPSor STARTTLS s used, make sure that the correct root CA certificate is trusted so that the
SSL handshake can complete successfully.

» Verify that the correct | P address and port are used. If ahostname is used, verify that DNSis able to
resolve it to the correct | P address.

Binding Log in DN and/or Password Incorrect

<#root>

[-2147483615] Session Start

[-2147483615] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483615] Fiber started

[-2147483615] Creating LDAP context with uri=ldap://192.168.1.1:389

[-2147483615] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[-2147483615] defaultNamingContext: value DC=example,DC=com

[-2147483615] supportedLDAPVersion: value = 3

[-2147483615] supportedLDAPVersion: value = 2

[-2147483615] LDAP server 192.168.1.1 is Active directory

[-2147483615] supportedSASLMechanisms: value = GSSAPI

[-2147483615] supportedSASLMechanisms: value = GSS-SPNEGO

[-2147483615] supportedSASLMechanisms: value = EXTERNAL

[-2147483615] supportedSASLMechanisms: value = DIGEST-MD5

[-2147483615] Binding as ftd.admin@example.com

[-2147483615] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[-2147483615] Simple authentication for ftd.admin@example.com returned code (49) Invalid credentials
[-2147483615]

Failed to bind as admi nistrator returned code (-1) Can't contact LDAP server

[-2147483615] Fiber exit Tx=186 bytes Rx=744 bytes, status=-2
[-2147483615] Session End

Potential Solution: Verify that the Log in DN and L og in password are configured appropriately. This can
be verified on the AD server with Idp.exe. In order to verify that an account can successfully bind using ldp,
go through these steps:

1. On the AD server, press Win+R and search for Idp.exe



= Run

=71 Type the name of a program, felder, document, or Internet
=  resource, and Windows will cpen it for you.

Open: | [FEE d

Cancel Browse...

2. Under Connection, select Connect.

52 Ldp - O
Ercrwse View Options Utilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Ctrl+M
Save
Save As

Exit

MNUM

3. Specify localhost for server and the appropriate port then click OK.



Connect o

server: | BRI

Port: 389 Connectionless
551

QK Cancel

4. The right column shows text indicating a successful connection. Navigate to Connection > Bind.

L2 |dap://win2016.example.com/DC=example, DC=com — L] et

ICﬂ-nnE::tiun Browse View Options Utilities Help

Established connection to localhost.
Bind... Ctrl+E] Retrieving base DSA information...
Getting 1 entries:

] ct
seenne Dn: (RootDSE)
configurationNamingContext:
et S CH=Configuraticn, DC=example, DC=com,
Save currentfTime: S/1/2020 4:18:55 PM Eastern Davylight
Time;
Save As

defautNamingContext: DC=example DC=com;
] dnsHostMame: winZ016.example.com;
Exit domainControllerFunctionality: 7 = { WINZ018 ),
doemainFunctionality: 7 = { WINZ201E ),
dzServiceMame: CH=NTDS
settings, CH=WINZ018 CN=5ervers, CH=Default-
First-Site-
Mame, CH=5ites, CH=Configuration DC=example DC=
Com,
forestFunclionality: 7 = [ WINZ01E J;
highestCommittedUSH: 13410,
izGlobalCatalogReady: TRUE;
izzvnchronized: TRUE,

HanServiceName: examnle cnm win? 016

5. Select Simple Bind then specify the Directory Account User and Password. Click OK.



Eind >

ftd. admin@example.com

Domain:

Bind type
() Bind as currently logged on user

() Bind with credentials

() Advanced (DIGEST)
Encrypt traffic after bind

Advanced Cancel

With a successful bind, Idp shows Authenticated as: DOM Al N\user name



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

T2 040 113056 1.4 2755;
1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2305;

supportedl DAPPolicies (20} MaxPoolThreads;
MaxPercentDirSyncReguests, MaxDatagramRecy;
MaxReceiveBuffer; InitRecvTimeout;
MaxConnections; MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=zages; MaxtueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultsetSize; MinFesultSets,
MaxResultSetzPerConn; MaxNotificationPerConn,
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiBemoryLimitPercent;

suppertedl DAPYersion (2): 3; 2;

supportedSASLMechanizms (4); GSSAPL GS5-
SPNEGOD; EXTERMAL, DIGEST-MDS,

res = ldap_simple_bind_s({ld, "ftd. admini@example.conT,
<unavailable=}); f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

Ready

An attempt to bind with an invalid username or password resultsin a failure such as the two seen here.



Connection

£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Browse View Options Utilities Help

Ready

MaxRezultSetSize, MinResultSets,
MaxResultSetzsPerConn; MaxNotificationPerConn,
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55
SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

LDAP Server Unableto Find the Username

<#root>

[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
Base D
Filter
Scope
[-2147483612]

Search result

[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]

Session Start

New request Session, context 0x00007f9%9e65ccdc40, reqType = Authentication

Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: Tdap://192.168.1.1:389, status = Successful
supportedLDAPVersion: value = 3

supportedLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1

LDAP Search:

N = [dc=example,dc=com]

= [samaccountname=it.admi]

[SUBTREE]

parsing returned failure status

Talking to Active Directory server 192.168.1.1

Reading password policy for it.admi, dn:

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
Fiber exit Tx=456 bytes Rx=1082 bytes, status=-1




[-2147483612] Session End

Potential Solution: Verify that AD can find the user with the search done by the FTD. This can be done with
Idp.exe aswell.

1. After successfully binding as seen above, navigate to View > Tree.

£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X
Connection Browse | View | Options  Utilities  Help
ﬁree Ctrl+T "
Enterprise Configuration laxPoolThreads:
ztg; MaxDatagramRecyv,
" Status Bar =wTimeout;
Set Font... nidleTime; MaxPageSize,

=, MaxQueryDuration;

MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;

supportedLDAPVersion (2): 3; 2,

supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;

res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
zunavailable=}, # v.3
Authenticated as: "EXAMPLE\ftd. admin’.

| W

2. Specify the Base DN configured on the FTD then click OK

Tree View X

BaseDN [Eﬂ:uxmﬂeﬂ:ml “

Cancel

3. Right-click the Base DN then click Search.



£3 Idap://win2016.example.com/DC= example,DC=com

Connection Browse View Options Utilities Help

- O X

0] DC=example, DC=com

Create a new document

Search Ctrl+5
Virtual List View

Delete Ctrl+D
Modify Ctrl+=M
Meodify DN Ctrl+R
Add child Ctrl+A
Compare

Advanced

Copy DN

Copy Ctri+C
Select all

Clear output Ctri+N

cipals, DC=example, DC=com;
11D2B94AA00C04F7IFS05:CN
=gxample, DC=com;
=110297C400C04FDEDSCD:C
igxample DC=com;
A1D1ADEDOOCO4FDEDSCD:C
=gxample DC=com;
J1D1ADEDOOCO4FDEDSCD:C
abe DC=com;
A1D1AA4BO0CO4FDTDEIAD
3.DC=example, DC=com;

1101 ADEDOOCO4FDEDSCDC
ample DC=com;
M1D1ADEDOOCO4FDEDSCD:C
e DC=com;

0 3:43:55 PM Eastern Daylight

2:41:57 PM Eastern Dayiight

(sl

4. Specify the same Base DN, Filter, and Scope values as seen in the debugs.

In this example, these are:

» Base DN: dc=example,dc=com

* Filter: samaccountname=it.admi

* Scope:SUBTREE



£2 Idap://win2016.example.com/DC=example,DC=com - O X
Connection Browse View Options Utilities Help

Search X JC=example,DC=com; X
8811D1ADEDOOCO4FDEDSCDC
\DC=gxample DCxcom;
8811D1ADEDOOCO4FDEDSCDC
ample DC=com;
D211D1AA4B00CO4FDTDEZAD
jers, DC=example DC=com;
5881101 ADEDOOCO4FDEDSCDC
rgxample, DC=com;
B&811D1ADEDOOCO4FDEDSCDC
mple.DC=com;

1020 3:43:59 PM Eastern Dayfight

! )20 2:41:57 Pif Eastern Daylght

idap_search_s(id, "DC=example DCxcom™, 2,

"sAlMAccountName=i.admi”, attrList, 0, &msg)
Gefting 0 enlries:

Ready

Idp finds O entries because there is no user account with the SAM Accountname it.admi under the Base DN
dc=example,dc=com.

Another attempt with the correct SAM Accountname it.admin shows a different result. Idp finds 1 entry
under the Base DN dc=example,dc=com and prints that user DN.



57 |dap://win2016.example.com/DC=example,DC=com — [ >
Connection Browse View Options Utilities Help
soe1 TDTADEDOOCO4FDEDOCDC
== |DC=example, DC=com;
281101 ADEDOOCO4FDEDSCD:.C
Base DN: | DC=example,DC=com + || Bmple,DC=com;
021101 AA4B00C04FDTDE3A0
Filter: sAMAccountMame =it admin ~ || lers,DC=example, DC=com;
5531101 ADEDOOCO4FDEDSCD.C
“iliz remample, DC=com;
Ogase (OoOnelevel |@® Subtree 6881101 ADEDOOCO4FDEDSCD:C
mple, DC=com;
Attributes: | objectClass;name;description;canonicalName | [020 3:43:58 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options Run I Close
=Erearching...
ldap_search_s(ld, "DC=example, DC=com”, 2,
"sAMAccountMame=it.admin”, attrList, 0, &m=sg)
Getting 1 entries:
Dn: CH=IT Admin,CN=Users,DC=example,C=com
canonicalMame: example.comiUsersdT Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
user;
W
Ready

I ncorrect Password for the Username

<#root>

[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
Base D
Filter
Scope
[-2147483613]

Session Start

New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: Tdap://192.168.1.1:389, status = Successful
supportedLDAPVersion: value = 3

supportedLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
LDAP Search:

N [dc=example,dc=com]

[samaccountname=it.admin]

[SUBTREE]

User DN = [CN=IT Admin,CN=Users,DC=example,DC=com]

[-2147483613] Talking to Active Directory server 192.168.1.1




[-2147483613] Reading password policy for it.admin, dn:CN=IT Admin,CN=Users,DC=example,DC=com
[-2147483613] Read bad password count O

[-2147483613] Binding as it.admin

[-2147483613] Performing Simple authentication for it.admin to 192.168.1.1

[-2147483613]

Sinple authentication for it.admn returned code (49) Invalid credentials

[-2147483613] Message (it.admin): 80090308: LdapErr: DSID-0C09042A, comment: AcceptSecurityContext erro
[-2147483613]

Invalid password for it.admn

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1
[-2147483613] Session End

Potential Solution: Verify that the user password is configured appropriately and that it is not expired.
Similar to the Log in DN, the FTD does a bind against AD with the user credentials.

This bind can also be done in Idp to verify that the AD is able to recognize the same username and password
credentials. The stepsin Idp are shown in the section Binding Login DN and/or password incorrect.

Additionally, the Microsoft server Event Viewer logs can be reviewed for a potential failure reason.

Test AAA

The test aaa-ser ver command can be used to simulate an authentication attempt from the FTD with a
specific username and password. This can be used to test for connection or authentication failures. The
command istest aaa-server authentication [AAA-server] host [AD I P/hostname].

<#root>

> show running-configuration aaa-server

aaa-server LAB-AD protocol Tldap
realm-id 7

aaa-server

LAB- AD
host
wi n2016. exanpl e. com

server-port 389

Tdap-base-dn DC=example,DC=com
Tdap-scope subtree
Tdap-Togin-password #%%%%*
Tdap-login-dn ftd.admin@exampTle.com
server-type auto-detect

> test aaa-server authentication
LAB- AD

host
wi n2016. exanpl e. com

Username: it.admin
PaSSWOPd: L XX XX



INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

Packet Captures

Packet captures can be used to verify reachability to the AD server. If LDAP packets leave the FTD, but
there is no response, this could indicate a routing issue.

Capture shows the bidirectional LDAP traffic.

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known via "connected", distance 0, metric O (connected, via interface)

Routing Descriptor Blocks:

* directly connected, via inside
Route metric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389

> show capture
capture AD type raw-data interface inside [Capturing - 0 bytes]
match tcp any host 192.168.1.1 eq ldap

oo

> test aaa-server authentication LAB-AD host win2016.example.com username it.admin password @
INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

> show capture

capture AD type raw-data interface inside [Capturing - 10905 bytes]

match tcp any host 192.168.1.1 eq ldap

> show capture AD

54 packets captured

OWoONOYUIAS, WN R

[...]

23:
23:
23:
23:
23:
23:
23:
23:
23:

02:
02:
02:
02:
02:
02:
02:
02:
02:

16.
16.
16.
16.
16.
16.
16.
16.
16.

770712
772009
772039
772482
772924
772955
773428
775030
775075

54 packets shown

192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.

RPRRPRRPRRPRRPRRRR

.17.61960 > 192.168.1.
.1.389 > 192.168.1.17.
.17.61960 > 192.168.1.
.17.61960 > 192.168.1.
.1.389 > 192.168.1.17.
.17.61960 > 192.168.1.
.17.61960 > 192.168.1.
.1.389 > 192.168.1.17.
.17.61960 > 192.168.1.

Windows Server Event Viewer Logs

1.389:
61960:
1.389:
1.389:
61960:
1.389:
1.389:
61960:
1.389:

3681912834:3681912834(0) win 32768
491521506:491521506(0) ack 36819128

. ack 491521507 win 32768 <nop,nop,ti

3681912835:3681912980(145) ack 4915
491521507:491522141(634) ack 368191

. ack 491522141 win 32768 <nop,nop,ti

3681912980:3681913024(44) ack 49152
491522141:491522163(22) ack 3681913

. ack 491522163 win 32768 <nop,nop,ti

The Event Viewer logs on the AD server can provide more detailed information asto why afailure

occurred.
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