MDM Configuration of Device Identifier for
AnyConnect on 10S and Android

Contents

On iOS and Android, the platform restricts app access to persistent device identifiers like MAC
address, iTunes UDID, and IMEI/MEID. These types of identifiers are typically used by
AnyConnect for reporting and authorization of VPN connections. As a workaround, AnyConnect
allows EMM/MDM to provision a device identifier that will be reported to the ASA, which forwards it
as an RADIUS attribute via the AnyConnect Identifier Extensions protocol. Specifically, the
identifier is reported in the device-uid and device-uid-global RADIUS attributes.

The identifier itself is treated as an opaque string by AnyConnect and must be no greater than 256

bytes in length. It is sent as a XML attribute, so it may not contain illegal characters such as: ", ', &,
<

On iOS, AnyConnect parses VendorConfig section in the iOS MDM VPN configuration profile. The
identifier must be provided as a string to the key DeviceUniqueldentifier, as follows:

<key>Vendor Conf i g</ key>

<di ct>

<key>Devi ceUni quel denti fi er </ key>
<string>mdm provi si oned_devi ce_i d</string>
</dict>

On Android, AnyConnect parses Managed Application Configurations. The identifier must be
provided as a value to the key vpn_connection_device_id



https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/anyconnect-mobile-devices.html
https://developer.apple.com/business/documentation/Configuration-Profile-Reference.pdf
https://developer.android.com/work/managed-configurations
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