Configure Secure Client with Split Tunneling on
an ASA
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| ntroduction

This document describes how to configure the Cisco AnyConnect Secure Mobility Client viathe ASDM on
a Cisco ASA that runs software Version 9.16.1.

Prerequisites

Requirements

The Cisco AnyConnect Secure Mobility Client web deployment package can be downloaded to the local
desktop from which the Cisco Adaptive Security Device Manager (ASDM) access to the Cisco Adaptive
Security Appliance (ASA) is present. In order to download the client package, refer to the Cisco
AnyConnect Secure Mobility Client web page. The web deployment packages for various Operating
Systems (OS) can be uploaded to the ASA at the same time.

These are the web deployment file names for the various OSs:

* Microsoft Windows OSs - AnyConnect-win-<version>-k9.pkg

» Macintosh (MAC) OSs - AnyConnect-macosx-i386-<version>-k9.pkg


https://www.cisco.com/site/us/en/products/security/secure-client/index.html
https://www.cisco.com/site/us/en/products/security/secure-client/index.html

* Linux OSs- AnyConnect-linux-<version>-k9.pkg
Components Used

The information in this document is based on these software and hardware versions;

* ASA Version 9.16(1)
* ASDM Version 7.16(1)

* AnyConnect Version 4.10

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

This document provides step-by-step details about how to use the Cisco AnyConnect Configuration Wizard
viathe ASDM in order to configure the AnyConnect Client and enable split-tunneling.

Split-tunneling is used in scenarios where only specific traffic must be tunneled, opposed to scenarios where
all of the client machine-generated traffic flows across the VPN when connected.

Use of the AnyConnect Configuration Wizard can default result in atunnel-all configuration on the ASA.
Split tunnelling must be configured separately, which is explained in further detail in the Split
Tunnel section of this document.

In this configuration example, the intention is to send traffic for the 10.10.10.0/24 subnet, whichisthe LAN
subnet behind the ASA, over the VPN tunnel and all other traffic from the client machine is forwarded via
its own Internet circuit.

AnyConnect License I nformation

Here are some links to useful information about the Cisco AnyConnect Secure Mobility Client licenses:

» Refer to the Cisco AnyConnect Licensing Frequently Asked Questions (FAQ) document in order to
determine the licenses that are required for AnyConnect Secure Mobility Client and the related
features.

» Refer to the Cisco Secure Client Ordering Guide for information about licenses.

Configure
This section describes how to configure the Cisco Secure Client on the ASA.
Network Diagram

Thisisthe topology that is used for the examples in this document:


https://cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/qa_c67-712937.html
https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html

Split Tunnel Traffie

Internet 10.10.10.0/24

Anyconnect VPN user
ASA Firewall

ASDM AnyConnect Configuration Wizard

The AnyConnect Configuration Wizard can be used in order to configure the AnyConnect Secure Mobility
Client. Ensure that an AnyConnect client package has been uploaded to the flash/disk of the ASA Firewall
before you proceed.

Complete these stepsin order to configure the AnyConnect Secure Mobility Client viathe Configuration
Wizard:

1. Log into the ASDM, launch the Configuration Wizard, and click Next:

Launcher File View Tools Wizards Window Help

[ ] Startup Wizard... Cisco ASDM 7.16(1) for ASA - 10.88.243.122
ome Eﬂ Yhr . VPN Wizards Site-to-site VPN Wizard...
e | High Availability and Scalability Wizard... AnyConnect VPN Wizard...
0 Device List - | Unified Communication Wizard... Clientless SSL VPN Wizard...
d i Delete & Connect Anygy] Identity Certificate Wizard... IPSec (IKEv1) Remote Access VPN Wizard...
Packet Capture Wizard... IPSec (IKEv2) Remote Access VPN Wizard... AnyConnect VPN Client'.
. oy — ; - —— e sry encountered operation syst

Go
10.4.2.46 |
10.4.2.47

% Add| [ Replace|fil Delete| + |+

2. Enter the Connection Profile Name, choose the interface on which the VPN isterminated from the
VPN Access Interface drop down menu, and click Next:
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Connection Profile Identification

This step allows you to configure a Connection Profile Name and the Interface the remote access
users will access for VPN connections.

Connection Profile Name: | SSLClient]

VPN Access Interface: outside 3

< Back _ Cancelar Help

3. Check the SSL check box in order to enable Secure Sockets Layer (SSL). The Device Certificate can
be atrusted third party Certificate Authority (CA) issued certificate (such as Verisign, or Entrust), or a
self-signed certificate. If the certificate is already installed on the ASA, then it can be chosen viathe
drop down menu.

% Note: This certificate is the server-side certificate that is provided. If there are no certificates
currently installed on the ASA, and a self-signed certificate must be generated, then click

M anage.

In order to install athird-party certificate, complete the steps that are described in the Configure ASA:
SSL Digital Certificate Installation and Renewal Cisco document.



https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#:~:text=CA%20certificate%20bundle.-,Navigate%20to%20Configuration%20%3E%20Remote%20Access%20VPN%20%3E%20Certificate%20Management%20%2C%20and,Click%20Install%20certificate.
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#:~:text=CA%20certificate%20bundle.-,Navigate%20to%20Configuration%20%3E%20Remote%20Access%20VPN%20%3E%20Certificate%20Management%20%2C%20and,Click%20Install%20certificate.
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< Back _ Cancelar Help
4. Click Add:
] i Manage Identity Certificates
Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
Show Details
Delete
Export
Install
Re-Enroll

Find:

@ Match Case

5. Type an appropriate name into the Trustpoint Name field, and click the Add a new identity
certificate radio button. If there are no Rivest-Shamir-Addleman (RSA) key pairs present on the
device, click New in order to generate one:



[} [ Add Identity Certificate

Trustpoint Name: SelfSignedCert

Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):

Decryption Passphrase:
File to Import From: Browse...

O Add a new identity certificate:

Key Pair: <Default-RSA-Key> Show... New...
Certificate Subject DN:  CN=secureclient.cisco.com _ Select...

Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

Help Concel (GG

6. Click the Use default key pair name radio button, or click the Enter new key pair nameradio
button, and enter a new name. Select the size for the keys, and then click Generate Now:

Trustpoint Name: ASDM_TrustPointOu
] @ Add Key Pair
Key Type: ©) RSA ECDSA EDDSA
~ Mame: O Use default key pair name

Enter new key pair name:

Size: 2048

Help Cancel Add Certificate



7. After the RSA key pair is generated, choose the key and check the Gener ate self-signed certificate
check box. Enter the desired subject Domain Name (DN) into the Certificate Subject DN field, and
then click Add Certificate:

8. Once the enrollment is complete, click OK, OK, and then Next:

Public CA Enrollment

Get your Cisco ASA security appliance up and running quickly with an SSL Advantage digital
certificate from Entrust. Entrust offers Cisco customers a special promotional price for
certificates and trial certificates for testing.

Enroll ASA SSL certificate with Entrust

Using a previously saved certificate signing request, enroll with Entrust.

ASDM Identity Certificate Wizard

The Cisco ASDM Identity Certificate Wizard assists you in creating a self-signed certificate that is
required for launching ASDM through launcher.

Launch ASDM ldentity Certificate Wizard

9. Click Add in order to add the AnyConnect Client image (the .pkg file) from the PC or from the flash.
Click Browse Flash in order to add the image from the flash drive, or click Upload in order to add the
image from the host machine directly:

@
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AnyConnect VPN Connection Setup Wizard

Client Images

ASA can automatically upload the latest AnyConnect package to the client device when it
accesses the enterprise network.

A regular expression can be used to match the user-agent of a browser to an image.
You can also minimize connection setup time by moving the image used by the most commonly
encountered operation system to the top of the list.

% Add|[# Replace| [l Delete| 4 | &

Image Regular expression to match user-agent

| disk0: /anyconnect-macos-4.10.06079-webdeploy-k9.... _

You can download AnyConnect Client packages from Cisco by searching 'AnyConnect VPN Client'

or click here.

< Back Cancelar

Help

10. Once the image is added, click Next:

11. The user authentication can be completed via the Authentication, Authorization, and Accounting
(AAA) server groups. If the users are already configured, then choose L OCA and click Next.



% Note: Inthis example, LOCAL authentication is configured, which means that the local user
database on the ASA can be used for authentication.
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AnyConnect VPN Connection Setup Wizard

Authentication Methods

This step lets you specify the location of the authentication server.
You can click on the "New..." button to create a new server group.

AAA Server Group:  LOCAL New...

Local User Database Details

admin
User to be Added cisco
Username: userl Add >>
Password: sscee
Delete

Confirm Password: |eeeee

< Back _ Cancelar Help

12. The address pool for the VPN client must be configured. If oneis already configured, then select it
from the drop down menu. If not, click New in order to configure a new one. Once complete, click
Next:
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Client Address Assignment

This step allows you to create a new address pool or select an existing address pool for IPv4 and
IPv6. The AnyConnect clients will be assigned addresses from the pools when they connect.

IPv6 address pool is only supported for SSL connection.

IP v4 Address Pool IP vb Address Pool

Address Pool:  POOL New...

Details of the selected address pool

Starting IP Address: | 10.10.10.10

Ending IP Address:  10.10.10.100

<>

Subnet Mask: 255.255.255.0

< Back  Next> Cancelar Help




13. Input the Domain Name System (DNS) servers and DNs into the DNS and Domain Name fields
appropriately, and then click Next:

O
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Network Name Resolution Servers

This step lets you specify how domain names are resolved for the remote user when accessing
the internal network.

DNS Servers: 10.10.10.23
WINS Servers:

Domain Name: |Cisco.com

< Back . Next> Cancelar Help

14. In this scenario, the objective isto restrict access over the VPN to the 10.10.10.0/24 network that is
configured asthe Inside (or LAN) subnet behind the ASA. The traffic between the client and the
inside subnet must be exempt from any dynamic Network Address Trandation (NAT).

Check the Exempt VPN traffic from network addresstrandation check box and configure the
LAN and WAN interfaces that can be used for the exemption:



D (@] AnyConnect VPN Connection Setup Wizard
Steps NAT Exempt
1. Introduction If network address translation is enabled on the ASA, the VPN traffic must be exempt from this
2. Connection Profile el e
Identification
L4 Exempt VPN traffic from network address translation
3. VPN Protocols = P
. Inside Interface is the interface directly connected to your internal network.
4. Client Images
: - ~
5. Authentication Luslizta liza i
Methods
6. SAML Configuratic Local Network is the network address(es) of the internal network that client can
access.
7. Client Address
Assignment Local Network:
8. Network Name
Resolution Servers
9. NAT E . The traffic between AnyConnect client and internal network will be exempt
' xemp from network address translation.
10. AnyConnect Cliel
Deployment
11. Summary
< Back _ Cancelar Help
15. Choose the local networks that must be exempt:
(] [] Browse Local Network
% Add - [ Edit [[f Delete - @Q Where Used Q Not Used
Filter: | |
Name L IP Address Object NAT Add... Agent Name  Attribute Type Attribute Va...
Network Objects
@ any
@ any4
@ any6
a8 Inside 10.10.10.0
= outside-... 10.88.243.0
Interfaces
B inside
B outside

Selected Local Metwork

Local Network -> Inside

16. Click Next, Next, and then Finish.

Cancelsr (AREREED



The AnyConnect Client configuration is now complete. However, when you configure AnyConnect viathe
Configuration Wizard, it configures the Split Tunnel policy as Tunnelall by default. In order to tunnel
specific traffic only, split-tunneling must be implemented.

% Note: If split-tunnelling is not configured, the Split Tunnel policy can be inherited from the default
group-policy (DfltGrpPolicy), which is by default set to Tunnelall. This means that once theclient is
connected over VPN, all of the traffic (to include the traffic to the web) is sent over the tunnel.

Only the traffic that is destined to the ASA WAN (or Outside) IP address can bypass the tunneling on the
client machine. This can be seen in the output of the route print command on Microsoft Windows
machines.

Split Tunnel Configuration

Split tunnelling is afeature that you can use in order to define the traffic for the subnets or hosts that must be
encrypted. Thisinvolves the configuration of an Access Control List (ACL) that can be associated with this
feature. The traffic for the subnets or hosts that is defined on this ACL can be encrypted over the tunnel

from the client-end, and the routes for these subnets are installed on the PC routing table.

Complete these steps in order to move from the Tunnel-all configuration to the Split-tunnel configuration:

1. Navigate to Configuration > Remote Access VPN > Group Palicies:

Device List uiuuiiaiing O Configuration > Remote Access VPN > Network (Client) Access > Group Policies
000 Device List o ; , " N ; N -
Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on
% Add [} Delete & Connect

VPN connection profiles and user accounts.
Find:

To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

= 10.4.2.46 o -

= 10.4.2.47 % Add |‘ & Edit {if Delete % Assign

= 10.31.121.164

= 10.66.73.191 LB Type Tunneling Protocol

=l 10.88.243.110 DfitGrpPolicy (System Default) Internal ikevl;ikev2;ssl-clientless;|2tp-ipsec

= 10.88.243.117 SSLVPN_GP Internal | _inherited _
GroupPolicy_SSLClient Internal | — Inherited --

) O Remote Access VPN

7 Introduction

3 AnyConnect Custamizatior
[ AnyConnect Client Profile
[T AnyConnect Client Softwar.
B Dynamic Access Policies

] Group Policies

Secure Mobility Solution

Sp Address Assignment
¥ uaeoea

2. Click Edit, and use the navigation tree in order to navigate to Advanced > Split Tunneling. Uncheck
the Inherit check box in the Policy section, and select Tunnel Network List Below from the drop
down menu:



L] [ ] Edit Internal Group Policy: SSLVPN_GP

[ General | | The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to 'Policy’ and 'Netwark List” fields.
Servers
Advanced DNS Mames: Inherit
Split Tunneling ) )
Browser Proxy Send All DNS Lookups Through Tunnel: Inherit Yes O Mo
AnyConnect Cliel
IPsec(IKEv]) Clier| | Palicy: Inherit Tunnel Network List Below a
IPVE Palicy: Inherit
Network List: Inherit Manage...

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Intercept DHCP Configuration Message from Microsoft Clients

3. Uncheck the Inherit check box in the Network List section, and click Manage in order to select the
ACL that specifiesthe LAN network(s) to which the client needs access:

Metwork List: Inherit Local_lan_access B Manage...

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

 Intercept DHCP Configuration Message from Microsoft Clients

4. Click Standard ACL, Add, Add ACL, and then ACL name.
5. Click Add ACE in order to add the rule.

6. Click OK.

® @ Edit Internal Group Policy: SSLVPN_GP
General The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to ‘Policy’ and "Metwork List' fields.
Servers
Advanced DNS Names: Inherit

Split Tunneling

Browser Proxy Send All DNS Lookups Through Tunnel: Inherit Yes © No
AnyConnect Clies
IPsec(IKEv1) Clier] | Policy: Inherit Tunnel Network List Below 2]
1Pv Policy: Inherit
Metwork List: Inherit Local_lan_access [¢] Manage...

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

It Intercept DHCP Configuration Message from Microsoft Clients ¥

Find:

W e (D

7. Click Apply.

Once connected, the routes for the subnets or hosts on the split ACL are added to the routing table of the
client machine. On Microsoft Windows machines, this can be viewed in the output of the route

print command. The next hop for these routes can be an I P address from the client I P pool subnet
(usually the first IP address of the subnet):



<#root>
C:\Users\admin>

route print

IPv4 Route Table

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.106.44.1 10.106.44.243 261
10.10.10.0 255. 255. 255. 0 10.10.11.2 10.10.11.1 2

'l This is the split tunnel route

10.106.44.0 255.255.255.0 On-Tink 10.106.44.243 261

172.16.21.1 255. 255. 255. 255 On-1ink 10.106. 44.243 6

Il This is the route for the ASA Public | P Address

On MAC OS machines, enter the netstat -r command in order to view the PC routing table:

<#root>

$

netstat -r

Routing tables

Internet:

Destination Gateway Flags Refs Use Netif Expire
default hsrp-64-103-236-1. UGSc 34 0 enl

10. 10. 10/ 24 10.10.11.2 UGSc 0 44 utunl

'l This is the split tunnel route

10.10.11.2/32 locaThost UGSc 1 0 100

172.16.21.1/ 32 hsrp- 64-103-236- 1. UGSc 1 0 enl

Il This is the route for the ASA Public | P Address



Download and Install AnyConnect Client

There are two methods that you can use in order to deploy Cisco AnyConnect Secure Mobility Client on the
user machine:

* Web deployment
 Standalone deployment

Both of these methods are explained in greater detail in the sections that follow.
Web Deployment

In order to use the web deployment method, enter the https://[<ASA's FQDN>or<ASA's P> URL into a
browser on the client machine, which brings you to the WebV PN portal page.

% Note: If Internet Explorer (IE) isused, the installation is completed mostly via ActiveX, unless you
areforced to use Java. All other browsers use Java.

Once logged into the page, the installation can begin on the client machine, and the client can connect to the
ASA after theinstallation is complete.

% Note: Y ou can be prompted for permission to run ActiveX or Java. This must be allowed in order to
proceed with the installation.

Pleasa e your ST and password

GROAP, ESL kA <
UEEERMAME
PASEWORD

Standalone Deployment

Complete these steps in order to use the standal one depl oyment method:

1. Download the AnyConnect Client image from the Cisco website. In order to choose the correct image
for download, refer to the Cisco AnyConnect Secure Mobility Client web page. A download link is
provided on this page. Navigate to the download page and select the appropriate version. Perform a
search for Full installation package - Window / Standalone installer (1SO).



https://www.cisco.com/site/us/en/products/security/secure-client/index.html

% Note: An SO installer image is then downloaded (such as anyconnect-win-4.10.06079-pre-
deploy-k9.is0).

2. Use WinRar or 7-Zip in order to extract the contents of the SO package:

3. Once the contents are extracted, run the Setup.exe file and choose the modules that must be installed
along with Cisco AnyConnect Secure Mobility Client.

CLI Configuration

This section provides the CLI configuration for the Cisco AnyConnect Secure Mobility Client for reference
purposes.

<#root>

ASA Version 9.16(1)

!

hostname PeerASA-29

enable password 8Ry2YjIyt7RRXU24 encrypted

ip local pool SSL-Pool 10.10.11.1-10.10.11.20 mask 255.255.255.0

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.16.21.1 255.255.255.0

|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0

|

boot system disk0:/asa916-smp-k8.bin

ftp mode passive

object network NETWORK_OBJ_10.10.10.0_24
subnet 10.10.10.0 255.255.255.0

object network NETWORK_OBJ_10.10.11.0_27
subnet 10.10.11.0 255.255.255.224

access-1list all extended permit ip any any

Rk

!:?7!‘:(‘:!‘:’:*7’::(‘:'::(‘:!‘5;97-,'t ACL Conf—,'gur-at-,'ontl‘:’::!‘:’::!‘:'r:’:u
access-list Split-ACL standard permt 10.10.10.0 255.255.255.0

no pager
Togging enable

Togging buffered debugging

mtu outside 1500

mtu inside 1500

mtu dmz 1500

no failover

icmp unreachable rate-limit 1 burst-size 1
asdm image diskO:/asdm-7161.bin



no asdm history enable

arp timeout 14400

no arp permit-nonconnected

| waddkakarnnrnss NAT exemption Configuration %% ##skdskssistnnis
'This can exempt traffic from Local LAN(s) to the

'Remote LAN(s) from getting NATted on any dynamic NAT rule.

nat (inside, outside) source static NETWORK OBJ_10.10. 10. 0_24 NETWORK OBJ_10.10.10.0_24
destination static NETWORK OBJ_10.10.11.0_27 NETWORK OBJ_10.10.11.0_27 no-proxy-arp
rout e- | ookup

access-group all in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.21.2 1

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00
dynamic-access-policy-record DfT1tAccessPolicy
user-identity default-domain LOCAL

aaa authentication ssh console LOCAL

http server enable

http 0.0.0.0 0.0.0.0 outside

no snmp-server location

no shmp-server contact

JrEwsrsrsss Trystpoint for Selfsigned certificate® ####siiis
!Genarate the key pair and then configure the trustpoint
!Enroll the trustpoint genarate the self-signed certificate

crypto ca trustpoint SelfsignedCert
enrol I mrent sel f

subj ect - nane CN=anyconnect. ci sco. com
keypair sslcert

crl configure

crypto ca trustpool policy

crypto ca certificate chain SelfsignedCert

certificate 4748e654

30820210 308201d8 a0030201 02020447 48e65430 0d06092a 864886f7 0d010105
0500303a 311d301b 06035504 03131461 6e79636f 6e6e6563 742e6369 73636f2e
636f6d31 19301706 092a8648 86f70d01 0902160a 50656572 4153412d 3239301e
170d3135 30343032 32313534 30375al7 0d323530 33333032 31353430 375a303a
311d301b 06035504 03131461 6e79636f 6e6e6563 742e6369 73636f2e 636f6d31
19301706 09228648 86f70d01 0902160a 50656572 4153412d 32393082 0122300d
06092286 4886f70d 01010105 00038201 0f003082 010a0282 010100f6 al25d0d0
55a975ec alf2133f 0a2c3960 0da670f8 bcb6dad7 efefe50a 482db3a9 7c6db7c4
ed327ec5 286594bc 29291d8f 15140bad d33bc492 02f5301e f6l1l5e7cd a72b60e0
7877042b b6980dc7 ccaa39c8 c34164d9 e2ddeeal 3cOb5bad 5a57ec4b d77ddb3c
75930fd9 888f92b8 9f424fd7 277e8f9%e 15422b40 071cal2a 2a73cf23 28d14c93
5a084cf0 403267a6 23cl8fad fca9463f aa76057a b07e4b19 c534cObb 096626a7
53d17d9f 4c28a3fd 609891f7 3550c991 6lef0de8 67b6c7eb 97c3bff7 c9f9de34
03a5e788 94678f4d 7273516 c471285f 4e23422e 6061fle7 186bbf9c cf5laa36
19f99ab7 c2bedb68 6d182b82 7ecf39d5 1314c87b ffddff68 8231d302 03010001
30040609 22864886 f70d0101 05050003 82010100 d598clc7 le4d8a7l 6cb43296



c09ea8da 314900e7
64dfb267 51e8af22
daf46e34 bd9fd20a
f2a674el 8b5d651f
4f9d9bda 7ae2f750
900a72a4 22c2b70d
3fe4b836 6bd213d4
b2371ee4 23b16359
quit

telnet timeout 5
ssh timeout 5

5fa36947
0a6a8378
bacf86el
760b7e8b
313c6b76
111e1d92
a6356a6c¢c
bala5541

cObcl1778
5ee6a734
3fac8165
£853822c
£8d00bf5
62190476
2b020191
ed719680

d132a360
b74e686¢C
fc94fe00
7b875191
1f74cc65
6611b88d
bf4c8e3d
ee49abe8

ssh key-exchange group dh-groupl-shal

console timeout O
management-access

inside

threat-detection basic-threat
threat-detection statistics access-Tist

no threat-detection statistics tcp-intercept
ss1 server-version tlsvl-only
ss1 encryption des-shal 3des-shal aesl128-shal aes256-shal

| et

ssl trust-point SelfsignedCert outside

0f635e71
6d983dde
4c2eb983
50113dfd
7c079a2c
ff58de5b
dd7bdd8b

* Bind the certificate to the outside interface*

400e592d
54677465
1fc4ae60
£68933a2
8cce91b0
fdaa6a80
8cc35f0b

EAFCAPSAPCAPOIPORN.

b27e29b1
7bf8fedl
55ea3928
c52fe8d9
a8cdd833
6fe9f206
9ad8852e

| wxswsx*Configure the Anyconnect Image and enable Anyconnect***

webvpn
enabl e out si de

anyconnect image di sk0:/anyconnect-w n-4.10. 06079-k9. pkg 1

anyconnect enabl e
tunnel - group-1i st

enabl e

I #FFFER%Group Policy configuration®
Spit tunnel po71cy, 5p77t
IACL, etc. can be configured.

!Tunnel protocol,

group-policy G oupPolicy_SSLdient

W ns-server none

dns-server value 10.10.10.23

vpn-t unnel - pr ot ocol

i kev2 ssl

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value Split-ACL
def aul t - domai n val ue Ci sco.com

-client

ek

i nt ernal
group-policy GoupPolicy_SSLCient attributes

username Userl password PfeNk7qp9b4LbLV5 encrypted

username cisco password 3USUcOPFUiMCO4Jk encrypted privilege 15

I ##xxxx*Tynnel-Group (Connection Profile) Configuraiton®****%*

tunnel -group SSLO i ent type renote-access
tunnel -group SSLC i ent general -attributes
addr ess- pool SSL- Pool
def aul t - group-policy G oupPolicy_SSLd ient
tunnel -group SSLO i ent webvpn-attributes

group-alias SSLO i ent

enabl e



class-map inspection_default

match default-inspection-traffic

|

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect sip

inspect xdmcp

|

service-policy global_policy global
Cryptochecksum:8d492b10911d1a8fbcc93aa4405930a0
: end

Verify

Complete these steps in order to verify the client connection and the various parameters that are associated

to that connection:

1. Navigate to Monitoring > VPN on the ASDM:

@ Home E‘-' Configuration

2. You can use the Filter By option in order to filter the type of VPN. Select AnyConnect Client from

the drop down menu and all of the AnyConnect Client sessions.

p Tip: The sessions can be further filtered with the other criteria, such as Username and IP

@ Home J% Configuration m Q save (¥ Refresh o Back J rwar ‘? Help | Type topic
o Device List iy O Monitoring = VPN > VPN
o000 Device List
% Add [§ Delete & Connect [Type Active Cumulative Peak €
Find: Chientless VN 1 i
104245 JI[| Beoveser ! '
o 10.4.2.47
o 10.31.121.164
o 10.66.73.191
o 10.86.243.110
® 10.88.243.117 Filter By: | All Remote Access B - Al sessions - 2] Filter
o0 VPN
B ven statistics A o P S T R BTN AuditSession D Security Group Tag  Cer AuthInt  Cer Auth Leht

Username

B PN Group Loads

B Crypro Statistics

B Compression Statistics

B Encrypion Statistics

B Global IKE/IPsec Statistics

B protocol Statistics

B AN Mapping Sessions
Fll chentless 851 VPN

3. Double-click asession in order to obtain further details about that particular session:



® [ ] Session Details

Session Details

Ueername Group Policy Public IP Address Protocol Login Time Bytes Tx v ditSess
Connection Profile Assigned IP Address Encryption Duration Bytes Rx
cisco GroupPolicy_SSLClient10.24.199.201 Clientless 21:04:40 UTC ...4306745 0a58f37a
SSLClient Clientless: (1)AES-GCM-256 0h:05m:57s 48946
Details ACL
Local Addr. / Subnet Mask / Protocol / Port ; Bytes Tx More
12 | Remote Addr. / Subnet Mask / Protocol / Port Az el B Bytes Rx
Clientless AES-CCM... Tunnel ID: 3.1 4306745
Public IP: 10.24.199.201 48946

Hashing: SHA3 84

Ciphersuite: ECDHE-RSA-AES256-GCM-.
Encapsulation: TLSv1.2

TCP Dst Port 443

Authentication Mode: userPassword

Idle Time Out: 30 Minutes

Idle TO Left: 24 Minutes

Client Type: Web Browser

Client Ver: Mozilla/5.0 (Macintosh; Intel ..

Refresh Close Help
Last Updated: 1/11/23 03:10:37 PM

4. Enter the show vpn-sessiondb anyconnect command into the CLI in order to obtain the session
details:

<#root>

#

show vpn-sessi ondb anyconnect

Session Type : AnyConnect
Username : cisco Index : 14
Assigned IP

10.10.11.1
Public IP
172.16.21.1
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DTLS-Tunnel: (1)DES
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAl
Bytes Tx : 11472 Bytes Rx : 39712

Group Policy

G oupPol i cy_SSLC i ent



Tunnel Group :

SSLC i ent

Login Time : 16:58:56 UTC Mon Apr 6 2015
Duration : Oh:49m:54s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

. You can use the other filter optionsin order to refine the results:

<#root>
#

show vpn-sessi ondb detail anyconnect filter name cisco

Session Type: AnyConnect Detailed

Username 1 cisco Index : 19
Assigned IP

10.10.11.1
PubTlic IP :

10. 106. 44. 243

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DTLS-Tunnel:
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel:
Bytes Tx : 11036 Bytes Rx : 4977

Pkts Tx : 8 Pkts Rx : 60

Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy :

GroupPolicy_SSLd i ent
Tunnel Group :

SSLd i ent

Login Tinme

: 20:33:34 UTC Mon Apr 6 2015
Duration : Oh:01m:19s

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 19.1

PubTlic IP : 10.106.44.243
Encryption : none Hashing : none

(1)DES
(1)SHAL



TCP Src Port : 58311 TCP Dst Port : 443

Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : Windows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 772
Pkts Tx : 4 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL- Tunnel

Tunnel ID 1 19.2

Assigned IP : 10.10.11.1 Public IP : 10.106.44.243
Encryption : 3DES Hashing : SHAl
Encapsulation: TLSvl.0 TCP  Src Port : 58315

TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 190

Pkts Tx : 4 Pkts Rx : 2

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

DTLS- Tunnel

Tunnel ID : 19.3
Assigned IP : 10.10.11.1 Public IP : 10.106.44.243

Encryption : DES Hashing : SHAl
Encapsulation: DTLSv1.0 UDP Src Port : 58269

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows
3.1.06073

Bytes Tx : 0 Bytes Rx : 4150

Pkts Tx : 0 Pkts Rx : 59

Pkts
Tx Drop

: 0 Pkts
Rx Drop

: 0

Troubleshoot



Y ou can use the AnyConnect Diagnostics and Reporting Tool (DART) in order to collect the data that is
useful to troubleshoot AnyConnect installation and connection problems. The DART Wizard is used on the
computer that runs AnyConnect. The DART assembles the logs, status, and diagnostic information for the
Cisco Technical Assistance Center (TAC) analysis and does not require administrator privilegesto run on
the client machine.

Install the DART

Complete these stepsto install the DART:

1. Download the AnyConnect Client image from the Cisco website. In order to choose the correct image
for download, refer to the Cisco AnyConnect Secure Mobility Client web page. A download link is
provided on this page. Navigate to the download page and select the appropriate version. Perform a
search for Full installation package - Window / Standalone installer (1SO).

% Note: An ISO installer image is then downloaded (such as anyconnect-win-4.10.06079-pre-
deploy-k9.iso).

2. Use WinRar or 7-Zip in order to extract the contents of the SO package:
3. Browse to the folder to which the contents were extracted.

4. Run the Setup.exefile and select only Anyconnect Diagnostic And Reporting Tool:


https://www.cisco.com/site/us/en/products/security/secure-client/index.html

Cisco AnyConnect DART

Processing Posture application logs...

Cancel

Run the DART

Here is some important information to consider before you run the DART:

» Theissue must be recreated at least once before you run the DART.

* The date and time on the user machine must be noted when the issue is recreated.

Run the DART from the Start M enu on the client machine:

¢ anyconnect-macos-4.10.07061-webdeploy-k9.pkg Paquet...stalador
@ Uninstall AnyConnect DART Aplicacién
& Cisco AnyConnect DART Aplicacién
@& Cisco AnyConnect Socket Filter Aplicacion
@ Uninstall AnyConnect Aplicacion
@ Cisco AnyConnect Secure Mobility Client Aplicacién

Either Default or Custom mode can be selected. Cisco recommends that you run the DART in the Default




mode so that all of the information can be captured in a single shot.

Once completed, the tool savesthe DART bundle .zip file to the client desktop. The bundle can then be
emailed to the TAC (after you open a TAC case) for further analysis.



