Accessing the CLI of AMP Private Cloud via
SSH and Transferring Files via SCP
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Introduction

This document describes the procedure to generate an SSH key pair using PuTTY and using a
Linux shell, add it to AMP, and then access the CLI. AMP Private Cloud appliance uses certificate-
based authentication to SSH into the appliance. The procedure to generate a key pair quickly, in
order to access the CLI and to interact with the file system via SCP (WinSCP) is detailed here.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- PUTTY
- WIinSCP
. Linux / Mac shell

Components Used

This document is not restricted to specific software and hardware versions.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure



The first step involves generating an RSA key pair either using PUuTTY or Linux shell. After this,
the public key needs to be added and trusted by the AMP Private Cloud Appliance.

Generate an RSA key pair using PuTTY

Step 1. Ensure that you have installed PUTTY completely.

Step 2. Launch PuTTYGen which is installed along with PUTTY to generate the RSA key pair.
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Step 3. Click Generate to and move the cursor randomly to complete the key pair generation.

Step 4. Choose to "Save public key" and "Save private key" which is to be used in the later
sections, as shown in the image here.
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Step 5. Open the public key with Notepad as the format needs to be modified in order for it to be
accepted in AMP Private Cloud Administration Portal.

| AMP-VPC - Notepad

File Edit Format View Help

L——— BEGIN 55H2 PUBLIC KEY ----

Comment: "rsa-key-208198418"

AAAABSNzaClyc 2ZEAAAABIQAAAQBaN /DDbg8zkYihaMfq@ilVI1GcWLL7cfgvjBajl
pbK3+2mXorinrdYP85+oDsxN /boQVE99k(7z3sQevpXx(9sCiGuh+nvBWAUNF+16
912K71DuVyghfclH/wveSWPHIKaC47Bqdis+AuDrcCUqoDWOrHREWy+5hZ8G I I8wx
xenLin5yY3IUjm8B9xmsPY /norzytm+lWhohBHdQtfgyBA 6 TxGbcdk 5V c L FaxbMB
CRBcEMx2yle1Ub2D5UwL78eDkfRh+1Viey8 7/HbQS5 zm/KP ki jNXFCrk9BAMVIvPWA
wSFZSKEYQlgnslpjgecmpPbRE791blxz/nellG+ktjleT4G3p

---- END 55H2 PUBLIC KEY ----



Step 6. Remove the first 2 lines that start with "----BEGIN" and the final line that starts with "----
END"

Step 7. Remove all the line breaks to make the public key content as a single continuous line.

Step 8. Enter the word "ssh-rsa" at the beginning of the file. Save the file.
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Generate an RSA key pair using Linux/Mac

Step 1. On the Linux/Mac CLI, enter the command "ssh-keygen"

Step 2. Enter the required parameters and this generates the RSA key pair at the folder "~/.ssh"

ABHSHA-M-23Z5:.ssh abhsha$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/abhsha/.ssh/id_rsa):
Enter passphrase (empty for no passphrase)

Enter same passphrase again:

Your i1dentification has been saved 1n /Users/abhsha/.ssh/1d_rsa.

Your public key has been saved in sters;ﬂbhzha;,Sshxld rsa.pub.

The key fingerprint 1s:

SHAZ256: QX1PHyTf29K3(DyzDab/w211/VxmLob+sWfDCIMWEQc abhsha@ABHSHA-M-23Z5
The key's randomart image 1s:

+--=[RSA 2048]----+
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[SHA256]------ :
ABHSHA-M-23Z5:.ssh abhsha% I

Step 3. If you open the contents of id_rsa.pub which is the public key, you can see that it is
already in the required format.



ABHSHA-M-2375: .ssh abhsha$
\BHSHA-M-232Z5:. abhsha$ 1s
known_h

ytOvrNpHnMeo bu:._.‘:LIt'.'..'LF\.-'l:(I.gF_._.
BHSHA-M-237S

Adding the generated public keys to the AMP Private Cloud
Administration Portal

Step 1. Navigate to the AMP Private Cloud Administration Portal > Configuration > SSH

Step 2. Click "Add SSH Key"

fireAMP™
IIFE Private Gloud Administration Portal

# Configuration - Operations - Status - Integrations - Support - L L -

. Support ?Help (= Logout

This page allows you to add and remove SSH keys on your Sourcefire FireAMP Private Cloud device. SSH
keys allow administrators remote root authentica 0 the device. Only trusted users should be granted
aceess.

Add SSH Key

Step 3. Add the contents of the public key and save this.
SSH Key

MName

AMP-TEST|

Enabled

ssh-rsa

AAAAB3NZAC1yc2EAAAADAGQABAAABAQD1 2BroudABISILpZKZ pF/nPXTIvSSI6cKC +yenzCEIR1BT/2zmal58VCSmannbwODIchWzQTRY gl465SFLa3JeF
U11jFzSmAWGIS4AHAIFHYp3WSIdcZeqxxsvSmEZ/NPD+roDEGLNRY +yWMT2wrHGEyxNyWZ0ZLO4Vetmigol nx8ixlg+ 5SwXRdJGFsBNWFOhh8vSrhbx
K1ByTVeqGYLIP4JCIMthatCQDYPA/CWAIA/2630VDwS4eWEL ThaZS+zsqGytOvrpHnMeoHbe2 ALKwIFV 1xQFy TWFDmxIAGI ELVRAKgsv//onbHz/2G/K2
JUL/grTalSamOFqTi2njp abhsha@ABHSHA-M-2325

=

Step 4. After this has been saved, ensure that you're "Reconfiguring” the appliance.
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#* Reconfigure Now

Reconfiguration

Use the generated key pair to SSH into the appliance using
PuTTY

Step 1. Open the PUTTY and enter the IP address of the AMP Private Cloud Administration portal.
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Telnet Delete
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- Senal Close window on exit:
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Step 2. On the left pane, select Connection > SSH and click on Auth.

Step 3. Select the Private Key which was generated by PuTTYGen. This is a PPK file.



% PuTTY Configuration ? .t

Category:
— ‘."'g'indn:uw ,..,, Options controling S5H authentication
. i Mppearance
... Behaviour Digplay pre-authentication banner (S5H-2 anly)
Tranzlation [ ] Bypass authentication entirely {S5H-2 anly)
+ SE:EE?;” Authentication methods
i Connection Attempt authentication using Pageant
.. Data [ ] Attempt TI5 or CryptoCard auth (S5H-1)
Proxy Attemnpt "keyboard-nteractive” auth (S5H-2)
o Telnet
© n. Authentication parameters
- Rlogin
2. 55H [ ] Allow agent forwarding
L Kex [ ] Allow attempted changes of usemame in 55H-2
Host keys Private key file for authertication:
E----Cipher :\Users\abhishek].Downloads \AMP ppk | = Browse...
+- Auth
..... %11
----- Tunnels
..... Eugs
P More bugs
About Help Open Cancel

Step 4. Click on Open and when it prompts for a username, enter "root" and you should land at the
CLI of the AMP Private Cloud.

Using the configured key pair to SSH into the appliance
using Linux

Step 1. If the private and public key pairs are stored correctly at ~/.ssh path, then you should be
able to SSH to the AMP Private Cloud appliance by simply issuing the ssh command without
prompting you for any password.

ssh root@<AMP-IP-ADDRESS>



Using WInSCP to interact with the file system of AMP Private
Cloud

Step 1. Install WinSCP on your machine and launch it.

Step 2. Enter the IP address of the AMP Private Cloud Administration Portal, and select the File
Protocol as SCP. Enter the username as root and leave the password field.

By Legin — x
D' Mew Site Session
File protocol:
SCP e
Host name: Port number:
10,10, 35,230 22 =
User name: Password:
|r|:n:|t|
Save - Advanced... |
Tools - Manage - | @ Login hd Close Help

Step 3. Select Advanced > Advanced > SSH > Authentication

Step 4. Select the PPK file which was generated as a private key by PuTTYgen.



Advanced Site Settings

Environment

- Directories

- Recyde bin

- Encryption

- SCPShell
Connection

- Proxy

- Tunnel

S5H

- Key exchange
- Buthentication
- Bugs

Mote

Color -

[ ]|Bypass authentication entirely
Authentication options

Attempt authentication using Pageant
Attempt 'keyboard-interactive' authentication
Respond with password to the first prompt
Attempt TIS or CryptoCard authentication (S5H-1)

Authentication parameters
[ ] Allow agent forwarding
Private key file:

I \Users\abhishek \Downloads\AMP. ppk

Display Public Key Tools -

GSSAPI
Attempt GSSAPI authentication

[ ] Allow GSSAPI credential delegation

QK Cancel Help

Step 5. Click OK, and then Login. You should be able to log in successfully after accepting the

prompt.
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