Configure AnyConnect Management VPN Tunnel
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| ntr oduction

This document describes configuring ASA asthe VPN gateway accepts connections from AnyConnect
Secure Mobility Client through Management VPN tunnel.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* VPN configuration through Adaptive Security Device Manager (ASDM)
» Basic Adaptive Security Appliance (ASA) CLI Configuration
» X509 Certificates

Components Used

The information in this document is based on these software and hardware versions:

» Cisco ASA software version 9.12(3)9
» Cisco ASDM software version 7.12.2
» Windows 10 with Cisco AnyConnect Secure Mobility Client version 4.8.03036

% Note: Download the AnyConnect VPN Web deploy package (anyconnect-win*.pkg or anyconnect-macos* .pkg)



% from the Cisco Software Download (registered customers only). Copy the AnyConnect VPN client to
the flash memory of the ASA that isto be downloaded to the remote user computers to establish the
SSL VPN connection with the ASA. Refer to Installing the AnyConnect Client section of the ASA
configuration guide for more information.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

A management VPN tunnel ensures connectivity to the corporate network whenever the client systemis
powered up, not just when a VPN connection is established by the end user. Y ou can perform patch
management on out-of-the-office endpoints, especially devicesthat are infrequently connected by the user,
viaVPN, to the office network. Endpoint OS login scripts that require corporate network connectivity also
benefit from this feature.

AnyConnect Management Tunnel alows administrators to have AnyConnect connected without user
intervention prior to when the user logs in. AnyConnect Management tunnel can work in conjunction with
Trusted Network Detection and therefore is triggered only when the endpoint is off-premise and
disconnected from a User-initiated VPN. AnyConnect Management tunnel is transparent to the end user and
disconnects automatically when the user initiates VPN.

OS/Application Minimum Version Requirements
ASA 9.0.1
ASDM 7.10.1

Windows AnyConnect Version  |4.7.00136
macOS AnyConnect Version 4.7.01076
Linux Unsupported

Working of Management Tunnel

AnyConnect VPN agent service is automatically started upon system boot-up. It detects that the
management tunnel feature is enabled (via the management VPN profile), therefore it launches the
management client application to initiate a management tunnel connection. The management client
application uses the host entry from the management VPN profile to initiate the connection. Then the VPN
tunnel is established as usual, with one exception: no software update is performed during a management
tunnel connection since the management tunnel is meant to be transparent to the user.

The user initiates a VPN tunnel viathe AnyConnect Ul, which triggers the management tunnel termination.
Upon management tunnel termination, the user tunnel establishment continues as usual.

The user disconnects the VPN tunnel, which triggers the automatic re-establishment of the management
tunnel.

Limitations

» User interaction is not supported
 Certificate-based authentication through Machine Certificate Store (Windows) is only supported


https://software.cisco.com/download/home/286281283/type/282364313/release/4.8.03036?i=!pp
https://www.cisco.com/c/en/us/td/docs/security/asa/asa912/configuration/vpn/asa-912-vpn-config/vpn-anyconnect.html

Strict Server Certificate checking is enforced

A private proxy is not supported

A public proxy is not supported (ProxyNative value is supported on platforms where Native Proxy
settings are not retrieved from the browser)

AnyConnect Customization Scripts are not supported

% Note: For more information, refer to About the Management VPN Tunnel.

Configure

This section describes how to configure the Cisco ASA asthe VPN gateway to accept connections from
AnyConnect clients through the Management VPN tunnel.

Configuration on ASA through ASDM/CLI

Step 1. Create the AnyConnect Group Policy. Navigate to Configuration > Remote Access VPN > Network (Client) Access
> Group Policies. Click Add.

% Note: It is advisable to create a new AnyConnect Group Policy which is used for the AnyConnect
Management tunnel only.
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Step 2. Provide a Name for the Group Policy. Assign/Create an Address Pool. ChoOSe Tunneling Protocols @S SSL
VPN Client and/or IPsec IKEv2, as shown in the image.


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_100260
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Step 3. Navigateto Advanced > Split Tunneling. Configure the Policy aS Tunnel Network List Below and choose
the Network List, as shown in the image.
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% Note: If aclient addressis not pushed for both IP protocols (IPv4 and IPv6), the Client Bypass
Protocol Setting must be enabled SO that the traffic that corresponds is not disrupted by the management
tunnel. To configure, refer to Step 4.



Step 4. Navigate to Advanced > AnyConnect Client. Set Client Bypass Protocol t0 Enable. Click ok to Save, as shown in
the image.
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Step 5. As shown in thisimage, click Apply to push the configuration to the ASA.
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CLI Configuration for Group Policy:



<#root>

ip local pool
VPN_Pool

192.168.10.1-192.168.10.100 mask 255.255.255.0
!

access-1list
VPN- Spll i t

standard permit 172.16.0.0 255.255.0.0
|

group-policy
AnyConnect _MGMI_Tunne

internal
group-policy

AnyConnect _MGMI_Tunne

attributes
vpn-tunnel-protocol

i kev2 ssl-client

split-tunnel-network-1ist value
VPN- Spl i t

client-bypass-protocol enable
address-pools value

VPN_Pool

Step 6. Create the AnyConnect Connection Profile. Navigate to Configuration > Remote Access VPN > Network (Client)
Access > AnyConnect Connection Profile. Click Add.

% Note: It is advisable to create a new AnyConnect Connection Profile which is used for the
AnyConnect Management tunnel only.
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The security appliance automatically deploys the Cisco AnyConnect WPN Client ta remote users upon connection. The initial client deployment requines end=user administrative rights. The Cisco AnyConnect
WP Client suppons (Psec {IKEv2) tunnel as well as 551 wnnel with Datagram Transpon Layer Security (DTLS) wnneling options.

Access Interfaces
Bl Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
S5L access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

— L Access Faec (IEv2) Access

Aliow Atzess Enable OTLS Allow Azcess {[nable Client Services Device Certificate ...
cutside a a a
inskde

Port Sentings ...

E Bypass interface access lists for inbound VPN sessions
Access lists from group policy and wser policy always apply to the traffic.
Login Page Setting
3 Allow user to select connection profile an the login page, ©
Shutdown partal login page.
Connection Profiles
Connection profile (tunnel growp) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here

zu|||u Delete  Find:

00 Maich Case
| Bame S50 [mabled IPyes Crabled Allares Authantication kethod Growp Policy
DefauRAG oup ] ABAILDCAL) DERGrpPolicy:
DefaultWEBVPH Group = DHMGrpPolicy

Let group URL take precedence if group VAL and cemificate map match different connection profiles. Otherwise, the connection profile that matches the cenificate map will be used.

Reset Apply

Step 7. Provide a Name for the Connection Profile, and set Authentication Method @S Certificate only. Choose
the Group Policy as the one created in Step 1.



] [ ] Add AnyConnect Connection Profile
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Find:
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% Note: Ensure that the Root certificate from Local CA is present on the ASA. Navigate to Configuration >
Remote Access VPN > Certificate Management > CA Certificates t0 add/view the certificate.

% Note: Ensure that an Identity certificate issued by the same Local CA existsin the Machine
Certificate Store (For Windows) and/or in System Keychain (For macOS).

Step 8. Navigate to Advanced > Group Alias/Group URL. Click Add under Group URLs and add an URL.
Ensure Enabled is checked. Click ok to Save, as shown in the image.



Basic

General

Client Addressing
Authentication
Secondary Authentication
Authorization
Accounting

[Group Alias /Group URL|

Find:

Enable the display of Radius Reject-Message on the login screen when authentication is rejected
Enable the display of Securld messages on the login screen

Connection Aliases

This SSL VPN access method will present a list of aliases configured for all connection profiles. You r
the Login Page Setting in the main panel to complete the configuration.

.‘ Add 1 | Delete| (The table is in-line editable.) ©

Alias

Enabled

Group URLs
This SSL VPN access method will automatically select the connection profile, without the need for us:

Delete) (The table is in-line editable.) ©

Enabled

Add Group URL

URL: https://asa.example.com/AnyConnect_MCMT_Tunnel

Enabled T
Help Cancel _
@ Next @ Previous
Help Cancel OK

If IKEV2 isused, ensure IPsec (IKEv2) Access iS enabled on the interface used for AnyConnect.
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The security appllance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection, The initial client deployment requires end-user administrative rights. The Clsce AnyConnect VPN
Client supparts IPsec (IKEv2) tunnel as well as SSL tunnel with Datagram Transpart Layer Security (DTLS) tunneling options.
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Step 9. Click Apply to push the configuration to the ASA.
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Let group URL take precedence if group URL and certificate map match different connection profiles, Gtherwise, the connection profile that matches the centificate map will be used.

CLI configuration for connection profile (tunnel-group):

<#root>
tunnel-group
AnyConnect _MGMI_Tunne

type remote-access
tunnel-group

AnyConnect _MGMI_Tunne

general-attributes

def aul t - group- poli cy AnyConnect MGMI_Tunne
tunnel-group AnyConnect_MGMT_Tunnel webvpn-attributes

aut hentication certificate
group-url https://asa. exanpl e. com AnyConnect _MGMI_Tunnel enabl e

Step 10. Ensure that atrusted certificate isinstalled on the ASA and bound to the interface used for
AnyConnect connections. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings t0 add/view this
setting.

% Note: Refer to Installation of Identity Certificate on ASA.



https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc11
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CLI Configuration for SSL Trustpoint:

<#root>

ssl

Creation of AnyConnect Management VPN Profile

trust-point ROOT- CA out si de

Step 1. Create the AnyConnect Client Profile. Navigate to Configuration > Remote Access VPN > Network (Client) Access
> AnyConnect Client Profile. Click Add, as shown in the image.
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Step 2. Provide a profile Name. Choose the Profile Usage 8S AnyConnect Management VPN profile. Choose the Group
Policy created in Step 1. Click ok , as shown in the image.

[ Add] & < [£8 Change Group Policy| Bl Delete W) Import|® Export| &5 validate

Profile Narme Profile Usage Group Policy Profile Location

[ NN ) Add AnyConnect Client Profile

Profile Name AnyConnect_MGMT_Profile

Profile Usage AnyConnect Management VPN Profile a

Enter a device file path for an xmi file, ie. disk(:/ac_profile. The file will be automatically
created if it does not exist.

Profile Location disk(:/anyconnect_mgmt_profilepnm Browse Flash...

Upload...

Group Policy AnyConnect_MGMT_Tunnel B |
Enable ‘Always On VPN’ for selected group

Help Cancel E

Reset Apply

Step 3. Choose the Profile created and click Edit, as shown in the image.
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Step 4. Navigate to server List. Click Add to add anew Server List Entry, as shown in the image.

[ JON AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile
Profile: AnyConnect_ MGMT_Profile About
4
. VPN »
Server List
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& Backup Semvers Hostname Host Address User Group Backup Server List Certificate Pins
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Note: at most one server can be defined in a management VPN profile. Add... Delete
Edit... Details
Help Cancel OK

Step 5. Provide a Display Name. Add the FQDN/IP address of the ASA. Provide the user Group as the tunnel group
name. Group URL IS automatically populated with the FQDN and user Group. Click oK.



ﬁ Certificate Pinning

Primary Server Connection Information

Display Name (required) | AnyConnect_MGMT_Tunnel Primary Protocol SSL B

FQDN or IP Addr... User Group (required) ASA gateway

asa.example.com /| AnyConnect_MGMT. Auth Method During IKE Negotiation EAP-AnyConnect
Group URL

IKE Identity (I0S gateway only)

asa.example.com/AnyConnect_MGMT_Tunnel

Backup Servers

Host Address Add

Move Up

Move Down

Delete

oK Cancel

% Note: The FQDN/IP Address + User Group must be the same as the Group URL mentioned during
the configuration of the AnyConnect Connection Profilein Step 8.

% Note: AnyConnect with IKEv2 as a protocol can also be used to establish Management VPN to ASA.
Ensure Primary Protocol 1S Set tO I1Psec in Step 5.

Step 6. As shown in theimage, click ok to Save.
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Step 7. Click Apply to push the configuration to the ASA, as shown in the image.
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This panel is used to manage AnyConnect Clignt Profiles and perform group assignment for AnyConnect version 2.5 of later.You can select a prafile to edit, change group or to delete. You can select the "Add’
lbutton to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.

Trle eafile Usage field is introduced with the Secure Mobility Solusion. This field contains different profile usage in AnyConnect version 3.0 and later.

can be performed by going to Secure Desktop Manager/MostScan. If “HostScan’ is not visible under ‘Secure Desktop Manager', you will need to restart ASDM.

config

% Add| & Edit|=H Change Group Policy| [F Delete| ¥ import | Export| &3 Validate

Prol Prodi

it VPN Profile ct_MGMT_Tunnel

Resat

CLI Configuration after the addition of AnyConnect Management VPN Profile.

<#root>

webvpn

enable outside
hsts
enable

max-age 31536000
include-sub-domains

no preload

no anyconnect-essentials
anyconnect image diskO:/anyconnect-win-4.8.02045-webdeploy-k9.pkg 1

anyconnect profiles AnyConnect_MGMI_Profile di skO:/anyconnect_ngnt_profile.vpnm

anyconnect enable
tunnel-group-1list enable

cache
disable

error-recovery disable

group-policy AnyConnect_MGMT_Tunnel internal

group- pol i cy AnyConnect _MGMI_Tunnel

attributes

vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-network-1ist value VPN-Split
client-bypass-protocol enable
address-pools value VPN_Pool

webvpn

anyconnect profiles value AnyConnect MGMI_Profile type vpn-ngnt



AnyConnect Management VPN Profile on AnyConnect Client Machine:

<#root>

<?xml version="1.0" encoding="UTF-8"?7>
<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSc
<ClientInitialization>
<UseStartBeforeLogon UserControllable="false">false</UseStartBeforelLogon>

<Aut omat i cCert Sel ecti on User Control |l abl e="fal se">true</Aut omati cCert Sel ecti on>

<ShowPreConnectMessage>false</ShowPreConnectMessage>

<CertificateStore>Machine</CertificateStore>
<CertificateStoreMac>Systenx/ CertificateStoreMac>
<CertificateStoreOverride>true</CertificateStoreOverride>

<ProxySettings>IgnoreProxy</ProxySettings>
<AlTowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

--- Output Omitted ---

<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailover>
<AlTowManualHostInput>false</AllowManualHostInput>
</ClientInitialization>

<ServerList>
<Host Entry>
<Host Name>AnyConnect _MGMI_Tunnel </ Host Nane>
<Host Addr ess>asa. exanpl e. conx/ Host Addr ess>
<User G oup>AnyConnect _MGMI_Tunnel </ User G oup>
</ Host Entry>

</ ServerList>

</AnyConnectProfile>

% Note: If Trusted Network Detection (TND) is used in the User AnyConnect VPN profile, itis
advisable to match the same settings in the Management VPN Profile for a consistent user experience.
The management VPN tunnel istriggered based on the TND settings applied to the User VPN tunnel
profile. Additionally, the TND Connect action in the management VPN profile (enforced only when
the management VPN tunnel is active), always applies to the user VPN tunnel, to ensure that the
management VPN tunnel is transparent to the end user.

% Note: On any end-user PC, if the Management VPN profile has the TND settings enabled and if the
user VPN profileismissing, it considers the default preferences settings for the TND (it is disabled on
the default preferences in the AC client application) in place of missing user VPN profile. This
mismatch can lead to unexpected/undefined behavior.

By default, TND settings are disabled in the default preferences.
To overcome the default preferences hardcoded settings in the AnyConnect Client application, the



% end-user PC must have two VPN profiles, auser VPN profile & an AC Management VPN profile, and
both of them must have the same TND settings.
The logic behind Management VPN tunnel connection and disconnection is that to establish a
Management VPN tunnel, the AC agent uses the user VPN profile TND settings and for disconnection
of the Management VPN tunnel, it checks for management VPN profile TND settings.

Deployment M ethods for AnyConnect Management VPN Profile

» A successful User VPN connection is completed with the ASA Connection Profile in order to
download the AnyConnect Management VPN Profile from the VPN Gateway.

% Note: If the protocol used for the Management VPN tunnel is IKEv2, the first connection is needed to
be established through SSL (In order to download the AnyConnect Management VPN profile from the
ASA).

» The AnyConnect Management VPN Profile can be manually uploaded to the client machines either
through a GPO push or by manual installation (Ensure the name of the profileis vpnMgmtTunProfilexml).

Location of Folder where the profile needs to be added:
Windows: C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\ProfileMgmtTun
mMacOS: /opt/cisco/anyconnect/profile/mgmttun/

(Optional) Configure a Custom Attributeto Support Tunne-All Configuration

Management VPN tunnel requires a split that includes tunneling configuration, by default, to avoid an
impact on the user-initiated network communication. This can be overridden when you configure the custom
attribute in the group policy used by the management tunnel connection.

Step 1. Navigate toconfiguration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom
Attributes. Click Add, as shown in the image.
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Step 2. Set the custom attribute Type to ManagementTunnelAllAllowed and provide a Description. Click ok, as
shown in the image.

Declarations of custom attribute types and these attributes are enforced in AnyConnect group policy, AnyConnect dynamic access policy and AnyConnect custom attribute names

& Add| @ edit[ [l Delete|

Type Description

[ BN Create Custom Attribute Type

Type: ManagementTunnelAllAllowed

ManagementTunnelAllAllowed

Description:

Step 3. Navi gate to Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute
Names. Click Add, as shown in the image.
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Step 4. Choose the Type as ManagementTunnel AllAllowed . Set the Name as true. Click Addto provide a custom
attribute value, as shown in the image.

£ 0 O Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute Names
Declarations of custom attribute names and these attributes are enforced in AnyConnect group policy and AnyConnect dynamic access policy

[+ Add]@f Edit| @ Delete]

Type Name Values

[ JON Create Custom Attribute Name
Type: ManagementTunnelAllAllowed Manage
Name: true
Value Add
Edit
Delete

Configure Values:

Help Cancel -




Step 5. Set the Vaue as true. Click ok, as shown in the image.

Type: ManagementTunnel AllAllowed S Manage
Name: true
Value Add
® @ Add Value

Value:

Help Cancel IE'

Step 6. Navigate to Configuration > Remote Access VPN > Network (Client) Access > Group Policies. Choose the Group
Policy. Click Edit , as shown in the image.
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Step 7. As shown in thisimage, navigate to Advanced > Split Tunneling. Configure the Policy as Tunnel All Networks.



e @ Edit Internal Group Policy: AnyConnect_ MGMT_Tunnel

General | T The VPN client makes split tu nneling decisions on the basis of a network list that can be specified below by providing the proper parameters to 'Policy’ and ‘Metwork Lit 1
Servers fields.
¥ Advanced
Split Tunneling DNS Names: Inherit
BRCWSRI: FrOKY Send All DN5S Lookups Through Tunnel: Inherit Yes ° No

» AnyConnect Client
» IPsec(lKEv1) Client

Palicy: Inherit | Tunnel All Networks
IPV6 Policy: Inherit <
Metwork List: Inherit & Manage...

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Find: @ Next @ Previous

Help Cancel -

Step 8. Navigate to Advanced > Anyconnect Client > Custom Attributes. Click Add, as shown in the image.

® L ] Edit Internal Group Paolicy: AnyConnect_MGMT_Tunnel
General ] Configuration of custom policy attributes.
Servers

* Add| @ Edit|@ Delete

Split Tunneling

Browser Prox
Login Setting
Client Firewall
Key Regeneration
Dead Peer Detection
Customization

» IPsec(IKEvL) Client

Type Mame of Value

Find: @ Next

Help Cancel -

Step 9. Choose the Attribute type as ManagementTunnelAllAllowed and choose the Value as true. Click ok, as
shown in the image.
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Step 10. Click Apply to push the configuration to the ASA, as shown in the image.

G\ Humu_[j Monitering Q save (Q¥ Refresh o Back \‘j ward '? Help | Type topic e
(ala]] Barcte Acgeis VPN O Configur; = Remote Access VEN = Net Client) Access > Group Polic
.?__."mdm'“"_ Manage VPN group policies.A VPN group is a collection of user-ariented autharization artribute/value pairs that may be stored intemally on the device or extemally on a RADIUS/LDAF server. The group
¥ ] Nutwork (Clienl) Access palicy information is referenced by VPN connection profiles and user accounts.
B8] AmyConmect Connaction Profies
) » T AnyConnect Customiz I To enforce attributes from an LDAP server you must use an LOAP attribute map.
4 B aryConnect Chuen Profile ® Add |- G Eoi| [ Detete]B Assign.
B AsyConner Chint Software =
P
% q— Dynamic Access Polices Hame Type Tusneling Pratacal cenm‘l:-:“::_l::fuws
— AmyCeane Ienirnal sal-glient
. P—j"“"““” Conrstion Profibes DRGrpPolicy (System Default) Defaukl2LGroun; DefaulADMING roup; Defa itWe .
5] seciKEv2) Connection Profies - BACMT Tune z

T3 secure Mability Soluticn
= B Adiress Assignmen
» T3 Advanced
» [ Clientiess S5 VPN Access
v off AnALocal Users
18 Ana Server Groups
S LDWF Artribute Map
£ Local Users.
* i Secure Deskiop Manager
» [ Cenificate Management
T3 Language Localization
%8 Lnad Balancing
' DHCP Sarver
o NS
» 0 Advanced

é‘, Devige Setup
E'é Firewall

ﬂglle-lu—slle VPN Find: S ) MaichCase

@ Device Management
Laa = Reset Apply

CLI Configuration after the managementTunnelAllAllowed Custom Attribute is added:

<#froot>
webvpn

enable outside



anyconnect - custom attr Managenent Tunnel Al | Al | owed descri pti on Managenent Tunnel Al l Al | owed

hsts

enable

max-age 31536000

include-sub-domains

no preload

no anyconnect-essentials

anyconnect image diskO:/anyconnect-win-4.8.02045-webdeploy-k9.pkg 1

anyconnect profiles AnyConnect_MGMI_Profile diskO:/anyconnect_ngnt_profile.vpnm

anyconnect enable
tunnel-group-1list enable
cache

disable

error-recovery disable
|

anyconnect - cust om dat a Managenment Tunnel Al | Al |l owed true true

!
group-policy AnyConnect_MGMT_Tunnel 1internal

group-pol i cy AnyConnect_MGMI_Tunnel attri butes
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelal

client-bypass-protocol enable
address-pools value VPN_Pool

anyconnect - cust om Managemnent Tunnel Al | Al | owed val ue true

webvpn

anyconnect profiles val ue AnyConnect _MaMI_Profil e type vpn-ngnt

Verify

Verify the Management VPN tunnel connection on ASA CLI with the show vpn-sessiondb detail
anyconnect cOommand.

<#root>

ASA#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
vpnuser

Index : 10
Assigned IP



192.168.10.1

Public IP : 10.65.84.175
Protocol

AnyConnect - Par ent  SSL- Tunnel DTLS- Tunne

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 17238 Bytes Rx : 1988

Pkts Tx 12 Pkts Rx ;13

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : AnyConnect MGMI_Tunnel Tunnel G oup : AnyConnect MGMI_Tunnel

Login Time : 01:23:55 UTC Tue Apr 14 2020

Duration : Oh:11m:36s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a801010000a0005e9510ab
Security Grp : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

--- Output Omitted ---

DTLS- Tunnel
Tunnel ID : 10.3
Assigned IP : 192.168.10.1 Public IP : 10.65.84.175
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 57053
UDP Dst Port : 443

Aut h Mode : Certificate
Idle Time Out: 30 Minutes Idle TO Left : 18 Minutes
Client OS : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03036
Bytes Tx : 17238 Bytes Rx : 1988
Pkts Tx 12 Pkts Rx ;13
Pkts Tx Drop : O Pkts Rx Drop : O

Verify the Management VPN tunnel connection on ASDM.

Navigateto Monitoring > VPN > VPN Statistics > Sessions. Filter By AnyConnect Client to seethe
client session.
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Verification of the Management VPN tunnel connection on the Client Machine:

4

cISCo AnyConnect Secure Mobility Client

Virtual Private Network (VPN)

Preferences Statistics Route Details Firewall Message History

Connection Information
State: Disconnected
Tunnel Mode (IPv4): Mot Available 8 Cisco AnyConnect Secure Mobility Client
Tunnel Mode (IPv6): Mot Available

VPN:
Ready to connect.

Dynamic Tunnel Inclusion: Nat Available
Duration: 00:00:00
Session Disconnect: None —

Dynamic Tunnel Exclusion: Not Available °
—
{

Management Connection State: Connected (asa.example.com)

Address Information
Client (IPv4): Mot Available
Client (IPV6): Nat Available
Server: Not Available

Bytes

Troubleshoot

The new Ul Statistics line (Management Connection State) can be used to troubleshoot management tunnel
connectivity issues. These are the commonly seen error states.

Disconnected (disabled):



» Thefeatureis disabled.

* Ensure that the management VPN profile was deployed to the client, via user tunnel connection
(requires you to add the management VPN profile to the user tunnel-group policy) or out of band
through the manual upload of the profile.

» Ensure that the management VPN profile is configured with a single host entry that includes atunnel

group.
Disconnected (trusted network):

» TND detected a trusted network so the management tunnel is not established.

Disconnected (user tunnel active):

* A user VPN tunnel is currently active.

Disconnected (process launch failed):

» A process launch failure was encountered when the management tunnel connection is attempted.

Disconnected (connect failed):

» A connection failure was encountered when the management tunnel is established.
» Ensure that the certificate authentication is configured in the tunnel group, no banner is present in the
group policy, and the server certificate must be trusted.
Disconnected (invalid VPN configuration):
* Aninvalid split tunneling or client-bypass-protocol configuration was received from the VPN server.
» Check your configuration in the management tunnel-group policy against the documentation.
Disconnected (software update pending):

* An AnyConnect software update is currently pending.

Disconnected:

» The management tunnel is about to be established or can not be established for some other reason.

Collect DART for further troubleshooting.

Related | nfor mation

* Configuration of Management VPN Tunnel
* Troubleshooting Management VPN Tunnel
e Technical Support & Documentation - Cisco Systems
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