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Introduction

This document describes how to configure and troubleshoot WebVPN Single Sign On (SSO) for application:
that are protected by Kerberos.

Prerequisites

Requirements
Cisco recommends that you have basic knowledge of these topics:
« Cisco Adaptive Securit Appliance (ASA) CLI Configuration and Secure Socket Layer (SSL) VPN

Configuration
* Kerberos Services

Components Used
The information in this document is based on these software versions:

» Cisco ASA Software, Version 9.0 and Later
* Microsoft Windows 7 Client



* Microsoft Windows 2003 Server and Later

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Background Information

Kerberos is a network authentication protocol that allows network entities to authenticate to each other in a
secure manner. It uses a trusted third party, the Key Distribution Center (KDC), which grants tickets to the
network entities. These tickets are used by the entities in order to verify and confirm the access to the
requested service.

It is possible to configure WebVPN SSO for applications that are protected by Kerberos with the Cisco ASA
feature called Kerberos Constrained Delegation (KCD). With this feature, the ASA can request Kerberos
tickets on behalf of the WebVPN portal user, while it accesses applications protected by Kerberos.

When you access such applications through the WebVPN portal, you do not need to provide any credentials
anymore; instead, the account that was used in order to log into the WebVPN portal is used.

Refer to the Understanding How KCD Works section of the ASA configuration guide for more information.

Kerberos Interaction with the ASA

For WebVPN, the ASA must request tickets on behalf of the user (because the WebVPN portal user has
access only to the portal, not the Kerberos service). For that, the ASA uses Kerberos extensions for
Constrained Delegation. Here is the flow:

1. The ASA joins the domain and obtains a ticket (Ticketl) for a computer account with credentials
configured on ASA (kcd-server command). This ticket is used in the next steps for the access to
Kerberos services.

2. The user clicks the WebVPN portal link for the Kerberos—protected application.

3. The ASA requests (TGS—-REQ) a ticket for the computer account with its hostname as the principal.
This request includes the PA-TGS-REQ field with PA-FOR-USER with the principal as the
WebVPN portal username, which is cisco in this scenario. The ticket for Kerberos service from Step
is used for authentication (correct delegation).

4. As a response, the ASA receives an impersonated ticket (Ticket2) on behalf of the WebVPN user
(TGS_REP) for the computer account. This ticket is used in order to request application tickets on
behalf of this WebVPN user.

5. The ASA initiates another request (TGS_REQ) in order to obtain the ticket for the application
(HTTP/test.kra—sec.cisco.com). This request again uses the PA-TGS-REQ field, this time without
the PA-FOR-USER field, but with the impersonated ticket received in Step 4.

6. The response (TGS_REQ) with the impersonated ticket (Ticket3) for the application is returned.

7. This ticket is used transparently by the ASA in order to access the protected service, and the WebVF
user does not need to enter any credentials. For the HTTP application, the Simple and Protected
GSS-API Negotiation (SPNEGO) mechanism is used in order to negotiate the authentication metho
and the correct ticket is passed by the ASA.
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Domain: kra—sec.cisco.com (10.211.0.221 or 10.211.0.216)

Internet Information Services (11S) 7 application: test.kra—sec.cisco.com (10.211.0.223)

Domain Controller (DC): dc.kra—sec.cisco.com (10.211.0.221 or 10.211.0.216) — Windows2008
ASA:10.211.0.162

WebVPN username/password: cisco/cisco

Attached file: asa—join.pcap (successful join to the domain)

Attached file: asa—kerberos—bad.pcap (request for service)
Domain Controller and Application Configuration
Domain Settings

It is assumed that there is already a functional 11S7 application protected by Kerberos (if not, read the
Prerequisites section). You must check the settings for the delegations of the users:
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Set the Service Principal Name (SPN)

You must configure any account on the AD with the correct delegation. An Administrator account is used.
When the ASA uses that account, it is able to request a ticket on behalf of another user (Constrained
Delegation) for the specific service (HTTP application). In order for this to occur, the correct delegation must
be created for the application/service.

In order to make this delegation via the CLI with the setspn.exe, which is a part of the Windows Server 2003
Service Pack 1 Support Tools , enter this command:

setspn.exe —A HTTP/test.kra—sec.cisco.com kra—sec.cisco.com\Administrator

This indicates that the Administrator username is the trusted account for the delegation of the HTTP service
at test.kra—sec.cisco.com.

The SPN command is also necessary in order to activate the Delegation tab for that user. Once you enter tf
command, the Delegation tab for the Administrator appears. It is important to enable "Use any authenticatio
protocol,” because "Use Kerberos only" does not support the Constrained Delegation extension.

Administrator Properties 74X

Organization ] Published Certificates ] Member Of I Password Replication |

Dial-in I Object ] Security I Environment I Sessions ]
" Remote control | Terminal Services Profile I COM+ I Attribute Editor I
General | Address | Account | Profle | Telephones — Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

" Do not tust this user for delegation
" Trust this user for delegation to any service (Kerberos only)
¢ Trust this user for delegation to specified services only

" Use Kerberos only

¢ Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type l User or Computer l Port | Service Name ]A:
HTTP test kra-sec.cisco.com

<] | i
[™ Expanded Add... | Remove |

| 0K I Cancel Apply Help

On the General tab, it is also possible to disable the Kerberos pre—authentication. However, this is not
advised, because this feature is used in order to protect the DC against replay attacks. The ASA can work w
pre—authentication correctly.



This procedure also applies with delegation for the computer account (the ASA is brought into the domain a
a computer in order to establish a "trust" relationship):
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Configuration on the ASA

interface Vlan211
nameif inside
security—level 100
ip address 10.211.0.162 255.255.255.0

hostname KRA-S-ASA-05
domain—name kra—sec.cisco.com

dns domain-lookup inside

dns server—group DNS-GROUP
name-server 10.211.0.221
domain—name kra-sec.cisco.com

aaa-server KerberosGroup protocol kerberos
aaa-—server KerberosGroup (inside) host 10.211.0.221
kerberos-realm KRA-SEC.CISCO.COM

webvpn
enable outside
enable inside
kcd-server KerberosGroup username Administrator password *****

group—policy G1 internal
group—policy G1 attributes
WebVPN
url-list value KerberosProtected
username cisco password 3USUcOPFUIMCO4Jk encrypted
tunnel-group WEB type remote-access



tunnel-group WEB general-attributes
default—group—policy G1
tunnel-group WEB webvpn-attributes
group-alias WEB enable
dns—group DNS-GROUP

Verify

The ASA Joins the Domain

After the kcd—server command is used, the ASA tries to join the domain:

rrrkkkiikk START: KERBEROS PACKET DECODE #*r##kkitckikx
Kerberos: Message type KRB_AS_REQ

Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time —878674400

Kerberos: Renew until time —878667552

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4—hmac-md5

Kerberos: Encryption type des—-cbc—-md5

Kerberos: Encryption type des—-cbc-crc

Kerberos: Encryption type des—-cbc—-md4

Kerberos: Encryption type des3-chc-shal

Frekkkkikk END: KERBEROS PACKET DECODE ***#itkikkkak

In kerberos_recv_msg

In KCD_self_tkt_process_response

rrrkikiikk START: KERBEROS PACKET DECODE #*r##kkitckikk
Kerberos: Message type KRB_ERROR

Kerberos: Error type: Additional pre—authentication required, —1765328359
(0x96¢73al19)

Kerberos: Encrypt Type: 23 (rc4—hmac-md5)

Salt: "™ Salttype: 0

Kerberos: Encrypt Type: 3 (des—cbc—-md5)

Salt: "KRA-SEC.CISCO.COMhostkra—s—asa—05.kra-sec.cisco.com" Salttype: 0
Kerberos: Encrypt Type: 1 (des—chc-crc)

Salt: "KRA-SEC.CISCO.COMhostkra—s—asa—05.kra-sec.cisco.com" Salttype: 0
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type encrypt timestamp
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type unknown

Kerberos: Server time 1360917305

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

rrekikkikk END: KERBEROS PACKET DECODE ***#ikkkkak
Attempting to parse the error response from KCD server.
Kerberos library reports: "Additional pre—authentication required"
In kerberos_send_request

rrrkkkiikk START: KERBEROS PACKET DECODE #*r##kkithikx
Kerberos: Message type KRB_AS_REQ

Kerberos: Preauthentication type encrypt timestamp
Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time —878667256

Kerberos: Renew until time —878672192

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4—hmac-md5

Kerberos: Encryption type des—-cbc-md5



Kerberos: Encryption type des—-cbc-crc

Kerberos: Encryption type des—-cbc—-md4

Kerberos: Encryption type des3-chc-shal

rrekikkikk END: KERBEROS PACKET DECODE ***#itkkkkik
In kerberos_recv_msg

In KCD_self_tkt_process_response

rrrkkkiikk START: KERBEROS PACKET DECODE #*r##kkitkikx
Kerberos: Message type KRB_AS_REP

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM

rrekikkikk END: KERBEROS PACKET DECODE ***#itkkkkak
INFO: Successfully stored self-ticket in cache a6588e0
KCD self-ticket retrieval succeeded.

In kerberos_close_connection

remove_req Oxcc09ad18 session Ox1id O

free_kip Oxcc09ad18

kerberos: work queue empty

The ASA is able to successfully join the domain. After the correct authentication, the ASA receives a ticket
for the principal: Administrator in AS_REP packet (Ticketl described in Stepl).

28 2013-82+12 06:16:20.686808 10.211.8.162 16.211.8.216 KRB 225 AS-REQ

20 2013-02-12 06:16:20.687678  10.211.0,216 10,211,0.162 KRBS 206 KR8 Error: KRBSKDC_ERR_PREAUTH_REQUIRED

36 2013-82-12 OL:116:29.719281 10.211.8.162 16.211.9.216 NS 183 Standard query Bxdc7d SRY _kerberos-master. udp.KRA-SEC.C
31 2013-02-12 06:16:20.719689  10.211.6.216 10.211.0.162 NS 178 Standard query response BxdcTd Mo such nawe

32 2013-92-12 0b:16:20. 760500 10.211.06,162 10.211.0.216 KRS 363 AS-REQ

331 2013.82.17 06:16:29.762045 10.211.8.216 16.211.8.162 TPv4 1318 Frageented 1P protocol (protostDP 17, offel, IDwcd3c) [Res

34 2013-02-12 06;16:20. 762045 10.211,0,216 10,211.0. 162 KRES 112 AS-REP

5 bits)

Frame 34: 112 bytes on wire (896 bits), 112 bytes captured ( .
sc0 eliaf:3c (20:54:2d:el:a0:3¢)

b Ethernet 11, Src: VYeware 9c:34:99 (00:50:56:9¢:34:99), Dst;
» 882.10 Virtual LAN, PRI: 8, CFI: @, ID: 211
» Internet Protecol Version 4, Src: 10,211,0.216 (19.211.0,216), Dst: 10.211.0,162 (10,211.0.162)
* User Datagram Protocol, Src Port: kerberos (88), Dst Port: 36887 (56807)
v Kerberos AS-REP
Pyno: 5
NSG Type: AS-REP {11)
Client Realw: KRA-SEC,CISCO.COM
» Client Name (Principal): Adainistrator
» Ticket
» enc-part rcd-hmac

Request for the Service

The user clicks WebVPN link:

| @ hitps://10.211.0.162/+CSCOE +/portal.html ‘ & v Y g v Pagev Safetyv Toolsv @@~

SSL VPN Service ) oy~ | Browse | | Logout |

31 ) Home = [ webBookmarks [ |
& DClis?

9) Web Access -
'-il-) File Access

@

The ASA sends the TGS_REQ for an impersonated ticket with the ticket that is received in the AS_REP
packet:



No. | Time Source Destination Protocol | Length| Info

13 2013-02-15 11:56:37.465857 10.211.0.162 10.211.6.221 77 TGS-REQ
14 2013-02-15 11:56:37.468588 10.211.0.221 10.211.0.162 KRB5 1354 TGS -REP
16 2013-02-15 11:56:37.563325 10.211.0.162 10.211.0.221 KRB5 1003 TGS -REQ

&

[ ————'——————————— ", e——————————_|
b Ethernet II, Src: Cisco_el:af:3c (2c:54:2d:el:a0:3c), Dst: Vmware_9c¢:5d:90 (00:50:56:9c:5d:90)
b 802.1Q Virtual LAN, PRI: 6, CFI: O, ID: 211
b Internet Protocol Version 4, Src: 10.211.0.162 (10.211.6.162), Dst: 10.211.0.221 (10.211.0.221)
b User Datagram Protocol, Src Port: netopia-vol (1839), Dst Port: kerberos (88)
~ Kerberos TGS-REQ
Pvno: 5
MSG Type: TGS-REQ (12)
v padata: PA-TGS-REQ PA-FOR-USER
» Type: PA-TGS-REQ (1)
~ Type: PA-FOR-USER (129)
= Value: 3053a0123010a003020101a10930071b05636973636fall3. ..
b Client Name (Principal): cisco
Realm: KRA-SEC.CISCO,COM
> Checksum
S4U2Self Auth: Kerberos
» KDC_REQ_BODY

Note: The PA-FOR-USER value is cisco (WebVPN user). PA-TGS-REQ contains the ticket received for
the Kerberos service request (the ASA hosthame is the principal).

The ASA gets a correct response with the impersonated ticket for user cisco (Ticket2 described in Step 4):

No. |Time |Source | Destination | Protocoll Lengthl Info
13 2013-02-15 11:56:37.465857 10.211.8,162 16,211.0.221 KRB5 17 TGS -REQ
14 2013-02-15 11:56:37.468588 10.211.6,221 16,211.0.162 KRB5 1354 1GS-REP
16 2013-02-15 11:56:37.563325 10.211.0.162 10.211.0.221 KRB5 1603 TGS -REQ

* Frame 14: 1354 bytes on wire (10832 bits), 1354 bytes captured (10832 bits)

v Ethernet II, Src: Vmware 9c:5d:90 (00:50:56:9c:5d:90), Dst: Cisco_el:a@:3c (2c:54:2d:el:al:3c)
» 802.10 Virtual LAN, PRI: 0, CFI: 0, ID: 211

b Internet Protocol Version 4, Src: 10.211.06.221 (10.211.0.221), Dst: 10.211.0.162 (10.211.0.162)
b User Datagram Protocol, Src Port: kerberos (88), Dst Port: netopia-vol (1839)

= Kerberos TGS-REP

Pvno: 5
MSG Type: TGS-REP (13)
Client Realm: KRA-SEC,CLSCO,COM
v Clienl Name (Principal): cisco
Name- type: Principal (1)
Name: cisco
» Ticket
» enc-part rc4-hmac

Here is the request for the ticket for the HTTP service (some debugs are omitted for clarity):

KRA-S-ASA-05# show WebVPN kcd
Kerberos Realm: TEST-CISCO.COM
Domain Join : Complete

find_spn_in_url(): URL -/

build_host_spn(): host - test.kra—sec.cisco.com

build_host_spn(): SPN — HTTP/test.kra-sec.cisco.com
KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets.

In KCD_check_cache_validity, Checking cache validity for type KCD service
ticket cache name: and spn HTTP/test.kra—sec.cisco.com.

In kerberos_cache_open: KCD opening cache .

Cache doesn't exist!

In KCD_check_cache_validity, Checking cache validity for type KCD self ticket



cache name: a6ad760 and spn N/A.
In kerberos_cache_open: KCD opening cache a6ad760.
Credential is valid.
In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
ticket cache name: and spn N/A.
In kerberos_cache_open: KCD opening cache .
Cache doesn't exist!
KCD requesting impersonate ticket retrieval for:
user :cisco
in_cache : a6ad760
out_cache: adab04f8lI
Successfully queued up AAA request to retrieve KCD tickets.
kerberos mkreq: Ox4
kip_lookup_by_sessID: kip with id 4 not found
alloc_kip Oxaceaf560
new request 0x4 ——> 1 (Oxaceaf560)
add_req Oxaceaf560 session 0x4 id 1
In KCD_cred_tkt_build_request
In kerberos_cache_open: KCD opening cache a6ad760.
KCD_cred_tkt_build_request: using KRA-S-ASA-05 for principal name
In kerberos_open_connection
In kerberos_send_request

wrrkkkiikk START: KERBEROS PACKET DECODE #*r##¥kithikkx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05

Kerberos: Start time 0

Kerberos: End time -1381294376

Kerberos: Renew until time 0

Kerberos: Nonce 0xe9d5fd7f

Kerberos: Encryption type rc4—hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des—-cbc-md5

Kerberos: Encryption type des—-cbc-crc

Kerberos: Encryption type des—-cbc—-md4

rrekkkkikk END: KERBEROS PACKET DECODE ***#itkkkkak
In kerberos_recv_msg

In KCD_cred_tkt_process_response

rrkkkiikk START: KERBEROS PACKET DECODE #*r##kkitchikx
Kerberos: Message type KRB_TGS_REP
Kerberos: Client Name cisco
Kerberos: Client Realm KRA-SEC.CISCO.COM
rrekikkikk END: KERBEROS PACKET DECODE ***#itkkkkak
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved impersonate ticket for user: cisco
KCD callback requesting service ticket retrieval for:

user

in_cache : a6ad760

out_cache: adab04f8S

DC_cache : adab04f8lI

SPN  : HTTP/test.kra-sec.cisco.com
Successfully queued up AAA request from callback to retrieve KCD tickets.
In kerberos_close_connection
remove_req Oxaceaf560 session 0x4 id 1
free_kip Oxaceaf560
kerberos mkreq: 0x5
kip_lookup_by_sessID: kip with id 5 not found
alloc_kip Oxaceaf560

new request 0x5 ——> 2 (Oxaceaf560)

add_req Oxaceaf560 session 0x5 id 2



In KCD_cred_tkt_build_request

In kerberos_cache_open: KCD opening cache a6ad760.
In kerberos_cache_open: KCD opening cache adab04f8I.
In kerberos_open_connection

In kerberos_send_request

rrrkkkiikk START: KERBEROS PACKET DECODE #*r##kkitkikx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -1381285944

Kerberos: Renew until time 0

Kerberos: Nonce 0x750cf5ac

Kerberos: Encryption type rc4—hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des—-cbc-md5

Kerberos: Encryption type des—-cbc-crc

Kerberos: Encryption type des—-cbc—-md4

rrekikkikk END: KERBEROS PACKET DECODE ***#itkkkkak
In kerberos_recv_msg

In KCD_cred_tkt_process_response

rrekkkiikk START: KERBEROS PACKET DECODE #*r##kkithkkx
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

Frekikkikk END: KERBEROS PACKET DECODE ***#ikkkkak
KCD_unicorn_callback(): called with status: 1.

Successfully retrieved service ticket

for user cisco, spn HTTP/test.kra-sec.cisco.com

In kerberos_close_connection

remove_req Oxaceaf560 session 0x5 id 2

free_kip Oxaceaf560

kerberos: work queue empty
ucte_krb_authenticate_connection(): ctx — Oxad045ddO0, proto - http,
host - test.kra—sec.cisco.com

In kerberos_cache_open: KCD opening cache adab04f8S.
Source: cisco@KRA-SEC.CISCO.COM

Target: HTTP/test.kra—sec.cisco.com@KRA-SEC.CISCO.COM

The ASA receives the correct impersonated ticket for the HTTP service (Ticket3 described in Step 6).

Both tickets can be verified. The first one is the impersonated ticket for the user cisco, which is used in orde
to request and receive the second ticket for the HTTP service that is accessed:

KRA-S-ASA-05(config)# show aaa kerberos

Default Principal: cisco@KRA-SEC.CISCO.COM

Valid Starting Expires Service Principal

19:38:10 CEST Oct 2 2013 05:37:33 CEST Oct 3 2013 KRA-S-ASA-05@KRA-SEC.CISCO.COM

Default Principal: cisco@KRA-SEC.CISCO.COM

Valid Starting Expires Service Principal
19:38:10 CEST Oct 2 2013 05:37:33 CEST Oct 3 2013
HTTP/test.kra—sec.cisco.com@KRA-SEC.CISCO.COM

This HTTP ticket (Ticket3) is used for HTTP access (with SPNEGO), and the user does not need to provide
any credentials.



Troubleshoot

Sometimes you might encounter a problem of incorrect delegation. For example, the ASA uses a ticket in
order to request the service HTTP/test.kra—sec.cisco.com (Step 5), but the response is KRB-ERROR with
ERR_BADOPTION:

132013-02-13 03:09:09. 766704 10.211.0.162 10.211.0.216 KRBS 1437 T6S-REQ
147013-62-13 €3:09:09.76559%  10.211.0.216 16.211.8.162 KRBS 1238 165 -REP
15 7013.02.13 03:09:09.86465%  10.211.0.162 10.211.0.216 IPvd 1518 Frageented 1P protocol (protostilf 17, offed, IDe649%) (Reassesble
16 2613-62-13 63:09:09.864686  10.211.0.162 16.211.6.216 KRBS T94 T6S-REQ
KRBS

3 NOT_SUPPORTED
18 2813:82-13 93:99:09.9%WM) 10.211.0.162 18.211.8.216 TP T8 conposit-server > hitp [FIN, PSH. ACK] Sequ2651324832 AMkw2592457
J Bl

Frame 17: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits)

» Ethernet TI, Src: Yeware 9¢:34:99 (00:50:56:9%:34:99), Dst: Cisco_el:al:3c (2c:54:2d:el:a0:3c)
» B02.10 Yirtual LAN, PRI: O, CFI: 0, ID: 211
» Internet Protecol Yersion 4, Src: 10,.211.0.216 (10.211.0.216), Ost: 10,211.0.162 (10.211.0.162)
» User Datagram Protocol, Src Port: kerberos (88), Dst Port: 40976 (40976)
~ Kerberos K58 -ERROR
Pvno: 5
NSG Type: KRE-ERROR (30)
stime: 2003-02-13 02:09:09 (UTC)
susec: 344086
ervor_code: MSBSKDC_ERA_BADOPTION (13)
Realm: KRA-SCC.CISCO, CON
» Server Mane (Principal): HITP/Kea-sec-& 2. kra-se< . c isco.com
~ o-data PA-PW-SALT
v Type: PA-PM-SALT (3)
= Yolue: BHO00C 000000000 3000000
N Status: STATUS_NOT_SLPPORTED (0x¢00000bb)

This is a typical problem encountered when the delegation is not configured correctly. The ASA reports that
"KDC can't fulfill requested option™:

KRA-S-ASA-05# ucte_krb_get_auth_cred(): ctx = 0xcc4b5390,
WebVPN_session = 0xc919a260, protocol = 1

find_spn_in_url(): URL =/

build_host_spn(): host - test.kra—sec.cisco.com

build_host_spn(): SPN - HTTP/test.kra—sec.cisco.com
KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets.

In KCD_check_cache_validity, Checking cache validity for type KCD service ticket
cache name: and spn HTTP/test.kra—sec.cisco.com.

In kerberos_cache_open: KCD opening cache .

Cache doesn't exist!

In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
cache name: a6588e0 and spn N/A.

In kerberos_cache_open: KCD opening cache a6588e0.

Credential is valid.

In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
ticket cache name: and spn N/A.

In kerberos_cache_open: KCD opening cache .

Cache doesn't exist!

KCD requesting impersonate ticket retrieval for:

user : cisco

in_cache : a6588e0

out_cache: c919a260I

Successfully queued up AAA request to retrieve KCD tickets.

kerberos mkreq: 0x4

kip_lookup_by_sessID: kip with id 4 not found

alloc_kip Oxcc09ad18

new request 0x4 ——> 1 (Oxcc09ad18)

add_req Oxcc09ad18 session 0x4 id 1

In KCD_cred_tkt_build_request

In kerberos_cache_open: KCD opening cache a6588e0.
KCD_cred_tkt_build_request: using KRA-S-ASA-05$ for principal name
In kerberos_open_connection

In kerberos_send_request

Frrereekkk START: KERBEROS PACKET DECODE *rxtkkkikiik

Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Preauthentication type unknown

Kerberos: Option forwardable



Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05%

Kerberos: Start time 0

Kerberos: End time -856104128

Kerberos: Renew until time 0

Kerberos: Nonce 0xb086e4a5

Kerberos: Encryption type rc4—hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des—cbc—-md5

Kerberos: Encryption type des—-cbc-crc

Kerberos: Encryption type des—-cbc—-md4

rrekkkkikk END: KERBEROS PACKET DECODE ***#itkkkkak
In kerberos_recv_msg

In KCD_cred_tkt_process_response

rrrkkkkikk START: KERBEROS PACKET DECODE #*r##¥kithkkx
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

rrrkikkikk END: KERBEROS PACKET DECODE ***#ikkkkak
KCD_unicorn_callback(): called with status: 1.

Successfully retrieved impersonate ticket for user: cisco
KCD callback requesting service ticket retrieval for:

user :

in_cache : a6588e0

out_cache: c919a260S

DC_cache : ¢919a260I

SPN : HTTP/test.kra—sec.cisco.com

Successfully queued up AAA request from callback to retrieve KCD tickets.
In kerberos_close_connection

remove_req Oxcc09ad18 session 0x4 id 1

free_kip Oxcc09ad18

kerberos mkreq: 0x5

kip_lookup_by_sessID: kip with id 5 not found

alloc_kip Oxcc09ad18

new request 0x5 ——> 2 (0xcc09ad18)

add_req Oxcc09ad18 session 0x5 id 2

In KCD_cred_tkt_build_request

In kerberos_cache_open: KCD opening cache a6588e0.

In kerberos_cache_open: KCD opening cache ¢919a260I.
In kerberos_open_connection

In kerberos_send_request

rrekkkiikk START: KERBEROS PACKET DECODE #*r##kkitchikx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -856104568

Kerberos: Renew until time 0

Kerberos: Nonce 0xf84c9385

Kerberos: Encryption type rc4—hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des—cbc—-md5

Kerberos: Encryption type des—cbc-crc

Kerberos: Encryption type des—-cbc—-md4

rrekikkikk END: KERBEROS PACKET DECODE ***#itkkkkak
In kerberos_recv_msg

In KCD_cred_tkt_process_response

rrekkkiikk START: KERBEROS PACKET DECODE #*r##¥kitckikk
Kerberos: Message type KRB_ERROR

Kerberos: Error type: KDC can't fulfill requested option, —1765328371
(0x96¢73a0d)

Kerberos: Server time 1360917437



Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

rrekkkkikk END: KERBEROS PACKET DECODE ***#ikkkkak
Kerberos library reports: "KDC can't fulfill requested option”
KCD_unicorn_callback(): called with status: -3.

KCD callback called with AAA error -3.

In kerberos_close_connection

remove_req Oxcc09ad18 session 0x5 id 2

free_kip Oxcc09ad18

kerberos: work queue empty

This is basically the same problem that is described in the captures — the failure is at TGS_REQ with
BAD_OPTION.

If the response is Success, then the ASA receives a ticket for the HTTP/test.kra—sec.cisco.com service, whi
is used for SPNEGO negotiation. However, because of the failure, the NT LAN Manager (NTLM) is
negotiated, and the user must provide credentials:

€ httpsi//10.21L0/162/+CSCO+0075676763302F2F T8656E2D667270207170322E78656E2D6672702ET0766670622E = Windows Inter | o || & |58

&Y\ [e] hip//102110162/+C5C040075 v it Cetificate Ermor | - | 47| x| "~ 2 o~
¢ Favorites 2 &) Suggested Sites v @] Web Slice Gallery v
55 v | @8 kra-sec-dc2.kra-sec.cisco... | 48 hittps://10.2110,162/+C... X f v B v U @b v Pagev Safetyv Toolsv @~

Home %3 Looouwt E3

Web Server Authentication Required
Enteryour usemame and password

Username: Administrator

Password. eeesssees

Continue | | Cancel

Make sure that the SPN is registered for one account only (script from previous article). When you receive
this error, KRB_AP_ERR_MODIFIED, it usually means that the SPN is not registered for the correct
account. It should be registered for the account that is used in order to run the application (application pool ¢
I1S).



No. Time Source Destination Protocol Length Info -

24 1.3001120010.211.0.216 10.211.0.220 TCP 1314 [TCP segment of a reassemble

25 1.3001320010.211.0.216 10.211.0.220 HTTP 703 KRB Error: KRBSKRB_AP_ERR_MO

26 1.30014%90010.211.0.220 10.211.0.216 TCP 54 51211 > http [ACK] Seqe=9%029

27 1.3009040010.211.0.220 10.211.0.216 TCP 54 51211 > http [FIN, ACK] Seg=

28 1.3020750010.211.0.216 10.211.0.220 TCP 60 http > 51211 [ACK] Seq=7669
29 1.3020980010.211.0.216 10.211.0.220 TCP 60 http > 51211 [FIN, ACK] Seq= |
30 1.3021160010,211.0,220 10,211.0.216 TCP 54 51211 > http [AcCK] Seq=%9030 -~

< | " J ’
MSG Type: KRB-ERROR (30) -

stime: 2013-02-13 06:07:41 (UTC)
susec: 589650
error_code: KRBSKRB_AP_ERR_MODIFIED (41)

Realm: KRA-SEC.CISCO.COM

= server Name (Service and Host): host/kra-sec-dc2.kra-sec.cisco.com
Name-type: Service and Host (3) El
Name: host
Name: kra-sec-dc2.kra-sec.cisco. com -
« | " ] ’

When you receive this error, KRB_ERR_C_PRINCIPAL_UNKNOWN, it means that there is no user on the
DC (WebVPN user: cisco).

02013.62-13 082:25:22.406434 .8.216 KRBS 231 AS-REQ

=3~

16.211.8, 1. o
18 2013.62-13 02:25:22.407319 16.211.8.216 18.211.6.162 KRBS 33908 Error: KRESKDC_ERR_PREAUTH_REQUIRED
112013.62.13 082:25:22.5957710 16.211.8.162 18.211.6.216 KRES 368 AS-REQ
122013.62-13 82:25:22.786824 16.211.8.216 18.211.6.162 IPva 1318 Fragmented 1P protocol {protostl@ 17, offed, ID=9511) [Reassesblec
13 2013.62-13 82:25:22.786830 16.211.8.216 18.211.6.162 KRES 64 AS-REP
14 2013.62-13 82:25:22.797450 16.211.8.162 18.211.6.216 KRBS 1437 TGS-REQ
15 26813.62-13 82:25:22.886385 16.211.8.216 .211.8. 146 KR8 Error: KRESKDC ERR C PRINCIPAL UNKNOWM
1 Ve AT AN 33 ARLAE A Ananee A v A ven A As A e ven e R T T g
wvrve

+ Frame 15: 148 bytes on wire {1128 bits), 148 bytes captured (1128 bits)
+ Ethernet IT, Src: Weware 0c:34:90 (00:50:56:9¢:34:99), Dst: Cisco_el:a@:3c (2c:54:2d:el:a8:3¢)
+ 882.10 Virtual LAN, PRI: 6, CFI: 8, ID: 211
+ Internet Protocol Yersion 4, Src: 16.211.8.216 (16.211.6.216), Dst: 16.211.6.162 (18.211.8.162)
+ User Datagram Protecol, Src Port: kerberos (B88), Dst Port: 17412 (17412)
™ Kerberos KRE:ERRIR

Pwno: 5

MSG Type: KRE-ERROR {38)

stime: 2013.82.13 61:25:22 (UTC)

susec: 759593

error_code: KRBSKDC_ERR_C_PRIMCIPAL_UMKMOMN (6)

Reals: KRA-SEC.CISCO.COM
~ Server Mame (Principal): KRA-S-ASA-85%

Ilnc-lon: PrlnuEal 11) _

You might encounter this problem when you join the domain. The ASA receives AS-REP, but fails on the
LSA level with the error: STATUS_ACCESS_DENIED:

110 2013-02-15 02:03:57,367992 10,211.0.221 10.211.9.162 152 1sa OpenPolicy? response, STATUS ACCESS DENIED, Error: ST

111 2813.-82-15 82:03:57.368883 18.211.6.162 18.211.6.221 TP 76 14768 » microsoft.ds [ACK] Seqe3B62823345 Acke2111834843 \
J

.

* Frame 118: 182 bytes on wire (1456 bits), 182 bytes captured {1456 bits)

» Ethernet IX, Src: Yeware 9c:5d:90 (00:50:56:9¢:5d:90), Ost: Cisco elia@:3c (2c:54:2d:elza0:dc)

» 882.10 Virtual LAN, PRI: 8, CFI: 8, ID: 211

» Internet Protocol Yersion 4, Src: 10.211,0.221 (10.211.0.221), Dst; 10.211.0.162 (16.211.0.162)

» Transsission Control Protocel, Src Port: micresoft.ds (445), Dst Port: 14768 (14768), Seq: 2111834731, Ack: 3867823345, Len: 112

b NetBI0S Session Service

» SME (Server Message Block Protocol)

» Distributed Computing Envirorment / Remote Procedure Call (DCE/MRPC) Response, Frageent: Single, Fraglen: 48, Call: 219 Ctx: 1, [Req: 2106]
v Local Security Authority, lsa OpenPolicy2

Operation: 1sa_OpenPolicy2 (44)

IRequest in frome: 1861
» Pointer to Handle (policy handle)
NT Error: STATUS_ACCESS DENIED (Oxc8800022)

In order to fix this problem, you must enable/disable pre—authentication on the DC for that user
(Administrator).

Here are some other problems you might encounter:

» There might be problems when you join the domain. If the DC server has multiple Network Interface
Controller (NIC) adapters (multiple IP addresses), make sure that the ASA can access all of them in
order to join the domain (chosen randomly by the client based on the Domain Name Server (DNS)
response).



« Do not set SPN as the HOST/dc.kra—sec.cisco.com for the Administrator account. It is possible to
lose connectivity to the DC because of that setting.

« After the ASA joins the domain, it is possible to verify that the correct computer account is created ot
the DC (ASA hostname). Make sure that the user has the correct permissions in order to add compu
accounts (in this example, the Administrator has the correct permissions).

* Remember the correct Network Time Protocol (NTP) configuration on the ASA. By default, the DC
accepts a five minute clock skew. That timer can be changed on the DC.

« Verify Kerberos connectivity for the small packet UDP/88 is used. After the error from the DC,
KRB5KDC_ERR_RESPONSE_TOO_BIG, the client switches to TCP/88. It is possible to force the
Windows client to use TCP/88, but ASA will use UDP by default.

« DC: when you make policy changes, remember gpupdate /force.

« ASA: test authentication with the test aaa command, but remember that it is only a simple
authentication.

« In order to troubleshoot on the DC site, it is useful to enable Kerberos debugs: How to enable
Kerberos event logging.

Cisco Bug IDs

Here is a list of relevant Cisco bug IDs:

 Cisco bug ID CSCsi32224 — ASA does not switch to TCP after receiving Kerberos error code 52
« Cisco bug ID CSCtd92673 — Kerberos authentication fails with pre—auth enabled

 Cisco bug ID CSCuj19601 — ASA Webvpn KCD - trying to join AD only after reboot

 Cisco bug ID CSCuh32106 — ASA KCD is broken in 8.4.5 onwards

Related Information

« About Kerberos constrained delegation

« Understanding How KCD Works

* PIX/ASA : Kerberos Authentication and LDAP Authorization Server Groups for VPN Client Users
via ASDM/CLI Configuration Example

* Cisco ASA Series Command Reference

« KDC_ERR_BADOPTION when attempting constrained delegation

* How to force Kerberos to use TCP instead of UDP in Windows
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