Install and Renew Certificate on FTD Managed by
FDM
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This document describes how to install, trust, and renew self-signed certificates and certificates signed by a
third party CA or internal CA on FTD.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* Manual certificate enrollment requires accessto atrusted third party Certificate Authority (CA).
Examples of third party CA vendorsinclude, but are not limited to, Entrust, Geotrust, GoDaddy,
Thawte, and VeriSign.

» Verify that the Firepower Threat Defense (FTD) has the correct clock time, date, and time zone. With
certificate authentication, it is recommended to use a Network Time Protocol (NTP) server to
synchronize the time on the FTD.

Components Used



The information in this document is based on these software and hardware versions:

* FTDv that runs 6.5.
» For Keypair and Certificate Signing Request (CSR) creation, OpenSSL is used.

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Certificate Installation
Self-Signed Enrollment

Self-Signed certificates are an easy way to get a certificate with the appropriate fields added to the FTD
device. Although they cannot be trusted in most places, they can still provide similar encryption benefits as a
third party signed certificate. Still, it is recommended to have atrusted CA-signed certificate so that users
and other devices are able to trust the certificate presented by the FTD.




Note: Firepower Device Management (FDM) does have a default self-signed certificate named
Defaultlnternal Certificate that can be used for similar purposes.

1. Navigate to Objects > Certificates. Click the + symbol and then choose Add I nternal Certificate as
shown in the image.
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2. Choose Self-Signed Certificate in the popup window as shown in the image.

hoosa the type of intarnal certificate yvou want to create

ﬂ Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

self-Signed Certificate

Create a new certificate that is signed
by the device,




3. Specify a Name for the trustpoint, then fill out the subject distinguished name fields. At a minimum, the
Common Name field can be added. This can match the Fully Qualified Domain Name (FQDN) or IP
address of the service for which the certificate is used. Click Save when done as shown in the image.

Add Internal Certificate

hame
FTD-3-Self-Signed
Country State or Pravince
T
Locality or City
Orrganization Organizational Unit (Department)
Cisco Systems TAC

Common Name

a3 example. com

4. Click the Pending Changes button from the top right of the screen as shown in the image.
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5. Click the Deploy Now button.




Note: When the deploy is done, the certificate is not available to be seen in the CLI until thereisa
service that uses it such as AnyConnect as shown in the image.

Pending Changes

& Last Deployment Completed Successiully

M. See Deploymnent Hestory

Deployed VYersion (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-5aif-Signed Y

= cert.masked: false

- cert.encryptedString: v

= privatefey.masked: false

- privateley.encryptedstring: v«

= isswerCommonNane: #tdd.exanple.com
- dsswerCountry:

- isswerlocality:

- isseerOrganization: Cisco Systems
- isseerOrganizationtinit: TAC

= isswerState:

- subjectCommoniame: ftdd.example.com
- subjectCountry:

- subjectDistinguishedMame: CN=ftd3.example.com, DU=TAC, O=—
- subjectlocality:

- subjectOorganization: Clsco Systems
- subjectorgani zationlndt: TAC
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Manual Enrollment

Manual Enrollment can be used to install a certificate issued by atrusted CA. OpenSSL or asimilar tool can
be used to generate the private key and CSR required to receive a CA-signed certificate. These steps cover
common OpenSSL commands in order to generate the private key and CSR as well as the steps to install the
certificate and private key once obtained.

1. With OpenSSL or asimilar application, generate a private key and Certificate Signing Request (CSR).
This example shows a 2048 bit RSA key named private.key and a CSR named ftd3.csr that is created in
OpenSSL.

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is be a default value,



If you enter '.', the field is Tleft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. Copy the generated CSR and send it to a CA. Once the CSR has been signed, an identity certificate
is provided.

3. Navigate to Objects > Certificates. Click the + symbol, then choose Add Internal Certificate as shown
in the image.

il o e Device Manzos = i 3= =0 Gy = (= @, . in
CIsCO S R S My fiewirny Polcs Lo 7S Deic: FTO=3 L e . - Ackmin=tming

F Appheison Fities

& URLs

ook mions 17 ctgescts Q

Aabel el O,

A rmmal Certficale

T MR g el - IntgvnaliC A Intamp G
dadd Trostesd 08 Ol odn
¢ D el ] Iniame Canilzaie
D ety e Carli e ale inigmpd Conlicale

Ty Evenl Lint Fihiss

5 SLA Masiinm

W

4. Choose Upload Certificate and Key in the popup window as shown in the image.



P

Choose the type of internal certificate you want to create

Upload Certificate and Key

Create a certificate from existing files.
FEM and DER files are supported.

{8 Sell-Signed Certificate

Create a new certificate that is signed
by the device,

5. Specify a Name for the trustpoint, then either upload, or copy and paste the identity certificate and private
key in Privacy Enhanced Mail (PEM) format. If the CA provided the certificate and key together in asingle
PKCS12, navigate to the section titled Extracting I dentity certificate and private key from PK CS12 file
later in this document in order to separate them.



Note: The file names cannot have any spaces or FDM does not accept them. Additionally, the
private key must not be encrypted.

Click OK when done as shown in the image.



Add Internal Certificate

Mame
FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE fd3.crt

----- BEGIN CERTIFICATE----- A
MIEErTCCApWgAwIBAGc 1 M Tth wDOY IR oZ IhecMACELB O AwWMEaMBgGA T UE
ChMRO21zY 2BgU 3 zd Gy BUOUM=FDASBgNVBAMTC 1 Z0TBSh280ENBM B4 XD Thy e
CERTIFICATE KEY
Pagte key, or chooge file: LPLOAD KEY private. key
----- BEGIM RSA PRIVATE KEY===== A

MIEpAIB ALK CADEANGpeMjuf « HIRGSZYTBE0VEW1 85y F T XhRsjRIBOwLEhSwBzEgM
mtOkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN e

6. Click the Pending Changes button from the top right of the screen as shown in the image.

s - in: o ED =] =l (= £ admin
Firgpower Davice Manager = |:}_:| I:r_: @ @I . w
CISCO fal ManHnring Policias Ohjacis Dievvine: FTR-3 (] . Adfrmi v
F  Apphcation Fhers L
Certificates
&' LUALs
118 nhiects Q) Aeaen +
1 NEFW-Dedoln-Inte sl A Irtama CA
& DelouklmiemalCeriificaio lrbemal Cerificain
I DelsuWebserserComificabe Immmal Cerificate
i FID-J3-Mpmunl I=tema Cerificain

7. Click the Deploy Now button.



Note: When the deploy is done, the certificate is not available to be seen in the CLI until thereisa
service that uses it such as AnyConnect as shown in the image.



Pending Changes

ﬂ- Last Deployment Completed Socoesshully
13 Aypr 2020 09:56 AM. See Deployvrent Hisiory

Deployed Version {13 Apr 2020 09:56 AM) Pending Version @ LE0END Removed  Added  Edited

ﬂ Intermal Certificate Added: FTD-3-Manwal S

= cert.masked: false

- cert.encryptedttring: o

= privatefey.masked: false

- privateley.encryptedstring: 7"

- isswerCommoniame : VPN Root CA

- dsswerCountry:

- dssmerbocality:

= isswerbrganization: Cisco Systems TAC
- izswerDrganizationtindt:

= isswerstate:

- 1-uh'_|e|:tculnunuue: ftd3.example.com
- subjectCountry:

- subjectDistinguishedMame: CN=VFNM Root CA, O=Cisco Systems—
- subjectlocality:

- subjectOorganization: Clsco Systems

- subjectorgani zationUndt: TAC
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Trusted CA Certificate I nstallation

When you install atrusted CA certificate, it is necessary, in order to successfully authenticate users or
devices which present identity certificates to the FTD. Common examples of this include AnyConnect
certificate authentication and S2S VPN certificate authentication. These steps cover how to trust a CA
certificate so that certificates issued by that CA are also trusted.

1. Navigate to Objects > Certificates. Click the + symbol, then choose Add Trusted CA Certificate as
shown in the image.
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2. Specify aName for the trustpoint. Then either upload, or copy and paste the CA certificate in PEM
format. Click OK when done as shown in the image.

Add Trusted CA Certificate

Mame

VPN_Roal_CiA

Paste cedificate, ar choose file: UPLOAD CERTIFICATE VPN_Roet_CA, o

-----BEGIN CERTIFICATE----- "
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3. Click the Pending Changes button from the top right of the screen as shown in the image.
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4. Click the Deploy Now button as shown in the image.

Pending Changes

ﬂ Last Deployment Completed Suceessfully

13 Agr 2020 09:56 AM. Saa Deployment Hiztony

Deployed Version (13 Apr 2020 09:56 AM) Pending Version @ LEGEND Resoved | Added | Edited

ﬂ External CA Certificate Added: VPN_Rool_CA e

- cert.masied: false

= cert.encryptedString: ==

- izzusrCommonName=: VPN Root Ca

= issuerfomntry:

- izsusrLocality:

- issuerlrganization: Cisco Systems TAC

- izsuerOrganizationlnit:

- izsusrState:

= subjectCommonName: VPN Root CA

- subjectCountry:

= subjectDistinguisheddame: CH=¥PH Root CA, O=Cisco Systems_
- subjectlocality:

- subjectDrgand zation: Cisco Systems TAC

- subjectDrgand zatlonlinit

- subjectState:

- vallditystartDate: Apr 85 23:16:88 7828 GMT
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Certificate Renewal

Certificate renewal on an FTD managed by FDM involves the replacement of the previous certificate and
potentially the private key. If you do not have the original CSR and private key used to create the origina
certificate, then anew CSR and private key needsto be created.



1. If you have the original CSR and private key, this step can be ignored. Otherwise, anew private key and
CSR need to be created. Use OpenSSL, or asimilar application, to generate a private key and CSR. This
example shows a 2048 bit RSA key named private.key and a CSR named ftd3.csr that is created in
OpenSSL.

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftd3.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftd3.example.com

Email Address []:.

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

2. Send the generated CSR or the original CSR to a Certificate Authority. Once the CSR has been signed, a
renewed identity certificate is provided.

3. Navigate to Objects > Certificates. Hover over the certificate you want to renew, and click the View
button as shown in the image.
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4. In the pop-up window, click Replace Certificate as shown in the image.

View Internal Certificate

Mame

FTD-3-Manual

REPLACE CERTIFICATE

=il i ey m K ral
subject Co an Mame

ftd3. example.com

EbiaseF Sirrrass e mE i
Subject Drganizatic

Cisco Systems

ey b .
|sswer Comman Mame

VPN Root G

|sguer Cngamization

Cisoo Systems TAC

Yl 3 f@rr
Jvalid Time Range

Apr 13 14:56:00 2020 GMT - Apr 13 14:56:00 2021 GMT

CAMCEL SAVE



5. Either upload, or copy and paste the identity certificate and private key in PEM format. Click OK when
done as shown in the image.

Edit Internal Certificate

Mame
FTD=3=Manual

SERVER CERTIFICATE (USER AGENT)

Faste certificate, or choose file: REPLACE CERTIFICATE fre3-renewed.cn

MIErTCCAPWgAWIBAGIaSPmhHEIRCUWDOY JKoZinve NAGEL BOAWMIEaMEBgGAT LIE

ChMRO21zY 28gU 3 zdGMicy BUOUMxFDASBgMNVBAMTC A Z0TIBSb2 3 MHENBMBAXDThy e
CERTIFICATE KEY
Paste key, or choose file: prate. key
----- BEGIN R5& PRIVATE KEY--=-- o
MIEpAlBAAK CAOEARGpzMjul « HEIRGSZYTE0N BV a5y F T hRxRIBOw LEhSwBzEgM ”

mtCkd0JPog+ CFgEXswTpelFibPhita TEVUEzcEpGhmyiz+ Abjg Mok TvaFMIV/RAN

6. Click the Pending Changes button from the top right of the screen as shown in the image.
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7. Click the Deploy Now button as shown in the image.



Pending Changes

E Last Deployment L-ompleted Successtully
1 M, Sea Deplovment History
Deployed Version (13 Apr 2020 12:41 PM) Pending Version @ LIGEND Removed | Added | Edited

ﬂ Intemal Certificate Edited: FTD-2-Manual

cert.encryptedstring: 5 i
'.-.:i'l.‘ln:liT:p’ET.‘lM‘l'h‘l‘l‘n’.‘-! Apr 13 1455698 JR28 GMT Apr 13 15:44:98 2039 GMT
valldityEndDate: Apr 13 14:56:088 2831 GNT Agr 13 16:44:98 2031 GMT
privateey . encryptedString: =ss P
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Common OpenSSL Operations
Extract Identity Certificate and Private Key from PKCS12 File

An administrator can receive a PK CS12 file that needs to be imported on to the FTD. FDM does not
currently support the import of PKCS12 files. In order to import the certificates and private key contained
within the PKCS12 file, the individual files must be extracted from the PKCS12 with the use of atool like
OpenSSL. Y ou need the passcode used to encrypt the PKCS12.

openss1 pkcsl2 -info -in pkcsl2file.pfx
Enter Import Password: [PKCS12-passcode]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4
friendlyName: ftd3.example.com
subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
————— BEGIN CERTIFICATE-----] /ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnh1i40727mjLXuwCRVFgyguMAsGA1UdDwWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWE0IQZnRk
My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm13jYXRTMAOG



CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qgfuvVUOhkszCwg201oMgMrvXnCertificate bag

Bag Attributes: <No Attributes>
subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoPOaMhIo4CdwSBHZOgVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2]12pd1NflDah1zT1skIMtTURSWdLjsHLKft
JqS0oLIs2stU8HutUZ4h6Lv2+da554zVjpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AwEAAaNdMFswDAYDVROTBAUWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVR0OjBBgwFoAUd6TMOeGLg7vbuaMte7A]FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQzIMS600umCgNwG1i 8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
0ipgKraokS2000STwQ7Q9Wk 1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEutnOxz
Ou8VMLBRy+gDc+0WARsjFj+0gU0c2Wj3gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpn0OIT13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BlwfWyAcLN3HxUjG4Ev2818 fWWpkYmuxujpKDFFzFOskpKAK53tNKPf
pn4+w5FyL01800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08160V3YL+IyrZ+ul
MYqPd450i4cgHAMFICAndN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJ8
mINH7WYST1kYcTbcokZi0IcZa+VVv5UOLIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfhQlfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFJt0D989UUyp08H9vDoIr
yzm9J0pMrg==
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

TocalKeyID: 28 20 C1 B4 08 1E 65 2E 4D 1D F9 F3 25 07 62 F7 D9 96 A7 F4

friendlyName: ftd3.example.com
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key-passcode]
Verifying - Enter PEM pass phrase: [private-key-passcode]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24ENI14/gh3GpsE2C20CnJeid
ptDDIFdyOV4A+su30IWzInHrCuIhjR8+/p/NOWTA73x47R4T6+udws/ctHkvEbQj
gZ1ZzFWTed9HqidhcKxx0oM/w6/ubDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC
EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl



xadK7gHBuWUJcO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8Ii8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP
3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBuUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ 1 FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOwWt7+1DFGFit1lpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJI7UmdkdgCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40pkcsl2file.pfx is aPK CS12 file that needs to be unpackaged.
In this example, three separate files are created:

One for the Identity Certificate. Y ou can tell thisisthe identity certificate due to the subject=/O=Cisco
Systems/OU=TAC/CN=ftd3.example.com.

subject=/0=Cisco Systems/OU=TAC/CN=ftd3.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Root CA
] /ptNb/cd
zB8WMB8GA1UdIwQYMBaAFHekzDnh1i40727mjLXuwCRVFgyguMAsGA1UdDwWQEAwWIF
oDAdBgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWGWYDVRORBBQWE0IQZnRk
My5TeGFtcGx1LmNvbTAeBg1ghkgBhvhCAQOEERYPeGNhIGNTcnRpZm1jYXRTMAOG
CSqGSIb3DQEBCWUAA4ICAQC] jrMjruGH5fpcFND8qgfuVUOhkszCwg201oMgMrvXnYRQ1ft1FxHpn4zMkjI2Px0yam/bROnOFoMCesHvvtcgcGjFIgZduZyBI9ulEZ2H5
uwNEJFO1VOGV+UBRigpjXEaUfJj4yMwaMYerZcZQVIfZ75+8SS5rfGfpMwTiT471
ng==

Onefor the Issuing CA Certificate. You can tell thisis the identity certificate due to the subject=/O=Cisco
Systems TAC/CN=VPN Root CA. Thisisthe same value as the issuer in the Identity Certificate that is seen
previously:

subject=/0=Cisco Systems TAC/CN=VPN Root CA
issuer=/0=Cisco Systems TAC/CN=VPN Root CA

MIIFQzCCAyugAwIBAgIIQgRS/woJDigwDQYJIKoZIhvcNAQELBQAwWMjEaMBgGA1UE
ChMRQ212zY28gU31zdGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMB4XDTIw
MDQWNTIzMTYwMFoXDTMwMDQWNTIzMTYwMFowMjEaMBgGA1IUEChMRQ212zY28gU31z
dGVtcyBUQUMxFDASBgNVBAMTC1ZQTiBSb290IENBMIICIjANBgkahkiGOwOBAQEF
AAOCAg8AMIICCgKCAgEAXhTBKiB1xzLg2Jr48h/2u84RcWahOTmPYCNGYZgOPvST
JOpKvAU5tz4z625Yx1nBtjSSEgzF+qETpSpTEhFW2NXIcTXuNirfrmSIQfIwS1yT
PaFv7u+VhgyYbYsSxGAB/m6RWWpiNbg8SDoUACU7R/bvplRb8W6tXk/rsT1jc7L2
c/G5MeDLNmc /i /M1zuMjhjotCphsIPhvNII71cNj6K0pvg2yB/Md7PX0ZnLaz9pf
GgpjpHOzzKhdIMW/KII64IRpo8KVhpE5X2sFohjzot4u8/t20P846z/CXmTHQcgp
g5BgZMGqro015rcq0PjtkK9Tqg7q013VfOkMTsofMp+BulCiFDpawF/j8uSPuswEs
rzv]+8GbOY1WEHtohgNGjP00q8wnKQuOC47Ft1UMpdSwUsMMze0X43dyp/WoZtLW
4v/Pn/NibE3aoP0aMhIo4CdwSBHZ0gVag4INgVsuFX1uPKD25Whr109LQ93P/sN3
FhoAh98HKOcuQ64Ua3AaShdzornD+G2J2pd1NflDah1z1skIMtTURSWdLjsHLKft
JqSOoLIs2stU8HutUZ4h6Lv2+da554zVijpRTQiYh/TyNexDsd1m6PH7mQj+iL8/9
c2gDhuich3cx11jINOLdB+/jQqkfzmx9ziB1PXnIshNRbfT1LLrNfdD0O9agqQsvsC
AWEAAaNdMFswDAYDVROTBAUwWAWEB /zAdBgNVHQ4EFgQUd6TMOeGLg7vbuaMte7A]
FUWDKC4wHwYDVROjBBgwFoAUd6TMOeGLg7vbuaMte7A] FUWDKC4wCwYDVROPBAQD
AgEGMAOGCSqGSIb3DQEBCWUAA4ICAQC6B+Y30batEZqvORQz1IMS600umCgNWGi8d
kcRDxkY2F+zw3pBFa54Sin10fRPIvZvLNIV50dXmvH5Tuh6KIDMVrLMWNiSgI7Tn
01pgKraokS2000STwQ7Q9Wk1xCrwxMfTuDJFMe80qabFAU55705PDXPtFEUutn0xz
Ou8VMLBRy+gDc+OWARsjFj+0gU0c2Wj39gQ81G1yoPYgufWRnztN5rQxWzFLSsCNN
jnIesjQvOvF3nY7SH5QasPN25AydsGEODFgp7rZLN2BH7GI9rhi5hEn3BvIALZCQ6
p702FZ1y51xuzuA/wPnR89HiIkSF130MTpnOI13d6d07s3bwyNja8JikYTCf11e5
2CSsz4Cn/BTwfWyAcLN3HxUjG4Ev2818fWWpkYmuxujpKDFFzFOskpKAKS53tNKPf
pn4+w5FyLo1800AydtPoKjYkDgbvG/SRPbt92mdTIF7E6]+08160V3YL+IyrZ+ul
MYqPd45074cgHAMFICANndN3PYScrrGYHawfVxp+R+G4dTIWdMvthh3ftSOmkiKJI8
mINH7WYST1kYcTbhcokZi0IcZa+VVv5UOLIt/hDOVG7xqZ01pMQKkYUBzg5LbGINm
8ypfThQ1lfaI5fQRxpxTIsmDvIrQzxBjuCyKn+23FkkUhFItOD989UUyp08HIVDoIr
yzm9J0pMrg==

————— END CERTIFICATE-----

And one for the private key:

MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIwOBBQwwDgQIScA8TOogup4CAggA
MBQGCCqGSIb3DQMHBAgKqoTuZzoXsASCBMgOTEb24ENI14/gh3GpsE2C20CnJeid
ptDDIFdyOV4A+su30IWzInHrCuIhjR8+/p/NOWTA73x47R4T6+udws/ctHkvEbQj
gZ1ZzFWTed9HqidhcKxx0oM/w6/ubDv/opc6/r1IZiaKp6F09h0ibglGI9kjxkWQC
EQR8cM1U2yi0vagL8p0YdeujCrzBtorRp9BMIelCP1IMwItOEbAC4mmuedzs+86rl
xadK7gHBuWUJ cO3SLXLCmX5yLSGteWcoaPZnIKO9UhLxpUSITKWLHr2VtE1ACMRC
RTPBXMLb70nMtPTqct158+Q/axtQCWUs8caHs3LvVfOnRG+War49/F8I1i8mgnNnb
M6ZTwT0Z1sn0f4ohVePrW/kkd1QavlbPa+0dzjZvs88CI1EXA]/XIegfSWifIAXqP



3d37VonXX7YRocJ4kzhkuE/SUDsulsMCOhbM81uZcWiBbDAT2jj1KgfoxubtnuFq
un4EJID73K9RWeA+7IVmEceRTBMyfD+ZwZHOBuUF1s+wZEmzYqw+cuc+I8XEFVOM18
P3ah28Nno0jXMk4MpfFJ1YMCmMq66x3j59ZtcVZx0GCOswOCKUOJ i FFQTEmmV{9,/C
65a96np7YCI8s6UNUWi5Zp/NrbN31HkPOWt7+1DFGFitlpTTGvOFchtLYWeB3Kj0
h/C/R7¢cigq6ZNCzwBrbztGV83jG115NSsTwKbTGiwCYwON8c09TXQb04 rMomFDAV8
aeflaBsjMgEUkz0ZKOU2ZgTxM11ine8pgNs/BhWBCYGSNmnWDJI7UmdkdgCpKIubpO
gtmFX/DtSu9]2yevfV+3/YCwnSRkr020TGs1jIkEM2wzTaAeEQfShQMCHQPHtc40Note: The private key is encrypted and FDM does not accept encrypted private keys.

In order to unencrypt the private key, copy the encrypted private key into afile then run this openss
command:

openss1 rsa -in encrypted.key -out unencrypted.key
Enter pass phrase for encrypted.key: [private-key passphrase]
writing RSA key

 encrypted.key isthe name of the file that holds the encrypted private key.
» unencrypted.key isthe name of the file that has the unencrypted key.

The unencrypted private key can show ----- BEGIN RSA PRIVATE KEY ----- rather than ----- BEGIN
ENCRYPTED PRIVATE KEY ----- as seen in this example:
 fmsWOAyg————— END RSA PRIVATE KEY-----

Once the private key has been unencrypted, the identity and private key file can be uploaded, or copied and
pasted into FDM with Step 3 in the Manual Enrollment section mentioned previously. The Issuing CA can
be installed with the use of the Trusted CA Certificate Installation steps mentioned previoudly.

Verify



Use this section to confirm that your configuration works properly.

View Installed Certificatesin FDM

1. Navigate to Objects > Certificates. Hover over the certificate you want to verify, and click the view
button as shown in the image.
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2. The pop-up window provides additional details about the certificate as shown in the image.



View Internal Certificate

Mame

FTD=3=Manual

REPLACE CERTIFICATE

Tk
sLUOPECT s

ftd3 example.com

Subject

Cisco Systems

lssuer Cammon Mams
VPN Root CA

|zsuer Orgs
Cisco Systems TAC

Apr 13 164400 2020 GMT - Ape 13 16:448.00 2021 GMT

View Installed Certificatesin CLI

Y ou can either use the CLI Console in FDM or SSH into the FTD and run the command show crypto ca
certificatesin order to verify that a certificate is applied to the device as shown in the image.
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Example output:

> show crypto ca certificates

Certificate
Status: Available
Certificate Serial Number: 6b93e68471084505
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC



Subject Name:
cn=ftd3.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 16:44:00 UTC Apr 13 2020
end date: 16:44:00 UTC Apr 13 2021
Storage: config
Associated Trustpoints: FTD-3-Manual

Note: Identity Certificates only show in the CL1 when they are used with a service such as
AnyConnect. Trusted CA certificates appear once they have been deployed.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

Debug Commands



Debugs can be run from the diagnostic CLI after you connect the FTD via SSH in the case of an SSL
Certificate Installation failure: debug crypto ca 14

In older versions of FTD, these debugs are available and recommended for troubleshooting:

debug crypto ca 255

debug crypto ca message 255

debug crypto ca transaction 255

Common Issues

Import ASA Exported PK CS12

When you attempt to extract the identity certificate and private key from an exported ASA PKCS12in

OpenSSL, you can receive an error similar to this:

openss1 pkcsl2 -info -in asaexportedpkcsl2.pl?2
6870300:error:0D0680A8:asnl encoding routines:ASN1_CHECK_TLEN:wrong tag:tasn_dec.c:1220:
6870300:error:0D07803A:asnl encoding routines:ASN1_ITEM_EX_D2I:nested asnl error:tasn_dec.c:386:Type=PK

In order to work around this, the pkcs12 file must first be converted to DER format:

openss1 enc -base64 -d -in asaexportedpkcsl2.pl2 -out converted.pfx

Once that is done, the steps from the section Extracting Identity certificate and private key from PKCS12
file earlier in this document can be followed in order to import the identity certificate and private key.



