Kerberos with ADFS 2.0 for End User SAML
SSO for Jabber Configuration Example
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Introduction
This document describes how to configure Kerberos with Active Directory Federation Services

(ADFS) 2.0.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Background Information

End User Security Assertion Markup Language (SAML) Single Sign On (SSO) configuration
requires Kerberos to be configured in order to allow End User SAML SSO for Jabber to work with
domain authentication. When SAML SSO is implemented with Kerberos, Lightweight Directory



Access Protocol (LDAP) handles all the authorization and user synchronization, while Kerberos
manages authentication. Kerberos is an authentication protocol that is meant to be used in
conjunction with an LDAP-enabled instance.

On Microsoft Windows and Macintosh machines that are joined to an Active Directory domain,
users can seamlessly log into Cisco Jabber without the requirement to enter a username or
password and they do not even see a login screen. Users who are not logged into the domain on
their computers still see a standard login form.

Because authentication uses a single token passed from the operating systems, no redirect is
required. The token is verified against the configured Key Domain Controller (KDC), and if it is
valid, the user is logged in.
Configuration
Here is the procedure to configure Kerberos with ADFS 2.0.

1. Install Microsoft Windows Server 2008 R2 on a machine.

2. Install Active Directory Domain Services (ADDS) and ADFS on the same machine.

3. Install Internet Information Services (11S) on the Microsoft Windows Server 2008 R2-installed
machine.

4. Create a self-signed certificate for IIS.
5. Import the self-signed certificate into 11S and use it as the HTTPS server certificate.
6. Install Microsoft Windows7 on another machine and use it as a client.
Change the Domain Name Server (DNS) to the machine where you installed ADDS.
Add this machine to the domain you created in the installation of ADDS.

Go to Start.Right-click Computer.Click Properties.Click Change Settings on the right-hand
side of window.Click the Computer Name tab.Click Change.Add the domain you created.
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7. Check whether the Kerberos service generates on both machines.

Log in as administrator on the server machine and open the command prompt. Then execute
these commands:

cd \windows\System32Klist tickets

CislUserssAdministrator WINZKD »ed “windows“Systemnd2
C:sWindowssSystend2 »Klist tickets

Current Logonld is @:8x3d6@°V2

Cached Tickets: (1)

e Client: Administrator B MAMGOLAB.COH
Server: krbtgt /-HANGOLAB.COHM @ MANGOLAR.COM
Kerblicket Encryption Type: AES—256-CIS-HMAC-SHA1-76
Ticket Flags Ax4Bc¢B00PR -> forwardable renewable initial pre_authent
Start Time: 12-168-26014 18:86:84 (locald
End Time: 1211728014 4:86:84 {local)
Renew Time: 12172014 18:06:84 (local)
Session Key Type: AES-256-CIS—HMAC-SHAL1-96

Log in as domain user on the client machine and execute the same commands.



:SUserssrashaikhicd SwindowssSystend2
sWindowssSystemd2»Klist tickets
furrent Logonld is B:8x558ba

ached Tickets: <5

Client: rashaikh @ MANGOLAB.CONM

Server: krbtgt -MANGOLAR.COM @ MANGOLAB.COM

Kerblicket Encryption Type: AES-256-CTS-HMAC-SHA1-76

Ticket Flags BAx6RaPBAARAd -> forwardable forwarded renewable pre_authent
Start Time: 12-18-2014 18:35:23 (local)

End Time: 1251172814 4:34:59 (local)

Renew Time: 12-17-2014 18:34:5% (local>

Session Key Type: AES-256-CTS-HMAC-EHAL-96

Client: rashaikh @ MANGOLAR.COM

Server: kebtgt/-HANGOLAB.COM @ HANGOLAB.COM

KerhTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags Ax4B8=00008 -> forwardable renewable initial pre_authent
Start Time: 1271028014 18:34:5% C(local

End Time: 121172814 4:34:59 C(local)

Renew Time: 1271772814 18:34:5% (local>

Session Key Type: AES-256-CTS—HMAC-SHAL1-96

Client: rashaikh @ HANGOLAB.COH

Sorver!: LDAPAwin2kl .mangolab.com/mangolab.com B MANGOLAB.COM

Kerblicket Encryption Type: AES-256—-CIS-HMAC-SHAL1-76

Ticket Flags Ax18ad488088 ->» forwvardable renswable pre_authent ok_as_dele

Stavt Time: 12/7.10-20014 19:85:215 (locald
End Time: 1271172814 4:34:59 <{local)
Renew Time: 127177208014 18:34:5% (locald
Session Key Type: AES-256-CTS—HHAC-SHAL-76

Client: rashaikh @ MANGOLAB.COM

Server: HITP winZkf .mangolab.com B MANGOLAR.COM

KerhTicket Enceryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags BxdBad48898@ -> forwardable renswable pre_authent ok_as_dele

Start Time: 12-18-2014 18:35:=23 (locald
End Time: 121172014 4:34:59 {local)
Renew Time: 121772814 18:34:5% <{local?
Session Mey Type: AES-256-CTS—HMAC-SHAL-96

Client: rashaikh P MANGOLAB.CON

Server: LDAP/win2kB.mangolab.com @ MANGCOLABR.COM

KerbhTicket Enceyption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags Bx48a48088 -> forwardable renewable pre_authent ok_as_delec

Start Time: 12718720814 18:35:205 (local)
End Time: 127117280014 4:34:5% <{local’
Renew Time: 12472014 18:34:59 {(locald)
Session Key Type: RAES-256-CIS-—HMAG-SHAL-?G

\Windows \Systemnd2>_

8. Create the ADFS Kerberos identity on the machine where you installed ADDS.

The Microsoft Windows administrator logged into the Microsoft Windows domain (as
<domainname>\administrator), for example on the Microsoft Windows domain controller,
creates the ADFS Kerberos identity. The ADFS HTTP service must have a Kerberos identity
called a Service Principal Name (SPN) in this format: HTTP/DNS_name_of ADFS_server.

This name must be mapped to the Active Directory user that represents the ADFS HTTP
server instance. Use the Microsoft Windows setspn utility, which should be available by




default on a Microsoft Windows 2008 Server.

Procedure Register the SPNs for the ADFS server. On the Active Directory domain
controller, run the setspn command.

For example, when the ADFS host is adfsOl.us.renovations.com, and the Active Directory
domain is US.RENOVATIONS.COM, the command is:

setspn -a HTTP/adfsOl.us.renovations.com <ActiveDirectory user>
setspn -a HTTP/adfs0l1 <ActiveDirectory user>

The HTTP/ portion of the SPN applies, even though the ADFS server is typically accessed by
Secure Sockets Layer (SSL), which is HTTPS.

Check that the SPNs for the ADFS server are properly created with the setspn command
and view the output.

setspn -L <ActiveDirectory user>

isWindows \Eystemnl2dseteapn ~L win
ey istered ServicePrincipalNames Fur CH=WINZES ., 0U0=Domain Controllers.DC=-mangolab
L H
HITPAwin2k®.mango lah.com
ldapswinZkil .mango lab.comsForestDnsLones .mango lab.com
ldapswin2kid .mango lab.comsDomainDnsZones .mango lab.com
TERMSRUAWINZKS
TERRS RV Awin2 kB .mango labh.com
D sr—12F?A27C—BF?7—4787-9364-D31 B6 C55 EBB4 win2 kB .mango lab.com
DHE /win2kB .mango lab.com
GCAwin2k8 . nﬂnqn]ah.cnn/nanqnlnh.rnm
RestrictedKrbHost win2kB .mangolab.com
RestrictedKrbHost. -WINZK3
HOST-WINZKB - MANGOLAB
HOST/win2kd .mango lab.con/MANGOLAB
HOSTAWIMNZKS
HOET #win2kd .mango labh.com
HOST A win2kB .mango lab.com/mango lab.com
E3514235-4886-11D1-AB84-88CB4FCZDCD2 #hf 221 h6 ~f beS5-4dcI-h472-562F 723837
P/mangolab.com
ldap-WINZKE  MANGOLAB
1dap~bf 221 hid6 —f be5—4dcI-b472-562192383747. _msdes .mango lab.com
ldapswinZkt .mango lab.comsHANGOLA B
1dap~UINZ2KR
ldap-/win2k8 .mango labh.com
ldapswinZki .mango lab.comsmango lab.com

sWindowssEystend2 >

. Configure the browser settings of the Microsoft Windows Client.

Navigate to Tools > InternetOptions > Advanced in order to enable Integrated Windows
Authentication.

Check the Enable Integrated Windows Authentication check box:



Internet Options ﬁ

| General | Securky | Privacy | Content | Connections | Programs | Advanced |

Settings

[] allow active conbent From ODs to run on My Computer® -
[T allow active content ko mun in Fles on My Compuber®

|| Allow softveare to run or install even iF the signature is in.
|| Block unsecured images with ather mized content

[¥] Check for publisher's certificate revocation

[¥] Check For server certificabe revocation™®

[¥] Check For signatures on downloaded programs

[ oo not save encrypted pages ko disk

|| Empty Temporary Internet Files folder when browser is clc

[¥] Enable Integrated Windows Authentication®

Feable el BrotecCion DD Dl Mikhg.ale onine atbacks®

[¥] Enable native ¥MLHTTE support

|| Emable SmartScreen Fiter
4 H ¥

"Takes effect sfter vou restart Intermet Explorer

Feskore advanced setkings ]

Feset Internet Explorer settings

Resabs Intermet Explorer's sattings ko their default l
conditian,

Feszst, ., |

Yiou should only wse thes iF your browser i inan unusable stake,

| ok || cancel || apply

Navigate to Tools > Internet Options > Security > Local intranet > Custom level... in
order to select Automatic logon only in Intranet zone.



Imtermet Options

Salect a zone o view or change security settings.

@ & v O

Inbermet Local intranet  Trusted sites  Restricted
Sikes

Local imtraret

This zore is for all websiktes that are
Found on your inbranet.,

Security level For this zone
Alowed levels For this zone: &ll
Mediun-low

= Bpprope jsbe fior veshskes on your local nebweork
(intranet)
= Most conbent will be run without prompting you
= Linsigreed & ctivel oontroks will not be downloaded
- Same af Mediunm level without prompts

[ Enabile Probactad Mods (requires restarting Internst Explors:)
Custom bevel,.. | Coef sk vl

Resat all jones o defaul levsl

[ ok ][ coenes || agoly

- @ 8 © X || & CiscoUnified Serviceabllity % | |

Genaral  Securky rFI'M!:y Ic:::m Imm [Prl:n;tus ]Mﬂtﬂ:ﬂ
ﬁﬁ
Securty Setbngs - Local Intranet Zone ﬁ

4 [ [ | "

*Takes effect after you restart Internst Explorar

Resst custom settings

Resst 0. | pach melow (default) = | Reset.. |
Lo || concel |

Navigate to Tools > Internet Options > Security > Local intranet > Sites > Advanced in
order to add the Intrusion Detection & Prevention (IDP) URL to Local intranet sites.

Note: Check all of the check boxes in the Local intranet dialog box and click the Advanced

tab.

Internet Option:

[2=]

- & B cXx ]|¢.¢. Cizen Unified Serviceability |

Genaral | Securlty | privacy | Content | Conrmctions | Programs | advanced

Select & zone bo view or change security settings.

e &« v O

Irtarnet Local ntranat  Trusted sbes Restrictad
it
Local intranet r

This zone i For all webskbes that are e
Frowre om your inbranet,

e

Seourky level lor this zone
Allowed levels for this zone: Al

e diumm-lhaw
l - Apprepriate for veabsites on your local netwerk
< - Uraignad Acthva controls wil rak be downloaded
= Sama as Medium level without promots

{lrdrarst )
= Mast content wil be run without prompting you
[ Enable Protected Mode (requices restarting Inbernet Explores)
[ custom mval., | [ oraue el

Rasst sl zones o defaul leval

[ ok [ concel ][ ok

Lazal intranet

Use the settings betow bo defime which webskes are included in
the local intranst zons,
[ Bkomatically debect intranst retwark
[#] tnchsde all local (intranet) sites nos ksted in other zones
[ Imchsde &l sites that byDass the proy Sorvar
[#] Inchade all netweork paths (LNCs)

Wou can add and remove websites From this zone, Al webskes In
this zone wil use the zone's security ssttings,

Add this websits to Hhe zone:
Webskes: e
| hitps:ff <Hastname of IDP> |

Remere

| Require server varification (hetps: ) For all sites in this zone

Navigate to Tools > Security > Trusted sites > Sites in order to add the CUCM hostnames

to Trusted sites:



Internet Options

T

Smeurky | Privaey | contere | Connections | Progeame | Advanced |

Salact a zone ta view or change sscunty ssttings,

@ & v O

Internek Locel intranet  Trusbed sites  Rastricted
Sims

Trusted sibes
This zore conkains webakas that you
Erust nok bo damage your Comguter oF
vour files,
Yo have websites in this rone
Seouriky leval for this sone
Alcwed bevels For this zore: all

Madiurm

= Prompts before downlosding potenvally ursafe
content

o= - Unsigreed Activel contrels will nok be downkoaded

[ stes ]

|| Enable Protected Mode {requires restarting [nbernat Explorer)

Custom bl , Cranf ik beevnd
Reset al 2ones to def sult level J

Verify

- 822 %0 so-thcom x|

Trusted sites

Yau can add and ramove websites fram this 2one, All wabekes in
this zone will use the zone's securky settings.

Add this wetsibe bo the zone:
| add
ek abes:

httpsyy CUCKML . domalnname.com
hittps: i CUCM2Z.domainname.com

REmorwes

[ Puesquire servar varificstion (https:) for all sites in this zane

and lacal country laws governing impart, axport, transfer and usa. De
with U.5. and local country laws. By using this product you agree to o

This section explains how to verify which authentication (Kerberos or NT LAN Manager (NTLM)

authentication) is used.

1. Download the Fiddler Tool to your client machine and install it.

2. Close all Internet Explorer windows.

3. Run the Fiddler Tool and check that the Capture Traffic option is enabled under the File

menu.

Fiddler works as a pass-through proxy between the client machine and the server and listens
to all traffic, which temporarily sets your Internet Explorer Settings like this:


http://www.fiddler2.com/fiddler2/version.asp

Local Area Network (LAN) Settings 2

- ~

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

|| Automatically detect settings
" luse automatic configuration script

il ‘l i

Froxy server

Usea:rnx?suwfury-mmfrheseset&usmﬂlmtapﬂ?tn
dial-up or VPN connections).

Proxy Settings — E

e —— i ———————

Servers

A . Type Proxy address to use Port

‘*‘ - HTTP: - 8888
T 127.0.0.1 . 8888
FTP: :
Socks:

" |Use the same proxy server for all protocols

' Exceptions

]

Do not use proxy server for addresses beginning with:

<4oopbadk> -

Use semicolons ( ; ) to separate entries.

4. Open Internet Explorer, browse into your Customer Relationship Management (CRM) Server
URL, and click a few links in order to generate traffic.

5. Refer back to the Fiddler main window and choose one of the Frames where the Result is
200 (success):
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If the Authentication type is NTLM, then you see Negotiate - NTLMSSP in the beginning of

the frame, as shown here:

(%) Statstcs | ifs Inspectors | £ AutoResponder | @ Request Buider | [ Fiters | [] Log [ = Timeine

XML

Headers | TextView | WebForms = HexView | Auth | Raw
Wo Proxy-Authorization Header is present.

Authorization Header is present: Negotiate

4E 54 4C 4D 53 53 50 00 O3 00 00 OO0 18 00 18 00
76 00 00 OO0 18 00O 16 00 50 0O 0O OO0 10 00O 10 OO
48 00 00 OO0 10 00 10 OO 58 00 00 OO0 10 00 10 0O
&8 00 OO OO OO0 OO0 OO0 OO0 A3 OO OO0 OO O5 B2 B8 A2
QoS 01 28 oA OO OO OO OF 49 OO0 4E OO S4 00 57 0O

NTLM55P. . . -
Kevsnwwan L

HesssssaXa
h

eelennn L. N.T.W.

€

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.
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