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Introduction

This document answers frequently asked questions about the Cisco VPN 3002 Hardware Client.

Q. Can I upgrade the VPN 3002 Hardware Client and the Cisco VPN software
client using the "client update" option on the VPN 3000 Concentrator? Are
both upgraded the same way?

A. The "client update" feature became available in version 3.0 for the VPN 3002 Hardware Client
and in version 3.1 for the Cisco VPN software client. This feature works differently for the VPN
3002 Hardware Client and the Cisco VPN software client. The "client update" used for VPN 3002
Hardware Clients lets administrators automatically update software/firmware for the VPN 3002
Hardware Clients deployed in diverse locations. The "client update" used for Cisco VPN software
clients lets administrators at a central location automatically notify the client users when it is time
to update the VPN Client software. Action is then required on the part of users to retrieve and
install the newer software.

Q. I recently upgraded the VPN 3002 Hardware Client to version 4.x, and it
continually reboots. (I have DHCP configured.)

A. This issue is specific to 3002-8E models. If the public interface's link is "down" upon boot up,
the unit continuously reboots. This has also been seen to occur with Point-to-Point Protocol over
Ethernet (PPPoE). Refer to Cisco bug ID CSCeb38654 (registered customers only) for additional
details.

Q. Where can I get the latest software revisions for the Cisco VPN 3002
Hardware Client?

//bst.cloudapps.cisco.com/bugsearch/bug/CSCeb38654


   

A. All Cisco VPN 3002 Hardware Clients ship with the most current code, but registered users
may check the Software Download Center (registered customers only) to see if more current
software is available.

For additional information, refer to the latest documentation on the Cisco VPN 3002 Hardware
Client.

Q. What is the difference between the network extension mode and the client
mode for the VPN 3002 Hardware Client?

A. Network extension mode allows the VPN 3002 Hardware Client to present a full, routable
network to the tunneled network. IPSec encapsulates all traffic from the VPN 3002 Hardware
Client private network to networks behind the central-site VPN 3000 Concentrator. Either side can
initiate data exchange. Devices on either side know each other by their actual addresses.

Client mode, also called Port Address Translation (PAT) mode, isolates all devices on the VPN
3002 Hardware Client's private network from those on the corporate network. When the devices
behind the VPN 3002 Hardware Client initiate connections to the network behind the central site
VPN 3000 Concentrator, the VPN Concentrator assigns IP addresses as the connections come
up.

Q. Can the Cisco VPN 3002 Hardware Client do a LAN-to-LAN tunnel to any
device?

A. No, at this time the VPN 3002 Hardware Client can only be used to do tunnel to a VPN 3000
Concentrator (in network extension mode or client mode) and to the PIX Firewall (in client mode,
not in network mode). The VPN 3002 Hardware Client cannot terminate connections from VPN
Clients (software clients). It cannot connect to any third-party devices at this time.

Q. What is the difference between the Cisco VPN 3002 Hardware Client and
the Cisco VPN Client (also known as the "software client" or the "Universal
Client")?

A. The VPN Client has to be loaded on a specific machine and it requires support for the
underlying operating system to make a connection:

Use of the VPN 3002 Hardware Client allows users on any operating system behind the client to
connect to the concentrator without the installation of separate software on individual desktops:

Related Information

IPSec Support Page●

Technical Support - Cisco Systems●

//software.cisco.com/download/home
//www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3002/index.htm
//www.cisco.com/univercd/cc/td/doc/product/vpn/vpn3002/index.htm
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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