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Introduction

This document demonstrates how to configure the Cisco VPN Client 3.x to get a digital certificate.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on a PC that runs Cisco VPN Client 3.x.
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Configure the VPN Client

Complete these steps to configure the VPN Client.

1. Select Start > Programs > Cisco Systems Inc. VPN client > Certificate Manager to launch the
VPN Client Certificate Manager.
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2. Select the Personal Certificates tab and click New.




&5 Cisco Systems ¥PN Client Certificate Manager

Personal certificates identify vou to people and hosts you communicate with and
are signed by a certificate authority.

A certificate authority (CA] is an organization that issues certificates.

Enrollment requests are certificate requests that a CA has yet to approve.

Personal Certificates | C4 Certificates | Enrollment Requests |

Certificate ] Store

Stores: I<AII> H New | Optichs. « |

Import... I Close I

Note: Machine certificates to authenticate users for VPN connections cannot be done with IPsec.

3. When the VPN Client prompts you for a password, specify a password to protect the certificate. Any
operation that requires access to the certificate's private key requires the specified password to
continue.

Certificate Password Protection E x|

Password protecting your certificate provides an
additional level of security. This password is optional.

Casco Sysvems

By choosing to protect your certificate with a password,
any operation that requires access ta the certificate's
private key will require the specified password to
continue.

MNote - File based enrollments require the password
used here to be re-entered when the approved
certificate is imported.

Password:

Confirmation Password:

< Back I Next > I Cancel Help l

4. Select File to request a certificate using PKCS #10 format on the Enrollment page. Then click Next.




Enroliment - Network or File i x|

The enrollment wizard allows you to request a personal
identity certificate from a Certificate Authority (CA).
Cisco Systems

Network based enrollment allows you to connect directly
to a C& over a network connection.
File based enrollment will produce a certificate request

file which you need to submit to your administrator.

Please select the method you wish to proceed with:

Enrollment type:

" Network

.........

< Back I Next > I Cancel Help |

5. Click Browse, and specify a filename for the certificate request file. For the file type, select PEM
Encoded Request File (*.req) and click Save.

21|

Savein: I@ Desktop :J « &5 k% B

4My Documents @ client2.req
b My Computer

s My Metwork Places
cases
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vpn

File name: |client5.req | Save I
Save astype: |PEM Encoded Request File [*req) =] Cancel |
%

6. Click Next on the VPN Client Enrollment page.




Enrollment - File Location | X l

To create an enrollment request file, please select the
type of file you wish to generate.

C1sco SYSTEMS

Contact your network administrator if you are not sure
which encoded file type is required.

. When you select a file extension in the Browse dialog the
associated file type will be selected on this page.

File name: *

IC:'\M y Documentshclient5.req

File type:
(¢ Base b4 encoded [.req)
" Binary encoded [.p10)

* Required Field

< Back Next > | Cancel I Help

7. Fill out the fields on the Enrollment Form.
This example shows the fields:

¢ Common Name = Userl

Department = IPSECCERT (This should match the organizational unit (OU) and the group
name on the VPN 3000 Concentrator.)

Company = Cisco Systems

State = NorthCarolina

Country = US

Email = Userl@email.com

IP Address = (optional; used to specify the IP address on the certificate request )

Domain = cisco.com

Click Next when you are done.
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Enrollment - Form x|

Enter your certificate enrollment information in the fields
provided below.

Cisco SysTems

M Common Name [cn):* IUSEH
Department (ou): IIPSECCERT

Company [o): ICisco Systems
State [st): INorthCaloIina
. Country (c]: IF
w‘ Email [e]: |User1@email.com
J P Address: I
— Domain: Icisco.com

* Required Field

< Back I Next > I Cancel I Help l

8. Click Finish to proceed with the enroliment.

Enrollment - Summary | X| I

This is a summary of the information you have provided for
this certificate enroliment request.

C1sco SysTEms

Select Finish to proceed with the enrollment or Back to
make modifications.

E,n_r_g!lment: File - clienth.req
Certificate Store: Cisco
Common Name: Userl
Department: IPSECCERT
Company: Cisco Systems
State: NorthCarolina
Country: US

Email: Userl @email.com
IP Address:

Domain: cisco.com

< Back I Finish I Cancel Help

9. Select the Enrollment Requests tab to check the request on the VPN Client Certificate Manager.
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Personal certificates identify you to people and hosts you communicate with and
are sighed by a certificate authority.

A certificate authority [C4) is an organization that issues certificates.

Enrolment requests are certificate requests that a Ca has vet to approve.

Personal Certificatesl CA Certificates  Enrollment Requests

Certificate ] Store

Optiohs v |
Impart... I Close |

10.Bring up the Certification Authority (CA) server and the VPN Client interfaces concurrently to submit
the request.
11. Select Request a certificate and click Next on the CA server.
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12.Select Advanced request for the type of request and click Next.
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Choose Request Type

Flease select the type of request you would like to make

© User cerificate request

& Acvanced request

2] Dene

13. Select Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request
using a base64 encoded PKCS #7 file under Advanced Certificate Requests, and then click Next
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Advanced Certificate Requests
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14.Highlight the VPN Client request file, and paste it to the CA server under Saved Request. Then click
Submit.
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Submit A Saved Request

Pasts a basefd encoded PKCS #10 centificate request or PK
server) into the request field to submit the request to the cenific:

#7 renewal request generated by an extemal application (such as awsd
jon authonty (CA)
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15.0n the CA server, issue the identity certificate for the VPN Client request.
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16.Download the root and identity certificates to the VPN Client. On the CA server, select Check on a
pending certificate, and then click Next.

Welcome

You use this web site 10 requast a canificate for your web browsar, a.mail client, or other sacure program. Once you acquire a cenificats, you
will be able to securely dentfy yourself 10 other people over the web, Sign your 6-mall messages, encrypt your e-mail messages, and more
depending upon the ype of certficate you request

Select atask:
€ Retrieve the CA certificate or certficate revocation list
€ Request a centificate
@ Check on a pending cersficate

17.Select Base 64 encoded. Then click Download CA certificate on the CA server.
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18.Select a file to download from the Retrieve the CA Certificate or Certificate Revocation List page to
get the root certificate on the CA server. Then click Next.

Heme

Retrieve The CA Certificate Or Certificate Revocation List
Install this CA certification path to allow your computer to trust certificates issued from this certification authonty
Itis not necessary to manually install mm cate from this cerification authority,
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19. Select Certificate Manager > CA Certificate > Import on the VPN Client , and then select the root
CA file to install the root and identity certificates.
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20. Select Certificate Manager > Personal Certificates > Import, and choose the identity certificate
file.




Import Certificate - Source - - x|

The certificate source identifies where the certificate is
imported from. Additionally, if the certifcate you are.
Cisco SysTems importing is protected b_\_;_ a password, please enter it

.
y ~ Certificate source:

" Microsoft certificate:

(% File:

I Browse I

Import password:

< Back | Nest > l Cancel | Help l
Woeer R
_lf, Look in: |@ Desktop l] « & % B
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File name:  |client_cert.cer | Open I
Files of type:  |.509 DER Files [ der” cer) | Cancel |
4

21.Ensure that the identity certificate appears under the Personal Certificates tab.
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Personal certificates identify you to people and hosts you communicate with and
are signed by a certificate authority.
A certificate authority [C4) is an organization that issues certificates.

Enrolment requests are certificate requests that a CA has vet to approve.

| Personal Certficates | Ca Centficates | Enrollment Requests |

Certificate | Store
Users Cisco
Stores: |<AII> ﬂ New I Options v |

Import... I Close I

22.Ensure that the root certificate appears under the CA Certificates tab.
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Personal certificates identify you to people and hosts you communicate with and
are signed by a certificate authority.

A certificate authority (CA) is an organization that issues certificates.

Enrollment requests are certificate requests that a Ca has yet to approve.

.......................................

Personal Certificates i C& Certificates | Enrollment Requests |

Certificate | Store
ifrahim-pc CA

Stores: |<AII> ZI Options + |
Import... I Close I

Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

When you attempt to enroll with the Microsoft CA Server, it can generate this error message.

Initiating online request

Generating key pair

Generating self-signed Certificate
Initiating online request

Received a response from the CA
Your certificate request was denied

If you receive this error message, refer to the Microsoft CA logs for details, or refer to these resources for
more information.

« Windows Cannot Find a Certificate Authority That Processes the Reﬁ“uest

* XCCC: "Your Certificate Requestyvas Denied" Error Message Occurs When You Request a
Certificate for Secure Conferences

Related Information

 Cisco VPN 3000 Product Documentation
« |IPsec Negotiation/IKE Protocols
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