Configure TLOC Extension Using vM anage
Feature Template
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This document describes how to configure TLOC Extension using vManage feature template.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Use of vManage Feature Template
» Two (2) vEdge devices must be successfully onboarded on vManage

Components Used

The information in this document is based on these software and hardware versions:

» Cisco vManage version 20.6.3
» VEdge 20.6.3

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Network Diagram
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This document assumes you already have the rest of the feature templates configured. The same feature
template workflow applies for Cisco IOS® XE SD-WAN devices.

Create atotal of 4 feature templates to apply to vVEdge device template.

VPN Feature Template

This feature template includes VPN 0O, VPN Interface Ethernet (Primary WAN connection), VPN Interface

Ethernet (Tunnel/NoTlocExt), and VPN Interface Ethernet (TIocExt/NoTunnel):

VPN

Secwe Intemet Gateway (SI1G)

VPN Interface Cellular

WIN Intarface IPsac

WPM Interface PPP Ethernet

VPN Feature Templates

VPN VPN Imerface Bridge
VPN Interface Ethernet VPN Interface GRE
VPN Interface NATRool VPN Interface PPP



Steps to create Feature Templates:

1. VPN 0: Select the specific device value for Transport VPN in basic configuration section and add DNS
server addressin DNS section:

= Clgco vManage () Select Resource Groups Conhguration - Templates i & 0

over D

» » o
Device Type SR 1100 40 MVipesls CELER 1500 4GLTE* (Vipeels OS)LER 1800 60 (vipsela OS1ISR 100X £0 {viesels OSHSR 1100X 60 (Viposls OF)
Tampisie hama S VPO
Descripnon St von0
Basie Configuration NS Adtwoitive OMP 1Pk Rosute e Route Sarvice Sarvice Route GRE Routs IPSEC Route NAT Cisial Rsute Loak
PN @ ¢

Erhance EGW° Kirng @ on o
Eraitie TCP Optimizaton (534 on ot
OMP Astrin Distance 1P e-

Prisary DNG Adbeiis (804 @S- mnmmn
Sacondary DG Addross (1Ped) @-

Hew Host Mapping

Dpmgnsl Hensname Lt of 1P Adchpsaes (Mamimam: 8] Astign

Mo data available

VPN 0 Feature Template Basic Configuration

Add a prefix with specific device values for 2 next hop address (Primary WAN & TLOC-EXT) in IPv4
route section:

& Add Next Hop

VPN 0 Feature Template |Pv4 Route
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Mo data available

VPN 0 Feature Template | Pv4 Route Next Hop

2. VPN Interface Ethernet (Primary WAN Connection): Ensure interface isin no shutdown state. Select
specific device values for interface name, description, and | P address:

= Cisco vManage : t Res & Group= Configuration - Templates

...

Primary WAN Gircuit

Easie Tuneel AT VRRP ACLIGS ARP BOZ X Advanced

L] L

Dyramic O Static

S 1P Addel (]
Mo

Primary WAN Interface Feature Template Basic Configuration

Ensure Tunnel interface is set to ON. Select the specific device value for Primary WAN Color:



& > VPN iRt = Eth o1 2 Sited5_VPN_imerface_Ethernet

Basic Configuration Tunnel MAT VRRP ACL/QoS ARP BO2.1X Advanced
Tunnel Interface @] O on ot
Per-tunnel Gos @~ on off
Restrict (% on off
Groups @

Bord =~ on o]
Maximum Control Connections @~

vBand As Stun Server @~ On Off
Exclude Controller Group List @ -

vianage Connection Preference ;- s

Port Hop @~ on Off
Low-Bandwidth Link @~ on Off

VPN 0 Feature Template Tunnel Interface

Ensure NAT is set to ON for public WAN interface:

B WEN Intertsce Eihemet

Basie Configuration Tunsal NAT WREP ACLIGOS ARP BO21X Advancad

@ | 00
=
Lisis AT ;
s Fien
E F of
Res
NAT Pocd Range End
PORT FORWARD STATIC NAT
Optional Pon Stan Rasge Pert End Rarge Protocet PN Private 0 Action

Mo data available

3l
VPN 0 Interface Template NAT
3. VPN Interface Ethernet (TLOC-EXT/NO Tunnel Interface): Make sure TLOC-Ext interfaceisin no

shutdown state. Select the specific device values for interface, description, and IP address. Ensure Tunnel
interface is set to Off:



t ¥ Sitwd5_TLOC_Ext_WoTusnel

58 1100 GLTE" (Wig 9
Termplate Name Sne35_TLOC_Ewt_NoTunned
Descrigtion s 35 TLOC Extivalinn Tomplats without Tusnsl Cosky

Basic Configuration Tunmel NAT VRRP ACLIG0S ARP 021X Advanced

Dyramic O Statie

Secondary P Address (Maximum: 4) %) Acd
par @
Bk ®~ o5 o
Bandwidih " @
Bandwidih Downstroam -

TLOC-EXT/NO Tunnéel Interface Basic configuration

Add TLOC-Ext interface in Advanced Section:



e ¥ VPN Inter eret » Sie35_TLOC_Ext_MeTunnel

Basie Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1% Advanced

~  ADVANCED

Duplex @

MAC Address @

1P MTU @

PMTL Discovery @~ on Off
Flow Control @~

TCP M35 @

Speed @~

Clear-Dont-Fragment @ On Off
Stang Ingress QoS @~

ARP Timout @

Autonegotiaton [0 Qn o
TLOG Extension @ veoro

Tracker [0

ICMPACMPvE Redirect Disable @ On Off
GRE wnnel source IP [k

Keonnect ()

IP Directed-Broadcast @~ On Off

TLOC-Ext interface

4. VPN Interface Ethernet (Tunnel Interface/No Tloc-ext): Ensure interface isin no shutdown state. Select
the specific device values for interface, description, and |P address:



¢ ¥ pdd Template > VPN Interfage Ethernet

Davice Type ISR 1100 4 OS)ISR 1100 AGLTE* (Viptela OS)ISR 1100 6G (Viptela OS)ISR 1100X 4G (Viptela OSLISR 1100X 6G (Viptela 0S)
s Marme Site35_Tunael_NoTIaxEx!
Drascription Site 35 TLOG Tunnel Configuration Mo TLOG-Ext

Basic Cenfiguration Tunmel MNAT VRRP ACL/QoS ARP 802.1% Advanced

Shutdown i~ Yes O Mo
Interface Name (121 Jof
Dascription s fad aerlace. de |

() Dynamic ) Static

ne -

Secondary IP Address (Maximum: 4) (+) Add

DHCP Helper (&

Tunnel Interface/No Tloc-ext Basic configuration

Ensure tunnel interface is set to ON. Select the specific device value for Tloc-Ext color:

Feature Template » Add Template * VPN Intarface Ethernet

Tunnel MNAT VRRP ACL/QoS ARP 802.1X Advanced

Tunnel Interface [ QO on Off
Per-tunnel Qos @~ On Off
Color [
Restrict @~ On Off
Groups @ -
Border @~ On Off
Maximum Contral Connections @ -
vBond As Stun Server @~ On Off
Exclude Controller Group List @ -
wManage Connection Preference @~
Port Hop @~ On Off

Low=Bandwidth Link @ e On Off



Tunnel Interface
Device Template

Steps to create the device template:

1. Create the device template from featur e template:

= Cisco vManage select Resource Groups Configuration - Templates

D

), Search
to Tomplate -

From Feature Template
CLl Template

Mame Descrigiion Type Device Model  Device Role Rescurce Group Feature Tempisies Dirat Mode Devices Atiached Updated By Last Updated

No data available

Device template from Feature Template
2. Populate all the required feature templates:

@

Baslc IMormation Transpart & Managemant VPN Sarvice VPN Callular Additional Templates

Total Rows: 0 £ o}

Temgilste Staius

Basic Information

Systom * Site35_System Additional System Templates
Logging® Sited5_Logging

NTR Sitad5_NTP

L) Sited5_AAA - BfG " Sie35_BRD - aMP Site35_OMP
Security * Site35_Sesuriny

Device Template details with feature templates basic configuration



= Cisco vManage o Select Resource Groug

Configuration - Templates

Basic Information Transpon & Managoment VBN Sorvice VPN Callular Additional Tempiates

VPND * Site8_VEND - Additional VPN 0 Templates
VPN Interiace Site35_VPN_intariacs_Etheraet -

VPN Interince Sibe35_TLOG_Ext_NaTunnel -

VEN Intarface Sibe35_Tunnel_MoTloxExi -

VPN B Sibe35_VPNE12 - Additional VPN 512 Templates

Device Template detail s with feature templates Transport and Management

3. Attach both devices to the device templ ate:

= Cisco vManage . Select Resource Group » Configuration - Templates ] & O

@ -

T Search
Sitn5_FestumTompists Toerglate used ... Featurn ISR 1100 GLTE" (Vipsels 05) SOWMON Cdgs  giobal 12 Dirabied o sdirmin 28 0l 2032122 I Syne
:;:hbwlnu
Seaca:
Attach devices to templates
4. Move both devices from available devices to selected devices tab:
X
Attach Devices
Attach device from the list below 2 lterns Selected
Available Devices Selected Devices Select All
All = O Search Y All = (O Search Y
Mame Davice IP Nama Dovice IP
vEdge 10101007
vEdge 10.10.10.19

Gansel

Move devices from available to selected



5. Enter all the required details for both devices:

Site35 vEdgel

Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System P

Hostname

MName(vpnO_name)

Address(primary_WAN_next hop)
Address(tlocext_nexthop)

Interface Name(interface_tunm_notlocext)
Description(interface_description_tunn_notlocext)
IPv4 Address(interface_ip_tunn_notlocext)
Color{tlocext_color_value)

Interface Name(TLOC_NoTunnel_Interface)
Description(TLOC_MNoTunnel_lnterface_Description)
Py4 Address(TLOC_NoTunnel_Interface_IP)
Interface Namelprimary_wan_interface)
Deseription({primary_wan_interface_description)
IPv4 Address(primary_wan_interface_IP)
Color(primany_WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID(system_site_id)

Generate Password

Update values 1

Site35 vEdge2

complete

ISR1100-4GLTEGB-FGL2347LHTE

10.10.10.17

vEdge

Transport

10.201.237.1

192.168.30.5

ged/1

Tunnelinterface_NoTLOCExt

192.168.30.4/24

private2

geli2

TLOC_NaTunnelinterface

192.168.40.4/24

9e0/0

Primary WAN connection

10.201.237.120/24

privatel

Sited5_vEdgel

10.10.107

35




Update Device Template

Variable List (Hover over each field for more information)

Status

Chassis Number

System IP

Hostname

Name(vpn0_name)

Address(primary_\WAN_next hop)
Address(tiocext_nexthop)

Interface Mame(interface_tunn_notlocext)
Description{interface_description_tunn_notlocext)
IPvd Address(interface_ip_tunn_notlocext)
Coloritlocext_color_valug)

Interface Mame(TLOC_MoTunnel_interface)
Description(TLOC_NoTunnel_Interface_Description)
IPv4 Address{TLOC_NoTunnel_interface_IP)
Interface Mame(primary_wan_interface)
Description(primary_wan_interface_description)
IPva Addressiprimary_wan_interface_IP)
Color(primary_\WAN_color_value)
Hostname(system_host_name)

System IP(system_system_ip)

Site ID{system_site_id)

Generate Password

Update values 2

complete
ISR1100-4GLTENA-FGL2347LJ1G
10.10.10.19
vEdge
Transport
10.201.237.9
192.168.40.4
gedf2
Tunnelinterface_NoTLOCExt
192.168.40.5/24
private] w
gelf1
TLOC_NoTunnellnterface
192,168.30.5/24
ge0fo
Prirmary WAN connection
10.201.237.66/24
private2 v
Site35_vEdge2
10.10.10.19

35

Update Cancel

6. Verify the values selected are intended for these devices:

Site35 vEdgel




= Cisco vManage

Device Tempiate
Fhed5_FeatureTomplate

D st (Total: 2 dovicas)
FierfSomrch

1528 100- SOLTEMA-FILESATLIND
agelhDInI019

Conbgure Device Rolback Timer

IR EIE L]

Configuration preview 1

Site35 vEdge2

() Select Resource Groupw

allowsservice sshd

o allov-ssrvice netoont
no allow-service ntp

o allov-service aspt

e allov-service stes
#llow-pervice huips

!

no adutdown

ip rowts 0.0.8.040 10.201.737.1 1

]
vpn 813
]

= CiscovManage () Select Ressurce Groups

Device Temgiabe
5ite35_FeaturaTemplate

Dwwica list [Totol: 2 devices)
FinaifSasch

ERI100-AGLTLGE-FOLTIATLITS
g2, 10,1017

Contgure Dwvice Boltack Tmar

Configuration preview 2

allowessrvice sshd

o allovemarvice netoont
o allov-marvice nep

6 allev-sesvice apt
o aliew-sesvice stun
sllou-service Mips

]

20 mhutdoem

p roure 8.0.0.0/8 19, 203.337.1 1

P 312

Configuration - Templates

£|%(8|8|8|8 2(B|8|5 82 z|ex|ne|aln]e2|nn|s|nn|e(n]n|=||s|a

HEHBEHEEEEEHENEE S E B BB A0 B BB EE C EE]

HEEE

HEE

g

g

allowssarvice sshd
no allow-pervice netsoaf

o
no allow-service ospé
ne allow-ssrvice suun
sllov-garvice hutps

cw-service ntp

no sbetdown

ip rosts 0.0.0.0/0 10.381.237-1 8

wpn 513

6. Finally, push these configuration to the device:

allovessrvice sahd
no allow=service netoont
no. allow-service ntp
no allew-servics aspt
fo allow-service stus
allov-garvice Mips
'
no shutdom

ip reute 0.0.0.4/0 10.381.257.3 1

wa 813
[l



Configure Devices

Committing these changes affect the configuration on 2 devices. Are you sure you want to proceed?

Confirm configuration changes on 2 devices.

Confim configuration

The next output captures the running configuration for vpn 0 once template is pushed successfully:

Site35 vEdgel

Site35_vEdgel# show run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.120/24
ipv6e dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color privatel
max-control-connections 1
no allow-service bgp
alTlow-service dhcp
allow-service dns
alTlow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

1

no shutdown

1

interface ge0/1
description TunnelInterface_NoTLOCExt
ip address 192.168.30.4/24
tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
alTlow-service dhcp
allow-service dns
alTlow-service icmp



no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/2
description TLOC_NoTunnelInterface
ip address 192.168.40.4/24
tloc-extension ge0/0

no shutdown
|

ip route 0.0.0.0/0 10.201.237.1
ip route 0.0.0.0/0 192.168.30.5
|

Site35_vEdgel#

Site35 vEdge2

Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2#
Site35_vEdge2# sh run vpn 0
vpn 0

interface ge0/0

ip address 10.201.237.66/24
ipv6 dhcp-client

nat

!

tunnel-interface
encapsulation ipsec

color private2
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown

|

interface ge0/1

description TLOC_NoTunnelInterface
ip address 192.168.30.5/24
tloc-extension ge0/0

no shutdown

|

interface ge0/2

description TunnelInterface_NoTLOCExt



ip address 192.168.40.5/24
tunnel-interface
encapsulation 1ipsec

color privatel
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0 10.201.237.1

ip route 0.0.0.0/0 192.168.40.4
|

Site35_vEdge2#

Verification

1. The template is successfully attached to both devices:

Pussh Foature Template Confguration | initiated By: admin  Frome 103422728

Brevice Mode: Haprame Synoem © R WManage IP

Template push success

2. Control connection is up viaPrimary WAN and TLOC-Ext Interface:



Control connection verification 1

PEER CONTROLLER
s ol

Control connection verification 2

Use Cases

Depending on local site design, TLOC Extension can also be implemented using L2 or L3 TLOC
Extension.

1. L2 TLOC Extension: These extensions are in same broadcast domain or in same subnet.

2. L3 TLOC Extension: These extensions are separated by a L3 device and can run any routing protocol (is
only supported on Cisco |IOSXE SD-WAN devices)



Note: Seethe TLOC Extension section in the WAN Edge Deployment chapter of Cisco SD-WAN
Design Guide.

Limitations

e TLOC and TLOC extension interfaces are supported only on L3 routed interfaces. L2 switchports/SVIs
cannot be used as WAN/Tunnel interfaces and can only be used on the service side.

e LTE alsoisnot used asa TLOC extension interface between WAN Edge routers.

e | 3TLOC extension isonly supported on Cisco IOSXE SD-WAN routers and they are not supported on
vEdge routers.

e TLOC extension does not work on transport interfaces which are bound to loopback tunnel interfaces.

Related I nfor mation

» Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

