Perform a Packet Capture on SD-WAN vM anage
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This document describes how to do a Packet Capture on a Cisco SD-WAN vManage.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

*» Cisco Software-defined Wide Area Network (SD-WAN)
» Packet analyzer

Components Used

This document is based on these software and hardware versions:
* vManage 20.9.4

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Background information contains the explanation of what is the Packet Capture feature on a vManage, the
benefits to use this tool and the number protocols that can be used to filter the interested traffic.

The Packet Capture on the vManage allows to capture and analyze packet traffic on the SD-WAN network.
Here are some important benefits to use thistool:

Problem Diagnosis. Packet capture is a valuable tool for troubleshooting network problems. This can be
used to analyze packets and determine the cause of performance, latency, or packet |0ss issues.

Filtering and Selective Capture: vManage allows you to configure filters to capture only relevant traffic,
which reduces the load on the network and makes it easier to analyze specific packets.

Security: Thisfeature can be used to identify malicious traffic patterns or suspicious activity on the network.



Decimal Initials Protocol RFC
1 ICMP Internet Control Message Protocol RFC 792
2 IGMP Internet Group Management Protocol RFC 1112
4 IP IP en IP (encapsul acion) RFC 2003
6 TCP Transmission Control Protocol RFC 793
8 EGP Exterior Gateway Protocol RFC 888
9 IGP Interior Gateway Protocol

17 UDP User Datagram Protocol RFC 768
41 IPv6 Encapsulacion IPv6 RFC 2460
47 GRE Generic Route Encapsulation

50 ESP Encapsulating Security Payload RFC 2406
88 EIGRP EIGRP

89 OSPF Open Shortest Path First RFC 1583
112 VRRP Virtual Router Redundancy Protocol RFC 3768
Procedure

Step 1. Navigate to Monitor > Devices.
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Step 2. Filter the device and click on the blue letters.



Note:

For 20.8.x and older releases bidirectional option is not present. Therefore, there are two scenarios
to use packet capture feature:

Unidirectional: If SourcelP, Destination IP, or both are filtered, the packets are captured only in
one direction (from source to destination).

Bidirectional: If none of Traffic Filter options are used, the packets are captured in both directions.

For 20.9.x and later releases. Bidirectional option is present in these versions. Therefore, if Source
| P, Destination I P, or both are filtered, the direction can be selected as Unidirectional or
Bidirectional.
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Step 3. Navigate to Security Monitoring > Troubleshooting.
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: For this document the protocol 17 (UDP) was selected but you can use the protocol needed, to do
this please refer to the list of the most important protocols on this document.
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Step 7. Once you have al the needed values to do the capture click on Start.

Start

Step 8. The vManage then starts to capture the packets with the filters specified, you can stop it as soon as
you get enough packets sent.
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Packet Capture In Progress

Packet Capture will stop:
- In 4:54 Minutes, or

- 5-MB file is downloaded, or

o Click to stop packet capture

Step 9. Wait the vManage to prepare the file to be downloaded.
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Preparing file to download

A Don't refresh or navigate away
from this page.

Step 10. Then Download the Packet Capturefile.



File ready
Click here to download
(105.54 KB)

Step 11. The capture is now on your files, open it with a Packet analyzer suck as Wireshark.



120% 57

TEL ¢832821d-0795-4becd-8eSb-a...cd_B8eSb_abl4e6alf7df.pcap Q
s | Completed — 103 KB

Asyou can see, thereisalot useful information that the capture can give, here the UDP packets were
captured as expected.
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When you open the UDP packet you see the information contained on it.
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On frame information you can see information such Arrival Time, Coloring Rule Name, Coloring Rule
String.



Frase 34: 168 bytes om wire (1344 bits), 168 bytes captured (1344 bits)
Encapiulation type: Ethernet (1)
[Arrival Time: Oct &, 2833 88:39:21.681956888 C5T)
[TEme shift for tRis packen: 0. 0DDROGOQR seconds]
Epoih Time: 1690833161, 831950808 seconds
[Time delta from previows captured frase: 8.20900000@ seconds)
[Time delta from previows didplayed Trase: O, 000000089 seconds]
[Time since reference or first frase: 1.@811081888 seconds]
Frase Musher: 34
Frame Length: 168 bytes (1344 bits)
Capturg Lemgth: 188 bytes {1344 bits)
[Frame i4 marked: Falie]
[Frame is ignored: False]
[Pratocols in Trase: ath:ethertype: Lp:edp:datal
(Coloring Fule Mame: UDP)
[Colaring Fule String: wdal

Y ou can see also the Source, Destination | P addresses such as the Source and Destination ports that you set
previously.

Ethernet II, Src; Wware bd;ca:Zb (0958 50:b0;cazdk), Dut: VWeare B 60 bb (09 50: 538 b3 67 bh)
D imaties: Vealre BF G708 (0850086360 bb)
Aodressr Yeare bhIcEf bbb (80580 561E31610h)
werr valy gmme vome sase vons ® LG Bit: Globaily unique sddress (Tsctory defsuit]
....... B oicae sase sass sasa = IG BET: Indlvidual sddeeis (usicaicd
Sgurce! Vesare _b3icarlp (850155 b3zcar b
Adfrois: Yeware bl;ca:Th (0:58; S0:00;ca:2b]
amns sale saae sams sass seas ® LG BETE Globally uaigus sddress [Teactory defTaulil
asss aasl sass sase sass saas B IO Bty Individual asddress {unicast)
Type: IPvd [Rx0E09)
Isiternet Pratocol Merglea 4, |Sre: 172.12.0.177, Dae: 17F.12.2.95 |
el ... ® Yersion: 4
vene BEBL = Hegder Lesgths 29 byteds (5)
Gifferentisted Services Fileld: dacl (OSCP: (56, ECM: Rat=ELT)
Total Lengthi 154
Edent if Loat fon; Sxiidsd (@)

BlB. .... = Flags: BxY, Doa't 1ragaent
woall PE00 2900 0 = Frapeent Offzeic @
l 1 H |

Protsial: UOF {17)
Meader Checksum: Bxleds [walidation disabled]

r k 1 : il ied]
e Address: §172.1F.1.177

T AL R AUl TRk WL e ilidsdy FF

Length: 134
Checksus: @oBbdd [rero-value igrared]
[Stress dndex: 4]
[Timestamps]
0P payload (126 Bytes)
Data (126 bytes)

Datas: al@@191008111cbifeRb0nnldannTRLELERL6C2eTITICI6] 26C V50 clde )R bABA400 1T,
[Lemgth: 12%]

Related | nfor mation



Cisco vManage How-Tos for Cisco |0S XE SD-WAN Devices



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-xe-book/m-troubleshooting.html

