Deploy a CSR1000v/C8000v on Google Cloud
Platform

Contents

Introduction
Prerequisites
Requirements
Components Used
Backaround I nformation
Project Setup
Step 1. Ensure aValid and Active Project for the Account.
Step 2. Create aNew VPC and Subnet.
Step 3. Virtual Instance Deployment.

Verify Deployment

Connect Remotely to the New Instance
Log in to CSR1000v/C8000v with Bash Terminal
Log in to CSR1000v/C8000v with PUTTY
Log in to CSR1000v/C8000V with SecureCRT
Additional VM Log in Methods
Authorize Additional Usersto L ogin to CSR1000v/C8000v in GCP

Configure a New Username/Password

Configure a New User with SSH Key

Verify Configured Users on Log in to CSR1000v/C8000v
Troubleshoot

If the "Operation Timed Out" Error Message is Displayed.
If a Password is Required

Related Information

| ntr oduction

This document describes the procedure to deploy and configure a Cisco CSR1000v and Catalyst 8000v
(C800v) on Google Cloud Platform (GCP).

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* Virtualization technologies/ Virtual Machines (VMs)
» Cloud Platforms



Components Used

The information in this document is based on these software and hardware versions:

» An active subscription to Google Cloud Platform with a project created

GCP console

GCP marketplace

Bash terminal, Putty, or SecureCRT
Public and private Secure Shell (SSH) Keys

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

From 17.4.1 onwards, the CSR1000v becomes C8000v with the same functionality but new features added
such as SD-WAN and Cisco DNA licensing. For further reference, please verify the official products
datasheet:

Cisco Cloud Services Router 1000v Data Sheet

Cisco Catalyst 8000V _Edoge Software Data Sheet

Therefore, this guide is applicable for the installation of both CSR1000v and C8000v routers.

Project Setup

% Note: At the moment this document is written, new users have 300USD of free credits to fully explore
GCP as Free Tier for one year. Thisis defined by Google and it is not under Cisco control.

% Note: This document requires the creation of public and private SSH keys. For additional information,
please refer to Generate an Instance SSH Key to Deploy a CSR1000v in Google Cloud Platform

Step 1. EnsureaValid and Active Project for the Account.

Ensure your account has a valid and active project, these must be associated with a group with permissions
for Compute Engine.

For this example deployment, a created project in the GCP is used.

% Note: To create anew project, please refer to Create and manage projects.

Step 2. Create a New VPC and Subnet.

Create anew Virtual Private Cloud (VPC) and a subnet that must be associated with the CSR1000v
instance.


https://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-series/data_sheet-c78-733443.html
https://www.cisco.com/c/en/us/products/collateral/routers/catalyst-8000v-edge-software/datasheet-c78-744101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://cloud.google.com/resource-manager/docs/creating-managing-projects

It is possible to use the default VPC or a previously created VPC and subnet.

In the console dashboard, select VPC network > VPC networ ks as shown in the image.

# Home >

NETWORKING

32 VPCnetwork E >

iia Network services > External IP addresses

Firewall

#}  Hybrid Connectivity >
Routes

=  Network Service Tiers VPC network peering

©  Network Security y  Shared VPC

Serverless VPC access

.'.i':* Network Intelligence »
Packet mirroring

Select Create VPC Network as shown in the image.

S — R,
n VPC network VPC networks C REFRESH

B  VPCnetworks

Name 4 Region Subnets MU @ Mode IP address ranges Gateways Firewall Rules

[§  External IP addresses w default 24 1460 Auto - 22
& Firewall us-centrall default 10.128.0.0/20 10.128.0.1
surope-west] default 10.132.0.0/20 10.132.0.1
9%; [Houtes ug-west! défault 10.138.0.0/20 10.138.0.1
4 VPC network peering asia-east1 default 10.140.0.0/20 10.140.0.1
b4 Shared VPC us-east] default 10.142.0.0/20 10.142.0.1
asia-northeastl default 10.146.0.0/20 10.146.0.1
& Serverless VPCacoess asia-southeast] default 10.148.00/20 10.148.0.1
.m, Packet mirroring us-eastd default 10.150.0.0/20 10.150.0.1

australia-southeast1 default 10.152.0.0/20 10.152.0.1



% Note: Currently, CSR1000v is only deployed in the us-central region on GCP.

Configure the VPC name as shown in the image.

&  Create a VPC network

Name * {

CSr-vpc

Lowercase letters, numbers, hyphens allowed

Description

Configure the subnet name associated with the VPC and select region us-central 1.
Assign avalid I P address range within the us-centrall CIDR of 10.128.0.0/20. as shown in the image.

Leave other settings as default and select create button:

Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the
subnets. Learn more

Subnet creation mode
(® Custom
) Automatic

New subnet

MName *
csr-subnet

Lowercase letters, numbers, hyphens allowed
Add a descriplion

Region *
us-centrall

IF address range *
10.700.1.0/24



%‘ Note: If "automatic" is selected, GCP assigns an automatic valid range within the region CIDR.

Once the creation process finishes, the new VPC appearsin the VPC networ ks section as shown in the
image.

VPC networks CREATE VPC NETWORK C REFRESH
Name I Region Subnets MTU e Mode IP address ranges Gateways
w Ccsr-vpc 1 1460 Custom
us-centrall csr-subnet 10.10.1.0/24 10.10.1.1

Step 3. Virtual Instance Deployment.

In Compute Engine section, select Compute Engine > VM instances as shown in the image.

ﬁ- Home >
COMPUTE

A . VIRTUAL MACHINES
- App Engine >

{£} Compute Engine X

Instance templates
@ Kubernetes Engine > Sole-tenant nodes
Machine images
I] Cloud Functions
TPUs
}> CrandiRun Migrate for Compute Engine
o"i___T-l VMware Engine Committed use discounts

Once inthe VM dashboard, select the Create | nstance tab as shown in the image.



EE:F Compute Engine VM instances (R CREATEINSTANCE ) & IMPORTVM (! REFRESH

Virtual machines ~

INSTANCES INSTANCE SCHEDULE

B VMinstances WM instances are highly configurable virtual machines for running workloads on Google

infrastructure. Learn more
[El  Instance templates

Use GCP marketplace as shown in theimage, in order to display Cisco products.

& (Create an instance

To create a VM instance, select one of the options:

New VM instance

Create a single VM instance from scratch

New VM instance from template

Create a single VM instance from an existing
template

@ New VM instance from machine image

Create a single VM instance from an existing
machine image

Marketplace
Deploy a ready-to-go solution onto a VM instance




In the search bar, type Cisco CSR or Catalyst C8000v, choose model and version that fits your
requirements and select L aunch.

For this example deployment, the first option was selected as shown in the image.

"F," Marketplace 0, car 1000y

Marketplace » Tesr 1000w 3 Virtual machines

= Filler Type o filter

EEITE‘QQ'I? )
Compute {4}
Mabworking {7
Tlﬂ,‘.lE

‘irtual machines %]

Virtual machines

7 results

atfuen]n,
cisco

afiar]n
CISCOD

atfuan]n,
CISCO

atfuen]n,
CISCO

Cisco Cloud Services Router 1000V (CSR 1000V)
Cisco Systems
Thix Bring Your Own Licenze (BYOL) of Cizco Cloud Servces Router (CSR1000V) delivers ent

Google Compute Platform. This software supports all the four C5R Techrology packages. Tt
enables enterprise IT (o deploy the same enterprise-clags networking services in the cloud th

Cisco Cloud Services Router 1000V - 16.12 - BYOL
Clsco Systems
The Bring Your Own License (BYOL) of Cisco Cloud Services Router (CER1000V) defivers ent

Google Compute Platform. This software supporis all the four C5R Technology packages. Th
enabbes enferprise IT o deploy the Same enterprise-class networking services in the cloud tk

Cisco Cloud Services Router 1000V - 17.2.1r - BYOL
Cisco Systems

The Bring Your Own License (BYOL) of Cizco Cloud Services Router (CSR1000V) delivers ent
Google Compute Platform. This softwane supports all the four CSR Technology patkages. T
enables enterpise IT to deploy the same enterprise-class networking services in the cloud t

Cisco Cloud Services Router 1000V - 17.3 - BYOL
Cisco Systems
Thi Bring Your Own License (BYOL) of Cisco Cloud Services Router (CSR1000V) delivers ent

Google Compute Platform. This software supports all the four C5R Technology packages. Tt
enables enterprise IT 1o deploy the same enterprise-class networking services in the cloud th



¥ Marketplace Q catalyst 8000v X

Marketplace » “catalyst 8000v edge software - byol® » Virtual machines

= Filter Type to filte Virtual machines
Category ~
1 result
Compute (1)
) Catalyst 8000V Edge Software - BYOL
Metworking n ' ||| ,lI I

Cisco Systems

CIsCO

Az part of Cisco's Cloud connect portfolio, the Bring Your Own License (BYOL) version of C
Type B8000V) delivers the maximum performance for virtual enterprise-class networking service

the Catalyst 8000V (CB00OV) DNA packages and supperts the high-performance versions
Virtual machines 5 ]

% Note: BYOL standsfor “Bring Y our Own License”.

% Note: Currently, GCP does not support Pay AsYou Go (PAY G) model.

GCP requires to enter the configuration values that must be associated with the VM, as shown in the image:

A username and SSH public key is required to deploy a CSR1000v/C8000v in GCP as shown in the image.
Please refer to Generate an Instance SSH Key to Deploy a CSR1000v in Google Cloud Platform if the SSH
keys have not been created.



https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html

& New Cisco Cloud Services Router 1000V (CSR 1000V)

Deployment name

cisco-csr-1000v-23

Instance name

csr-cisco

Username

cisco

Instance SSH Key
ssh-rsa AAAAB3NzaC1ycZEAAAADAQABAAABQQCY01XkfpuBgg5QR69RsG1QN

Zone

us-central1-f -

Machine type

4 yCPUs v 15 GB memory Customize

Boot Disk
Boot disk type

Standard Persistent Disk -

Boot disk size in GB

10

Select the VPC and subnet created before and choose Ephemeral in external P, in order to have a Public IP
associated with the instance as shown in the image.

After thisis configured. Select the launch button.



Networking
Network

csr-vpc s

Subnetwork

csr-subnet (10.10.1.0/24) v

External IP

Ephemeral -

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet
+v" Allow TCP port 22 traffic
v" Allow HTTP traffic
Allow TCP port 21 traffic

A% Note: Port 22 is needed to connect to the CSR instance via SSH. The HTTP port is optional.

Once the deployment is completed, select Compute Engine> VM instancesin order to verify that the new
CSR1000v was deployed successfully as shown in the image.

VM instances ] CREATE INSTANCE & IMPORT VM (! REFRESH START / RESUMIE STO¥
— : _ X Columns ~
Name ~ Zone Recommendation Inuse by Internal IP External IP Connect
csr-cisco us-central1-f 10.10.1.2 (nic0) — SSH ~

Verify Deployment
Connect Remotely to the New Instance

The most common methods to log in to a CSR1000v/C8000V in GCP are the command linein a Bash
terminal, Putty and SecureCRT. In this section, the configuration needed to connect with the previous
methods.

L og in to CSR1000v/C8000v with Bash Terminal

The syntax needed to connect remotely to the new CSRis:

<#root>



ssh -i private-key-path usernane@ubl i cl Paddress

Example:

<#root>

$

ssh -i CSR-sshkey <snip>@X. X. X. X

The authenticity of host 'X.X.X.X (X.X.X.X)' can't be established.

RSA key fingerprint is SHA256:c3]sVDEt68CeUFGhp91rYz7tU07htbsPhAwanh3feC4.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added 'X.X.X.X"' (RSA) to the 1ist of known hosts.

If the connection is successful, CSR1000v prompt is displayed

<#root>

$

ssh -i CSR-sshkey <snip>@X. X. X. X

csr-cisco# show version

Cisco I0S XE Software, Version 16.09.01

Cisco I0S Software [Fuji]l, Virtual XE Software (X86_64_LINUX_IOSD-UNIVERSALK9-M), Version 16.9.1, RELEA
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 17-Jul-18 16:57 by mcpre

Login to CSR1000v/C8000v with PUTTY

To connect with Putty, use the PUTTY gen application in order to convert the private key from PEM to PPK
format.

Please refer to Convert Pem to Pok File Using PUTTY gen for additional information.

Once the private key is generated in the proper format, you have to specify the path in Putty.
Select the Private key file for authentication section in the auth option of the SSH connection menu.

Browse to the folder where the key is stored and select the created key. In this example, the images show the
graphical view of the Putty menu and the desired state:


https://www.puttygen.com/convert-pem-to-ppk

L ™ |

Category:
. i Keyboard M Options controlling S5H authentication
. Bell
- Features Display pre-authentication banner (SSH-2 only)
= Window [] Bypass authentication entirely (SSH-2 only)
. .n'-"-.ppea.ran::e Authentication methods
- Behaviour
‘.. Translation Attempt authentication using Pageant
.. Selection [ ] Attempt TIS or CryptoCard auth (S5H-1)
... Colours Attempt "keyboard-nteractive” auth (55H-2)
- Connecti
- ??BZ,[:H Authentication parameters
Proy [ ] Allow agent forwarding
Telnet [ ] Allow attempted changes of usemame in S5H-2
Rlogin Private key file for authentication:
E' S_SH Browse...
Host keys
Cipher
- Auth
%11
- Tunnels W
About Help Open Cancel



B PuTTY Configuration ? >
Categary:
- Session A~ Options controlling S5H authentication
: : ) . - - =
= Terminal ] Display pre-authentication banner (SSH-2 only)
| | Keyboard [[] Bypass authentication entirely (S5H-2 only)
|:3 Window 7] Attempt authentication using Pageant
- Appearance ] Attempt TIS or CryptoCand auth (SSH-1)
- Behaviour ] Attempt “kevboard interactive™ auth (SSH-2)
- Translation L
- Selection Authentication parameters
L Colours ] Alow agent forwarding
=+ Connection ] Alow attempted changes of usemame in SSH-2
- Data Private key file for authentication:
-y C:\Users st sshkey2_ppk ppk | | Browse...
- Telnet
= 55H
o Kt
- Host keys
- Cipher
Bhdh v
About ||  Helo Open | Cancel

Once the proper key is selected, return to the main menu and use the external |P address of the CSR1000v
instance to connect via SSH as shown in the image.



B2 PuTTY Configuration ?

Category:

= Session s Basic options for your PuTTY session

Specify the destination you want to connect to
Host Mame (or I[P address) Port

Bell | 22

.. Features Connection type:
= Window (OJRaw () Telnet () Rlogin (®SSH () Serial

earance
gzﬁavinur Load, save or delete a stored session

‘.. Translation Saved Sessions
-- Selection

e Colours :
; Default Settings
= Epnnectiun —

Save

- Telnet Delete

Close window on exit:
Host keys (O Mways () Never (8 Only on clean exit

About Help Open Cancel

% Note: Username/password defined in the SSH keys generated are requested to log in.

<#root>
log in as:

ci sco

Authenticating with public key "imported-openssh-key"
Passphrase for key "imported-openssh-key":

csr-cisco#



Login to CSR1000v/C8000V with SecureCRT

Secure CRT requires the private key in PEM format, which is the default format for the private keys.
In Secure CRT specify the path to the private key in the menu:

File > Quick Connect > Authentication > Uncheck Password > PublicKey > Properties.

The image shows the expected window.

Quick Connect o

Protocol: SSH2 W

Hosthame:

Port: 22 Firewall:  MNone "

Lsername:

Authentication

[ ] Password Y Properties...

Publickey

| Keyboard Interactive ¥
GSSAPI
[ ] show quick connect on startup [ ] save session

Cpen in a tab

Connect Cancel

Select Use session public key string > Select Use identity or certificate file > Select ... button > Navigate
to the directory and select the desired key > Select OK as shown in the image.



Ci 1kl K -\"i':'l $1

) Use global publc key setting (@) Use session publc key settng
Saaan S NS
W) Uise ideniity or certificate e

Cii\Users N, sch ooy 2

() Use a cernficate from your personal CAPL store of 8 PECS &11 pravader DLL
CAPT

=Try all certificatess

Gut usemame from certificate: | Common Name

B Use cartificabe as raw SSHZ key (server doss not support 3. 509)

FirQenpaint:

SHA- 2 el:B2: 1d:a8:6 745 0eba 96 3 1 12: 74 2880 1a:dh: FadhE: G 6 Top9: B 5o % 65 0d: 3-
SHA-1: 790813800 00: 57:ma :40-6b: 5 B4:bb: 03 d3:d 1:99:63: 70:a3
MDS: da-82-5e: 30-F8: 22-acalo08: 18: 71: Te:fade: 3063

£ F

Create [dentity Fée... = Upload | ExportPubbcKey...  Change Passphrase...

Finally, connect to the external IP of the instance address via SSH as shown in the image.



Cuick Connect oo
Protocol: SSH2 o
Hostname: |
Port: 22 Firewall:  MNone >
Username:
Authentication
Publickey i Properties...
Keyboard Interactive
GSSAPI -
[ ] Password
[ ] 5how quick connect on startup [ ]save session
Open in a tab
Connect Cancel

% Note: Username/password defined in the SSH keys generated are requested to log in.

<#root>
csr-cisco#

show | oggi ng

Syslog logging: enabled (0 messages dropped, 3 messages rate-limited, O flushes, 0 overruns, xml disabl

No Active Message Discriminator.

<snip>

*Jan 7 23:16:13.315: %SEC_log in-5-Tog in_SUCCESS: Tog in Success [user: cisco] [Source: X.X.X.X] [Toca
csr-cisco#



Additional VM Login Methods

% Note: Please refer to Connect to Linux VMs using advanced methods documentation.

Authorize Additional Usersto Login to CSR1000v/C8000v in GCP

Once logged in to the CSR1000v instance is successful, it is possible to configure additional users with
these methods.

Configure a New User name/Password

Use these commands to configure a new user and password.

<#root>

enabl e
configure term na
user nane <usernane> privilege <privilege |evel > secret <password>

end

Example:

<#root>
csr-cisco#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
csr-cisco(config)#

csr-cisco(config)#

usernane cisco privilege 15 secret cisco

csr-cisco(config)#

end

csr-cisco#

A new user isnow able to log in to the CSR1000v/C8000v instance.


https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

Configurea New User with SSH Key

In order to get access to the CSR1000v instance, configure the public key. SSH keys in the instance
metadata do not provide access to CSR1000v.

Use these commands to configure a new user with an SSH key.

<#root>

configure term na
ip ssh pubkey-chain
user name <user name>
key-string

<public ssh key>
exit

end

% Note: The maximum line length at the Cisco CLI is 254 characters thus the key string can not fit this
limitation, it is convenient to wrap the key string to fit aterminal line. The details about how to
overcome this limitation are explained in Generate an Instance SSH Key to Deploy a CSR1000v in
Google Cloud Platform

<#root>

$

fold -b -w 72 /mt/c/ Users/ricneri/.ssh/key2. pub

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDTdzZ/1J13VeHs4gDox0P67jebaGwC6vkC
n29bwSQ4CPJGVRLCcVSNPcPPqVydiXVEOG8e9gFszkpk6c2meO+TRsSLiwHigv28Tyw5xhnlU
ck/AYpy9E6TYEEU9W6FZzOXTG2Qheln9b5Les6KIPFP/mR6WUMbfmaFredV/sADnODPO+0fTK
/0ZPg34DNfcFhglja5GzudRb3S4nBBhDzuVrVCIRbA4PHVMXrLbIfqlks3PCVGOtW1HXxXxTU4
FCkmEAg4NEQMVLSm26nLvrNK6z7 TRMcIKZZcST+SL61Qv33gkUKIoGBIgx/+D1RvurvVXfCdg
3Cmxm2swHmb6MTrEtqIv cisco

$

csr-cisco#

configure term na


https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/gcp/b_csrgcp/b_csrgcp_chapter_0101.html

Enter configuration commands, one per line. End with CNTL/Z.
csr-cisco(config)#

csr-cisco(config)#

ip ssh pubkey-chain

csr-cisco(conf-ssh-pubkey)#

usernane ci sco

csr-cisco(conf-ssh-pubkey-user)#

key-string

csr-cisco(conf-ssh-pubkey-data)#

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDI dzZ/ i Ji 3VeHs4qDoxOP67j ebaGaC

csr-cisco(conf-ssh-pubkey-data)#

6vkCn29bwSQ4 CPJGVRLCVSNPc PPqVydi XVEOGBe9gFszkpk6c2meO+TRsSLi wHi gv28

csr-cisco(conf-ssh-pubkey-data)#

ywsxhnlUck/ AYpy9E6TY EEUOWEFZOXxT&RGheln9b5Les6KOPFP/ nR6WUMof maFr edV/ s

csr-cisco(conf-ssh-pubkey-data)#

ADNnODPO+OF TK/ QZPg34DNf cFhgl j a5GzudRb3S4nBBhDz uVr VCORbA4PHVMXr Lbl f gl k

csr-cisco(conf-ssh-pubkey-data)#

S3PCVGEO WL HX X TUAFCKMEAg4NEgGMWLSR26nLvr NK6z 71 RVeEl KZZc ST+SL61 Qv33gk UK

csr-cisco(conf-ssh-pubkey-data)#

0GBIqgx/ +Dl Rvur VXf Cdgq3Cmxn2swHnb6M r Et ql v ci sco

csr-cisco(conf-ssh-pubkey-data)#

exit

csr-cisco(conf-ssh-pubkey-user)#

end

csr-cisco#

Verify Configured Userson Log in to CSR1000v/C8000v

In order to confirm the configuration was properly set, please log in with the credentials created or with the
private key pair for the public key with the additional credentials.



From the router side, see the success log-in log with the terminal | P address.

<#root>

csr-cisco#

show cl ock

*00:21:56.975 UTC Fri Jan 8 2021
csr-cisco#

csr-cisco#

show | oggi ng

Syslog logging: enabled (0 messages dropped, 3 messages rate-limited, 0O flushes, 0 overruns, xml disabl

<snip>
*Jan 8 00:22:24.907: %SEC_log in-5-Tog in_SUCCESS: 1log 1in Success [user: <snip>] [Source: <snip>] [loca
csr-cisco#

Troubleshoot

If the" Operation Timed Out" Error Messageis Displayed.

<#root>

$

ssh -i CSR-sshkey <snip>@X X X. X

ssh: connect to host <snip> port 22: Operation timed out

Possible causes

» Theinstance has not finished its deployment.
» The Public addressis not the one assigned to nicO in the VM.

Solution

Wait for the VM deployment to complete. Usually, a CSR1000v deployment takes up to 5 minutes to
complete.

If a Password isRequired

If apassword is required:

<#root>



$

ssh -i CSR-sshkey <snip>@X. X. X. X

Password:
Password:

Possible cause

» Theusername or private key isincorrect.
* On newer versions of Operative Systems like MacOS or Linux, the OpenSSH utiliy does not have
RSA enabled by defaullt.

Solution

» Ensure the username is the same that was specified when CSR1000v/C8000v was deployed.
» Ensurethe private key is the same you included at the deployment time.
» Specify the type of accepted key in the ssh command.

<#root>

ssh -o PubkeyAccept edKeyTypes=ssh-rsa -i <private_key> <user>@host _i p>

Related | nfor mation

* Cisco Cloud Services Router 1000v Data Sheet
e Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-series/data_sheet-c78-733443.html
https://www.cisco.com/c/en/us/support/index.html

