Factory Reset of the ESM on CGR 2010
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Introduction

This document describes how to perform a factory reset or password recovery of the Ethernet
Switch Module (ESM) on Cisco Connected Grid Router 2010 (CGR 2010). This procedure can
also be used to recover an ESM module with a corrupt software image.

Contributed by Sumedha Phatak and Duy Nguyen, Cisco TAC Engineers.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:

. ESM for Clsco2000
. CGR 2010

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Problem

To perform a factory reset, password recovery of the ESM module or recover an ESM module with
a corrupt software image on the CGR 2010.

Note: A direct connection to the CGR 2010 via console is required for this procedure to
work.



Solution

Step 1. Connect to the CGR 2010 directly via console.

Step 2. Issue the command service-module gix/x/x reload to reload the ESM:

servi ce-nodul e gi 0/0/0 rel oad
Step 3. As the ESM module is booting, use a pin to press the Express Setup (ES) button on the
ESM module to break the boot sequence.

Step 4. Enter the ESM by issuing service-module gix/x/x session.

Step 5. Once in the switch: prompt, initialize flash: by issuing flash_init. After Step 5.,
follow the appropriate sections.

Factory Reset

Step 6. Delete the config.text and vlan.dat file.

switch: delete flash:config.text
switch: delete flash:vlan. dat

Step 7. Load the system image and issue the command boot flash:<image-name>.

Recover an ESM with a Corrupt Software Image

Step 8. A new image can be copied onto the ESM with x-modem. From the ESM switch: prompt,
press enter several times to clear the line.

Step 9. Press Control + Shift + 6 + X to go back into the CGR 2010. Clear the ESM session for
xmodem to transfer successfully.

servi ce-nodul e gi gabitEt hernet 0/0/0 session clear

Step 10. Once in the CGR, use the copy command copy flash:<file from CGR2010> xmodem:
to copy the new ESM image to xmodem.

cgr 2010- ast 03-1 ab#copy flash:test1l xnmobdem test2

* k k% V\ARN' NG * k k%

x/ynmodemis a slow transfer protocol limted to the current speed
settings of the auxiliary/console ports. The use of the auxiliary
port for this download is strongly reconmended.

During the course of the downl oad no exec input/output will be
avai | abl e.

_ _ kkkkkkk _ _ _ _

Proceed? [confirm

Destination filename [test2]?

Service Mddule slot nunber? [1]: O

Service Mddule interface nunber? [0]:

1k buffer? [confirni

Max Retry Count [10]: 2

Xmodem send on slot O interface 0. Please be sure there is enough space on receiving side.
Conti nue? [confirni

Ready to send file........... cll

3072 bytes copied in 24.596 secs (125 bytes/sec)



Step 11. After the ESM image is copied to xmodem: successfully, log in to the ESM module.

servi ce-nodul e gi gabitEthernet 0/0/0 session

Step 12. At the switch: prompt on the ESM, use the boot command to load the appropriate
image.

switch: boot flash:grw cdes-ipservicesk9-ne.152-5.ELl. bin

Loadi ng fl ash: grwi cdes-i pservi cesk9-ne. 152-
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File flash: grw cdes-ipservi cesk9-ne. 152-5. EL. bin unconpressed and installed, entry point:
0x1000000

executing. ..

Password Recovery

Step 13. Issue dir flash: command.

Swi tch#dir flash:
Directory of flash:/

2 -rwx 3401 Jan 1 1970 00: 08:20 +00: 00 confi g.text. back
3 -rwx 24872960 Jan 1 1970 00:57:43 +00: 00 grw cdes-i pservi cesk9-nz. 152-5. E1. bin
4 -rwx 3423 Jan 1 1970 00: 27:29 +00: 00 confi g.text.backup

Step 14. Type rename flash:config.text flash:config.old to rename the configuration file.

switch: rename flash:config.text flash:config.old
Step 15. Issue the boot command.

swi tch: boot
Loadi ng flash:/grwi cdes-i pservi cesk9-ne. 152-
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entry point: 0x1000000 executing...

Step 16. Enter n at the prompt to abort the initial configuration dialogue.

Enabl e secret warning

In order to access the device manager, an enable secret is required

If you enter the initial configuration dialog, you will be pronpted for the enable secret

If you choose not to enter the intial configuration dialog, or if you exit setup w thout setting
the enabl e secret,

pl ease set an enable secret using the following CLI in configuration node-

enabl e secret 0 <cleartext password>

Whul d you like to enter the initial configuration dialog? [yes/no]: no
Copyright (c) 1986-2016 by G sco Systens, Inc

Conpi |l ed Wed 23- Nov-16 02: 30 by prod_rel _team

*Mar 1 00:01:23.718: %8YS-5-CONFI G_|I: Configured from consol e by consol e

Step 17. At the switch prompt, type en to enter enable mode.

Swi t ch>en
Swi t ch#

Step 18.

Type rename flash:config.old flash:config.text to rename the configuration file with its original
name.

Swi t ch#rename flash:config.old flash:config.text
Step 19. Copy the configuration file into memory.

Swi t ch#copy fl ash: config.text running-config



Step 20. Overwrite the current passwords.

Step 21. Copy current config with new passwords to startup-config.

swi t ch_austi n#copy runni ng-config startup-config
Destination filenanme [startup-config]?
Bui | di ng configuration...
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