Configure AnyConnect Modules for Remote
Access VPN On FTD
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Introduction

This document describes how to configure AnyConnect Modules for Remote Access VPN (RA
VPN) configuration that pre-exists on a Firepower Threat Defense (FTD) managed by a Firepower
Management Center (FMC) through Firepower Device Manager (FDM).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Basic understanding of RA VPN working.
- Understanding of navigation through the FMC/FDM.
- Basic knowledge of REST API and FDM Rest API Explorer.

Components Used
The information in this document is based on these software versions:

. Cisco Firepower Management Center (FMC) version 6.7.0
- Cisco Firepower Threat Defense (FTD) version 6.7.0

- Cisco Firepower Device Manager (FDM) version 6.7.0

- Cisco AnyConnect Secure Mobility Client running 4.9.0086
- Postman or any other API development tool

Note: FMC/FDM do not have an inbuilt Profile Editor and the AnyConnect Profile Editor for
Windows has to be used to create a profile.



https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.04043

Note: The information in this document was created from devices in a specific lab
environment. All of the devices used in this document started with a cleared (default)
configuration. If your network is live, make sure that you understand the potential impact of
any configuration change.

Background Information

The Cisco AnyConnect Secure Mobility Client is not limited to its support as a VPN client, it has a
number of other options that can be integrated as modules. Following modules are supported for
Anyconnect :

- Start Before Login (SBL):This module allows the user to establish a VPN connection into the
enterprise before logging into Windows.

- Diagnostic and Reporting Tool (DART): This module is used to perform both diagnostics and
reporting about the AnyConnect installation and connection. DART works by assembling the
logs, status, and diagnostic information for analysis.

- Advanced Malware Protection (AMP): This module provides a cloud-delivered next-generation
solution to detect, prevent, and respond to various threats.

- ISE Posture: Cisco Identity Services Engine (ISE) provides a next-generation identity and
access control policy. This module provides the ability to identify the Operating System (OS),
the AntiVirus, the AntiSpyware, etc that are currently installed on a host. This information is
then used along with a policy to determine whether the host will be able to connect to the
network.

- Network Visibility Module: The network visibility module monitors an endpoint application
usage to uncover potential behavior anomalies and to make more informed network design
decisions.

- Umbrella: Cisco Umbrella Roaming is a cloud-delivered security service that protects devices
when they are off the corporate network.

- Web Security: Cisco Web Security Appliance (WSA), powered by Cisco Talos, protects the
endpoint by automatically blocking risky sites and testing unknown sites.

- Network Access Manager: Network Access Manager provides a secure Layer 2 network in
accordance with its policies. It detects and selects the optimal Layer 2 access network and
performs device authentication for access to both wired and wireless networks.

- Feedback: This module collects the information and periodically sends it to the server. It helps
the product team to improve the quality, reliability, performance, and user experience of
AnyConnect.

In Firepower 6.7, FMC Ul, and FTD Device REST API support is added to enable seamless
deployment of all the mentioned AnyConnect Modules.
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This table lists the Profiles Extensions and associated Module types needed to successfully
deploy the endpoint functionality.

Profile Extensions Module Type

fsp FEEDBACK

.asp or .xml AMP_ENABLER

.Sip or .xml ISE_POSTURE

.nvmsp or .xml NETWORK_VISIBILITY

.nsp or .xml NETWORK_ACCESS_MANAGER
Json or .xml UMBRELLA

.wsp or .xml WEB_SECURITY

Note: DART and SBL modules do not require any Profile.

Note: No additional licensing is required for the use of this feature.

Configuration

Configuration on Firepower Management Center (FMC)

Step 1. Navigate to Device > VPN > Remote Access and click on Edit for the RA VPN
configuration.
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Step 2. Navigate to Advanced > Group Policies and click on Edit for the concerned Group-
policy, as shown in this image.
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Step 3. Navigate to AnyConnect > Client Modules and click on + to add the Modules, as

shown in this image.
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For the purpose of demonstration, Deployment of AMP, DART, and SBL modules are shown.

Step 4. Select the DART module and click on Add, as shown in this image.
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Step 5. Click on + to add another module and select Start Before Login module, as shown in

this image.
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Note: This step allows you to download the SBL Module. SBL also has to enable in
anyconnect client profile, which is uploaded as you navigate to AnyConnect >
Profile under the Group Policy.

Step 6. Click on + to add another module and select AMP Enabler. Click on + to Add a Client
Profile, as shown in this image.
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Provide the Name of the Profile and upload the AMP Profile. Click on Save, as shown in this
image.

Add AnyConnect File ? X
MName:® AMP
File NEme:* Armp.asp Browse..
File Type:™ AMP Enabler Service Profibe A
Description:

Choose the profile created in the previous step and click on Enable Module download
checkbox, as shown in this image.
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Step 7. Click on Save once all the desired modules are added.
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Step 8. Navigate to Deploy > Deployment and deploy the configuration to the FTD.
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Configuration on Firepower Device Manager (FDM)
Step 1. Launch the API Explorer of the FTD on a Browser Window.
Navigate tohttps://<FTD Management IP>/api-explorer

This contains the entire list of API available on the FTD. It is divided based on the main feature
with multiple GET/POST/PUT/DELETE requests which is supported by the FDM.

RaVpnGroupPolicy is the API used.

« C A Mot Secure | 10.197.224.82/#/apl-oxplorer o & B o E » Q {_LL‘{:QL
_— o] o == ) @ @ () 6 admin
""" Monitoring Policies Objects Dovice: firepower 2 @-"I &) 2 Adminigtrator
RaVpnConnectionProfile
FTD REST API +
RaVpnGroupPolicy Show/Hede  List Operations  Expand Operstions

AP Explorer

Jobject/ravpngrouppolicies
50 Jobjectiravpngrouppolicies
(5158 jobject/ravpngrouppolicies/{objid}

Jobject/ravpngroup policies/{objld}

0 joviectravpngrouppoliciesfiobiid}



Step 2. Add a Postman collection for AnyConnect Modules. Provide a Name for the collection.
Click on Create.

CREATE A NEW COLLECTION

Mame

AnyConnect Module

Description Authorization Pre-request Scripts Tests Variables

This description will show in your collection’s decumentation, along with the descriptions of its folders and reguests.

AnyConnect Module

Descriptions support Mark:

Step 3. Add a new request Auth to create a login POST request to the FTD in order to get the
token to authorize any POST/GET/PUT requests. Click on Save.
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SAVE REQUEST

Requests in Postman are saved in collections (a group of requests),

Learn maoare aboul creating

Reguest name

Auth|

Request description (Optional)

Lrescriptions support Marks

Lelect a collection or folder to save to:

Q

1 AmyConnect Module

Cancel Save to AnyConnect Module

The Body of the POST request must contain these:

Type raw - JSON (application/json)

grant_type password

username Admin Username in order to log in to the FTD

password The password associated with the admin user account

POST Request:https://<FTD Management IP>/api/fdm/latest/fdm/token



POST *  hitps:/10.197.224 82fapiffdm/latestfdmitaken m Save ¥

Params Authorization Headers (9] Body ® Pre-reguest Script Tests Settings Cookies Cod
none form-data wwww-formeurlencoded @ raw binary GraphQL  JS0OWN ~ Beauti!
1| |

2 “grant_type": “password",

3 "username”: “admin®,

4 "password”: “'ciscol23",

5 “scopets ",

6 "client_fd": "™,

7 “client_secret™: "

8 |¥ 1
The Body of the Response contains the access token which is used in order to send any
PUT/GET/POST requests to/from the FTD.

Body Cookies Headers (16) Test Results E  Status: 20006 Time: 610ms  Size: 1.52K8 Save Response ¥
Fretty Raw Preview Visualize JSON - = m Q
1 {
2 “access_token": "eylhbGci0ilIUzIINid9.
eyJpYX0i0jEIMDUL0TAWODISIANIYiIG InF kbWluI iwianRpl j oY ZNmNDUBNZE TM ] gSMy@xMWY AL TkyMDI tOGY IMDOWYRNLOTVRT iwibmls] joxN j AINTRWMDGYLC] leHA L0 EZMDULOTEA0DISINI LZn) Le2hlb2 t bk
V4G Ly ZXNBd CIGMTYwhTUSH j Q4H § g4MCw id GO r ZWSUeXB 11 j 05 LdUXBF j Y2VzeyIsInVzZX VAW LK j o AMZYIYWZ1ZDc tH jMON 180V LLTgyMDE tMWI4MWIWMD T 2N i1 iwidXNLc L IvbGUL0L]STExFXEFETULOL iwi
b3IpZ2luljoicGFzc3dvemQiL L) 1c2v¥bnl’t}.516hf kbWluIng. gzitlnm\l‘h‘ 23GzCsXM2-1-hUhb7Brbk3rECmRtxl tp el

3 “expires_in": 1800,

4 "token_type": l‘BEarer",

5 "refresh_token": “eyJhbGei0ilIVzIINLIG.

ey JpYX0i0jE2MDU10TAWODISInN 1Y iI6 InFKbWluT iwianRpl joiY2HNmNOUBN 2EtMj g SMyBxMWV ILTkyMDT tOGY IMDOWYmNLOTVHI iwibmlmT joxM jAINTRwMDgyLCI LeHALDjEZHDUI0TIRO0DIS InF j Y2V 1RvaZVuRX
hwaX ) Lc@FAT joxNj AINTkx0Dgy0DgwLC lyZWZy ZXNo0201bn0i018xLC 1802t LbIRScGUL0LIKVIAFUMVmcaV zaCIs InVz VAW LK joiM2Y 3YWZ 120C tH MEN 18xMwV 1L TgyHDE tMWIAMWIWMDT 2NWNLT iwiddNLc LIy
BGULDLISTOxFX@FETULOI iwib3I0Z2 WIioicGFze3dvemDilCI1c2VyvbaFtZSIGInFRKbWLUIN® . HEFUBrEnZhWoRaaRaalubuZ4BD zUVKS=A ix2UBW1mcI" ,

Step 4. Create aGet Group Policyrequest to add get details of the existing Group Policies. Click
on Save, as shown in this image.



SAVE REQLIEST

Requests in Postman are saved in collections (a group of reguests),

Resguest msime

Gt Group Policy

Reguest desoription (Optianal)

LERLrIpESng Ui

Select a collection or folder 1o save 1o

The Authorization tab must contain this for all subsequent GET/POST requests:
Type Bearer Token
Token The access token received by running the Auth POST Request

GET REQUEST:https://<FTD Management IP>/api/fdm/latest/object/ravpngrouppolicies

b Get Group Policy

B cemments o Examples 6 ~
GET h1qu!|f-f10.197.22&.&?@9-!!0m-’lmeslfon-,e(wav;mgmuppnhries

“ SJUE i
Params Authorization & Headers (8) Body Pre-request Script Tests Settings Cookies Code
TYPE O Heads up! The rame | fata. To keep this data secure w King i lla TN, W MeComs 4 wsi ariabl x
Be: Token - b
t ath t
" Token

ey hbGeiDiILzI NIl eylpY XD EZMDLU OTAWDDIsInN 1YilEImFrbWIulivianRpljoiYZMmNDUONZEtM]g Shy{

The Body of the response shows all the Group Policies configured on the device. ID of the Group
Policy is used to update the specific Group Policy.
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“items': |

{

"wversion": "ijtc7iidSgloz",
"name" ; "DfLtGrpPolicy”,
"banner”: null,
“dnsServerGroup”: null,
"defaultDomainName": null,
"simultaneousLoginPerUser': 3,
"maxConnectionTiseout": null,
"maxConnectionTimeAlertInterval™: 1,
"vpnldleTimeout": 30,
"wvpnldleTimeoutAlertInterval”: 1,
“ipvdlocalAddressPool”: 1,

"ipvblocalAddressPool": (],

"dhcpScope®: null,

"ipvdSplitTunnelSetting”: “TUNNEL_ALL",
"ipvBSplitTunnelSetting”: “TUMNEL_ALL",
"ipv4SplitTunne WWetworks": [1,

"ipvESplitTunne Metworks": [],
"splitDNSRequestPolicy "USE_SPLIT_TUNMEL_SETTING",
"spLitDNSDomainList"
"scepForwardingUrl": null,
“periodicClientCertAuthenticationInterval®: 1,
"enableDTLS": false,

“enabledTLSCompression™: false,
"sslCompression™: "DISABLED",

"enahleSSl rekev': false,

Body Cookies Headers (17)  Test Resuls

Pretty  Raw  Preview  Visualize  [SON ¥ =

59
60
61
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63
64
65
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68
69
78
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"lc2t2sspzbfy?”,
“name": “RA-VPN",
“banner': null,
“dnsServerGroup™: null,
“defaultDomainName”: null,
"simultaneousLoginPerUser": 3,
“maxConnectionTimeout™: null,
"maxConnectionTimeAlertInterval™: 1,
“vpnldleTimeout™: 38,
"vpnldleTiseoutAlertInterval™: 1,
"ipvdLocalAddressPool™: [],
“ipvblLocalAddressPool": [,
"dhepScope”: null,
“ipvdSplitTunnelSettin "TUNNEL_SPECIFIED",
"ipveSplitTunnelSetting™: "TUNNEL_ALL",
"ipwdSplitTunnelNetworks™: [

{

"version'

"nedzzudSspztm”,
name plit-acl”,

“id": "71b85ceb-27ba-1leb-9282-a5abdafI088c",

“type': "networkobject"

}

I,
"ipveSplitTunnelNetworks
"splitDMSRequestPolicy
“splitDNSDomainList" B
“seenForwardinallel™s anll.

"z 0,
USE_SPLIT_TUNNEL_SETTING",

Body Cookies Headers (17)  Test Results
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“resTrLCTYIN IOVLANLD S NukL,
"clientFirewallPrivateNetworkRules™: null,
"clientFirewallPublicNetworkRules": null,
"browserProxyType”: "NO_MODIFY",
"proxy": {

“serverbost™: null,

"port”: null,

“type”: “serverhostandport"
b
"proxyExceptions”: [1,
“enabledAnyConnectModules": (1,
"isEnablePeriodicClientCertAuthentication”: false,
"74b60cBe=2Tba=-11eb=-9202-594cb5chaldf", ]
"type": “ravpngrouppolicy",
"links": {

“self": “https://10.197.224.82/api/fdn/latest/object/ ravpngrouppolicies/74b60cBe-27ba-11eb-9202-594ch5chaldf"

]
}

"paging": {

"prev": [].I
"next": [1,
"limit": 18,
"offset": @,
"count": 2,
"pages”: @

&

€ Status: 200 0K

@

Status: 200 0K

Status: 200 0K

Time: 218 ms

Time: 218 ms

Time: 2118 ms

Sire: .72 KB

Size: 472 KB

Size: 472 KB

Save Response -

mQ

Save Response v

wmQ

Save Response

W Q

For the purpose of demonstration, Deployment of AMP, DART, and SBL modules are shown.

Step 5. Create a request to Upload a Profile. This step is needed only for the modules which



require a profile. Upload the Profile in filetoUpload section. Click on Save.
POST REQUEST:https://<FTD Management IP>/api/fdm/latest/action/uploaddiskfile

The Body of the Request must contain the Profile file added in Body in form-data format. The
profile needs to be created using AnyConnect Profile Editor for Windows

The key type should beFileforfiletoUpload.

SAVE REQUEST

Hequesis in Fostrman are saved in collections (a group of requesis).

Hequest name

Upload Profile

Request description (Optional)

Select a collection or folder to save o

POST =  hitpsaifi0.197.224 B2 api/fdmilatestfaction/uploaddisidile m Save T

Params Authorization @ Headers (10) Body & Pre-request Script Tests Settings
none @ form-data xwww-formeuriencoded raw binary GraphQL
KEY VALUE DESCRIPTION
fileToUpload -

Text

The body of the response gives an id/filename which is used to refer to the profile with the


https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.04043

concerned module.

Body Cookies Headers (17)  Test Results & Staus: 200 0K Time: 325ms  Size: 911 B
Prety Raw Preview  Visualize JSON w =
1 f
2 "wersion”: null,
3 HEL] 46-2897- =9292-b710409¢1cf2, a5p"
4 "fileName”: “"69cc2846-2897-11eb-9202-b71d489c1cl2, asp"”,
5 i EFLILE ~11eb- asp
[ type": "fileuploadstatus™,
7 “links": {
] "self": "https://198.197.224.82/api/fdm/latest/action/uploaddiskfile/69cc2@46-2897-11eb-0202-b71d4009c1cf2. asp”
9 ¥
1

Step 6. Create a request to Update AnyConnect Profile. This step is needed only for the
modules which require a profile. Click on Save., as shown in this image.



SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).

| earn more about creating collections

Request name

AnyConnect F'rn::fite|

Request description (Optional)

Descriptions support Markdown

Select a collection or folder to save to:

Q

1 AnyConnect Module + Create Folder

Cancel Save to AnyConnect Module

POST REQUEST: https://<FDM IP>/api/fdm/latest/object/anyconnectclientprofiles

The body of the request contains this information:

name Logical name that you would call the file
diskFileName Needs to match the fileName that is received in the Upload Profile POST resj



anyConnectModuleType  Meeds to match the appropriate module shown in Module Type Table

type anyconnectclientprofile

» AnyConnect Profile B comments o Examples 0 ¥
POST - httpsyi10.197.224.82fapi/fdm/latest/object/anyconnectclientprofiles Send b Save | T
Params Authorization @ Headers (10) Body ® Pre-request Script Tests Settings

nonge form-data x-www-form-urlencoded @ raw binary GraphQL N

1 [ |

2 [name™: “AMP.asp",

3 PdiskFileName": "69cc2046-2897-11eb-9202-b71d409c1cf2. asp”,

4 "anyConnectModuleType™: “AHMP_ENABLER",

5 ['type*: “anyconnectclientprofile®

& l

The Body of the response shows the Profile ready to be pushed to the device. Name, version, id,
and type received in response are used in the next step to bind the profile to Group Policy.

Body Cookies Headers (17) Test Resulis ﬁ Status: 200 0K Time: 559 ms S 23]
Pretty Raw Preview Visualize SON - = mQ
1+
2 ‘version™: “c3wogajhwvgxr”,
3 ‘name'": "AMP.asp”,
4 ‘mdSChecksum™; "8697131026bdbaféat7ell9leBabell2”,
5 ‘description™: null,
& ‘diskFileName™: “69cc2@46-2897-11eb-9202-b71d489c1cf2.as5p",
7 "anyConnectModuleType": "AMP_ENABLER",
] id": “eeff22c7-2898-11eb-9202-77e0b053 0",
9 "type": “anyconnectclientprofile”,
18 | [*links": {
11 "self": "https://18.197.224.82/api/fda/latest/obiect/anveonnectclientprofiles/eef f22¢7-2898-11eb-9282-77eBb953 fcdd™

Step 6. Create a PUT request to add Client Profile and Module to existing Group Policy. Click
on Save, as shown in this image.



SAVE REQUIEST
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PUT REQUEST:https://<FDM IP>/api/fdm/latest/object/ravpngrouppolicies/{objld}

Objld is the id obtained in Step 4. Copy the contents of the concerned Group-policy obtained in
Step 4 to the body of the request and add this:

Client Profile
Name, version, id, and type of Profile received in the previous Step.
Client Modules

The name of the Module which needs to be enabled should match exactly as given in Module
Table.



+ Client Profile and Module

PUT » | httpsi/i10.197.224.82/api/fdm/latest/object/ravpngrouppelicies/74b60c8e-27ba-11eb-9202-594cbScbaldf
Params Authaorization @ Headers (10} Body ® Pre-request Script Tests Settings
® none @ form-data @ xwww-form-urlencoded @ raw @ binary @ GraphQL  JSON w

14

2 “version": "Lle2t2sspzbfy7?”,

3 “name": “"RA-VPN",

4 "banner": null,

5 "dnsServerGroup": null,

6 "defaultDomainMame”: null,

7 "simultaneousLoginPerlUser": 3,

8 "maxConnectionTimeout™: null,

9 "maxConnectionTimeAlertInterval™: 1,

10 "vpnldleTimeout": 30,

11 "vpnIdleTimeoutAlertInterval”: 1,

12 "ipvdlocalAddressPool™: [],

13 “ipwGLocalAddressPool™: [],

14 "dhcpScope™: null,

15 "ipwaSplitTunnelSetting”: "TUNNEL_SPECIFIED",

16 "ipwBSplitTunnelSetting™: "TUMNEL_ALL",

17 "ipvdSplitTunneNetworks": [

18

19 | | “version": “ne3zzudsspztm*,

20 "name Split-acl”,

21 "id": "71b85ceb-27ba-1leb-9282-a5addafoe8Ec",

22 "type": "networkobject"

23 b

24 1.

25 "ipveSplitTunneNetworks": [],

26 "splitDNSRequestPolicy”: "USE_SPLIT_TUMNEL_SETTING",

27 "splitDNSDomainList" '

28 "scepForwardingUrl™: null,

29 "periodicClientCertAuthenticationInterval™: 1,

el "enableDTLS": false,

31 "enableDTLSCompression": false,

MR 5. mmesame e

+ Client Profile and Module

PUT

Params

@ none

*  hitps://10.197.224 B2/aplfidm/latest/object/ravpngrouppelicles/74b60cBe-27ba-11eb-0202-594chSchal df

Authorization @ Headers (10) Body ® Pre-request Script Tests Settings

) form.data @ xwww-formeuriencoded @ raw @ binary @ GraphQL  SOM ¥

N —
"enableClientDPD": false,
"clientDPDInterval: 3@,

"version": "c3wogaihvvgxr",

"clientProfiles": |
i

“AMP.asp"”,
eef22¢7-2898-11eb-9202-77e0b9531cd0",
"anyconnectclientprofile”
}
1,
"keepInstallerOnClient™: false,
"vpnTrafficFilteraCl": null,
"enableRestrictVPNToVLAN": false,
"restrictVPNTOVLANId": null,
"clientFirewallPrivateNetworkRules": null,
"clientFirewallPublicNetworkRules™: null,
"browserProxyType™: "NO_MODIFY",
rproxy”: {

"servertost”: null,

"port": null,

“type': “serverhostandport”
h

tions": []
bledAnyConnectModules'
sEnableFeriodic entlertAuthentication™:
¥id": *“74b6BcBe-2Tba-11eb-9202-594chb5cbaldf”,
"type": “ravpngrouppolicy”,

"links": {

"self": “https://10.197.224.82/api/fdm/latest/object/ravpngrouppolicies/74b6@cBe-27ba-11eb-0202-594cbSchaldf"

}

¥

B comments o Exi

B comments o Examples 0 ~

Cookies Cod

Beautify

The Body of the response shows the Profile and Module successfully bound to Group-Policy.



Save Response

Body Cookies Headers (17) Test Results

Pretty Raw Preview Visualize jSON * = m Q
45 "glientDPDInterval: 38,

46 "clientProfiles™: [

47 {

48 “version": “c3wogajhvvgxr”,

49 “name*: “AMP.asp”,

58 "id": "eeff22c7-2898-11eb-9282-77e8b953 fedd™,
51 "type": "anyconnectclientprofile”

52 e

33 1.

54 "keepInstallerOnClient™: false,

55 "wpnTrafficFilterACL": null,

56 "enableRestrictVPNToOVLAN": false,

57 "restrictVPNToVLANIA": null;

58 "glientFirewallPrivateNetworkRules": null,

59 "glientFirewallPublicNetworkRules®: null,

69 "browserProxyType™: “NO_MODIFY™,

31 “proxy”: {

62 "serverdost™: null,

63 “port": null,

64 "type": "serverhostandport” -
65 h

66 "proxyExceptions”: (],

67 “snabledAnyConnectModules”: [

68 "'START_BEFORE_LOGIN",

69 “DART",

7% "'AMP_ENABLER"

71 1,

72 "isEnablePeriodicClientCertAuthentication": false.

Note: This step allows the download SBL Module. SBL also has to enable in anyconnect
client profile which can be uploaded as you navigate to Devices > Remote Access VPN >
Group Policies > Edit Group Policy > General >AnyConnect Client Profile.

Step 7. Deploy the configuration to the device through FDM. Pending changes show client profile
and modules to be pushed.

Pending Changes

Q Last Deployment Completed Successfully
17 Nov 2020 07:42 AM. See Deployment History

Deployed Version (17 Nov 2020 07:42 AM) Pending Version @ LecenD

0 AnyConnect Group Edited: RA-VPN

- enabledAnyConnectModules[0]: DART
- enabledAnyConnectModules[1]: AMP_ENABLER
- enabledAnyConnectModules[2]: START_BEFORE_LOGIN
clientProfiles:
- AMP. asp
€) AnyConnect Client Profile Added: AMPasp
- anyConnectModuleType: AMP_ENABLER
- md5Checksum: 8697131826bdbaf6a67el191e8abel22
- diskFileName: 69cc2046-2897-11eb-9202-b71d409clcf2
- name: AMP.asp

MORE ACTIONS v CANCEL DEPLOY NOW

Configuration pushed to the FTD CLI after successful deployment:

I1-—-—- RA VPN Configuration ---!



webvpn
enable outside
anyconnect image disk0:/anyconnpkgs/anyconnect-win-4.9.00086-webdeploy-k9.pkg 2
anyconnect profiles AMP.asp disk0:/anyconncprofs/AMP.asp
anyconnect profiles defaultClientProfile diskO:/anyconncprofs/defaultClientProfile.xml
anyconnect enable
tunnel-group-1list enable

1--- Group Policy Configuration ---!
group-policy RA-VPN internal
group-policy RA-VPN attributes
webvpn

anyconnect modules value ampenabler,dart,vpngina
anyconnect profiles value AMP.asp type ampenabler

Verity

Establish a successful connection to the FTD.

Navigate to Settings > VPN > Message History to see the details about modules that were
downloaded.

& Cisco AnyConnect Secure Mobility Client =

AnyConnect Secure Mobility Client

CISCO
Status Qverview Virtual Private Network (VPN)
VN Preferences Statistics Route Details Firewall Message History
15-11-2020
21:49:41 Contacting 10. 197.224,90.
Network 21:49:52  User credentials entered,

21:49:52 Please respond to banner.

. 21:49:54 User accepted banner.

Web Security 21:49:54 Establishing VPN session...

21:49:55 AnyConnect Downloader is performing update checks...
. 21:49:55 |Checking for profile updates...

System Scan 21:49:57 |Downloading AMP Enabler Service Profile - 100%

21:49:57 |Checking for product updates...

. . 21:49:58 |Downloading AnyConnect DART 4.9.00086 - 100%
Roaming Security 21:49:58 |Downloading AnyConnect SBL 4.9.00086 - 100%

21:49:59 |Downloading AnyConnect AMP Enabler 4.9.00086 - 100%
21:50:00 Checking for customization updates...

21:50:00 Performing any required updates...

21:50:11 The AnyConnect Downloader updates have been completed.
21:50:16 Establishing VPN session...

Troubleshoot

Collect DARTfor troubleshooting issues with the installation of client modules.



https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/troubleshoot-anyconnect.html#ID-1427-0000001e
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