DAP and HostScan Migration from ASA to
FDM through REST API
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Introduction

This document describes the migration of Dynamic Access Policies (DAP) and HostScan
configuration from Cisco Adaptive Security Appliances (ASA) to Cisco Firepower Threat Defense
(FTD) managed locally by Firepower Device Manager (FDM).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Basic knowledge of RA VPN configuration on FDM.
- Working of DAP and Hostscan on ASA.
- Basic knowledge of REST API and FDM Rest API Explorer.

Components Used
The information in this document is based on these software and hardware versions:

- Cisco FTD running version 6.7.0
- Cisco AnyConnect Secure Mobility Clientversion 4.9.00086
- Postman or any other API development tool

Note: The information in this document was created from devices in a specific lab
environment. All of the devices used in this document started with a cleared (default)
configuration. If your network is live, make sure that you understand the potential impact of



any configuration change.

Background Information

Even though FTD has Remote Access VPN (RAVPN) configuration support, it lacks support for
DAP. As of release 6.7.0, API support is added for DAP on the FTD. It is intended to support the
very basic use case of migration from ASA to FTD. Users who have DAP configured on their
ASA's and are in the process of migrating to FTD's now have a path to migrate their DAP
configuration along with their RA VPN configuration.

In order to successfully migrate DAP configuration from ASA to FTD, ensure these conditions:

- ASA with DAP/Hostscan configured.

- TFTP/FTP server access from the ASA or ASDM access to the ASA.

- Cisco FTD running version 6.7.0 and above managed by Firepower Device Manager (FDM).
- RA VPN configured and working on FTD.

Licensing
- FTD registered to the smart licensing portal with Export Controlled Features enabled (in order
to allow RA VPN configuration tab to be enabled).

- Any one of the AnyConnect Licenses enabled (APEX, Plus, or VPN-Only).
In order to check the licensing: Navigate to Devices > Smart Licenses
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Feature Limitations

- These features are only supported via FDM/FTD REST API interface.
- DAP name cannot contain space characters with REST API.



Configuration

Step 1. Copy dap.xml from ASA to your local PC / TFTP Server. There are two ways to achieve

the same:

ASDM:

Navigate to Tools > File Management > Flle Transfer >Between Local PC and Flash.

File Transfer

Drag and drop files between your local computer and flash to upload or download them.

Local Computer

o » Fwd|# G Refresh:uﬂew:m Delete

» Odev
* et

(1 home
» [ Lbrary
(1 net
() Nerwork
O ope
(1 private
(3 shin
a System
Clmp
(O Users
(1 usr
D var
j WVolumes
.D5_Store
installer. failurereguests
file

¥ ¥ Y Y Y v yvyw vy

Help

———

-

Diski(s)
|4 Back =

v :f Up:G Ftefresh::.i, New [if Delete

asa941-13-Ifbff-k8.5PA
all_working_tunnels.txt
asa953-6-Ifbff-k8.5PA
anyconnect-win-4.3.03086-k9.pkg
backupconfig-1
IFbff.55A.C5Cve55674.01192017.2
Ifbff.55A.CSCvc55674.01302017.1
hostscan_4.3.05017-k9.pkg
dap.xmil

crash.txt
anyconnect-win-4.4,01054-webdeploy-k9.pk
anyconnect_rdp.xml
asa981-Ifbff-k8.5PA

show_texh.txt
Ifbff.55A.C5Cve72227.06122017.1
working_1500_count.txt
show_tech.txt

P g " p————— e T L L e R R

CLI:

ASA# copy flash: tftp:
Source filenane []? dap.xn

Address or nane of renote host []? 10.197.161. 160

Destination filenane [dap.xm]?

440 bytes copied in 0.40 secs

Step 2. Copy the hostscan config file (data.xml) and hostscan image from ASA to the local

device.

ASDM:

Navigate to Tools > File Management > Flle Transfer >Between Local PC and Flash.



@ [} File Transfer
Drag and drop files between your local computer and flash to upload or download them.
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CLI:

ASA# copy flash: tftp:
Source filenane []? data.xni

Address or name of renote host []? 10.197.161. 160
Destination filenane [data.xm]?

500 bytes copied in 0.40 secs

ASA# copy flash: tftp:

Source filenane []? hostscan_4.9.03047-k9. pkg
Address or name of renpte host []? 10.197.161. 160

Destination filename [hostscan_4.9.03047-k9. pkg] ?
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

56202408 bytes copied in 34.830 secs (1653012 bytes/sec)
ASA#

Step 3. Get the base64-encoded value of dap.xml and data.xml.

On Mac: baseb64 -i <file>



tazkhan®@TAZKHAN-M-32A3 Desktop % basets4 -i dap.xml
PD94bWwgdmVyc21lvbi@iMS4wIiBlbmNvZGluZz@iVVRGLTgiIHNGYWSKYWxvbmU9InlleyI/Pgo8ZGFwUmVib3JkTGlzdD4KPGRhcFI1Y29yZD4
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wvZGFwVml1ld3NSZWxhdGlvbj4KPGRhcEJhc21jVmlldz4KPGRhcFNLbGYjdGlvbj4KPGRhecFBvbGljeT4KPHZhbHV1Pm1hdGNoLWFueTwvdmFsd
WU+CiwvZGFwUGYsaWNSPgo8YXROcj 4KPGShbWU+YWFhLmNpc2NvLNVZZXJuYWL11PCQuYW11Pgo8dmFsdwU+Y21zY288L3ZhbHV1Pgo8b3BlcmFe
aWIuPkVRPCvcGVyYXRpb24+C]jxBeXB1PmNhc2VsZXNzPC98eXB1lPgo8L2FOdHI+CiwvZGFwU2VsZWN@aWIuPgo8ZGFwU2VsZWNBawsuPgo8ZGF
wUGYsaWN5Pgo8dmFsdWU+bWFBY2gtYWE5PCO2YWx1ZT4KPCOkYXBAb2XxpY3k+CixkYXBTAWITZWx1Y3Rpb24+CixkYXBQAb2xpY3k+Cjx2YWx1ZT
5tYXRjaClhbGw8L3ZhbHV1Pgo8L2RhcFBvbGlijeT4KPGFAMHI+CixuYW1lPmVuZHBvawsaLmFuewWNvbmS1Y3QucGxhdGZvem@8L25hbWU+Cix2Y
Wx1ZT53aW48L3ZhbHV1Pgo8h3BlemFBaWIuPkVRPCOveGVyYXRpb24+CiwvYXROcI4KPCIKYXBTAWITZWx1Y3Rpb24+CiwvZGFwU2VsZWNOaWou
Pgo8L2RhcEJhc21jV¥mlldz4KPCOkYXBSZWNvemQ+CjxkYXBSZWNvemQ+CjxkYXBOYW11PgoBdmF sdwWU+YTwvdmFsdWU+CijwvZGFwTmFtZT4KPGR
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Q+Cag==

On Windows powershell: certutil -encode dap.xml tmp.b64 ; findstr /v /c:- tmp.b64 > dap.b64
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Follow the same procedure for data.xml.
Step 4. Launch the API Explorer of the FTD on a Browser Window.
Navigate to https://<FTD Management IP>/api-explorer

This contains the entire list of API's available on the FTD. It is divided based on the main feature
with multiple GET/POST/PUT/DELETE requests which is supported by the FDM.

DAPXmI and HostScanPackageFile are the API used.
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Step 5. Add a Postman collection for DAP.

Provide a Name for the collection. Click on Create, as shown in this image.

CREATE A NEW COLLECTION

Name

DAP|

Description Authorization Pre-request Scripts Tests Variables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

Descriptions support Markdown

Step 6. Add a new request Auth to create a login POST request to the FTD in order to get the
token to authorize any POST/GET/PUT requests. Click on Save.
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