Configure RA VPN with LDAP Authentication
and Authorization for FTD
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This document describes how to configure Remote Access VPN with LDAP AA on aFirepower Threat
Defense (FTD) managed by a Firepower Management Center.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» Basic knowledge of Remote Access VPN (RA VPN) working.

» Understand navigation through the Firepower Management Center (FMC).

» Configuration of Lightweight Directory Access Protocol (LDAP) services on Microsoft Windows
Server.

Components Used

The information in this document is based on these software versions;

* Cisco Firepower Management Center version 7.3.0
* Cisco Firepower Threat Defense version 7.3.0
» Microsoft Windows Server 2016, configured as LDAP server

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

This document describes the configuration of Remote Access VPN (RA VPN) with Lightweight Directory

Access Protocol (LDAP) Authentication and Authorization on a Firepower Threat Defense (FTD) managed

by a Firepower Management Center (FMC).



LDAP isan open, vendor-neutral, industry-standard application protocol to access and maintain distributed
directory information services.

An LDAP attribute map equates attributes that exist in the Active Directory (AD) or LDAP server with
Cisco attribute names. Then, when the AD or LDAP server returns authentication responses to the FTD
device during aremote access VPN connection establishment, the FTD device can use the information to
adjust how the AnyConnect client completes the connection.

RA VPN with LDAP authentication has been supported on the FMC since version 6.2.1 and LDAP
authorization prior to FMC version 6.7.0 was advised via FlexConfig in order to configure LDAP Attribute
Map and associate it with the Realm Server. This feature, with version 6.7.0, has now been integrated with
the RA VPN configuration wizard on the FMC and does not require the use of FlexConfig anymore.

Note: Thisfeature requiresthe FMC to be on version 6.7.0; whereas, the managed FTD can be on any
version higher than 6.3.0.

L icense Requirements

Requires AnyConnect Apex, AnyConnect Plus, or AnyConnect VPN Only license with export-controlled
functionality enabled.

In order to check the license, navigate to System > Licenses> Smart Licenses.

Smart License Status Cisco Smart Software Manager €
Usage Authorization: Authorized (Last Synchronized On May 18 2023)
Product Registration: Registered (Last Renewead On May 18 2023)
Assigned Virtual Account: SEC TAC
Export-Controlled Features: Enabled
Edit Licenses 9
Malware Defense  IPS WAL Carrier  Secure Client Premier Secure Client Advantage  Secure Client WPN Only
Devices without license £ Dupvices with license (1)
O, Search FTD73 u



Configuration Stepson FMC

REALM / LDAP Server Configuration

Note: The stepslisted are only required if it isfor configuration of anew REALM / LDAP server. If
you have a pre-configured server, which could be used for authentication in RA VPN, then navigate
to RA VPN Configuration.

Step 1. Navigate to System > Other Integrations > Realms, as shown in thisimage.
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Realms Raalm Sequencas Sync Redulls

Step 2. As shown in theimage, click Add anew reaim.

Compare Realms Add Realm

Step 3. Provide the details of the AD server and directory. Click ok.
For the purpose of this demonstration:

Name: LDAP

Type: AD

AD Primary Domain: test.com

Directory Username: CN=Administrator, CN=Users,DC=test, DC=com
Directory Passwor d: <Hidden>

Base DN: DC=test,DC=com

Group DN: DC=test,DC=com



Add New Realm 9 ¥

Mamea® Description

Type AD Primary Domain
AD

Directory Usemame® Directory Password®

Base DN Group DN

Directory Server Configuration

~ New Configuration

Hostname/IP Address® Port*
636
Encryption CA Certificate®
LDAPS Salect certificate i

Interface used to connect to Directory server
®) Resolve via route lookup
Choose an interface

%o e i
[; L) Managemen

Add another directary

Cancel

Step 4. Click save to save the realm/directory changes, as shown in thisimage.

Cancel

Step 5. Toggle the state button to change the State of the server to Enabled, as shown in thisimage.

State

@ ) Enabled A A -k

RA VPN Configuration



These steps are needed to configure the Group Policy, which is assigned to Authorized VPN users. If the
Group Policy is aready defined, move to Step 5.

Step 1. Navigate to Objects > Object Management.

n nter
) t Cente Overview Analysis Policies Devices Objects Integration

Metwork Object Management
Intrusion Rules

A network object represents one or more IP addresses. Network objects
reports, and so on.

4 ~=icluding ac

Step 2: In the left pane, navigate to VPN > Group Policy.

~ VPN
Certificate Map

Custom Attribute

Group Policy

IKEv1 IPsec Proposal
IKEV1 Paolicy
IKEvZ IPsec Proposal
IKEv2 Paolicy

Secure Client File

Step 3: Click Add Group Policy.

Deploy Q @ # @ adminv Wl SEcURE

Add Group Paolicy Q, Filter

Step 4: Provide the Group Policy values.
For the purpose of this demonstration:
Name: RA-VPN

Banner: ! Welcometo VPN !

Simultaneous L ogin Per User: 3 (Default)



add Group Policy [

P
Ra-NPH

Dassrption:

Gneral Secune Client Aganced

WPH Pratocols Bannar;
IP Addross Pocls !
DHEAVING ! Welcome 1o VPN!

Split Tunmebeg

Add Group Policy

Name:*

RA-VPN
Dascriplion:

General Secure Client Addvanced

R
Traffic Filter Access Hours:
Unrestricted * 4+
Simultangous Login Per User:

3

Step 5. Navigate to Devices> VPN > Remote Access.

Dewvices Objects Integration

Device Management VPN Troubleshoaot
Device Upgrade Site To Site File Download

1 MAT Remote Access Threat Defense CLI
QoS5 Dynamic Access Policy Packat Tracer
Platform Settings Troubleshooting Packet Capture
FlexConfig
Cerificates

Step 6. Click Add anew configuration.

Status Last Modified

Add a new configuration

Step 7. Provide aName for the RA VPN Policy. Choose VPN Protocols and choose Targeted Devices. Click Next.

For the purpose of this demonstration:



Name: RA-VPN
VPN Protocols; SSL
Targeted Devices: FTD

Remote Access VPN Policy Wizard
) Pty Assigrment ! Connection Profile Secue Clent ¢ Access L Cerdhcate Summary
Targeted Devices and Protocols

Thid wigand will Guith you thecugh th riduired minimal Seps e :-:l'l‘-_;l:llr tha Rmata
Arceas VPN podicy with b few Luser-cefned cOnnecion profks

M ®
RA-VTH

Doscription:

WP Protocals:

S5
Fsoc - IKED

Targated Davices:

|, Search ETOT

L1}

Step 8. For the Authentication Method, Choose AAA Only. Choose the REALM / LDAP server for the Authentication
Server. Click Configure LDAP AttributeMap (to configure LDAP Authorization).

AR,

Connection Profile:

Connisction Profiles specify the tunnel group policies for a VPN connection, These policies perain to creating the
tunndl fsald, haw Al is accomplished and how addrastes ane assigned. They also include user attributes, which
ang defined in group policies.

Connection Profile Name:* | RA=VPN
I 0 This name is configured a5 a connection alias, it can be used 1o connect to the VPN gateway

Authentication, Authorization & Accounting [A8A):

Specity the mathad of awthemication (A, cenihcates of bath), and the Alh servers that will be used for VPN

Connecns.
Authenbeation Method: A8 Oindy -
Authentication Serser;:® ALY v | ==
Falinack to LOCAL Asthamntication
Authorization Sener Lga same aulhenlicalion Serer +

Conhgure LDAP Attribute Map

Step 9. Provide the LDAP Attribute Name and the Cisco Attribute Name. Click Add Value Map.
For the purpose of this demonstration:
L DAP Attribute Name: memberOfl

Cisco Attribute Name: Group-Policy



Configure LDAP Attribute Map 17}

Rzalm

LOAP attribute Maps:

Madre Magy b
LOAP Axtribute Mame Cisco Attribute Mame
mieribeno] L [ Gaoup=Policy T
Walue Maps:
LOaP sntribute Valee Cisco fntribute Valwe

Step 10. Provide the LDAP Attribute Value and the Cisco Attribute Value. Click OK.
For the purpose of this demonstration:
LDAP Attribute Value: DC=tlalocan,DC=sec

Cisco Attribute Value: RA-VPN

LOWP attribute Maps: +
Nama Map;
LOvUP Attribute Mame Cigco Mtribute Name
marriberCd - Group-Policy -
Value Maps:
LDWP Attribute Valee Cisco Attribute Value
de=tlalocan,do=sac RA-VPN | + ¥

Note: You can add more Value Maps as per the requirement.

Step 11. Add the Address Pool for the local address assignment. Click ok.



Address Pools 7]

dosailable IPwd Pools O 4 Selected IPvd Pools

[}
3, Search VPN-Pool

Step 12. Provide the Connection Profile Name and the Group-Policy. Click Next.
For the purpose of this demonstration:

Connection Profile Name: RA-VPN

Authentication Method: AAA Only

Authentication Server: LDAP

| Pv4 Address Pool: VPN-Pool

Group-Policy: No-Access

Note: The Authentication M ethod, Authentication Server, and the |PV4 Address Pool were
configured in previous steps.

The No-Access group-policy has the Simultaneous Login Per User parameter set to O (To not allow users to be able
tolog in if they receive the default No-Access group-policy).

Add Group Policy

Marme:®
No-Access
Description:
General Secure Client Advanced
I —
Traffic Filter Access Hours:
Unrestricted - 4

Session Settings

Simultaneous Login Per User:

[ o

Step 13. Click Add new AnyConnect Image in order to add an AnyConnect Client Image to the FTD.



Secure Client Image

The VPN gateway can automatically download the latest Secure Client package fo the client device when ithe VPN
connection is initiated. Minimize connection setup time by choosing the appropriate 08 for the selected package.

Download Secure Client packages from Cisco Software Download Center.

I @ Select af least one Secure Client image ) -
Show Re-order buttons <

Secure Client File Object Name Secure Client Package Name Operating System

Al news Secune Client Image

Step 14. Provide a Name for the image uploaded and browse from the local storage to upload the image. Click
Save.

Add Secure Client File (7]
Mame:*
mag
File Mame:*®
- anyconnect-macos-4.10.07061-webdeg
File Type:*
Secure Client Image 1r
Description:

Step 15. Click the check box next to the image in order to enable it for use. Click Next.

Secure Client Image

The VPN gateway can automatically download the latest Secure Client package to the client dewvice when the WPN
connection is initiated, Minimize connection setup time by choosing the appropriate OF for the selected package.

Download Secure Client packages from Cisco Software Download Center,

Show Re-order buttons <+

Secure Client File Object Name Secure Client Package Manmse Operating System

Mac amyconnect-macos-4,10.0706 1 -webdeplay... Mac OS5 v

Step 16. Choose the Interface group/Security Zone and the Device Certificate. Click Next.

For the purpose of this demonstration:



I nterface group/Security Zone: Out-Zone

Device Certificate: Self-Signed

Note: Y ou can choose to enable the Bypass Access Control policy option in order to bypass any
access control check for encyrpted (VPN) traffic (Disabled by default).

=
Als

Metwork Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone;* InFone v +

Enable DTLS on member interfaces

A Al the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* SelfSigned * +
Enroll the selected certificate cbject on the target devices
Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Contral Folicy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN fiter ACL and
authorization ACL downloaded from AAA server are still applied to VPN traffic.

Step 17. View the summary of the RA VPN configuration. Click Finish to save, as shown in the image.



Remote Access VPN Policy Wizard

Policy Assignment
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Additional Configuration Requ

After the wizard completes, |
confguration needs te be complae
work on all device tanpets.

D Access Control Policy Update

An fsccess Control rule must b d
VPN traffic on all targeted devices.

0 NAT Exemptlion

It MAT ks enabled on the targab
must dafirg 8 NAT Policy bo @xsm,

D DNS Configuration

To reschs hostrame specifed in
or GA Sonvers, configure DNS us
Podicy o thi targpabed dévices.

D Port Configuration

S5L will be enabled on port 443,
IPsec-IKEVE uses port S00 and (
will b anabled on port 443 for

Step 18. Navigate to Deploy > Deployment. Choose the FTD to which the configuration needs to be deployed.

Click Deploy.

The configuration is pushed to the FTD CLI after successful deployment:

<#root>

1--- LDAP Server Configuration ---!

| dap attribute-map LDAP

map-name memberOf Group-Policy
map-value memberOf DC=tlalocan,DC=sec RA-VPN

aaa-server LDAP protocol ldap
max-failed-attempts 4

realm-id 2

aaa-server LDAP host 10.106.56.137

server-port 389

ldap-base-dn DC=tlalocan,DC=sec

ldap-group-base-dn DC=tlalocan,DC=sec

ldap-scope subtree

ldap-naming-attribute sAMAccountName
ldap-login-password *****
ldap-login-dn CN=Administrator,CN=Users,DC=test,DC=com
server-type microsoft



| dap-attribute-map LDAP

!--- RA VPN Configuration ---!

webvpn
enable Outside
anyconnect image disk@:/csm/anyconnect-win-4.10.07061-webdeploy-k9.pkg 1 regex "Mac"
anyconnect enable
tunnel-group-1list enable
error-recovery disable
ssl trust-point Self-Signed

group-policy No-Access internal

group-policy No-Access attributes

vpn-si nul t aneous-1ogins 0

vpn-idle-timeout 30

I--- Output Omitted ---!
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall

split-tunnel-network-list none

group-policy RA-VPN internal

group-policy RA-VPN attributes

banner value ! Welcone to VPN !

vpn-si nul t aneous-1 ogins 3

vpn-idle-timeout 30

I--- Output Omitted ---!
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1list non

ip local pool VPN-Pool 10.72.1.1-10.72.1.15@0 mask 255.255.255.0

tunnel-group RA-VPN type remote-access

tunnel - group RA-VPN general -attri butes

address-pool VPN-Pool



authentication-server-group LDAP

defaul t - group-policy No-Access

tunnel-group RA-VPN webvpn-attributes
group-alias RA-VPN enable

Verify

On the AnyConect client, log in with Valid VPN User Group Credentials, and you get the correct group
policy assigned by the LDAP Attribute Map:

| VPN:
& Plaase respond to banner.

SASAVPN .FoMNan . .Com

Cisco AnyConnect

! Wekcome to VPN |

From the LDAP Debug Snippet (debug Idap 255) you can see there is amatch on the LDAP Attribute Map:

<#root>

Aut henti cation successful for test to 10.106.56. 137

membexrOf: value = DC=tlalocan,DC=sec

mapped to G oup-Policy: value = RA-VPN

mapped to LDAP-C ass: val ue = RA-VPN

On the AnyConect client, log in with an Invalid VPN User Group Credential and you get the No-Access
group policy.



) Cisco AnyConnect | asavpn.rohan.com

Username:

Administrator

VPN:

Password:

<#root>

%FTD-6-113004: AAA user authentication Successful :

Login failed.

asavpn.rohan.com

server = 10.106.56.137 : user = Administrator

%TD- 6- 113009: AAA retrieved default group policy (No-Access) for user = Adm nistrator

%FTD-6-113013: AAA unable to complete the request Error :

Si nul t aneous | ogi ns exceeded for

reason =

user user = Adm ni strator

From LDAP Debug Snippet (debug Idap 255), you can see there is no match on the LDAP Attribute Map:

<#root>

Aut henti cati on successf ul

memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to

for Adm nistrator to 10.106. 56. 137

CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec

Group-Policy: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
CN=Domain Admins,CN=Users,DC=tlalocan,DC=sec

Group-Policy: value = CN=Domain Admins,CN=Users,DC=tlalocan,DC=sec

LDAP-Class: value = CN=Domain Admins,CN=Users,DC=tlalocan,DC=sec

CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec

Group-Policy: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec

CN=Schema Admins,CN=Users,DC=tlalocan,DC=sec

Group-Policy: value = CN=Schema Admins,CN=Users,DC=tlalocan,DC=sec

LDAP-Class: value = CN=Schema Admins,CN=Users,DC=tlalocan,DC=sec
CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec

Group-Policy: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec

LDAP-Class: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec
CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec

Group-Policy: value = CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec



