Configure ASA Version 9 Port Forwarding with
NAT
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| ntroduction

This document describes how to configure Port Redirection (Forwarding) and Network Address Tranglation
(NAT) in ASA Software v9.x, using CLI or ASDM.

Prerequisites
Requirements
This document describes how to configure Port Redirection (Forwarding) and the outside Network Address

Trandation (NAT) features in Adaptive Security Appliance (ASA) Software Version 9.x, with the use of the
CLI or the Adaptive Security Device Manager (ASDM).

Refer to Configuring Management Accessin order to allow the device to be configured by the ASDM.

Refer to the Cisco ASA Series Firewall ASDM Configuration Guide for additional information.

Components Used

The information in this document is based on these software and hardware versions;

» Cisco ASA 5525 Series Security Appliance Software Version 9.x and later
« ASDM Version 7.x and later


https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-installation-and-configuration-guides-list.html

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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The IP address schemes used in this configuration are not legally routable on the Internet. They are RFC
1918 addresses which have been used in alab environment.

Allow Inside Hosts Accessto Outside Networkswith PAT

If you want inside hosts to share a single public address for trandation, use Port Address Translation (PAT).

One of the simplest PAT configurations involves the tranglation of all internal hosts to look like the outside
interface |P address.

Thisisthetypical PAT configuration that is used when the number of routable |P addresses available from
the ISP islimited to only afew, or perhaps just one.

Complete these stepsin order to allow inside hosts access to outside networks with PAT:

1. Choose Configuration > Firewall > NAT Rules. Click Add and then choose Networ k Object in
order to configure adynamic NAT rule.
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2. Configure the network/Host/Range for which Dynamic PAT isrequired. In this example, one of the
inside subnets has been selected.




3. This process can be repeated for other subnets you wish to trandate in this manner.

F= Add Network Object

Mame:
Type:

IP Yersion:

Metrask:

MAT

IP Address:

Descripkion:

obj_172.16.11.0
Metwork, v
@ IPvd () IPvE
172.16.11.0
255,255,255.0 W
>
| Ik, || Cancel || Help

4. Expand NAT. Check the Add Automatic Address Trandation Rules check box. In the Type drop-
down list, choose Dynamic PAT (Hide). Inthe Translated Addr field, choose the option to reflect
the outside interface. Click Advanced.



B% Add Network Object

Marne: obj_172.16.11.0

Type: Metwork,

P Yersion: (#)IPvd () IPwR

IP Address: 172.16,11.0

Metmask: 255,755,755.0

Description:

MAT

Add Autormatic Address Translation Rules

Type: Crynamic PAT (Hide) IR

Translated Addr: |outside

Use one-ko-one address kranslation

PAT Pool Translated Address:

Round Robin

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports inko Flak range 1024-65535 Include range 1-1023
Fall through ko interface PAT(dest inkf):

[ ] Use IPvé For interface PAT

| Advanced. .. |

5. In the Source Interface and Destination Interface drop-down lists, choose the appropriate interfaces.
Click OK and click Apply for the changes to take effect.



E= Advanced NAT Settings

N

Interface

Source Tnterface: v

Destination Interface: | outside W

[ ] Translate DMNS replies Far rule

oIk | | iZancel

Thisisthe equivalent CLI output for this PAT configuration:

object network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
nat (inside,outside) dynamic interface

Allow Inside Hosts Access to Outside Networkswith NAT

It is possible to allow a group of inside hosts/networks to access the outside world with the configuration of
the dynamic NAT rules.

Unlike PAT, Dynamic NAT allocates transl ated addresses from a pool of addresses. Asaresult, ahost is
mapped to its own trandated 1P address and two hosts cannot share the same trandlated | P address.

In order to accomplish this, select the real address of the hosts/networks to be given access. They then must
be mapped to a pool of translated | P addresses.

Complete these stepsin order to allow inside hosts access to outside networks with NAT:



1. Choose Configuration > Firewall > NAT Rules. Click Add and then choose Network Object in
order to configure adynamic NAT rule.
L] l ren . L ]
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2. Configure the network/Host/Range for which Dynamic PAT isrequired. In this example, the entire
inside-network has been selected.

% Add Network Object

Manme: obj_172.16.11.0

Type: Metwork, w
IF Wersion:; % (@1 IPvd () IPwE

IP Address: 172.16.11.0

Mekrnask: 255,255,255.0 v
Description:

INAT 9

K H Zancel H Help

3. Expand NAT. Check the Add Automatic Address Translation Rules check box. In the Type drop-
down list, choose Dynamic. In the Translated Addr field, choose the appropriate selection. Click
Advanced.



E= Edit Network Object

Mame: obj_172.16.11.0
Type: Mebwark. w
IF Yersion: (@) IPva () IPwE
IP Address: 172.16.11.0
Mekmask: 255,255, 255.0 W
Descripkion:

MAT =

Add Automatic Address Translation Rules

Twpe: Devnarmic W

Translaked addr:

Idse one-ko-one address kranslation

[ ] PAT Pool Translated Address:

F.ound Robin

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports inka flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT{dest intF):

Use IPv6 Far inkerface PAT

| Advanced. .. |

| QK | | iCancel | | Help

4. Click Add to add the network object. In the Type drop-down list, choose Range. In the Start
Addressand End Addressfields, enter the starting and ending PAT IP addresses. Click OK.



B% Add Network Object

%me: obj-my-range

Tvpe: Fange

IP Version: (#)IPvd () IPwR

Stark Address:  |203.0.113.10

End Address: 203.0.113.20

Description:

| | Zancel

5. Inthe Trandated Addr field, choose the address object. Click Advanced in order to select the source
and destination interfaces.



% Edit Network Object

Mame: Q‘ obj_172.16.11.0
Type: Mebwark,

IP Wersion: (3 IPvd () IPvE
IP Address: 172.16.11.0
Mekrnask: 255,255,255.0
Descripkion:

MAT

Add Automatic Address Translation Rules

Twpe: Dwnammic hd

Translated Addr: |obj-my-range

Lse ane-to-one address translation

[ ] PAT Pool Translated Address:

Found Raobin

Extend PAT unigueness to per destination instead of per interface

Translate TCP and UDP parts into flat range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest intF):

Use IPvE Faor inkerface PAT

| Advanced. .. |

6. In the Sour ce I nterface and Destination I nterface drop-down lists, choose the appropriate interfaces.
Click OK and click Apply for the changes to take effect.



E= Advanced NAT Settings

N

Interface

Source Tnterface: v

Destination Interface: | outside W

[ ] Translate DMNS replies Far rule

oIk | | iZancel

Thisisthe equivalent CLI output for this ASDM configuration:

object network obj-my-range
range 203.0.113.10 203.0.113.20

object network obj_172.16.11.0

subnet 172.16.11.0 255.255.255.0
nat(inside,outside) dynamic obj-my-range

As per this configuration, the hostsin the 172.16.11.0 network get trandlated to any |P address from the
NAT pool, 203.0.113.10 - 203.0.113.20.

If the mapped pool has fewer addresses than the real group, addresses amy be depl eted.
Asaresult, try to implement dynamic NAT with dynamic PAT backup or try to expand the current pool.
1. Repeat steps 1 to 3 in the previous configuration and click Add once again in order to add a network

object. In the Type drop-down list, choose Host. In the IP Address field, enter the PAT backup IP
address. Click OK.



= Add Network Object

Mame: {optional)
Tvpe:

IF Version:

IP Address:

Metmask:

obj-pat-ip

Hosk

@ 1Pvd () IPvE

205.0,113.21

£55,255.255.0

FODN:

Descripkion:

INAT

| | Zancel

2. Click Add to add a network object group. In the Group Name field, enter a group name and add both
address objects (NAT range and PAT IP address) in the group.

¥ fdd Network Ohject Group

\]
Group Hame: |\na-pat-group

Deserplion;
() Exktieg Netmork Qe cts/Grougs: Marbers inGroup:
Fr— | address —— Dasmipon Ve IF Address NetinaskPralic L
= -Mekyark Oljecls
@ any
@ et
: & oyt
gl inmicermt... 19,19,19,0 755,55.255.0

F [

3. Choose the configured NAT rule and change the Translated Addr to be the newly configured group
'nat-pat-group’ (was previousy 'obj-my-range'). Click OK.



f8 Browse Translated Addr

& Edit [ Delete @ Where Used €} Mok Used

Filter: |

- Mame a1 1P Address Metrmask
E-Nehwrkﬁbjects
L objmy-ra,.. 203.0,113,10-203...
- ® ohjpatdp  209.0,113,21

E -Mebwork Object Groups

= Intetfaces
Efl backup
- B inside
- outside

Selected Translabed Addr

Descripkion

Chiject MAT address |

[ Trarslsted Addr -= Hnat-p-at-gr-:u.p

][ Cancel ]

4. Click OK in order to add the NAT rule. Click Advanced in order to select the source and destination

interfaces.



B= Edit Network Object

Marne: obj_172.16.11.0

Tvpe: % Mebwaork

IP Yersian: () IPvd () IPve

IP Address: 17z.16.11.0

Mektmask: Z55.255.255.0

Cescription:

NAT

Add Automatic Address Translation Rules

Type: Cwnarmic w

Translated Addr: |nak-pat-group

Ilse one-to-one address kranslation

[ ] PAT Pool Translated Address:

Round Robin

Extend PAT uniqueness ko per destination instead of per inkerface

Translate TCP and UDFP ports inka Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT{dest inkf}:

se IPwG Far interface PAT

[ Adwvanced. .. ]

oK H Cancel H

5. Inthe Sour ce I nterface and Destination | nterface drop-down lists, choose the appropriate interfaces.
Click OK.



E= Advanced NAT Settings

N

Interface

Source Tnterface: v

Destination Interface: | outside W

[ ] Translate DMNS replies Far rule

6. Click Apply for the changes to take effect.

= . .
@Imﬁ (%. Confipretion U Monibaring LE Save Gﬁefrasl'ul o Barch -\_J “':,_“',"} Help I cliSCOo
, Firemall & #  Confinueation > Firesall > AT Rules O | wddrassas [[Seiees |
E By aoeess Rules : % acd - & rot ozt + & % B ML - Addresses S 8 ox
2 - . Match Criteria: Drginal Packet | e -we W & g, Mt Usead
[q.iﬁLQEBEth Sopce It DestIntf Soece Fiker: |
E- Fliravwall = Tuetvanrh, Clbrect® AT (Ruk 1) M :
— N TN T ] | = sk oot Al
£ Rsmote Access UPN g any
. - e
Ske-ba-Siks WFH 1
ﬂ = B E
[::::j\J Devins Harag=ment - L i~ b mside-netorsf2d
. ' i chyj-my-range
= apply || Ress ek 19216100 ~

Thisisthe equivalent CLI output for this ASDM configuration:

object network obj-my-range
range 203.0.113.10 203.0.113.20



object network obj-pat-ip

host 203.0.113.21

object-group network nat-pat-group
network-object object obj-my-range
network-object object obj-pat-ip

object network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
nat (inside,outside) dynamic nat-pat-group

Allow Untrusted Hosts Accessto Hostson Your Trusted Network

This can be achieved through the application of a static NAT translation and an access rule to permit those

hosts.

Configure this whenever an outside user would like to access any server that sitsin your internal network.

The server in the internal network can have a private IP address which is not routable on the Internet.

Asaresult, you need to trandlate that private |P address to a public I P address through a static NAT rule.

Consider an internal server (172.16.11.5).

In order to make this work, trandate this private server |P address to a public | P address.

This example describes how to implement the bidirectional static NAT to translate 172.16.11.5to

203.0.1135.

1. Choose Configuration > Firewall > NAT Rules. Click Add and then choose Network Object in
order to configure astatic NAT rule. Expand NAT.

B= Add Network Object

%]

Marne: obj_172.16.11.5

Tvpe: Host W

IF Yersion: (@) IPvd () IPwE

IP Address: 172.16.11.5

Description:

NAT N i M N N ——
Ik, || Cancel || Help




2. Check the Add Automatic Address Trandation Rules check box. In the Type drop-down list,
choose Static. In the Translated Addr field, enter the |P address. Click Advanced in order to select
the source and destination interfaces.

f= Add Network Object

Marne:
Tvpe:
IP Yersion:

IP Address:

Descripkion:

MAT

Twpe:

obj_172.16.11.5

Hosk W
{E}IF‘W} {:} IPvE
172,16.11.5

P&T Pool Translated &ddress:

Add Automatic Address Translation Rules

Skatic w

*

Translated Addr: |(203.0.113.5

Use one-to-one address translation

Round Robin

Extend PAT uniqueness to per destination instead of per interface

Translake TCP and UDP ports inka flak range 1024-65535
Fall through to interface PAT{dest inkf):

Use IPvE For inkterface PAT

| Advanced... |

| Ik, | | Cancel

Include range 1-1023

3. Inthe Sour ce I nterface and Destination | nter face drop-down lists, choose the appropriate interfaces.

Click OK.



E= Advanced NAT Settings

N

Interface

Source Tnterface: v

Destination Interface: | outside W

[ ] Translate DMNS replies Far rule

oIk | | iZancel

4. Y ou can see the configured static NAT entry here. Click Apply in order to send thisto the ASA.

Confiquration = Firewall = NAT Rules [1\’
g add -~ @3 ﬂ + 4+ St BB G, Fnd = Dlagram
Match Criteria: Original Packet Action: Translated Packet
&
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Thisisthe equivalent CLI output for thisNAT configuration:

object network obj_172.16.11.5



host 172.16.11.5

nat (inside,outside) static 203.0.113.5

Static Identity NAT

NAT Exempt is auseful feature where the inside userstry to access aremote VPN host/server or some

host/server hosted behind any other interface of the ASA without completion of aNAT.

In order to achieve this, the internal server, which has a private IP address, can be identity transated to itself

and which in turn is allowed to access the destination which performs aNAT.
In this example, the inside host 172.16.11.15 needs to access the remote VPN server 172.20.21.15.

Complete these stepsin order to allow inside hosts access to remote VPN network with completion of a

NAT:

1. Choose Configuration > Firewall > NAT Rules. Click Add in order to configure aNAT Exempt

rule.
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2. Inthe Sour ce I nterface and Destination | nterface drop-down lists, choose the appropriate interfaces.
In the Sour ce Address field, choose the appropriate entry.



f= Add NAT Rule (%]

Match Criteria: Original Packet

Source Interface: |insiu:|e V| Destination Interface: |Dutside v|

Source Address: any E] Destination Address;  |any E]

Service: any E]

&ckion: Translated Packet

SOWER LR Ten E= Browse Original Source Address
Source Address: -- riging
Use one-to-one address kranslation % Add - @ £t [ Delete @ Where Used @ Mot Used
PAT Pool Translated Address; Filter: |
) Mame a1 TP address Metmask,
Round Robin
[=)-Metwork Objectks

Extend PAT uniqueness ta per destinal
Translate TCP and UDP ports inko Flak
Fall through to inkerface PAT

Ise IPw6 For source inkerface PAT

Dptions
Enable rule

[] Translate DNS replies that match this rulg

3. Click Add in order to add a network object. Configure the Host | P address.

§= Add Network Object
Mame: obj_172.16.11.15
Tvpe: Hiost W
IP Wersion: (@) IPvad (O IPvE
IF Address: 172.16.11.15
Descripkion:
MAT -
L 0] 4 J | Cancel | | Help




4. Similarly, browse the Destination Address. Click Add in order to add a network object. Configure
the Host I1P address.

= Add Network Object %]
Mame: obi_172.20,21.15
Twpe: Hosk W
IF Version: (@) IPvd () IPwG
IP Address: 172.20.21.15
Descripkion:
MAT w
oK, | | iZancel | | Help

5. Choose the configured Sour ce Address and Destination Addr ess objects. Check the Disable Proxy
ARP on egressinterface and L ookup route tableto locate egress inter face check boxes. Click OK.




#= Add MAT Rule

Makch Criteria; Criginal Packet

Source Interface: inside " | Destination Inkerface: | outside w |
Source Address: abj_172.16,11.15 E] Destination Address:  |obj_172.20.21.15 [E]
Service! any E]

Action: Translated Packet

Source MAT Tvpe: Skatic W |

Source Address: -- Criginal -- E] Destination Address;  |-- Criginal -- E]

[ ] Use one-to-one address translation

PAT Pool Translated Address; w | SErvice: -- riginal -- E]

Round Fobin

Extend PAT uniqueness ko per destination inskead of per interface

Translate TP and UDP ports inka Flat range 1024-65535 Include range 1-1023
Fall through o interface PAT

Ise IPw6 For source inkerface PAT Use IPv6 For deskination interface PAT
Options
Enable rule

Translate DMS replies that match this rule

Disable Proxy ARP on eqress interface

Lookup route kable ko locate eqress inkerface

Descripkion: |

[ I H Cancel ” Help

6. Click Apply for the changes to take effect.
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Thisisthe equivalent CLI output for the NAT Exempt or Identity NAT configuration:

object network obj_172.16.11.15
host 172.16.11.15
object network obj_172.20.21.15
host 172.20.21.15

nat (inside,outside) source static obj_172.16.11.15 obj_172.16.11.15
destination static obj_172.20.21.15 o0bj_172.20.21.15 no-proxy-arp route-Tookup

Port Redirection (Forwar ding) with Static

Port forwarding or port redirection is a useful feature where the outside userstry to access an internal server
on a specific port.

In order to achieve this, the internal server, which has a private |P address, can be trandated to a public IP
address which in turn is allowed access for the specific port.

In this example, the outside user wants to access the SMTP server, 203.0.113.15 at port 25. Thisis
accomplished in two steps:

1. Trangdlate the internal mail server, 172.16.11.15 on port 25, to the public IP address, 203.0.113.15 at
port 25.
2. Allow access to the public mail server, 203.0.113.15 at port 25.

When the outside user tries to access the server, 203.0.113.15 at port 25, thistraffic is redirected to the
internal mail server, 172.16.11 15 at port 25.

1. Choose Configuration > Firewall > NAT Rules. Click Add and then choose Network Object in
order to configure a static NAT rule.
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2. Configure the Host for which port forwarding is required.

B Edit Network Object

Marne: obj_172.16,11.15

Twpe: Hosk

IP Yersion: (*)IPvd () IPwE

IP Address: 172.16,11.15

Description:

3. Expand NAT. Check the Add Automatic Address Trandlation Rules check box. In the Type drop-
down list, choose Static. In the Translated Addr field, enter the |P address. Click Advanced in order
to select the service and source and destination interfaces.



% Edit Network Object

Marne: obj_172.16,11.15

Twpe: Host

IP %sinn: @ IPvd () IPvE

IP Address: 172.16,11.15

Descripkion:

Add Autornatic Address Translation Rules

Type: Skakic W

Translated Addr: |203,0.115.15

[ ] Use one-to-one address translation

P&T Pool Translated Address:

Round Robin

Extend PAT uniqueness ko per destination instead of per inkerface

Translake TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through ko interface PAT{desk inkf):

se IPvE Far inkerface PAT

| Advanced... |

Ik | | Cancel

4. In the Source Interface and Destination Interface drop-down lists, choose the appropriate interfaces.
Configure the service. Click OK.



E= Advanced NAT Settings

Translate DM replies For rule

Lookup route kable to locake egress interface

Interface

Source Interface: inside

Destination Interface: |outside

Service

Protocol;

Real Port;

Mapped Port:

5. Click Apply for the changes to take effect.
g 7 | Configuration > Firewall > NAT Rules | Addresses £
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" .@ anyet

2 inside-networkz4
e -« m ohi_172.16.11.15
& 203.0.115.15

4%

(o) (e ]

Thisisthe equivalent CLI output for this NAT configuration:

object network obj_172.16.11.15



host 172.16.11.15
nat (inside,outside) static 203.0.113.15 service tcp smtp smtp

Verify

The Cisco CLI Analyzer (registered customers only) supports certain show commands. Use the Cisco CLI
Analyzer in order to view an anaysis of show command output.

Access aweb site viaHT TP with aweb browser. This example uses asite that is hosted at 198.51.100.100.
If the connection is successful, this output can be seen on the ASA CLI.

Connection

<#root>

ASA(config)#

show connection address 172.16.11.5

6 in use, 98 most used
TCP outside 198.51.100.100:80 inside 172.16.11.5:58799, 1idle 0:00:06, bytes 937,
flags UIO

The ASA isastateful firewall, and return traffic from the web server is allowed back through the firewall
because it matches a connection in the firewall connection table.

Traffic that matches a connection that preexistsis alowed through the firewall without being blocked by an
interface ACL.

In the previous output, the client on the inside interface has established a connection to the 198.51.100.100
host off of the outside interface.

This connection is made with the TCP protocol and has been idle for six seconds. The connection flags
indicate the current state of this connection. More information about connection flags can be found in ASA
TCP Connection Flags.

Syslog

<#root>

ASA(config)#

show log | in 172.16.11.5

Apr 27 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation from inside:
172.16.11.5/58799 to outside:203.0.113.2/58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside:172.16.11.5/58799 (203.0.113.2/58799)


https://cway.cisco.com/cli
http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/c/en/us/support/docs/security/asa-5515-x-adaptive-security-appliance/220136-build-up-and-teardown-asa-tcp-connection.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5515-x-adaptive-security-appliance/220136-build-up-and-teardown-asa-tcp-connection.html

The ASA Firewall generates syslogs during normal operation. The syslogs range in verbosity based on the
logging configuration. The output shows two syslogs that are seen at level six, or the 'informational’ level.

In this example, there are two syslogs generated. Thefirst is alog message that indicates that the firewall
has built atrandation, specifically adynamic TCP trandation (PAT).

It indicates the source | P address and port and the translated |P address and port as the traffic traverses from
the inside to the outside interfaces.

The second syslog indicates that the firewall has built a connection in its connection table for this specific
traffic between the client and server.

If the firewall was configured in order to block this connection attempt, or some other factor inhibited the
creation of this connection (resource constraints or a possible misconfiguration), the firewall would not
generate alog that indicates that the connection was built.

Instead it would log areason for the connection to be denied or an indication about what factor inhibited the
connection from being created.

Packet Tracer

<#root>
ASA(config)#

packet-tracer input inside tcp 172.16.11.5 1234 198.51. 100. 100 80

--Omitted--

Result:

input-interface: inside
input-status: up
input-Tine-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

The packet tracer functionality on the ASA allows you to specify a simulated packet and see al of the
various steps, checks, and functions that the firewall goes through when it processes traffic.

With thistooal, it is helpful to identify an example of traffic you believe can be allowed to pass through the
firewall, and use that 5-tupple in order to ssimulate traffic.

In the previous example, the packet tracer is used in order to simulate a connection attempt that meets these
criteria

» The simulated packet arrives on the inside.

The protocol used is TCP.

The simulated client IP addressis 172.16.11.5.

The client sends traffic sourced from port 1234.

Thetraffic is destined to a server at |P address 198.51.100.100.



» Thetraffic is destined to port 80.
Notice that there was no mention of the interface outside in the command. Thisis by packet tracer design.

Thetool tells you how the firewall processes that type of connection attempt, which includes how it would
route it, and out of which interface.

More information about packet tracer can be found in Tracing Packets with Packet Tracer.

Capture

Apply Capture

<#root>

ASA#

capture capin interface inside match tcp host 172.16.11.5 host 198.51.100. 100

ASA#

capture capout interface outside match tcp any host 198.51.100. 100

<#root>

ASA#s

how capture capin

3 packets captured

1: 11:31:23.432655 172.16.11.5.58799 > 198.51.100.100.80: S 780523448:
780523448(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 172.16.11.5.58799: S 2123396067:
2123396067 (0) ack 780523449 win 8192 <mss 1024,nop,nop,sackOK,nop,wscale 8>
3: 11:31:23.712884 172.16.11.5.58799 > 198.51.100.100.80: . ack 2123396068
win 32768

<#root>

ASA#

show capt ure capout

3 packets captured

1: 11:31:23.432869 203.0.113.2.58799 > 198.51.100.100.80: S 1633080465:
1633080465(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>

2: 11:31:23.712472 198.51.100.100.80 > 203.0.113.2.58799: S 95714629:
95714629(0) ack 1633080466 win 8192 <mss 1024,nop,nop,sackOK,nop,wscale 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
win 32768/pre>


https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/admin-trouble.html

The ASA firewall can capture traffic that enters or leavesiits interfaces. This capture functionality can
definitively proveif traffic arrives at, or leaves from, afirewall.

The previous example showed the configuration of two captures named capin and capout on the inside and
outside interfaces respectively. The capture commands used the match keyword, which allows you to be
specific about what traffic you want to capture.

For the capture capin, you indicated that you wanted to match traffic seen on the inside interface (ingress or
egress) that matches TCP host 172.16.11.5 host 198.51.100.100.

In other words, you want to capture any TCP traffic that is sent from host 172.16.11.5 to host
198.51.100.100 or vice versa. The use of the match keyword allows the firewall to capture that traffic
bidirectionaly.

The capture command defined for the outside interface does not reference the internal client |P address
because the firewall conducts PAT on that client IP address. As aresult, you cannot match with that client IP
address.

Instead, this example uses any in order to indicate that all possible |P addresses would match that condition.

After you configure the captures, you would then attempt to establish a connection again, and proceed to
view the captures with the show captur e <capture_name> command.

In this example, you can see that the client was able to connect to the server as evident by the TCP 3-Way
handshake seen in the captures.

Troubleshoot

Thereis currently no specific troubleshooting information available for this configuration.

Related | nfor mation

+ ASA Sydog Configuration Example
* ASA Packet Captureswith CLI and ASDM Configuration Example
e Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/security/pix-500-series-security-appliances/63884-config-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

