Cisco - Troubleshooting DL Sw IP Connectivity |ssues Page 1 of 5

Solutions Products Ordering Partners Training Corparate

Tech Notes

Troubleshooting DL Sw | P Connectivity | ssues

Contents

I ntr oduction

Prerequisites
Reguirements
Components Used

Conventions
| P Connectivity
Related | nfor mation

| ntr oduction

This document enables you to troubleshoot | P connectivity issues between data-link switching (DL Sw)
peers.

Prerequisites
Requirements
Readers of this document should have knowledge of basic concepts of IP and TCP.

Components Used

This document is not restricted to specific software or hardware versions, but Cisco |OS® software with the
IBM Feature Set isrequired to run DLSw in Cisco Routers.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

| P Connectivity

One of the waysto determineif you have | P connectivity is to issue an extended ping (refer to 1P
Commands, and scroll down to the ping (privileged) section. With extended ping, you specify the target IP
address as the remote DL Sw peer address and specify the source as the local peer IP address. If thisfails,
you probably have an | P routing problem; either the local peer does not have a route to the remote peer, or
the remote peer does not have a route to the local peer. To troubleshoot IP routing, refer to the IP Routing
section of the Technology Support page.

After you verify that | P connectivity is good and that extended ping works, your next step is to issue the
debug disw peer command.
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A Caution: The debug disw peer command can cause severe performance degradation, especially
when performed on arouter that is configured such that multiple peers come up simultaneously. Before you
attempt to issue this debug command, refer to Important Information on Debug Commands.

Issue the debug dlsw peer command to activate the peers between two Cisco routers:

DLSw. passive open 5.5.5.1(11010) -> 2065

DLSw. action_b(): opening wite pipe for peer 5.5.5.1(2065)
DLSw. peer 5.5.5.1(2065), old state DI SCONN, new state CAP_EXG
DLSw. CapExld Msg sent to peer 5.5.5.1(2065)

DLSw. Recv CapExld Msg from peer 5.5.5.1(2065)

DLSw. Pos CapExResp sent to peer 5.5.5.1(2065)

DLSw. action_e(): for peer 5.5.5.1(2065)

DLSw. Recv CapExPosRsp Msg from peer 5.5.5.1(2065)

DLSw. action_e(): for peer 5.5.5.1(2065)

shSw. peer 5.5.5.1(2065), old state CAP_EXG new state CONNECT
DLSw. peer_act_on_capabilities() for peer 5.5.5.1(2065)

DLSw. action_f(): for peer 5.5.5.1(2065)

DLSw. cl osing read pipe tcp connection for peer 5.5.5.1(2065)

The router starts the peer, opens a TCP session with the other router, and starts to exchange capabilities.
After a positive exchange of capabilities, the peer connects. In contrast to remote source-route bridging
(RSRB), DL Sw does not move the peer to a closed state if there is no traffic; the peers aways stay
connected. If the peers remain disconnected, you can issue the debug disw peer and debugip tcp
transactions commands to determine why a connection was not opened.

If the peers connect intermittently, determine if there isafirewall between the peers. If so, refer to
Configuring Data-Link Switching and Network Address Trandlation. If you have a Frame Relay connection,
ensure that you are not exceeding the Committed Information Rate (CIR) and dropping TCP packets as a
result.

These output examplesillustrate some of the methods discussed in this document:

E S
< Data Link Control >*=3 @. n < Data Link Control >
o =]

router? router
4000.0000.0001 172.17.240.35 17217140147 C001.69FF.0001

Router Configurations

source-bridge ring-group 2 source-bridge ring-group 2

dl sw | ocal - peer peer-id 172.17.240.35 dl sw | ocal - peer peer-id 172.17.140.17
dl sw renpte-peer 0 tcp 172.17.140.17 dl sw renote-peer 0 tcp 172.17.240.35

! !

i nterface LoopbackO i nterface LoopbackO

i p address 172.17.240.35 255.255.255.0 |lip address 172.17.140.17 255.255.255.0

Before the DL Sw peers will exchange their capabilities and establish a session, TCP/IP must establish a
route between the TCP/IP peer addresses.

This TCP/IP route can be verified if you issue the show ip route ip-address and if you do an extended ping
between the DL Sw peer addresses.
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If you suspect a problem with the IP route, then let the
remains constant.

Page 3 of 5
extended ping run for afew minutes and check that it

router2# showip route 172.17.140.17

Routing entry for 172.17.140.0/ 24
Known vi a "connected", distance O,
nmetric O (connected, via interface)
Routi ng Descri ptor Bl ocks
* directly connected, via Ethernetl/0

Route metric is O,
traffic share count is 1

router1# show ip route 172.17.240.35

Routing entry for 172.17.240.0/24
Known via "connected", distance O,
metric O (connected, via interface)
Routi ng Descri ptor Bl ocks
* directly connected, via Ethernetl/0

Route metric is O,
traffic share count is 1

router2# ping

Pr ot oco
Target | P address:
Repeat count [5]:
Dat agram si ze [100]:

Ti meout in seconds [2]:

Ext ended commands [n]: vy
Source address or interface:
Type of service [0]:

Set DF bit in IP header? [no]:
Validate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record,

Ti mest anp, Verbose [none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte | CVWP Echos

to 172.17.140.17, timeout is 2 seconds:

[ip]:
172.17. 140. 17

172.17. 240. 35

Success rate is 100 percent (5/5),
round-trip mn/avg/ max = 1/3/4 ns

rout er1# ping

Protocol [ip]:
Target | P address:
Repeat count [5]:
Dat agr am si ze [100]:

Ti meout in seconds [2]:

Ext ended commands [n]: vy
Source address or interface:
Type of service [0]:

Set DF bit in IP header? [no]:

Val idate reply data? [no]:

Data pattern [ OxABCD]:

Loose, Strict, Record,

Ti mest anp, Verbose [none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte | CVWP Echos

to 172.17.240.35, timeout is 2 seconds:

172.17. 240. 35

172.17. 140. 17

Success rate is 100 percent (5/5),
round-trip min/avg/max = 1/3/4 ns

Issue the debug ip tcp transactions command to check how TCP/IP knows the route between the DL Sw

peer addresses.

router2# debug ip tcp transactions

TCPO: Connection to 172.17.140.17:11011,

TCPO: Connection to 172.17.140.17:11001

TCP speci al debugging is on

c1603r

Mar 9 12:02:03.472: TCB02132106 created

Mar 9 12:02:03.472: TCPO: state was LI STEN -> SYNRCVD
[1998 -> 172.17.140.17(11001)]

Mar 9 12:02: 03. 476:
recei ved MSS 1460, MSS is 516

Mar 9 12:02: 03.476: TCP

Mar 9 12:02: 03. 480:
advertising MSS 1460

Mar 9 12:02:09.436: TCPO: state was SYNRCVD -> CLOSED
[1998 -> 172.17.140.17(11001)]

Mar 9 12:02: 09. 440: TCB 0x2132106 destroyed

Mar 9 12:02:15.471: TCB0214088C creat ed

sendi ng SYN, seq 1358476218, ack 117857339

If avalid route exists and extended pings are successful, but the DLSw peer fails to reach the CONNECT
state, then check that a firewall (such as an access list on DL Sw port number 2065) is not the cause of the

problem.

rout er2# show access-lists

Ext ended | P access |ist 101
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deny ip any any | og-input
deny tcp host 172.17.240.35 172.17.140.0 0.0.0. 255 eq 2065 established
permt ip any any

Check that Network Address Trandation (NAT) is not preventing the connection of the DL Sw peer.

router2# showip nat tran
Pro Inside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl oba
--- 172.17.240.200 10.1.1.1 --- ---

--- 172.17.240.201 10.2.1.201 --- ---
--- 172.17.240.202 10.2.1.202 --- ---

After TCP/IP has established a route between the DL Sw peer addresses, they will exchange capabilities (via
capabilities exchange packets), and they will establish a peer connection (they go into CONNECT state).

routerl# show dl s capabilities

DLSw. Capabilities for peer 172.17.140.17(2065)

vendor id (QOU) ;" 00C (cisco)
ver si on nunber 1

rel ease numnber . 0

init pacing w ndow : 20
unsupported saps . none

num of tcp sessions 1

| oop prevent support : no

i canreach mac-exclusive : no

i canreach netbios-excl : no

reachabl e nac addresses : none
reachabl e net bi os names : none

ci sco version number 1
peer group nunber 0
border peer capable : ho
peer cost : 3
bi u- segnent configured : no
| ocal -ack configured . yes
priority configured © no

version string
Cisco I nternetwork Cperatlng Syst em Sof t war e
IOS (tn) RSP Software (RSP-JSV-M, Version 12.1(1),
RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2000 by cisco Systens, |nc.
Conpi | ed Tue 14-Mar-00 23: 16 by cnong

I ssue the show dlsw peer command to check the number of drops on the DLSw peer. If you see a count that
either initialy or rapidly increases, then this could indicate that you have congestion on the TCP queue
depth of the DL Sw peer.

For DL Sw circuits, thereis an internal flow control algorithm that will start to close the windows on various
priority traffic, based on how congested the TCP queue depth becomes. If you start to experience congestion
problems, then issue the show dlsw peer command to check the queue depth.

Note: Remember that the default queue depth valueis 200. Any valuein thisfield above 50 (25 percent)
will start to cause flow control window sizes to be reduced.

rout er 2# show dl sw peers

Peers: state pkts rx pkts tx type drops ckts TCP uptine
TCP 172.17.140.17 CONNECT 11 11 0 0 51  0:00:04: 42

The CONNECT state is what you want to see. The DL Sw peer in CONNECT state indicates that the peer has
activated successfully.
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