Install and Configure the F5 Identity Provider
(IdP) for Cisco Identity Service (IdS) to enable
SSO
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Introduction

This document describes the configuration on the F5 BIG-IP Identity Provider (IdP) to enable
Single Sign On (SSO).

Cisco IdS Deployment Models

Product Deployment

UCCX Co-resident

PCCE Co-resident with CUIC (Cisco Unified Intelligence Center) and LD (Live Data)
UCCE Co-resident with CUIC and LD for 2k deployments.

Standalone for 4k and 12k deployments.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Cisco Unified Contact Center Express (UCCX) Release 11.6 or Cisco Unified Contact Center
Enterprise Release 11.6 or Packaged Contact Center Enterprise (PCCE) Release 11.6 as
applicable.



Note: This document references the configuration with respect to the Cisco Identitify Service
(IdS) and the Identity Provider (IdP). The document references UCCX in the screenshots
and examples, however the configuration is similar with respect to the Cisco Identitify
Service (UCCX/UCCE/PCCE) and the IdP.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Install

Big-IP is a packaged solution that has multiple features. Access Policy Manager (APM) which co-
relates to the Identity Provider service.

Big-IP as APM:

Version 13.0
Type Virtual Edition(OVA)

Two IPs in different subnets. One for the management IP
IPs .

and one for the IdP virtual server

Download the virtual edition image from Big-IP website and deploy the OVA to create a Virtual
Machine (VM) that is pre-installed. Obtain the license and install with the basic requirements.

Note: For installation information, refer to Big-IP Installation quide.

Configure

- Navigate to resource provisioning
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. Create a new VLAN under Network -> VLANs
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- Create a new entry for the IP which is used for the IdP under Network -> Self IPs

Mabtwork » VLAMs : VLAN List » scxtarnal

5 -~ Properties Liaye

iz Forwarding Table

General Properties
Marme external
Partition / Path Common
Dascription |
Tag 4083
Resources
Interface:| 1.2 4
Tagging: | Select... & |
_Add |
Interfacas 1.1 (untagged)
Edit | Dierlete
Configuration: rBanit': ltf
Source Check
MTL 1500
Auts Last Hop [ Defaurt ¢
sFlow
Palling Interval [ Defaull & | Default Value: 10 seconds
Sampling Rate [ Default 2| Defaull Value: 2046 packets

Update | Cancel | Delate |




Network » SelfIPs » 10.78.93.61

Configuration

Name 10.78.93.61
Partition / Path Common
IP Address 10.78.93.61
Netmask 255.255.255.0
VLAN / Tunnel | extemal 4
Port Lockdown [ Allow Default n J

|| Inherit traffic group from current partition / path
Traffic Group .

[ traffic-group-local-only (non-floating) ¢]

Service Policy

Update | Cancel | Delete |

- Create a profile under Access -> Profile/Policies -> Access profiles



General Properties

Partition / Path

Prafile Type
Profile Scope

Settings

Inaciivity Timecut

Access Policy Timeout
Maximum Session Timeout
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. Create a virtual server

Japanase (ja)
Chinese (Simplifiad) (zh-cn)
Chinese (Traditional) (zh-tw)
Koraan (ko)
[=<| |spanish (es)
| French (fr)



General Properties

Name

Partition / Path
Description

Type

Source Address
Destination Address/Mask

Service Port

Availability
Syncookie Status

State

Notify Status to Virtual Address

Idp_Test
Common

Standard

“r

0.0.0.0/0

10.78.93.62

443 HTTPS a

[

[@ Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or service check results are not available yet

Off

Configuration:
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Selecied Availabhe
(Common ICommon
s servarss| o apm-default-sarsarssl
SeL Prodhe _I crypto-client-default-serverss|
32| | pecip-default-serverss!
servarssl-insscura-compatible
SMTPS Profile None &
Client LDAP Profile
Sare LOAP Prte
s P
VLAN and Tunnel Traffic AllVLANs and Tunnels g]

Source Address Translation "None =

Content Rewrite
Revwrite Profile 4| [None ‘)
HTML Profile M

Access Policy
Accass Profile profileLDAP A
Caonnectivity Profile 4| [(None ¢
Per-Request Policy ml
VDI Profile None )

Applcation Tunnel (v & Per- | engrieg
OAM Suppart .| Enabled
Pinghccass Prafile [ None #)

Acceleration
Feale Class Mone =:|
OneConnect Profile None 2]
NTLM Cann Pool
HTT® Compression Profile | Wone =:
Wab Acceleration Profila [ None 3
HTTPI2 Profile | None 4|

_Update | Delete |

- Add Active Directory (AD) details under Access -> Authentication -> Active Directory



Accass » Authentication » adfs

7 -~ Properties Groups

General Properties
Mamea adfs
Partition / Path Common
Type Active Directory
Configuration
Domain Mame cisco.com
Server Connection s Use Pool  Direct
Domain Controller Pool Mame ICommon/pool
IP Addrass:
Haostname:
_ Add |
10.78.93.153 | adfssarver.cisco.com
Domain Controllers
Edit | Delete |
Server Pool Monitor | none D
Admin Name Administrator
A_dmin P'H'Emd [RETTERETTY
Verify Admin Password sraseraias
Group Cache Lifetime 30 Days _Clear Cache |
Password Security Object Cache
Lifetimea 30 Days Clear Cache |
Kerberos Preauthentication |
Encryption Type Bl 'J
Timeout 15 geconds

Update | Delete |




- Create a new IdP service under Access -> Federation -> SAML ldentity Provider -> Local
IdP Services

Edit IdP Service

«§ General Settings IdP Service Name*:

& SAML Profiles /Common/smart-86-idpservice
" Endpoint Sett

SEh e IdP Entity ID*:

. v https://f5-idp.cisco.com

. SAML Attributes il i

 Security Settings 5
IdP Name Settings

Scheme : ~ Host :
https v | fb-idp.cisco.com
Description :
Log Setting :
From Access Profile bd Create

[ OK || cancel




Edit IdP Service

- General Settings
& SAML Profiles

- Endpoint Settings
% Assertion Settings
+ SAML Attributes
4 Security Settings

SAML Profiles

|| Web Browser SSO
["] Enhanced Client or Proxy Profile (ECP)

OK

I

Cancel




Edit IdP Service

) \SENRLalSatings Assertion Subject Type :

& SAML Profiles Transient Identifier v

. Endpoint Settings

. Assertion Settings Assertion Subject Value*:

o SAML Attributes %{session.logon.last.username} A

" Security Settings
Authentication Context Class Reference :
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspori | v

Assertion Validity (in seconds) :
600

[[] Enable encryption of Subject

Encryption Strength .
AES128 b

oK ][ Cancel

Note: If a Common Access Card (CAC) is used for authentication, these attributes need to
be added in the SAML Attributes configuration section:

Step 1. Create the uid attribute.

Name: uid

Value: %{session.ldap.last.attr.sSAMAccountName}
Step 2. Create the user_principal attribute.

Name: user_principal
Value: %{session.ldap.last.attr.userPrincipalName}



Edit IdP Service %

@ General Settings

Signing Key :
& SAML Profiles /{Common/default.key v
4" Endpoint Settings
& Assertion Settings Signing Certificate :
4" SAML Attributes /Common/default.crt v

-, Security Settings

| ok | cance |

Note: Once the IdP service is created, there is an option to download the metadata with a

button Export Metadata under Access -> Federation -> SAML Identity Provider -> Local
IdP Services

Security Assertion Markup Language (SAML) creation

SAML Resources

- Navigate to Access -> Federation -> SAML Resources and create a saml resource
to associate with the IdP service that was created earlier



Access » Federation : SAML Resources » smart-86-samiresource

General Properties

Name smart-86-samiresource
Partition / Path Common
Description
Publish on Webtop [ | Enable
Configuration
SSO Configuration L smart-86-idpservice ¢_)

Customization Settings for English

Language English
Caption smart-86-samlresource

Detailed Description

Image Choose file | No file chosen View/Hide

Update | Delete |

Webtops

- Create a webtop under Access -> Webtops



Access » Webtops : Webtop Lists » Smart-86-Webtop

General Properties

Name Smart-86-Webtop
Partition / Path Common
Type Full

Configuration

Minimize To Tray .'_l.gi__'iEnabled

Show a warning message when

the webtop window close | eselice

Show URL Entry Field « Enabled

Show Resource Search «| Enabled
Fallback Section

Initial State | Expanded % |

Update | Delete |

Virtual Policy Editor

- Navigate to the policy created earlier and click on edit link



Access » Profiles / Policies : A

# v AccessProfiles  PerR

Per-Session Policles)

Customization

searcf Creste. | impor. |
||| ~| Status | » Access Profile Name + Appication | + Profile Type | Per-Session Poiicy | Export | Copy | Logs | Virtual Servers | = Partiion / Path
L LDAPAccessProfile 880 default-log-setting LdapVs Common
L Name Al = Export... Copy.. default-log-setting Common
L Smart-86-AccessProfile LTM-APM Export.. Copy... default-log-setting Common
m Test 550 default-log-setting Common
L access All (none) (none)  (none) Common
L profile2 SSL-VPN D Edit... Export... Copy... default-log-setting Common
L profile3 LTM-APM B8 Edit... Export... Copy... default-log-setting Common
L profileLDAP Al D Edit... Export.. Copy... defaultlog-setting IdP Common
Idp_Test
_Delete... | Apply |

. The virtual iolici editor oiens

Access Policy: /Common/profileLDAP EthndngsI (Endings: Allow, Deny [default])

X
[ e o
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X N
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fallback
o

- Click on the 0 icon and add elements as described
Step 1. Logon page element - Leave all elements to default.

Step 2. AD Auth -> Choose the ADFS configuration created earlier.



ﬁ

]'Properties]_rBranch Rules\]

Name: |AD Auth |

Active Directory

Type ( Authentication 4 |
Server [ /Common/adfs % |
Cross Domain Support Disabled %
Complexity check for Password - a

Reset Disabled

Show Extended Error Disabled §

Max Logon Attempts Allowed

Max Password Reset Attempts

Alowed (¢)

Step 3. AD Query element - Assign the necessary details.



|

| [[Properties | [ Branch Rules |

Name: [AD Query

Active Directory
Type Query s
Server JCommon/adfs &
sAMAccountName=%{session.logon.|ast.username}
SearchFilter
s
Fetch Primary Group Disabled %
Cross Domain Support Disabled %
Fetch Nested Groups Disabled %
Complexity check for Password Disabled *
Max Password Reset Attempts 3a

Allowed

petore exration || o $0 ]
Add new entry | Insert Before: | 1 3
Required Attributes (optional)

1 len ] (=l
: [displayName | (2= (]
3 |distinguishedName | (o] [=][x]
4 [dn | [a] (=] [
5 [employeelD ] [ (=1 [
6 [givenName | ol [=][x]
7 [homeMDB | (] (=1 [l
8 [mail | ol [=][x]
Cancel | save | Help|

Step 4. Advance Resource Assign - Associate the saml resource and the webtop created earlier.



meperties [anch Rules]

Name: |Advanced Resource Assign

Resource Assignment

Add new entry | Insi

Expression: Empty change

SAML: [Common/ids_pipeline, /Common/smart-86-samiresource
Webtop: /Common/Smart-86-Webtop

Add/Delete

Service Provider (SP) Metadata Exchange

- Manually import the certificate of the IdS to Big-IP through System -> Certificate
Management -> Traffic Management

Note: Ensure that the certificate consists of BEGIN CERTIFICATE and END CERTIFICATE
tags.



General Properties

Name smart88crt.crt
Partition / Path Common
Certificate Subject(s) smart-88.cisco.com

Certificate Properties

Public Key Type RSA

Public Key Size 2048 bits

Expires Nov 17 2019 21:10:10 GMT
Version 3

Serial Number 915349505

Common Name: smart-88.cisco.com
Organization:

Subject Divisi;m:
Locality:
State Or Province:
Country:

|ssuer Self

Email

Subject Alternative Name

Import... | Export... | Delete |

- Create a new entry from sp.xml under Access -> Federation -> SAML ldentity Provider ->
External SP Connectors

- Bind the SP connector to the IdP service under Access -> Federation -> SAML ldentity
Provider -> Local IdP Services

Verity
There is currently no verification procedure available for this configuration.
Troubleshoot

Common Access Card (CAC) Authentication Failure

If SSO authentication fails for CAC users, check the UCCX ids.log to verify the SAML Attributes
were set properly.



If there is a configuration issue, a SAML failure occurs. For example, in this log snippet, the
user_principal SAML attribute is not configured on the I1dP.

YYYY-MM-DD hh:mm:SS.sss GMT(-0000) [IdSEndPoints-SAML-59] ERROR
com.cisco.cchu.ids IdISSAMLAsyncServlet.java:465 - Could not retrieve from attributes map: user_principal

YYYY-MM-DD hh:mm:SS.sss GMT(-0000) [IdSEndPoints-SAML-59] ERROR
com.cisco.cchbu.ids IdISSAMLAsyncServlet.java:298 - SAML response processing failed with exception
com.sun.identity.saml.common.SAMLEXxception: Could not retrieve user_principal from saml response

at
com.cisco.ccbu.ids.auth.api.ldSSAMLAsyncServlet.getAttributeFromAttributesMap(IdSSAMLAsyncServlet.java:4
66)

at
com.cisco.cchu.ids.auth.api.ldSSAMLAsyncServlet.processSamlPostResponse(IdSSAMLAsyncServlet.java:263

)

at
com.cisco.ccbu.ids.auth.api.ldSSAMLAsyncServlet.processldSEndPointRequest(IdSSAMLAsyncServlet.java:17
6)

at com.cisco.ccbu.ids.auth.api.ldSEndPoint$1.run(IdSEndPoint.java:269)

at java.util.concurrent. ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1145)

at java.util.concurrent. ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:615)

at java.lang.Thread.run(Thread.java:745)

Related Information

. Technical Support & Documentation - Cisco Systems



http://IdSSAMLAsyncServlet.java:465
http://IdSSAMLAsyncServlet.java:298
https://www.cisco.com/c/en/us/support/index.html
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