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| ntroduction

This document describes the architecture behind Finesse connections that use BOSH and how BOSH
connection problems can be diagnosed.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:



 Cisco Finesse

» Unified Contact Center Enterprise (UCCE)
» Unified Contact Center Express (UCCX)

» Web browser developer tools

* Windows and/or Mac administration

Components Used

The information in this document is based on these software and hardware versions:

» Cisco Finesse 9.0(1) - 11.6(1)
* UCCX 10.0(2) - 11.6(2)

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Connections that use Bidirectional-streams Over Synchronous HTTP are called BOSH.

Under stand Finesse BOSH I mplementation

Understand XM PP

Extensible Messaging and Presence Protocol (XMPP) (also known as Jabber) is a stateful protocol in a
client-server model. XMPP allows for fast delivery of small pieces of structured eXtensible Markup
Language (XML) data from one entity to another. XMPP/Jabber is extensively used in instant messaging
(IM) and presence applications.

All XMPP entities are identified by their Jabber ID (JID).
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JID Addressing Scheme: user@domain/resource

user client username on the XM PP server or name of the conference room

domain [XMPP server fully qualified domain name (FQDN)

identifier of the user's specific entity/endpoint (for example, laptop, smartphone, and so on), a

resourcel . .
session identifier, or pubsub node name

Note: All three JID components are not used in all cases. A server would typically just be defined by
the domain, a conference room defined by user@domain, and a client by user@domain/resource.

XMPP messages are called stanzas. There are three core stanzas in XM PP:
1. <message>: one direction, one recipient

2. <presence>: one direction, publish to many

3. <ig>: info/query - request/response

All stanzas have to and from addresses and most stanzas also have type, id, and xml:langattributes.

Stanza AttributelPurpose

to destination JID




from source JID

type purpose of the message
id unique identifier used to link arequest with aresponse for <ig> stanzas
xml:lang defines the default language for any human readable XML in the stanza|

Example XM PP M essage

<message to='personl@example' from='person2@example' type='chat'>
<subject> Team meeting </subject>
<body>Hey, when is our meeting today? </body>
<thread>A4567423</thread>

</message>

XM PP Implementation with Finesse

If aweb application needs to work with XM PP, multiple issues arise. Browsers don’t support XMPP over
Transmission Control Protocol (TCP) natively, so all XMPP traffic must be handled by a program which
runs inside the browser. Web servers and browsers communicate via HyperText Transfer Protocol (HTTP)
messages, so Finesse and other web applications wrap XM PP messages inside of HT TP messages.

Thefirst difficulty with this approach isthat HTTP is a stateless protocol. This means that each HTTP
request is not related to any other request. However, this problem can be addressed by applicative means--
for example through the use of cookies/post data.

The second difficulty is the unidirectional behavior of HTTP. Only the client sends requests, and the server
can only respond. The server’sinability to push data makes it unnatural to implement XMPP over HTTP.

This problem does not exist in the origina XM PP Core specification (RFC 6120), where XMPP is bound to
TCP. However, if you want to address the problem with XM PP bound to HTTP, for example, because
Javascript can send HTTP requests, there are two possible solutions. Both require a bridge between HTTP
and XMPP.

The proposed solutions are:

1. Polling (legacy protocol): repeated HT TP requests asking for new data defined in XEP-0025: Jabber
HTTP Polling

2. Long polling also is known as BOSH: transport protocol that emulates the semantics of along-lived,
bidirectional TCP connection between two entities by efficiently using multiple synchronous HTTP
request/response pairs without requiring the use of frequent polling defined in XEP-0124: HTTP Binding
and extended by XEP-0206: XM PP Over BOSH

Finesse implements BOSH asiit is quite efficient from the server load point of view and traffic-wise. The
reason to use BOSH isto cover up the fact that the server does not have to respond as soon thereisa
request. The response is delayed up to a specified time until the server has data for the client, and then it is



sent as aresponse. As soon as the client gets the response, the client makes a new request and so forth.

The Finesse desktop client (web application) establishes a stale BOSH connection over TCP port 7443 every
30 seconds. After 30 seconds, if there are no updates from the Finesse Notification Service, the Notification
service sends an HTTP reply with a200 OK and a (nearly) empty response body. If the Notification Service
has an update on the presence of an agent or adialog (cal) event, for example, the datais sent immediately
to the Finesse web client.

Example Finesse XM PP Regeust/Response

This example shows the first XM PP message request response shared between the Finesse client and Finesse
server to set up the BOSH connection.

Finesse client request:
<body xmlns="http://jabber.org/protocol/httpbind" xml:lang="en-US" xmlns:xmpp="urn:xmpp:xbosh" hold="1"

Finesse server response:
<body xmlns="http://jabber.org/protocol/httpbind" xmlns:stream="http://etherx.jabber.org/streams" authi

To summarize:

1. The Finesse web client has a stale HTTP connection (http-bind) set up to the Finesse server via TCP
port 7443. Thisis known as a BOSH long poll.

2. The Finesse Notification Service is a presence service that posts updates regarding the state of an
agent, call, and so on.

3. If the Notification service has an update, it replies to the http-bind request with the state update as
an XM PP message in the HTTP response body.

4. If there are no state updates 30 seconds after receiving the http-bind request, the Notification Service
replies without any state updates to allow the Finesse web client to send another http-bind request.
This serves as away for the Notification service to know that the Finesse web client is still able to
connect to the Notification Service and that the agent did not close their browser or put their computer
to sleep, and so on.

Under stand Finesse XM PP M essages and XM PP Nodes

Finesse also implements XM PP specification XEP-0060: Publish-Subscribe. The purpose of this
specification isto alow the XMPP server (Notification service) to get information published to XMPP
nodes (topics) and then to send XM PP events to entities subscribed to the node. In the case of Finesse, the
Computer Telephony Integration (CTI) server sends CTI messages to the Finesse web service to tell Finesse
about configuration updates such as, but not limited to, agent or Contact Service Queue (CSQ) creation or
information about a call. Thisinformation is then converted into an XM PP message that the Finesse web
service publishes to the Finesse Notification service. The Finesse Notification service then sends XMPP
over BOSH messages to agents that are subscribed to certain XM PP nodes.

Some of Finesse API objects that are defined in the Finesse Web Services Developer Guide are XM PP
nodes. Agent and supervisor Finesse web clients can subscribe to event updates for some of these XMPP
Nodes in order to have up-to-date information about real-time events (such as call events, state events, and
so on). This table shows the XM PP nodes that are pubsub enabl ed.



https://developer.cisco.com/docs/finesse/#!rest-api-dev-guide

Finesse API Object Purpose Subscription
ffinesselapi/User/<L ogini D> tShheOZ\VgSe:t]e state and team mapping of égsgsi 2?5
[finesse/api/User/<Loginl D>/Dialogs Shows the call(s) handled by the agent g?gffi 2?3
Jfinesse/api/User/<L oginl D>/ClientLog Vseg to capture ‘;L';;c‘,r' ogs from éjﬁﬁii and
/finesse/api/User/<L oginl D>/Queue/<queuel D>|Shows queue statistics data (if enabled) g?ggfji g?s

Shows the agents that belong to a certain

[finesse/api/Team/<TeamlID>/Users team including state information Supervisors
. . Shows the state of the Finesse server.  |Agents and
[finessefapi/Systeminfo Used to determine if failover is needed |Supervisors

Example 1. Use Pidgin to View Finesse XM PP Nodes

Step 1. Download and install the XM PP client Pidgin.

Step 2. Navigate to Accounts > Modify > Basic and configure the L ogin Options:

Protocol: XMPP
Username: LoginlD for any agent
Domain: FQDN of Finesse server

Password: Agent password

Resource: Placeholder - any value can be used, for example, test

Check the Remember password checkbox




£ Modify Account

Basic | Adyanced | Proxy
Login Options

Protocol:

Username:
Domain:
Resource;

Password:

User Options

Local alias:

@ Remave

W XMPP -

47483648

finl.uccelocal

test

| Remember password

L New mail notifications

Ll Use this buddy icon for this account:

__ Create this new account on the server

Cancel H save ‘




: Port 5222 is used only because Finesse web clients can use port 7443 to connect to the Notification
Service.

Step 4. Navigate to Tools > Plugins and enable the XMPP Console.



&' Plugins g

Enabled 1+ Name C
l'lln.-l'glll DRI RRANERT,

Psychic Mode 2.13.0
Psychic mode for incoming conversation

Release Notification ..12.0
Checks peniodically for new releases.

Send Button 2.13.0
Conversation Window Send Button.

Text replacement 2.13.0
Replaces text in outgoing messages according t..

Timestamp 2.13.0
Display iChat-style timestamps

Transparency 2.13.0
Varnable Transparency for the buddy list and con...

Windows Pidgin Options 2.13.0
Options specific to Pidgin for Windows.

XMPP Console 2.13.0
Send and receive raw XMPP stanzas.

XMPP Service Discovery 2.13.0
Allows browsing and registering services, -

# Plugin Details

Canfigure Flugin Close

Step 5. Navigate to Tools > XM PP Console > XM PP Console to open the XMPP Console.



B Buddy List (il S

 Buddies Accounts Tools Help |

= Buddies Buddy Pounces
0 finesse@finlucg  Lertificates
& Custom Smileys Ctrl+Y
i presencelistener & Plugins Crl+U
# Preferences Crl+P
Privacy
Set Mood Ctrl+D
& File Transfers Ctrl+T
Room List
System Log
Mute Sounds
XMPP Console ¥ XMPP Console

“ () Available

Step 6. Execute this <ig> message to see al of the XM PP nodes that exist.

<iqg type='get' from='<loginID>@<Finesse_FQDN>/test' to='pubsub.<Finesse_FQDN>' 1id='testIdl’'
<query xmlns="http://jabber.org/protocol/disco#items'/>
</ig>

For example:

<iqg type='get' from='47483648@finl.ucce.local/test' to="pubsub.finl.ucce.local' id="testIdl'>
<query xmlns="http://jabber.org/protocol/disco#items'/>
</ig>



' T —
B Accounts &5

Enabled Username Frotocol
¢ 47483643@finluccelocalftest W XMPP

Add... Modify._ Delete Close
L" -
- - v - - .,
i&' Buddy List =8| X %' XMPP Console E=RIEE X
Buddies Accounts Jools Help - — — = —
N <iq type=getl from="4/483648&hinlucce local/test =
Buddies to="pubsub.finl.ucce.local’ id="testldl >
i) finesse@finl.uccelocal <guery xmins="http.//labber.org/protocol/discofitems’/ > 3
i presencelistener@finl.uc...
<figq=
<ig type=Tresult’ id="testld1’ from="pubsub.finl.uccelocal’
to="4 74831648 @finl.ucce localftest' »
<gquery xmins="http.//jabber.org/protocol/discoffitems -
<ibem jid="pubsub.finl.ucce.local’ name=" node="/finesse/api/
Team/5000/Users ) >
<item jid="pubsub.finl.uccelacal’ name=" node="/finesse/api/
Userf47483648/Dhalogs [ =
wivanm iid ="muikhgik finl oera laeal' nama =" pmds-"'Hinaccalfzamil ¥
<igf> <presence/> <message/ >
() Awailable » |
L= -

In alab environment with two agents and two CSQs configured, this output is contained in the Finesse
response:

<iqg type='result' id="testIdl' from='pubsub.finl.ucce.local' to='47483648@finl.ucce.local/test'>
<query xmlns="http://jabber.org/protocol/disco#items"'>

<item jid='"pubsub.finl.ucce.local' name='"' node='/finesse/api/Team/5000/Users"'/>

<item jid='"pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483648/Dialogs'/>

<item jid='"pubsub.finl.ucce.local' name='' node='/finesse/api/User/47483651"'/>

<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483651/ClientLog'/>

<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483649/Queues'/>

<item jid='"pubsub.finl.ucce.local' name='"' node='/finesse/api/Team/5001/Users"'/>
<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483650/ClientLog'/>
<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/Queue/1'/>

<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483648/ClientLog'/>
<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483648/Queues'/>
<item jid='"pubsub.finl.ucce.local' name='' node='/finesse/api/User/47483650"'/>

<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483650/Queues'/>
<item jid='"pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483651/Dialogs'/>


http://jabber.org/protocol/disco#items

<item jid='pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483648"'/>

<item jid="pubsub.finl.ucce.local' name= node="'/finesse/api/Team/1/Users'/>

<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483649"'/>

<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483651/Queues’'/>
<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483649/ClientLog'/>
<item jid="pubsub.finl.ucce.local' name= node="'/finesse/api/Queue/0'/>

<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483649/Dialogs'/>
<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/User/47483650/Dialogs'/>
<item jid="pubsub.finl.ucce.local' name='"' node='/finesse/api/SystemInfo'/>

</query>

</ig>

Example 2: Use Browser Developer Tools Network Tab to View HTTP M essages

Each browser has a set of developer tools. The Network tab of the developer tools showsthe HTTP
messages sent and received by the Finesse web client (browser). For example, thisimage shows how the
Finesse web client sends a Systeminfo request which checks Finesse Tomcat status every minute as a
failover check. Additionaly, the http-bind messages from the BOSH connection are also displayed. The
Finesse server sends back a response within 30 seconds if there are no updates to publish on the XM PP
nodes the web client is subscribed to.

O wspector £ Conscle C Debugger ) Styt0 Editer (& Porformance 4k Memory m B-B8 B & 0O &
B EIN WML CSS U5  XHR  Fonls  images Media Flash WS Other @ 178 roquests, 4,677.68 KB, 05 « URLS 1]
Status Mathod File Damain Cause Type Transfer... Size oms e 273 min | 4. 50mn

® 100 POST fhitp-bind/ 000K 7 a43 (= E xmil 578 578 I -+ 30712
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® 200 POST  fhitp-bind/ B CLDIOLNN 7443 st mil 578 578

| ® POST fhatp- bind | B ULELKK a3 Bt ]

Troubleshoot BOSH Disconnect Error Message

When a BOSH disconnect occurs, the error Lost connection to { Finesse Server FQDN} . Please wait for a
reachable Finesse Server to be found... is displayed in ared banner at the top of the Finesse desktop.

Lost connection to X000 XXXX. XXXX.cisco.com. Please wait for a reachable Finesse Server to be found...
Wl || Wl | 1, Agent 1001001 (1001001) - Extension 1001001
cisco © Ready v 05:16

PHome" My Statistics ~ Manage Customer

k Ready for Incoming Calls

Agent CSQ Statistic... = ] Thresholds only

This message is displayed because at this time, no XM PP subscription events can be received from the
Cisco Finesse Notification Service. Hence, state information and call details cannot be displayed on the
agent desktop.

For UCCX, 60 seconds after the browser disconnects, the agent is put into a Logout state. The agent can be



in the Ready or Not Ready state for the logout to happen.

For UCCE, Finesse takes up to 120 seconds to detect when an agent closes the browser or the browser
crashes and Finesse waits 60 seconds before sending aforced logout request to the CTI1 server which causes
the CTI server to put the agent in a Not Ready state. Under these conditions, Finesse can take up to 180
seconds to sign out the agent. Unlike in UCCX, the agent moves into a Not Ready state instead of the
Logout state.

Note: The CTI disconnect Not Ready vs. Logout state behavior in UCCE is controlled by the
PG /LOAD parameter. Per the Release Notes for Unified Contact Center Enterprise & Hosted Release
10.0(2), the /LOAD parameter is deprecated starting in UCCE 10.0.

For more information on UCCE Finesse Desktop behavior, refer to the Desktop Behavior section of
the Cisco Finesse Failover Mechanisms chapter in the Cisco Finesse Administration Guide.

Note: Timer values can change in the future as per the product requirement.

Log Analysis
The Finesse and UCCX Natification service logs can be collected viaRTMT or viathe CLI:

file get activelog /desktop recurs compress

Debug Notification Service Logs

Note: Set debug level logs only while you reproduce an issue. Turn off the debugs after the issue has
been reproduced.

Note: Finesse 9.0(1) does not have debug level logging. Debug level logging was introduced in
Finesse 9.1(1). The process for enabling the logging is different in 9.1(1) compared to Finesse 10.0(1)
- 11.6(1). For this process, consult the Finesse Administration and Serviceability guide.

Enable Notification Service debug logs of Unified Contact Center Express (UCCX), as shown:

<#root>

admin:

utils uccx notification-service |og enable

WARNING! Enabling Cisco Unified CCX Notification Service Togging can affect system performance
and should be disabled when logging is not required.

Do you want to proceed (yes/no)? yes
Cisco Unified CCX Notification Service logging enabled successfully.

NOTE: Logging can be disabled automatically if Cisco Unified CCX Notification Service is restarted.


https://www.cisco.com/c/en/us/support/customer-collaboration/finesse/products-maintenance-guides-list.html

Enable Notification Service debug logs of Unified Contact Center Enterprise (UCCE) (Finesse Standalone),
as shown:

<#root>
admin:

utils finesse notification |ogging enable

Checking that the Cisco Finesse Notification Service is started...
The Cisco Finesse Notification Service is started.

Cisco Finesse Notification Service logging is now enabled.

WARNING! Cisco Finesse Notification Service Togging can affect system performance
and should be disabled when Togging is not required.

Note: Logging can be disabled automatically if you restart the Cisco Finesse Notification Service

These logs are in the /desktop/logs/openfire folder and are named debug.log.

As shown in the image, the Notification Service (Openfire) debug.log shows the http binding with desktop
along with the IP address and port of the agent PC.

JODLXNR 000K 1:34:21 [Session=1, SSL_NULL_WITH_NULL_NULL] received @ sent @

2017.94.14 21:34:21 REQUEST /http-bind/ on org.eclipse.jetty.server.nio.SelectChannelConnectorsSelectChanne IHttpConnect Lon@2d B2 6RMOOLINIOOLIN: 7443 <-> NOL00LIDNLXY : 459805
2017.94.14 21:34:21 scope null||/http-bind/ @ o.e.j.5.5ervietContextHandler{/http-bind,null}
2017,084.14 21:34:21 context=/http-bind| |/ @ o.e.].5.5ervietContextHandler{/http-bind,null}
2017.94.14 21:34:21 sessionManager=org.eclipse. jetty.server.session.HashSessionManager@l76fe4#STARTED
2017.94,14 21:34:21 session=null

2017.94.14 21:34:21 session=null

2017.84.14 21:34:21 servlet /http-bind| |/ -> org.jivesoftware.openfire.http.HttpBindServlet-16431593
2017.04.14 21:34:21 chain=null

291? 5-1- l-i 21: 3-1- 21 HTTPBmdLuq HTTP RECV[Z‘HSafbeI-

-Ddr sid=" 34453fh= r
k address: 1001003 Qu00LXI00LEXX 000NN . cisco, con/desktop id: 3445afbe presence:

2 ! 0
-rtstn(c froa=" 1ae1003;nxm¢xxxxxxxxxmxx cisco. cgufdcsk:g-
<¢ xmlns="http://jabber,org/protocol/caps™ hash="sha-1" node="http://jabber.cisco.con/caxl" ver="VNCETMwvCxe6FIfDIIpLryVIRw=" />

</presence> rid: 164053266
2017.94.14 21:34:21 suspended org.eclipse.jetty.server.nio.SelectChannelConnectorsSelectChanne lHttpConnect iong2 KRR IO KK 744 35—=1000 X010 08 : 49805
2017.84.14 21:34:24 Launching thread for /127.8.8.1:44667

2017.84.14 21:34:24 Launchino thread for /127.8.0.1:44656

As shown in the image, the last active 0 ms shows that session is till active.

2017.04,14 21:34:26 Exiting since queue is it el lieiliblilol

2817.04,14 21:34:26 Session (id=3445afbe) was| last active @ ms ago: 1031&63@ FOOOOOO0L XXX XX cisco, com/desktop)
2017.04.14 21:34:26 time=1492185866851,]ID=1 =v,msgs_drop=0,bytes_sent=3748
2017.04.14 21:34:26 time=1492185866851,]1ID= 1%1&&3@)0:)(:0:)0{)( xxxxxxxx.cisco com/desktop, msgs_ sent--’-l SMSgs_ _queue=, msgs_drop=@,bytes_sent=3748

Openfire closing the idle session indicates the agent logout can trigger in 60 seconds where Finesse can send
aforced logout with areason code of 255 to the CTI server. The actual behavior of the desktop under these
conditions depends on the setting for Logout on Agent Disconnect (LOAD) in UCCE. In UCCX, thisis
always the behavior.

If the Fineese client does not send http-bind messages to the Finesse server, the logs can show the session
up time and show the session close.

2017.06.17 00:14:34 Session (id=f382a015) was Tast active 0 ms ago: 1001003@xxXXX.XXXX.XXX.Cisco.com/de

2017.06.17 00:15:04 Session (id=f382a015) was Tlast active 13230 ms ago: 1001003@xxxxx

2017.06.17 00:17:04 Unable to route packet. No session is available so store offline.

. XXXX . XXX .C15CO.COl
2017.06.17 00:15:34 Session (id=f382a015) was Tast active 43230 ms ago: 1001003@xxXXX.
2017.06.17 00:16:04 Session (id=f382a015) was Tast active 63231 ms ago: 1001003@xxXXX.

XXXX .XXX.Ci5C0.CO
XXXX . XXX.Ci5C0.CO

<message from="pu



Info Notification Service Logs

These logs are in the /desktop/logs/openfire folder and are named info.log. If the Fineese client does not
send http-bind messages to the Finesse server, the logs can show the the session become inactive.

2017.06.17 00:16:04 Closing idle session (id=f382a015): 1001003@xxXXX.XXXX.XXX. cisco.com/desktop
after inactivity for more than threshold value of 60
2017.06.17 00:16:04 A session is closed for 1001003@xxXXX.XXXX.XXX. cisco.com/desktop

Webservices L ogs

These logs are in the /desktop/logs/webservices folder and are named Desktop-webservices.YYYY-MM-
DDTHH-MM-SS.sss.log. If the Fineese client does not send http-bind messages to the Finesse server within
the specified amount of time, the logs can show the the agent presense become unavailable and 60 seconds
later, a presense driven logout can occur.

0000001043
0000000417:
0000001044:
0000001051:
0000001060:
0000001061:
1, workmode :
0000001066:

XX XX XX XXX :
XX XX XX XXX :
XX XX XX XXX :
XX XX XX XXX :
XX XX XX XXX s :
XX XX XX XXX s :
0, reason code: 255, forceflag :1, agentcapacity: 1, agentext: 1001003, agentid: 1001003,

Jun 17 2017 00:16:04.630 +0530: %CCBU_Smack Listener Processor (1)-6-PRESENCE
Jun 17 2017 00:16:04.631 +0530: %CCBU_Smack Listener Processor (1)-6-UNSUBSCR
Jun 17 2017 00:16:04.631 +0530: %CCBU_Smack Listener Processor (1)-6-AGENT_P
Jun 17 2017 00:16:35.384 +0530: %CCBU_pooT1-8-thread-1-6-AGENT_PRESENCE_MONIT
Jun 17 2017 00:17:04.632 +0530: %CCBU_CoreImpT-workerl2-6-PRESENCE DRIVEN LO
Jun 17 2017 00:17:04.633 +0530: %CCBU_CoreImpT-workerl2-6-MESSAGE_TO_CTI_SER

XX XX XX XXX:: Jun 17 2017 00:17:04.643 +0530: %CCBU_CTIMessageEventExecutor-0-6-DECODED_M
ski1l1GroupNumber=-1, skillGroupPriority=0, agentState=1 (LOGOUT), eventReasonCode=255, numF1tSkiT1Group
duration=null, nextAgentState=null, f1tSkillGroupNumberList=[], f1tSkillGroupIDList=[], f1tSkillGroupPr
msgID=30, timeTracker={"id":"AgentStateEvent","CTI_MSG_RECEIVED":1497638824642,"CTI_MSG_DISPATCH":14976
Decoded Message to Finesse from backend cti server

Common Reasons for BOSH Disconnect

BOSH connections are setup by the web client, and the Finesse server determines if the agent presenceis
unavailable. These issues are amost always client side issues relating to the browser, agent computer, or
network as the onus of starting up the connection is up to the client.

Problem - Agents Disconnect at Different Times (Client Side | ssue)

Recommended Actions

Check for these issues:

1. Network issue:

* Review firewall rules and logs -- TCP port 7443 must not be blocked or throttled

¢+ Usean HTTP web traffic sniffer like Fiddler® or Wireshark® to confirm that the browser sends http-
bind requests over TCP port 7443 and receives responses



https://www.telerik.com/download/fiddler
https://www.telerik.com/download/fiddler
https://www.wireshark.org/download.html
https://www.wireshark.org/download.html

» Check al network devices/interfaces between the agent computer and the Finesse server for excessive
delay or packet drops
- Traceroute can be useful to determine the path and determine delays
- On aMicrosoft® Windows® PC: tracert { Finesse Server |P | Finesse Server FQDN}
- OnaMac®: traceroute { Finesse Sever IP | Finesse Server FQDN}
- On Cisco |OS® software, the interface statistics can be checked: show interfaces
- Refer Troubleshooting Input Queue Drops and Output Queue Drops

» Collect Finesse Client logs for atest agent. Client logs can be collected in three ways:

1. Browser web console logs
- Firefox Web Console
- Microsoft Edge Web Console
- Chrome Web Console

2. Press the Send Error Report button on the Finesse page and collect the Finesse server logs. The

logs are located in /desktop/logs/clientlogs.
3. Log in via https.//<Finesse-FQDN>/desktop/locallog and collect the logs after the issue occurs.

Every minute, the client connects to the Finesse server to calculate drift and network latency:

<PC date-time with GMT offset>: : <Finesse FQDN>: <Finesse server date-time with offset>:

Header : Client: <date-time>, Server: <date-time>, Drift: <drift> ms, Network Latency (round trip):

2019-01-11T12:24:14.586 -05:00: : finl.ucce.local: Jan 11 2019 11:24:14.577 -0600: Header : Client:

In case of any log collection issues, refer to Troubleshoot Cisco Finesse Desktop Persistent Logging
Problem

2. Unsupported browser and/or version:
Use supported browser/version and settings as per the compatibility matrices:

UCCE Compatibility Matrix

UCCX Compatibility Matrix

3. Browser stuck condition due to content/processing of other tab/window:
Check the agent workflow to see if they:

» Commonly have other tabs or windows up that are constantly running other real-time applications
such as music/video streaming, WebSocket connections, custom Customer Relationship Management
(CRM) web clients, etc

» Haveavery large number of tabs or windows open

» Have disabled browser caching

» Have kept their browser running for along time and do not close the browser at the end of the
workday

4. Computer put to sleep:

Check to see if the agent puts their computer to sleep before logging out of Finesse or if their computer sleep
Setting timer isvery low.

5. High CPU or high memory issue on client computer:

<RT

201


https://www.cisco.com/c/en/us/support/routers/800-series-routers/products-tech-notes-list.html
https://firefox-source-docs.mozilla.org/devtools-user/web_console/index.html
https://learn.microsoft.com/en-us/archive/microsoft-edge/legacy/developer/
https://developer.chrome.com/docs/devtools/
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1161/user/guide/cfin_b_cisco-finesse-desktop-user-guide-1161/cfin_b_cisco-finesse-desktop-user-guide-1161_chapter_0101.html?bookSearch=true
https://www.cisco.com/c/en/us/support/docs/customer-collaboration/finesse/212634-troubleshoot-cisco-finesse-desktop-persi.html
https://www.cisco.com/c/en/us/support/docs/customer-collaboration/finesse/212634-troubleshoot-cisco-finesse-desktop-persi.html
https://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/products-device-support-tables-list.html
https://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-express/products-device-support-tables-list.html

« If the agent browser runsin a shared environment such as Microsoft Windows Remote Desktop
Services, Citrix® XenApp®, Citrix XenDesktop®, determine if the browser performance depends on
the number of users running the browser at the same time

- Ensure that the proper memory and CPU resources is configured based on the number of users

» Check computer resource utilization issues:
- Windows:

- Windows PowerShell Get-Counter command that checks % of CPU time, Megabytes of
memory available, and % of memory in use every 2 seconds. Get-Counter -Counter
"\Processor(_Total)\% Processor Time","\Memory\Available MBytes',"\Memory\%
Committed Bytes In Use" -Samplelnterval 2 -Continuous

- Alternative to using PowerShell to view the Windows' performance counters, Windows
Perfomance Monitor can be used

- Task Manager can be used to view live CPU and memory statistics globally and on a
process-by-process basis

- Mac:
- Terminal Top command that checks live total CPU and memory: top
- Check processes and sort by CPU utilization: top -o CPU
- Check processes and sort by memory utilization: top -o MEM

- Activity Monitor can be used to view live CPU and memory statistics globally and on a

process-by-process basis

6. 3rd party gadgets performing unexpected, problematic activity in background:
Test the Finesse desktop behavior with all 3rd party gadgets removed.
7. NTPissue on server or client:

» Check utils ntp status on the Finesse publisher server to ensure the NTP server stratum is4 or lower
* Intheclient logs, check drift and network latency

Problem - All Agents Disconnect at the Same Time (Server Side | ssue)
Recommended Actions

Check for these issues;

1. Cisco Unified Communications Manager CTIManager service disconnect. If all CTIManager providers
for UCCX are shutdown or crash, UCCX agents see the red banner error. UCCE agents do not see the red
banner if this happens, but callsfail to route propertly to the agents.

» Check to seeif the Cisco CTIManager serviceis started on the CUCM servers used as CTI providers
» Check to seeif the Cisco CTIManager service crashed viathe Event Viewer - Application logs on
RTMT to seeif the Cisco CTIManager service crashed
- To collect event viewer logson RTMT, navigteto System > Tools> Trace and Log Central >
Collect Files> Select System Services/Applications > Event Viewer-Application Log.


https://learn.microsoft.com/en-us/powershell/scripting/windows-powershell/starting-windows-powershell?view=powershell-7.3&viewFallbackFrom=powershell-6
http://%20https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter?view=powershell-5.1
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://support.apple.com/guide/terminal/welcome/mac
https://ss64.com/osx/top.html
https://support.apple.com/guide/activity-monitor/welcome/mac
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» Tocollect the Event Viewer-Application logs on CLI: file get activelog /syslog/CiscoSyslog* abstime
hh:mm:MM/DD/YY hh:mm:MM/DD/YY
» To view core dumps on the CLI: utils core active list

Note: Core dumps file names use the

format: core.<Process| D>.<SignalNumber>.<ProcessName>.<EpochTime>.
Example: core.24587.6.CTIManager.1533441238

Hence, the time of the crash can be determined from the epoch time.

2. Finesse/UCCX Notification Service stopped or crashed:

» Check the Event Viewer-Application Logs for Notification Service errors or to seeif the service was
stopped

» Check to seeif the Notification serviceis up: utils service list

» Check the times the Notification service shut down: file search activelog /desktop/logs/openfire
"Openfire stopped"

» Check the times the Notification service started: file search activel og /desktop/logs/openfire "HTTP
bind service started”

» Check for Notification service memory dumps that resulted from a crash: file list activelog
/desktop/logs/openfire/* .hprof

» Check to seeif the Notification service islistening for traffic on TCP port 7443: show open ports
regexp 7443.*LISTEN

» Check to seeif these defects are applicable (these defects would cause login failure for agents logging
in and for agents already logged in, those agents would see the red banner Finesse disconnect
message):

- Cisco bug ID CSCvar2280 - Finesse Tomcat and Openfire Crash for invalid XML characters


https://tools.cisco.com/bugsearch/bug/CSCva72280

> Cisco bug ID CSCvar2325 - UCCX: Finesse Tomcat and Openfire Crash for invalid XML
characters

Restart Cisco Finesse Tomcat and Notification Serviceif a crash is suspected. Thisis only recommended in
anetwork down situation, otherwise, these restarts disconnect agents from the Finesse server.

Steps for UCCE:

utils service stop Cisco Finesse Tomcat
utils service stop Cisco Finesse Notification Service
utils service start Cisco Finesse Tomcat
utils service start Cisco Finesse Notification Service

Steps for UCCX:

o utils service stop Cisco Finesse Tomcat
* utils service stop Cisco Unified CCX Notification Service
* utils service start Cisco Finesse Tomcat
* utils service start Cisco Unified CCX Notification Service

Use Fiddler

Configuring Fiddler can be a somewhat challenging task without understanding the steps needed and
understanding how Fiddler works. Fiddler is a man-in-the-middle web proxy that stands between the Finesse
client (web browser) and the Finesse server. Due to the connections secured between the Finesse client and
Finesse server, this adds alayer of complexity to the Fiddler configuration in order to view secured

Mmessages.
Common Fiddler Issue

Since Fiddler stands in between the Finesse client and Finesse server, the Fiddler application needsto create
signed certificates for all Finesse TCP ports that require certificates:

Cisco Finesse Tomcat service certificates

1. Finesse publisher server TCP 8445 (and/or 443 for UCCE)
2. Finesse subscriber server TCP 8445 (and/or 443 for UCCE)

Cisco Finesse (Unified CCX) Notification Service certificates

1. Finesse publisher server TCP 7443
2. Finesse subscriber server TCP 7443

HTTPS decryption must be enabled for Fiddler to dynamically generate certificates on behalf of the Finesse
server. Thisis not enabled by default.

If HTTPS decryption is not configured, the initial tunnel connection to the Notification service is seen, but
the http-bind traffic is not. Fiddler only shows:

Tunnel to <Finesse server FQDN>:7443


https://tools.cisco.com/bugsearch/bug/CSCva72325
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Then, the Finesse certificates signed by Fiddler must be trusted by the client. If these certificates are not
trusted, moving past the Establishing encrypted connection... stage of Finesse login is not possible.

Establishing encrypted connection...

In some cases, accepting the certificate exceptions from the login does not work, and the certificates need to
be trusted by the browser manually.

Example Configuration Steps

Caution: The example configuration provided is for Fiddler v5.0.20182.28034 for .NET 4.5and
Mozilla Firefox 64.0.2 (32-bit) on Windows 7 x64 in alab environment. These procedures can not
generalizeto all versions of Fiddler, all browsers, or all computer operating systems. If your network
islive, ensure that you understand the potential impact of any configuration. Reference the official
Fiddler documentation for more information.

Step 1. Download Fiddler

Step 2. Enable HTTPS decryption. Navigate to Tools > Options > HT TPS and check the Decrypt HTTPS
traffic checkbox.


https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler

Options 3
| General| HTTPS Cannecmns|Gateway|ﬂppearanoe|5cripmg|Ex1:en5ions Performance | Tools

Fiddler can decrypt HTTPS sessions by re-signing traffic using seff-generated certificates.
+'| Capture HTTPS CONNECTS [ #Actions

/| Decrypt HTTPS traffic
...from al processes = Certificates generated by CertEnroll engine
Ignore server certificate errors (unsafe)

Check for certificate revocation

Protocols: <client=; ssl3;tls1.0

skip decrvption for the following hosts:

Help MNote: Changes may not take effect until Fiddler is restarted. 0K Cancel

Step 3. A warning message box opens to ask to trust the Fiddler Root Certificate. Select Yes.

Step 4. A warning message box opens with the message "Y ou are about to install a certificate from a
certification authority (CA) claiming to represent: DO_NOT_TRUST _FiddlerRoot... Do you want to install
this certificate?'. Select Yes.

Step 5. Manually add the Finesse publisher and subscriber certificates to the computer or browser certificate
trust store. Ensure ports 8445, 7443, and (only for UCCE) 443. For example, on Firefox, this can be done
simply without downloading certificates from the Finesse Operating System Administration page:

Options> Find in Options (search) > Certificates > Servers> Add Exception > L ocation > Enter
https://<Finesse server>:port for the relevant ports for both Finesse servers.



Certificate Manager

Your Certificates People Servers Authorities
You have certificate] aad security Exception [——
I You are about 1o override how Firefox identifies this site. -]
Legitimate banks, stores, and other public sites will not ask you to do this.

(Mot Stored) _

Senver
(Mot Stored) |

Location:  hitps/Minlucce.local:3445 Get Centificate
(Mot Stored)

Certificate Status
tNDt StC-FEdJ This site atternpts to identify itself with invalid information, Vigw...
(ol Stored) Unknown Identity
{Not Stored) The certificate is not trusted because it hasn't been verified a5 issued by a trusted authority using a seécure signature,
(Mot Stored)
(Mot Stored)

| Permanently store this exception
(Mot Stored) *

LConfirm Security Exception Cancel

OK

Step 6. Log into Finesse and see the http-bind messages |leave the Finesse client to the Finesse Server via
Fiddler.

In the example provided, the first 5 messages show http-bind messages that were responded to by the
Finesse server. The first message contains 1571 bytes of data returned in the message body. The body
contains an XM PP update regarding an agent event. The final http-bind message has been sent by the
Finesse client, but has not gotten a response from the Finesse server. This can be determined when
you see that the HTTP result is null (-) and the number of bytesin the response body is null (-1).
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€46, 200 HITPS . fdesktopfthrdpartyl.. 1,302 textml  frefo...
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G : )
[fs.. 200 HT I_F. <body sarins="htip ljabber orglprofocolhBpbind > <message xmins="jabkar chont® fram="pubsub fin1 ucce local®

6. 2 43 mage/gi  Tirelo, 16="47483648@hn 1 ucco local® id="Mincssa/opUsar/s 7483648 4T48364886n 1 veea local_ KTNYF™><ovant
4¥6.. 200 3 J’Ut"skloo LYS-(UW(JC]G L176 textmaml  firefo... heninss"hip. Vjabber argiprotocol pubsubievent™><itims nodes"finesseapdUsend T483648™><tem ws"28a304 2 1-0dle-
. 2 Themme/fine,. 673 magefgl  frefo., (4 752-8a1d-5adbdac 748771 7 ><nolification xmins="hitp.ljabber. orgiprotocolpubsub™&R; Updatelgt.
46 200 " fnesnopfm:mme... 720 text/hami  frefu.. ":i‘t’::f’g;
Me.. 200 .. [inessefapyUser/47... no-ca.. appicatio.. firefo.. &nms&m piUseni47: Dinlogsan -
6. 2 .  100058M &
&b 2 it 2,205 &wﬁrHNuWMI rﬁrslhume&m
] = &l lastNameigl Newtonsit, lastNameSgt;

200 . finessefapifUsenfa7... 340 NO-Ca... = Bt toginidbqt 474836488, :

200 - MMneselapfUser/47.,. 1,851 no-ca.. applcatio.. frefo.. &It Inina 1 7 i gan:

200 .. MinessefapyUserna7... 20 no-ca. appicatio.. firefo... &l media Typeggt: 141 media TypeSgl.

200 . /gadgets/makeRtaqu. 340 no-ca.. appicatio.. firefo.. &t pending Siatedgr &I pending StatesgL

2 ) 1 E o firefo.. &l rolesdge;

§ &t roledglAgentsi irole&gr.

200 340 no-ca... applcatio... firefo.. Sitfrolesig,

200 8 no-ca.. textfplin  frefo.. Alt settingsigt:
]2 2 Tuar 1 e [ frefo. AlaraplipOGnincomingigt, OPTIONALSR fsro pllpOnincomingSgn:
6. 200 HITP detectportalfre.. J’sllccﬂitrt 8 no-ca.. text/plain  firefo... &l /setingsBgl.
%6..[200_HIPS  fnlucce ocat it bind] L571 St sioleBgt READYER fstalelgt
2 Ll stobeChange Timedgt 2015-01-11T23.56.54 T83Z8 I stateChonge Timelgt
6. 202 HTIPS fnl uoceocat... ffinessefapyUser/a7... 0 no-ca.. &,U“"mgk m" Noombdagt:
EE... 2 HTT f p locak...  fdesktop/themeffine... N, Gt Mathsiit A
B6..| 200 H‘I'IF‘S .. [http-band/ 57 a.n un&glﬁneaserapwser.f-lﬂswun .funagl
6. 200 HITPS . fioessefapiSysteml. 232_no-Ga.. ﬁ:'}g:;;[ﬂ‘
8. SZ Slteventagt PUTAIR feventagt,
B6... HTTPS - iy 071 14042-6b3c-4855-04c! Toohiin, lasg;
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Closer view of the data:

®6..| 200 HTTPS _finl.ucce.local:... /http-bind/ 1,571 text/xml... _firefo... |

#6... 202 HTTPS finl.uccelocal... [iinesse/api/User/47... 0 no-ca.. appicatio... firefo...
&|6... 200 HTTPS finl.ucce.local... /desktop/themeffine... 673 image/qgif firefo...
6...| 200 HTTPS finl.ucce.local:... /http-bind/ 57 text/xml... firefo... |
6. 200 HTTPS finl.uccelocal... ffinesse/apySystemL.. 232 no-ca.. applcatio... firefo...
®6...| 200 HTTPS finl.ucce.ocal:... /http-bind 57 text/xml... firefo...
#6...] 200 HTTPS finl.uccelocal:.... /http-bind/ 57 text/xml... firefo...
¥16... 200 HTTPS finl.uccelocal:... ffinesse/api/Systeml... 232 no-ca.. applcatio... firefo...
B6...| 200 HTTPS finl.uccelocal:... /http-bind/ 57 text/xml... firefo... |
¥6..[ - HTTPS finl.ucce.local... /http-bind/ -1 firefo... |
*16.. 200 HTTPS finl.uccedocal.... ffinesse/apiSysteml.. 232 no-ca.. appicatio... firefo...

Response body for XM PP message:




<body xmins="http:/jabber.org/protocol/httpbind'><message xmins="jabber:.client” from="pubsub. fin1.ucce.local"
to="47483648@fin1.ucce local” id="ffinesse/apiUser/4 7483648 47483648@fin1.ucce local_ K7hYF'><event
xmins="htip://jabber org/protocol/pubsub#event”><items node="ffinesse/api/User/47483648"><item id="26a3e421-9d0c
4752-8a1d-5adbdaci4a7717/"><notification xmins="http:/jabber.org/protocol/pubsub">&it,Update&gt;
&t data&gt;
&lt,user&qgt;
&lt;dialogs&gt, /inesselapiyUser/4 745364 6/halogs&lt/dialogs&gt
&t exdension&gt; 1000581t /exdension&gt
&lt:firstNameé&gt; Isaac&lt; /firstName&gt;
&t lastName&gl, Newton&lt, lastName&gt,
&lt;loginld&gt;4 748364 8&t;loginld&gt;
&t loginName&gt isaac&ltloginName&gt;
&lt;mediaType&gt; 1&lt;/mediaTypedqgt
&lt;pendingState&gt, &lt./pendingStatedagt;
&lt;roles&gt
&t role&gt; Agent&lt;/roledgt;
&lt./rales&gt;
&lt:settings&gt;
&ltwrapUpOnincoming&gt, OPTIONAL &It AwrapUpOnincoming&gt,
&lt;/settings&gt;
&l state&gt, READY &It /state&at,
&lt;stateChange lime&gt, 2019-01-11T23:96:54. 76326t /stateChange Time&gt;
&lt:teamld&gt; S0008t; teamld&qgt;
&lt;teamNamed&gt, Maths&lt. feamNamedgt
&It,un&gt;finesse/apiUser/4 748364 8&It;/unégt;
&lt;/luser&gt;
&lt/data&gt;
&ltevent&gt, PUT &It /event&gt,
&lt;requestid&gt, 0711 4a42-6b3c-4555-a4c9-afd0abbe 7ccbalt frequestidagt;
&It source&gt. /finesselap/User/47483648&It /sourcedqt;
&lt:/Update&gt </notification></item></items></event></message></body>

Use Wireshark

Wireshark is acommonly used packet sniffing tool that can be used to sniff and decode HTTPS traffic.
HTTPS traffic isHTTP traffic secured over Transport Layer Security (TLS). TLS provides integrity,
authentication and confidentiality between to hosts. It is used commonly in web applications, but it can be
used with any protocol that uses TCP as the transport layer protocol. Secure Sockets Layer (SSL) isthe
former version of the TLS protocol, which is no longer used asit isinsecure. These names are often used
interchangeably, and the Wireshark filter used for SSL or TLS trafficissdl.

Caution: The example configuration provided is for Wireshark 2.6.6 (v2.6.6-0-gdf942cd8)and
Mozilla Firefox 64.0.2 (32-bit) on Windows7 x64 in alab environment. These procedures cannot
generalizeto all versions of Fiddler, all browsers, or al computer operating systems. If your network
islive, ensure that you understand the potential impact of any configuration. Reference the Official
Wireshark SSL. documentation for more information. Wireshark 1.6 or greater is required.

Note: This method can only work for Firefox and Chrome. This method does not work for Microsoft
Edge.

Step 1. On the agent's Windows PC navigate to Control Panel > System and Security > System >
Advanced system settings Environmental Variables...
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== X |

G@vhﬁ » Control Panel » System and Security F System vl“l}” Search Control Panel j el

Control Panel Home System Properties
& Device Manager | Computer Name | Hardware | Advanced | System Protection | Remote |
-:' mote settings 'ou must be logged on as an Administrator to make most of these changes.
% Remote sett Y bel d Ad ke fth h
% System protection Performance
_.'i; Advanced system settings Visual effects, processor scheduling, memory usage, and virtual memory

LU

Setlings...

User Profiles
Desktop seftings related to your logon

[
:
i

Startup and Recovery
System startup, system failure, and debugging information

See also

Action Center

Windows Update

Performance Information and
Tools

Step 2. Navigate to User variablesfor user <username> > New...
Create avariable named SSLKEYLOGFILE.

Create afile to store the SSL premaster secret in a private
directory: SSLKEY L OGFILE=</path/to/private/directory/with/logfile>



Edit User Variable e

Variable name: SSLKEYLOGFILE

Variable value: C:\Users\example\sslkeylog.log

ok || Cancel

Note: Create a system variable instead of a user variable and/or store the filein anon-private
directory, but then all users on the system can access the premaster secret, which isless secure.

Step 3. If Firefox or Chrome are open, close the applications. After they are reopened, they can start writing
to the SSLKEY LOGFILE.

Step 4. On Wireshark, navigate to Edit > Preferences...
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, the secured HT TP communication between the Finesse client and Finesse server (Notification Service) is
seen decrypted.

Transmission Control Protocol, Src Port: ‘5119?9, Seq: 21265, Ack: 42841, Len: 565

4 Secure Sockets Layer
4 TLSv1.2 Record Layer: Application Data Protocol: Application Data
Content Type: Application Data (23)
Version: TLS 1.2 (@x@303)
Length: 560
Encrypted Application Data: le@@leeB88fclc9aB26b@385007608aftdfbdbcedda277faas. ..

20 48 54 54 58 2f 31 2e 31 @d @a 48 6f 73 74 3a HTTP/1. 1--Host: -
20 66 69 Ge 31 2e 75 B3 63 65 2e 6c 6f 63 61 6¢ finl.uc ce.local
3a 37 34 34 33 0d @a 55 V3 65 72 2d 41 67 65 6e 17443 - -0 ser-Agen
74 3a 20 4d 6f 7a 69 bc 6c 61 2f 35 2e 30 20 28 | t: Mozil la/5.@ (
57 69 6e 64 6f 77 73 20 4de 54 20 36 2e 31 3b 20 | Windows NT 6.1;

57 4f 57 36 34 3b 20 72 76 3a 36 34 2e 30 29 20 |JWOWed; r v:64.0)

47 65 63 6b 6f 2f 32 3@ 31 30 30 31 30 31 20 46 |Gecko/20 180101 F
69 72 65 66 6f 78 2f 36 34 2e 30 0d @a 41 63 63 Jirefox/6 4.0--Acc
65 78 74 3a 20 74 65 78 74 2f 7@ 6c 61 69 be 2¢ ept: tex t/plain,
20 2a 2f 2a 3b 20 71 3d 30 2e 30 31 @d @a 41 63 **;, q= 9.01- -Ac
63 65 70 74 2d 4c 61 6e 67 75 61 67 65 3a 20 65 |Jcept-Lan guage: e
6e 2d 55 53 2c 65 6e 3b 71 3d 30 2e 35 @d 0a 41 |n-US,en; g=0.5--A

Frame (619 bytes) | Decrypted S5L (513 bytes) |
@ 7 wireshark_E6642FDE-AD1F-4115-B2E4-B5157AB017CE_20190125155406_a06084.pcapng Packets: 127485 - Displayed: 560 (0.4%) Profile: Default

Related Defects

» Cisco bug ID CSCvar2280 - Finesse Tomcat and Openfire Crash for invalid XML characters
» Cisco bug ID CSCvar2325 - UCCX: Finesse Tomcat and Openfire Crash for invalid XML characters

Related | nfor mation

» XMPP Specifications

» XEP-0124: BOSH

o XEP-0060: Publish-Subscribe

» Firefox Web Console

» Microsoft Edge Web Console

e Chrome Web Console

» Windows PowerShell

» Windows Perfomance Monitor

» Troubleshooting Input Queue Drops and Output Queue Drops
» Windows Task Manager

e Mac Terminal

» Mac Activity Monitor

» Fiddler Download

» Fiddler Configuration

» Wireshark Download

» Wireshark SSI. Decryption

» Technical Support & Documentation - Cisco Systems
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https://xmpp.org/extensions/xep-0060.html
https://firefox-source-docs.mozilla.org/devtools-user/web_console/index.html
https://learn.microsoft.com/en-us/archive/microsoft-edge/legacy/developer/
https://developer.chrome.com/docs/devtools/
https://learn.microsoft.com/en-us/powershell/scripting/windows-powershell/starting-windows-powershell?view=powershell-7.3&viewFallbackFrom=powershell-6
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://www.cisco.com/c/en/us/support/routers/800-series-routers/products-tech-notes-list.html
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
https://support.apple.com/guide/terminal/welcome/mac
https://support.apple.com/guide/activity-monitor/welcome/mac
https://www.telerik.com/download/fiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
https://www.wireshark.org/download.html
https://wiki.wireshark.org/SSL
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

