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Introduction

This document describes the steps to configure an Email app for Office365 with Open
Authorization (OAuth 2.0).

Contributed by Andrius Suchanka and Bhushan Suresh, Cisco TAC Engineer.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Webex Contact Center (WxCC) 2.0

- Webex connectportal with Email flows configured
- MS Azure access

- MS Office365 access

Components Used
The information in this document is based on these software versions:

- WxCC 2.0
- Cisco Webex Connect
- Microsoft Azure
- Microsoft Office365
The information in this document was created from the devices in a specific lab environment. All of



the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Step 1: Start email app configuration on Webex Connect

Start Email app configuration on Webex Connect platform.
-Login to your Webex Connect tenant;

-Navigate to 'Assets->Apps', click 'Configure New App' and select 'Email’. Select 'OAuth 2.0 for
authentication type, copy and store 'Forwarding Address' and 'Call Back URL' for later
configuration steps:

< Configure New Application - Email

Asset Name (D)

pocs 5
Email ID
Forwarding Address
b6b907 2db2ce25198b45f08cTadt

Mote: Emails sent to the asset email ID will be forwarded to this address.
Authentication Type
OAuth 2.0
SMTP Sarver Username
Port Sacurity
None w

Client ID Client Secret
Call Back URL
https:// us.webexconnect.io/callback

Proceed to configuration on Microsoft side.

Step 2: Create an app in Microsoft Azure

Register an app in Azure portal as per 'Register an application with the Microsoft identity platform
document.

-Login to https://portal.azure.com;

-Navigate to 'Azure Active Directory', select 'App registrations' and click 'New registration’;

-Provide application name, select appropriate account type, input Web 'Redirect URI' with your
tenant name (that is https://yourwebexconnectname.us.webexconnect.io/callback as seen in step
1) and register the app:


https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
https://portal.azure.com;

Register an application

* Name

The user-facing display name for this application (this can be changed later).

WebexConnect v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Cisco Systems, Inc only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI {opticnal)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web ~ | | https://yourwebexconnectname.us.webexconnect.io/callback /

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

-After app is registred - navigate to 'Authentication’, scroll down to 'Implicit grand and hybrid flows',
select 'Access tokens' option and save:



3 WebexConnect | Authentication =

|P Search | «

B overview

& Quickstart

# Integration assistant
Manage

B Branding & properties

3 Authentication

! Certificates & secrets

Token configuration

API permissions

P o

Expose an AP

App roles

Owners

O

Roles and administrators

H Manifest

Support + Troubleshooting

£ Troubleshooting

ﬁ New support request

R'_J Got feedback?

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only 1D tokens. Learn more about
tokens.

Select the tokens you would like to be issued by the authorization endpoint:

| B Access tokens (used for implicit flows)
D 1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Cisco Systems, Inc only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide...

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft &
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Leamn more about these restrictions.
Advanced settings
Allow public client flows ©
Enable the following mobile and desktop flows: ves (ETED

+ App collects plaintext password (Resource Owner Password Credential Flow) Learn more !
* No keyboard (Device Code Flow) Learn more'
* 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more'

App instance property lock ©

[ Save ] [ Discard ]

-Navigate to 'Certificates & secrets’, select 'Client Secrets', click 'New client secret', add a
description and validity length:

All services » Cisco Systems. bn | App negistrations » WebexConnect

WebexConnect | Certificates & secrets =

Add a client secret

Deeription I pr— ]I
£ Seweh B et feadtack?
o Expires | EI= ]|
B Sveniew
& S Crciersal erable Corfidentibl IopleItons to KNy TS 15 he RAMNBISEN Jiride whi T0eeng Toikens 51 3 web bidkeriable lociton (xing Bn NTERS

seiveme]. For a hugher level of assurance, we recommend using 2 ceriicate fnshesd of 2 chent secret) as 3 credentiol

A b titd Wi

Manage

O appicaton ngatrton certsontan secrets s ledeiated credensa 240 e Aound in T 1ot e

= Eranding & properties

=) Authbnsciton
j Cerficates (1) Chient secrets 0 Federated credentials (1)
==

B! Touen configunsen

Py T—  biow chent secren

& Expose an 491 Destiiption

B app reles

A SCTE 3t It the SEPItan uses 10 Fsiet 5 ientity when Teersettng 3 boken. Alss £ be ehemed 10 35 application pascwerd.

Expires Vakae Secret 10

K cliert seorets have been created for this applcation.

B o

B Rl and ssmagnins
W nsiteir

Suppart + Troubleshooting
& Troubleshoating

& rorw suppeort request



-Copy client secret value and store it for later use:

All services > Cisco Systems. Inc | App registrations > WebexConnect

WebexConnect | Certificates & secrets  #

| & Search

B oveniew

& Quickstart

# Integration assistant

Manage

B 8randing & properties

D Authentication
Certificates & secrets

1! Token configuration

2 APl permissions

& Expose an API

HL App roles

&2 Owners

&, Roles and administrators

H Manifest

Support + Troubleshooting
&2 Troubleshooting

.‘. New support request

& & Got feedback?

O Got s second to give us some feadback? =
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0)  Client secrets (1)  Federated credentials (0)

A secrat string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ Mew client secret

Deseription Expires Secret ID
wxconnect 10/26/2024 L1e8Q~B5rzySjAew 3PggNgZkaVd 1ZpT)... 5{7981e4-9b3e-43f-b2cf-207606955FF O [

-Navigate to 'API permissions', click 'Add a permission’, select 'APIs my organization uses', in
search field input 'office 365" and select 'Office 365 Exchange Online'. Select 'Application
permissions’, expand 'Mail' section, check 'Mail.Send' and click 'Add permission':

Al services 3 Cisco Systems, Ing | App registrations > WebexConnect

Request APl permissions

-5 WebexConnect | APl permissions =

£ search
B overviw

& Quickstant

# Integration assistant
Manage
B 8randing & properties
D Authentication

Certifieates & secrets

Il Token configuraticn

Expose an AP

®

[

App roles

]

Ohwindds
ik Roles and administraloe

B Manifest
Support + Troubleshooting
£ Troubleshooting

& New suppornt request

Select an API

Microsoft APz | APls my organization uses | My APls

Apps in your directory that expose APIs are shown below

() Refresh &7 Gotfaedback?

0 The “Admin consent required” column shows the default valus for an organization. However, user consent can be oustomized per permission, user, or 3pp. Thi

Configured permissicns

Applications are authorized to call 4915 when they are granted permissicns by use
all the permistions the application needs. Learn mere about permis and cor

~+ .add a permission | ~ Grant admin consent for Cisco Systems, Inc

dming a5 part of the consent process. The list of ¢ penmiss

45 Information Protection

Office 365 Mansgement AME

AP f Prrmissions name Type Description Admin consent requ._.  Status
Office 365 SharePomnt Online
* Micrasoft Gragh (1)
User.Read Delegated  Sign in and read user profile Mo

T view and manage consented permissicns for ingnidual apps. a5 well a5 your tenant’s consent setfings. try Enterprise applications.



ces » Cisco Systems. Inc | App registraticrs > WebexConnect Request API permissions .
= WebexConnect | APl permissions = i
Duegatnd puraredsian. Appla atien et iR
o . Vour appicarion needs 3 access the AP at the signed-in waer. Fowr ppation rura a8 background servcr or deemon Wt a
H Search L7 Refresh R Got feedback? rigned-m e
B Overview
& Quickstart Select permissions eand sl

1) The st comsent requied” tikhum thems the delault yaiut o n Srganitation. Himever, ier eoncent £he be tunttmited per permistien ute, o app. Thi

A negration asustant VBinG 8 permin

_ . Permisin Admin cosent reguired
wanage Configured permissions
B Branding & properties APpRILONS M Rutherised PAmdies by s Rmins 35 B 0 the coment process Tha kst of conlgured PImEs  / Othae pimdsasns

AP by 0 e

all the permissions the apss s and cons
B Authentication full_sccess_as_app @
+ Add a permission  + Grant admin consent for Cisco Systems, Inc O [ hange Vel v ith $ull access 10 all mailbooes b
¥ Contibcates & secreis : :
TR o — AP1 § Permissions name Ty Description Admin consent requ... Statu 3 Calendues
& AP parmissiens e
Contact

& B User Resd Delegated  Sign in and nead wses profile Ho > Comac
B app el L —
e 5 view and marapr conseried premissont e indicaal IpRt. 4 veell 45 0w Tenant'S Conent pting
2 > e
& Role sod sdrminitegton

> Maikos

D MadsesSunng

B roewsppen requim

MailRead @ .
[m] -

Rl mad i oll it

.
Maland 3
- Stnd mal it woy user

> Organization

After said permission is added, admin consent has to be granted. Click on '‘Grant admin consent':

All services » Cisco Systems, Inc | App registrations > WebexConnect

-5 WebexConnect | APl permissions = -

[P search « 0 mefesh | ' Gotfeedback?

B overview Grant admin consent confirmation.
& Quickstart Do you want to grant consent for the requested permissions for all accounts in Cisco Systems, Inc? This will update any existing admin consent records this application alread,

# Integration assistant

Manage = . _

B eranding & properties
Cenfigured permissions
3 Authentication 5 e g 5 o . " = i =
Applicaticns are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Certificates & secrets &ll the permissions the application needs. Learn more about permissions and consent

Teken configuration T Add a permission I~/ Grant admin consent for Cisco Systems, Inc

= AP| permission:
SEml=Eis AP/ Permissions name Type Description Admin consent requ... Status
& Expose an API
 Migresaft Graph L
B App roles . . )
Usger Read Delegated  Sign in and read user profile Mo L
& Owners
“ Office 365 Exchange Cnline (1} aas
& Roles and administrators X
Mail Send Application  Send mail as any user ACH A\ Mot granted for Cisco 5, ==+
M Manifest

Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
&2 Troubleshooting

B mew support request

-Navigate to '‘Overview' and note down ‘Application (client) ID" and 'Directory (tenant) ID' for further
configuration use:



All services » Cisco Systems, Inc | App registrations >

sz WebexConnect =
Il‘

L Search

‘ < [f Delete & Endpoints [ Preview features

B ovenview

&b Quickstart

# Integration assistant
Manage

B2 Branding & properties

3) authentication

# Essentials

Display name © WebexConnect

1Application (client) ID : 56ba%hac-67be-4bd2-b551-47258e72ad62
Object ID © 3d6317c3-ed51-4ff2-955d-019ac163Tbeb

Directory (tenant) ID . Of47778c-61c2-4b0a-8e94-3f05e737a1dd

Supported account types : My organization only

Note: make sure that that user consent for apps is allowed in Azure under '‘Consent and
permissions’ for 'Enterprise applications' (this is a default settings):

£33 Consent and permissions | User consent settings

Manage
@ User consent settings

B Permission classifications

a7 Got feedback?

Control when end users and group owners are allowed to grant consent to applications, and when they will be required to request
administrator review and approval. Allowing users to grant apps access to data helps them acquire useful applications and be productive, but
can represent a risk in some situations if it's not monitored and controlled carefully.

User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn more
(:l Do not allow user consent
An administrator will be required for all apps.
O Allow user consent for apps from verified publishers, for selected permissions (Recommended)
All users can consent for permissions classified as “low impact”, for apps from verified publishers or apps registered in this crganization.

@) Allow user consent for apps

All users can consent for any app to access the organization’s data.

Step 3: Configure mailbox user on Office365

-Login to https://admin.microsoft.com;

-Navigate to Users->Active Users;

-Select a user with a mailbox for integration with Webex Connect;

-After selecting specific user navigate to '‘Mail', under 'Email apps' click on 'Manage email apps’,
make sure that 'Authenticated SMTP' is selected and click 'Save changes':


https://admin.microsoft.com;

JO

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (5.791MB/50GE)

Mailbox permissions Email apps

inos allowed
(= Fht 3 £ L b ' ]

Show in global address list Email forwarding

MP=Ts |

._._-'._.

Automatic replies More actions

i




é

Manage email apps

Choose the apps where John can access Microsoft 365 email.

Outlook on the web

Outlook desktop (MAPI)
Exchange web services
Mobile (Exchange ActiveSync)
IMAP

Pop

Authenticated SMTP

-Under 'Email Forwarding' click on ‘Manage email forwarding', select 'Forward all emails sent to
this mailbox’, fill in 'Forwarding email address' with alias from Webex Connect App configuration
as seen in step 1 (additionally if needed select 'Keep a copy of forwarded email in this mailbox’)
and click 'Save changes":




JO

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (5.791MB/50GE)

Mailbox permissions Email apps

All apps allowed

Show in global address list Email forwarding
Applhed

Automatic replies More actions




<_

Manage email forwarding

" Forward all emails sent to this mailbox

The mailbox owner will be able to view and change these forwarding settings.

Forwarding email address

a41a0ba3566ed2091155f13e48eb6d4f8@mail-us.imiconnect.io

+ Keep a copy of forwarded email in this mailbox

-Make sure that outbound email forwarding to external email addresses is allowed in your
Microsoft 365 Defender portal.
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