Configure Microsoft O365 Email Account with
Webex Contact Center
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Introduction

This document describes how to configure the Microsoft Office 365 (0365) email account for
Webex Contact Center (WxCC).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Microsoft Office 365
. WxCC 2.0

Components Used
The information in this document is based on these software and hardware versions:

. Microsoft Office 365 email account
- WxCC 2.0

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Here are the steps to complete email configuration in WxCC and integrate with Microsoft O365.
Ensure there is an active O365 email account and all necesary configurations are completed on
the email account.

1. Create a multimedia profile with the required email channels.



Multimedia Profile

Profile Details

Name Volce_Email_Chat

Descripticn

Media Details
(® Blended Blended Real-time Exclusive
Thiz mode allows agents to handle multiple contacts of different channel types simultaneously. Define upper limits for each channel type.

Voice 1 - Chat 1 - Email 1

2. Associate the multimedia profile either with the user directly or the team. Note: If the
multimedia profile is configured in both the user and the team sections, the user

configuration overrides the multimedia profile of the team that the agent uses to log in to
Agent

Desktop.User:

Agent Settings

Social Channel 0

Site TACSIte
Teams ® TACAgentTeam
Skill Profile Select
Agent Profile Agent-Profile
Multimedia Profile Voice_Email_Chat
Team:
Advanced Settings
ON [t}
Capacity o
Skill Profile Select
Multimedia Profile Voice_Email_Chat

3. Create an email queue and associate the team.

Queue

General Settings

Hame Email Queve
Description
Type
Channel Type Email
Contact Routing Settings
Queue Routing Type Longest Available Agent

Email Distribution Add a Email Distribution Group to associale one or more teams with this queue. Add multiple groups to distribute emails 10 more teams as time in queue progresses.

+ Add Group

Groupl

Teams

Team Name Site Mame Status Team Type

4. Create an email entry point.



Entry Point

General Settings

Name Ernail Entry Point
Description
Type
Channel Type Emal
Advanced Settings
Service Level Threshald o
Time Zone (Routing Strategies Only) Default (Tenant Time Zone)

=0 =) (B

5. Create a Routing Strategy for the email entry point configured in the previous step.
Choose Add Email Account and provide the email account details as provided by your
administrator. See Microsoft POP, IMAP and SMTP settings for more information.
Example
configuration:



https://support.microsoft.com/en-us/office/pop-imap-and-smtp-settings-8361e398-8af4-4e97-b147-6c6c4ac95353

Add Email Account

Email Address ook com|

Inbound Server Setings (IMAP or POPS)

Inceming Protocol IMAR -
Inzoming Host outloak_officedss.com
Inbound Encryption 551 -
Inbound Part Number [k ]

Outbound Server Settings (SMTF)

SMTP Server smip.office365.com

Quibound Encryption ETARTTLS -

Outbound Port Number sa7

Server Authentication

Usemame joutiook. com

Password @ - Shaw

Advanced Email Account Seitings

Maximum Attachment size 5 ME | O
Anachment Limit 3 L]

Mail Delay 60 Seconds

Maximum Messages/Cycle 10 Li]

6. Add the routing rule or associate the email queue with default routing rule and save the
routing strategy.

Email Routing Rules
Emails are routed using keywords or phrases in the subject line. Create Routing Rules that map

subject lines 1o Email Queues. Rules are executed in the order they appear belaw, starting with
rule 1, Drag the emas routs ing rules 1o change their order.

+ Add Routing Rule

‘Order Rule Name IF Emall Subject Contains THEN Queue To Action

There are no Email Routing rules. The default Rule will De used for now,

Default Routing Rule

A Default Routing Rule is required to handle emails that don't satisfy any Aule

Default Routing Rule will Queue To Emall_TAC_Test_Queue xw

Verifty



Use this section in order to confirm that your configuration works properly.
Log in as an agent with the team configured and associated with email queue, make agent go into

available state, send a test email to the account, and verify the email activity is received on agent
desktop.

Troubleshoot

This section provides information you can use in order to troubleshoot your configuration.

In order to troubleshoot that the email account settings are correct, use the Microsoft test tool.

In order to test inbound email connectivity, choose IMAP Email Or POP Email based on the
configuration. In order to test outbound email connectivity, choose outbound SMTP Email.

@ Exchange Online Custam Domains BNS Connectivity Test _f_’“h"“ge Online Outbound Connectar EDNS Connectivity @ Skype for Business Online DNS Connectivity Test
est
Thuit begt will 2heck the external dampn narme (estings for your custem dembin uter n
Ofice 365
Cutlook and Exchange Cniine.
@ Office 365 Single Sign-on Test @ Exchange ActiveSync ayncl.hrcnizaticn. Notification, Availability, and Automatic
eplies

te your ability 1o log on to Office 365 with your onspremises This test simulates the steps a mobide device uses to connect 12 an Exchange server using = _— . = = - = = o
also valicates sorne basc Active Directory Federated Services (ADFS) Exchange Actiedyne These tests walk throwgh mary basic Bxchange Wab Sanvces ..sslu. to confinm they'ne
working. This is v IT administrators who want to troubleshoat extemal access
using Entourage EWS or other Web Serdces cients
EQ Service Account Access (Developers) @ Qutlook Connectivity E Inbound SMTP Email

Thiis test walks through the steps an Intemet emad server uses to send inbound SMTR

ied mailbo. create and
ity ut emnail 1 your dompin,

by wsed by

Outbound SMTP Email ?3' POP Email I?z‘ IMAP Email
This test checks your outbound IP address for certain requirements. This includes Reverse Thits test wealis through the steps.an email client uses to connect to & mailbox wsing This best walkes through the steps an email dlient wses to connect to 8 mailbox wsing
NS, Sender ID, and REL checks. BORL MAP

Free/Busy @ Cutlook Mobile Hybrid Modern Authentication Test m Mailbex Provisioning Test

b check if your on-premises E:
Hyrid Mesdern Authartication (H

Thiis test verifies for a given email address if & user mailbay, recipient of urer object cxists
angd i the obgect i provisioned in Agure AD and Exchange Online.

Enter and verify the details in order to test and ensure the protocol, port, and account details
provided accept the connection.


https://testconnectivity.microsoft.com/tests/o365

IMAP Email

* indicates a required field.

IMAP server host name: *

IMAP Server

Enter the host name of your IMAP4

ou tlook.oﬁice365.cum|

server. In many cases, this will be

Connection security: *

something like mail.contoso.com or
imap.contoso.com.

‘ 35L

Service port number: *

‘ 993

Authentication type: *

‘ Maodern authentication (OAuth)

Modern Authentication (OAuth) credentials *

‘ Mo accounts found. Click the sign-in button to add one.

Alternate mailbox (optional)

|:| Ignore Trust for SSL

Verification

W,
N~

() New o9 Audio

Enter the characters you see *

Mote: The verification code is not case-sensitive.
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