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Introduction

This document describes how to troubleshoot Cisco Virtualized Voice Browser (CVVB) Real Time
Reporting application issues.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

. CVVB
. Microsoft Windows Server

Components Used

The information in this document is based on these software and hardware versions:

- CVVB Version 11.0(1)
- Windows Internet Explorer (IE) version 8, IE version 11
- Java version 7 Update 40, Java version 7 Update 51 and later

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Real Time Reporting application does not start

Symptom



When you select the Real Time Reporting option under the Tools menu on the CVVB
Administration page, the Real Time Reporting application does not start.

ahali,  Cisco Virtualized Voice Browser Administration
CISCO  For Cisco Virtualized Voice Browser

Systern  Applications  Subsystems  Tools  Help

Plug-in |

Real Time Reporting

Cisco Virtualized Voice Browser Administration

This message is shown if the Java version is earlier than Java 7 update 4.0 is installed:

(_."Cisco Virtualized Voice Browser Administration - Windows Internet Explorer

——

SiL |g https://10.201.198. 27 /appadmin/RTRrequest_type=reporting j @ Certificate Error @ | X I Bing 2=

7 Favorites | 95 €] CVP Calback Diagnostic CVP... @ | Suggested Sites ~ @ | Web Sice Galery =

@ Cisco Virtualized Voice Browser Administration | | & - E] e | gé; ~ Page ~ Safety ~ Tools ~ |@Iv
'@' This website wants to install the following add-on: 'Java SE Runtime Environment 7 Update 40" from 'Orade America, Inc.'. If you trust the website and the add-on and want to install it, dick here... X

almln - Cisco Virtualized Voice Browser Administration

NEVE ) Cisco VVB Administration ~||co

cisco For Cisco Unified Communications Solutions Administrator About Logout
|';ff' Done ’_I_I_I_’_’_’_| ./ Trusted sites | Protected Mode: Off 8 T | 0% v g

Step 1. Click on the message and select Install this Add-on for all users in This Computer. A
security warning window displays.

Internet Explorer - Security Warning |

Do you want to install this software?

@ Mame: Java SE Runtime Environment 7 Update 40

Publisher: Oracle America, Inc.

b |Mnre options Install Don't Install

| ’I While files from the Internet can be useful, this file type can potentially harm
“%  your computer, Only install software from publishers you trust. What's the risk?

Step 2. Update the Java version. Select Install.

Step 3. On the next Java Setup - Welcome window select Install >.



Java Setup - Welcome

ORACLE

Welcome to Java

Jawa provides safe and secure access to the world of amazing Jawva content.
Fram business solutions ta helpful utilities and entertainment, Jawva makes
wour internet experience come ta life.

Mote: Mo personal infarmation is gathered as pant of our install process.
Click here for mare information onwhatwe do collect.

Chck Install to acceptthe license agreement and install Jawva now.

[ Change destination falder Cancel Irgtall »

Step 4. After the installation is finished, on the Java Setup - Complete window select Close.



Java Setup - Complete

ORACLE

+/ You have successfully installed Java

When Jawa updates are available, vou will be prompted to download and
install. e recommend vou always do soto ensure wour system has the
latest perfarmance and security improvements.

oee the instructions ifwouwantto change this behawior.

YWhen wou click close, vour browser will he opened so wou can werify that
Jawva iz working.
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Step 5. Select Add from the displayed window.

Internet Explorer Ed

e Content from the website listed below is being Close I

blocked by the Intemet Explorer Enhanced
Securty Configuration.

http://java.com

W Continue to prompt when website content is blocked

Leam more about Intemet Explorer’s Enhanced Securty Corfiguration...

if you trust this website, you can lower securty settings for Add.
the site by adding it to the Trusted sites zone. f you know
thiz website is on your local intranet, review help for
instructions on adding the site to the local intranet zone
instead.

Important: adding this website to the Trusted sites zone will lower the security
settings for all content from this web site for all applications, including Intemet

Explorer.



A new window appears to verify the Java Version. This is optional and there is no need to verify
the Java version.

Step 6. Proceed to restart the browser (close all browser windows and re-open it).

Step 7. Select Real Time Reporting from the Tools menu on the CVVB Administration page.

The Java Update Needed window displays.

Java Update Needed

\‘\-L!.J' Your Java version is out of date.

<% Update (recommended)
Get the latest security update from java.com.

<3 Block
Block Java content from running in this browser session.

=» Later
Continue and you will be reminded to update again later.

[ Do not ask again until the next update is avaiable.

Step 8. Click the checkbox next to Do not ask again until the next update is available and then
select Later.

The next window shows that the site is untrusted:

Security Warning E

Do you want to Continue?
The connection to this website is untrusted.

Website: https://10.201. 198.27:443

MNote: The certificate is not valid and cannot be used to verify the identity of this website.,

Mare Information

Cnnhnue ........ C am:E| ......... I

Step 9. Select Continue.

The application is blocked by the security settings.



Application Blocked

Application Blocked by Security Settings

Name: reportApplet
Location: https:/f10.201.198, 27 /appadmin,/reporting/

Your security settings have blocked a self-signed application from running with an out-of-date or
expired version of Java.

Step 10. Select OK, an error displays.
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Solution

In order to solve this problem, from the computer where you launch the browser perform these
steps:

Step 1. Select Start > All Programs > Java > Configure Java, then select the Security tab.

Step 2. Reduce the security level to Medium in order to allow all Java applications to run.
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[¥ Enable Java content in the browser

Security Level

(il - Very High

_~ High {minimum recommended)

- Medium

...........................................................................................................

Unsigned and self-signed Java applications will not be allowed to run on older
versions of Java.

Manage Certificates... |

oK I Cancel | Apply |

Step 3. Select Real Time Reporting from the Tools menu on the CVVB Administration page.

Step 4. Select Continue on the Security Warning window:



Security Warning |

Do you want to Continue?
The connection to this website is untrusted.

! ': Website: https://10.201.198.27:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.,

Mare Information

Continue | [ Cancel ]

A new Security Warning window is displayed:

Security Warning Ed

Do you want to run this application?

Name: reportApplet

' Publisher: UMNKNOWMN
. 3

Location: https://10.201. 198, 27/.. . [sWFReportingCommon . jar

Running apphcations by UNKNOWHN publishers will be blocked in a future
release because it is potentially unsafe and a security risk.

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknovn so it is recommended
not to run this application unless you are famiiar with its source

More Information

Select the box below, then click Run to start the application
[T 1 accept the risk and want to run this application. R i Cancel |

Step 5. Click on the checkbox | accept the risk and want to run this application and
select Run.

The Real Time Reporting application now starts:
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Real Time Reporting Application is blocked by Java security

Symptom

The Real Time Reporting Application with Java Version 7 Update 51 and higher is blocked by
Java security.
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Java Application Blocked 28

Application Blocked by Java Security o

For security, applications must now mest the requirerments for the High or Very
High security settings, or be part of the Exception Site List, to be allowed to run,

More Infor mation

Your security settings have blocked a self-signed application from

Reason: .
FLUNNing

Solution

Add the URL of the CVVB to the Java Exception List.

Listed below are cases which allow applications to run when you add the application URL to the
Exception Site List:

- The application certificate is not signed from trusted certificate authority.
- The application certificate is hosted locally.

- Jar files do not have permission manifest attribute.

- The application certificate is expired.

- The application certificat cannot be checked for revocation.

Note: The High (default) securtity level, does not allow unsigned and self-signed Java
applications on older version of Java to run.

More information about the exception list can be found here.

In order to solve this problem, close the browser and add the CVVB Hostname URL to the
exception list from the computer where you launch the browser and perform these steps:


https://www.java.com/en/download/faq/exception_sitelist.xml

Step 1. Select Start > All Programs > Java > Configure Java.

Step 2. Select the Security tab on the Java Control Panel. At the bottom of the window, select
Edit Site List

r
L -
M

| General | Update | ava | Security | advanced|

| Enable lava contertt in the browser

Security kevel for applications not on the Exception Site list

) Wery High
only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

@) High
Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will ba allowed to run aftar ‘ﬂ'B_A

_appropriate security prompts.
IClick Edit Site List...
o add iems o this list,

CTE T
_Jﬁ
Restore Security Prompts | | Manage Certificates... |

Ok || Catal] Apply

Step 3. Select the Add button from the Exception Site List window.



Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts,

Click Add to add an item to this list.

Add | [ Remove
e FILE and HTTP protocals are considered a security risk.
We recommend using HTTPS sites where available.

Step 4. Click in the empty field under Location and enter the URL.

Note: URL must begin with http:// or https://
Examples:

http://myexample.com or https://myexample.com



http://myexample.com
https://myexample.com

£ | Exception Site List X

Applications launched from the sites listed below will be allowed to run after the
appropriate security promgpts,

o Location
hithps o /f10.201,198.27/

“la FILE and HTTP protocols are considered a security risk,
We recommend using HTTPS sites where available.

oc ) (o)

Step 5. Select OK to save the URL that you entered. If you select Cancel, the URLs are not
saved.

Step 6. Select Continue on the Security Warning dialog if displayed.

The Real Time Reporting application is no longer blocked by Java security
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