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Introduction

This document describes the steps configure secure JIMX communication on Customer Voice Portal (CVP) version 12.0.

Contributed by Balakumar Manimaran, Cisco TAC Engineer.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

. CVP
. Certificates

Components Used

The information in this document is based on CVP version 12.0.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is

live, ensure that you understand the potential impact of any command.

Configure

Generate CA-Signed Certificate for Web Services Manager (WSM) Service in Call Server, VoiceXML (VXML)

Server or Reporting Server

1. Log into the Call Server or VXML Server or Reporting Server or WSM Server. Retrieve the keystore password from the security.properties file



from location,

C:.\ G sco\ CVP\ conf

re CLi rurrnde LAL=" L 1=

NCisco\CUP\conf)security.properties Becurity.keystorePl = i01046ho!$t5C%-$N(({d-B~E~:2z03g
“CiscosCUPsconf >

2. Delete the WSM certificate using command,

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
delete -alias wsmcertificate

jresbinrkeytool.exe —storetype JCEKS -keystore c:in
glete —alias wsm_certificate

proprietary format. [t iz recommended to
an indi standard format using ""keytool import
cupsconf sit keystore —destkeystore cic

i)

Enter the keystore password when prompted.

Note: Repeat Step 1 for Call Server, VXML Server, and Reporting Server.

3. Generate a Certificate Authority (CA) signed certificate for WSM server.

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
genkeypair -alias wsmcertificate -v -keysize 2048 -keyal g RSA

:wCisco~CUP~jre~bhin*keytool.exe —storetype JCEKS —-keyztore cicisco“cupsconfsse

uritys . keystore —genkeypair —alias wesm_certificate —wv —keysize 208048 —keyalg RSA

Enter the details at the prompts and typeYesto confirm, as shown in the image;



Jhat iz your first and last name?
[CUPAT: CUPA

Jhat is the name of your organizational wunit?
[ciscol: cisco

Jhat is the name of your organization?
[ciscol: cisco

Jhat iz the name of your City or Locality?
[Richard=zonl: richard=zon

Jhat iz the name of your State or Province?
[Texaz]l:= texas

Jhat is the two-letter country code for this unit?
[T¥1: TH

s CN=CUPA. OU=cisco»U=cisco. L=richardson. ET=texas. C=TH correct?
[nol: vyes

enerating 2.848 bit RHEA key pair and self-signed certificate <SHAZ256withRSA> v
h a validity of 28 days

for: CH=CUPA, OU=cisco,. O=cisco. L=richardson, 3T=texas,. C=TX
nter key password for <wsm_certificater

CRETURNH if zame asz kevstore : :

Enter the keystore password when prompted.

Note: Document the Common Name (CN) name for future reference.

4. Generate the certificate request for the alias

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
certreq -alias wsmcertificate -file
%CVP HOVE% conf\security\wsmcertificate

ssCisco~CUP~jresxhinrkeytool.exe —storetype JCEKS —-kepstore cosciscoscupsconfss
uritys.keystore —certreq —alias wsm_certificate —file c:scisco“cvpsconfssecuri
swzm_certificate

nter keystore password:

arning:

he JCEKS keyztore uses a proprietary format. It iz vecommended to migrate to P
812 which iz an industry standard format wsing “"keytool —-importkeystore —srcke
tore cisciscoscupsconfissecuritys._keystore —dezstkevystore ciciscoscupsconfszecu
tys_.keystore —deztstoretype pkcosi2™.

5. Sign the certificate on a CA.

Note: Follow the procedure to create a CA-signed certificate using the CA authority.
Download the certificate and the root certificate of the CA authority.

6. Copy the root certificate and the CA-signed WSM certificate to location;

C:\ Gi sco\cvp\conf\security\.
7. Import the root certificate

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
import -v -trustcacerts
-alias root -file % CVP_HOVE% conf\security\<fil ename_of _root_cer>

Enter the keystore password when prompted, as shown in the image;



:\CiscosCUPsjreshin>keytool.exe —storetype JCEKS —-keystore c:Nciscoscuphconfise
uritysn.keystore —import —v —trustcacerts —alias root —-file C:“\Cisco“cup>confise
uritysroot.cer

nter keystore password:

»Cizco~CUP~jre~hin>kevtool.exe —storetype JCEKE —kevystore c:-wciscoscupsconfze
urity~_keystore —import —v —trustcacerts —alias woot —file C:-~Cisco“cupconf>ze
urity~CUPA—root.cepr
nter keystore password:
Dyner: CN=CUPA, OlU=cisco, O=cisco, L=richardson, ST=texas, C=TXH
szuer: CN=UCCE12DOMAIMNCA. DC=UCCE12z, DC=COHM
berial number: 4970800000L76895db4285cdaZ?000000BBEEAL
alid from: Tue Jun 23 11:22:48 PDT 2028 until: Thu Jun 23 11:22:48 PDT 2022
ertificate fingerprints:
MD5: 6D:1E:3B:86:96:32:5B:9F:20:25:47:1C-8E-BA:18:6E
SHA1: DA:57:B5:5C:C6:93:82:B9:3D:6C:CE:-35:-06:-40:-24:-7D:DC:5C:F9:51
SHAZ256:- FS:BC:65:E8:SA:38:1C:-28:27:45:BE:-B5:-67:-C3:65:08:95:89:BB:-D?:3F:
H2:12:53:5D:81:2A=F5:=13:=67Y:-F4:608
Eignature algorithm name: SHAZ256withREA
.uhjqct Pghlic Key Algorithm: 2848-bhit REA key
erzion:

wtensions:

i1: Ohjectld: 1.3.6.1.4.1.311.208.2 Criticality=false
HHBH: 1E 12 B8 57 88 65 88 62 B8 53 B8 65 B8 Y2 B8 Y6 ... .W.e.b.5.e.r.v
HH1H: B8 65 B8 /2 B

2: Ohjectld: 1.3.6.1.5.5.7.1.1 Criticality=false
inthorityIlnfoficcess [

acceszMethod: calssuers

accesslhocation: URIWame: ldap:/-/CH=UCCE1Z2DOMAINCA.CH=AIA.CH=Publicx28Key:+x285
ervices . CHM=Services . CHN=Conf iguration.DC=UCCEL12 . DC=COM?cACertificate?base?ohbhjectC
aszs=certificationfAuthority

x. 1

4= ObhjectlId: 2.5.29_.31 Criticality=false
RLDistributionPoints [
[DistributionPoint:
[URIName : ldap:/~CH=UCCE12DOMAINCA . CH=UCCE12 ., CHN=CDF,CH=Fublicx28Ke yx2H05eru
ces , CHN=Services .CHN=Conf iguration,.DC=UCCE12 DC=COM?certificateRevocationList?has
tTobhjectClass=cRLDiztributionPoint]

AtTrust this certificateprompt, typeYes ,as shown in the image;

t7: ObjectId: 2.5.29_14 Criticality=false
bubjectKeyldentifier [

epldentifier [

AAEA: 15 A7 AR 9B DC E7 7B AE 5F 44 DC AT BC 16 B? G7
AAiA: CE 54 2% 59

8. Import the CA-signed WSM certificate

Y%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\.keystore -inmport -v -
trustcacerts
-alias wsmcertificate -file %CVP_HOVE% conf\security\<filename_of _your_signed_cert_from CA>




twCiscosCUPsjreshinkeytool.exe —storet9pe JCEHS —kevwstore c:isciscoscupsconfssef
urity~_keystore —import —v —trustcacerts —alias wsm_certificate —file G:xCisco™
vpsconfssecurity~CUPA.p7h

nter keystore password:

op—level certificate in reply:

Dyner: CH=UCCE1Z2DOMAINCA,. DC=UCCEi1i2, DC=COM
szuer: CH=UCCE1Z2DOMAINCA, DC=UCCE1Z. DC=COM
berial number: 1398856881 Yc46bf4bba59624cf6209F
alid from: Sat Jun 29 21:38:17 PDT 2819 wntil: Sat Jun 29 21:48:17 PDT 2624
ertificate fingerprints:
MDG: 94:82:AC:3F:59:45:48:A9:D3:4D:2C:DV:-EA:=38:1C:27
SHA1: 88:=YS:A7:=4B:D3:D5:B2:-76:B5:59:96:-F1:83:82:C2:BB:-97:23:8B:16
SHA256: ER:E3:1F:5A:8BE:E2:8F:14:80:59:26:64:25:CA-CA:FD:=91:E4:F3:EB:2D:
2:31:85:62:84:45:-66:89:-28:F5:AA
Eignature algorithm name: SHAZ2S56withRSA
.uhjqct Pghlic Key Algorithm: 2848-hit RSA key
ersion:

xtensions:

1= OhjectlId: 1.3.6.1.4.1.311.21.1 Criticality=false
HAAA: B2 B1 84

i2 - Ohjectld: 2.5.29.1% Criticality=true
HasicConstraints: [

CA:true

PathLen:2147483647

3= Ohjectld: 2.5.29_15% Criticality=false
eyllzage

DigitalSignature

Key_CertSign

Crl _Sign

t4: Ohjectld: 2.5.29.14 Criticality=false

bubjectKeyldentifier [

eyldentifier [

AAAA: 78 EF 21 55 BA F? 7% @3 3Aa BA 1D A8 5A 2E 43 B6 x.tU..u.:
AA1d: D1 F8 57 3E "

iz not trusted. Install reply anyway? [nol:

9. Repeat Step 3, 4, and 8 for Call Server, VXML Server, and Reporting Server.

10.Configure WSM in CVP

Step 1.

Navigate to

c:\cisco\cvp\conf\jm_wsm conf
Add or update the file as shown and save it



javax.net.debug = all

COm. Sun.management . jmxremote.ssl.need.client.auth = true

COm. Sun.management . jmxremote.anthenticace = false

COm. Sun.mAnAJeEment . jmxremote.port = 2099

COm. Sun.mANAgement . jmxremote. 33l = true

COm. SUn.mANAJSmSNT . jmxremote. rmi .. porc = 3000
avax.netc.ssl.keyStore=_: LT conf\Security\.Keyscore

javax.net.ssl.keyStorePassword=< keystore password >

javax.net.ssl.cruscStore=C:\Cisco\CVP\conf\ securicy\.keystors

javax.net.ssl.trustS5torePassword=< keystcore password >

javax.net.=ssl. bmstﬁturel‘m-‘]‘m

- & = & el B

Bl o= D WD =) O U e L R

Step 2.
Run the regedit (rt. click start > run > type regedit) command

Append the following to the key Options at

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ WebSer vi cesManager\ Par anet er s\ Java

b VMW, inc Marme Iype Vata
4 f WonddiiNode ab] (Default) REG_SZ fvalue not set)
d f Apache Software Foundal || ab) Classpath REG_SZ CACisceV CVIWEML Server Tomeat\bin bootstrag, ..
PRI v:a::mz.u abhom REG_SZ CACisco CVPgrebin'senverjom.dil
b lenes o abiOctions | ' ACa jre - :
2.3 VIO Serves _]_E[ﬂg{u___ [REG_WARLTISE “Djrehomes CLCroo\ O e -Dostalina bases ..
a . Pasameten
b beea
k leg

< " B

<

OK Cancel

11. Configure JMX of callserver in CVP

Navigate to




c:\cisco\cvp\conf\jmx callserver.conf

Update the file as shown and save the file

COm. Sun.management . jmxremote.ssl.need.client.auth = true

COmM. Sun.management . jmxremote . aucthenticate = false

Cco. Sun.management . jmxremote.port = 20988

COom. Sun.management . jmxremote.ssl = true

COM. Sun.management . jmxremote.rmi.porc = 2097
javax.net.ssl.keyStore = C:\Cisco\CVP\conf\securitvy\.keystore
javax.net.s2sl.keyStorePasaword = <keystore password>»
javax.net.ssal.crustStore=C:\Cisco\CVP\conf\ security\ . keyastore
javax.net.ssl.trustStorePassword=< keystore password >
javax.net.ssl.truscScoreType=JCEES

#COm. sun.management . JmMXIemote.Ss51.Ccontig.file=

12. Configure JMX of VXMLServer in CVP:
Step 1.

Goto

c:\cisco\cvp\conf\jmx vxml.conf

Edit the file as shown in the image and save it;

cCom. Sun.management . jmxremote.ssl.need.client.aucth = trus
CcOm. Sun.management . jmxremote.authenticate = false

COom. Sun.management . jmxremote.port = 9696

COIl. Sun.management .. jmremote.ssl = true

COom. Sun.management . Jjmxremote.rmi.port = 9897
javax.net.ssl.keyStore = C:CiscoCVPconfsecurity.keystore
Javax.net.ssl.keyStorePassword = <keystore password>

Step 2.
Run the regedit command

Append the following to the key Options at

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ VXM.Ser ver\ Par anet er s\ Java



e i VINherare, Inc. A Marme Iype Lrata

1- ). Wowb432Node ab] (Default) REG_SZ {value not set)
4- |, Apache Software Founda ab) Classpath REG_SZ CACisea\ CVPWEMLServer\ Tomeat\bin\bootstrap....
4, Procrun 2.0 \ ab] Jym REG_SZ C:\Cisco\CVP\jre\bin\server\jym.dil
p-Je CallServer ab{Options | REG_MULTI_SZ -Djre.home=C:\Ciscor\CVPjre -Deatalina base=C:\...

y | VEMLServer || T
/ 4. |, Parameters
. lava
. Log
. Start

|, Stop |
4- |, WebServiceshMana

< 1 >

0K Cancel

Step 3.

Restart Cisco CVP WebServicesManager service.

Generate CA-Signed Client Certificate for WSM

Log into the Call Server or VXML Server or Reporting Server or WSM. Retrieve the keystore
password from thesecurity.properties file

1. Generate a CA-signed certificate for client authentication

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
genkeypair
-alias <CN of Callserver WM certificate> -v -keysize 2048 -keyal g RSA

B storetype JCEKS

I| ias CUPA 1] K

Enter the details at the prompts and type Yes to confirm.

Enter the keystore password when prompted , as shown in the image;



that is your first and last name?
CUPA
the name of your organizational uwnit?

>iscol:
What is the name of your organization?
[ciscol:
llhat 15 the name of vyour City or Locality?
[Richardsonl: richardson
iz the name of your State or Province?
texas
t¥§ two—letter country code for this unit?
Is CHN=CUPA, OU=cisco, O=cisco. L=richawrdson, S5]=texas, C=1% correct?
[nol: yes

Generating 2.848 hit RSA key pair and self-signed certificate (SHAZ256withRSA> wi
h a validity of 98 days
for: CN=CUPA, OU=cisco, O=cisco, L=richardson, ST=texas, C=THX
‘nter key password for <CUPA>
{RETURN if same as keystore password):
[He—enter ne password:
[Storing c:sciscoscupsconfyssecuritys.keystorel

2.Generate the certificate request for the alias

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -

certreq
-alias <CN of Callserver WM certificate> -file % VP HOVE% conf\security\jnx client.csr

: :\CiscoNCUPN\jresbin>keytool.exe —storetype JCEKS —keystore c:cisco>cup>confis
uritys . keystore —certreq —alias CUPA -fFile cisciscoscevpsconfssecuritysjimx_clie

Enter keystore password:

3. Sign the certificiate on a CA

Note: Follow the procedure to create a CA-signed certificate using the CA authority.
Download the certificate and the root certificate of the CA authority

4. Copy the root certificate and the CA-signed JMX Client certificate to location;

C.\ G sco\ cvp\conf\security\
5. Import the CA-signed JMX Client , use command;

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -

import -v -trustcacerts
-alias <CN of Callserver WM certificate> -file %CVP_HOVE% conf\security\<filenane of CA-signed

JMX dient certificate>



2 :NGiscosNCUPNjresbin>kevtool.exe —storetype JCEKS —-keystore c:sciscoscupsconfise
curitysn.keystore| —import -v —trustcacerts —alias |[CUPA -file C:~Cisco>cvpsconfise
zuritysjgmx_clienTopv o

Enter keystore password:

op—level certificate in reply:

Owner: CN=UCCE12DOMAINCA,. DC=UCCE12,. DC=COM
Issuer: CN=UCCE1Z2DOMAINCA,. DC=UCCE12. DC=COM
Serial number: 13988560881 7c46bf4bh652624cf6209f
alid from: Sat Jun 29 21:38:17 PDT 2019 until: Sat Jun 29 21:48:17 PDT 2024
ertificate fingerprints:
MD5 : 94:82:AC:3F:59:45:48:A2:D3:4D:2C:D7:EA:=38:1C=97
SHA1: B8B:=75:A7:4B:=D3:D5:B2:76:B5:59:96:F1:83:82:C2:BB:=97:23:8B:16
SHA256: E6:E3:1F:5A:8E:E2:8F:14:80:59:26:64:25:CA:CA:FD:91:E4:F3:EB:=9D:
[E?:31:85:62:84:45:66:89:98:F5:AA
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2848-bit RSA key
ersion: 3

Extensions:

Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
ARAA: B2 A1 80

Objectld: 2.5.29.19 Criticality=true
icConstraints:[

CA:true

PathLen:2147483647

Objectld: 2.5.29.15 Criticality=false

DigitalSignature
Key_CertSign
Crl_Sign

t4: Objectld: 2.5.29.14 Criticality=false
BubjectKeyldentifier [
Keyldentifier I
Baa: 78 EF 21 55 BA F92 75 A3 3A BA 1D A8 5A 2E 43 B6 x.tlU..u.:=...Z.C.
AA1B: D1 F8 57 3E - W>

-. is not trusted. Install reply anyway? [nol: yes
;eprtificate reply was installed in keuystore
Alstoring c:Nciscoscypsconfissecuritys.keustore ]

6.Restart Cisco CVP VXMLServer service.

Repeat the same procedure for Reporting Server.

Generate CA-Signed client certificate for Operations Console (OAMP)

Log into OAMP Server. Retrieve the keystore password from thesecurity.propertiesfile

1. Generate a CA-signed certificate for client authentication with callserver WSM

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
genkeypair
-alias <CN of Callserver WM certificate> -v -keysize 2048 -keyal g RSA




:25Cisco\CUP\jresbin>keytool.exe —storetype JCEKS -keystore c:i:“cisco“cuvpsconfise
~uritys.keystore —genkeypai alias CUPA -v -keysize 2848 -kevalg RSA
‘nter keystore passuord-
that is wour first and last name?
[Unknownl: CUPOAMP
Jhat is the name of your organizational unit?
[Unknownl: 1
that is the na ur organization?
[Unknown]: co
Jhat is the na of your City or Locality?
[Unknownl: richardson
that is the name of your State or Province?
[Unknownl: texas
that is the two-letter country code for this unit?
[Unknownl:z T&
CH=CUPOAMP, OU=cisco, O=cisco, L=richardson, ST=texas, C=TH correct?
[nol: vyes

enerating 2,048 hit RSA key pair and self-signed certificate (SHA256withRSA> wi
h a validity of 98 days
for: CNHN=CUPOAMP. OU 1S C O=cisco, L=richardson, ST=texas, C=TX
Enter “key-nassword for <CUP
(RETURR—if—=3me as keystore password):
e—enter new password:
Storing c:“ciscocvphc

2.Generate the certificate request for the alias

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
certreq
-alias <CN of Callserver WM certificate> -file Y% CVP HOVE% conf\security\jnx.csr

:s\CiscosCUP~\jresbin>keytool.exe —storetype JCEKS —-keystore c:sciscoscuphconfise
uritys.keystore —-certreq —-alias CUPA -file c:“ciscoscvphconfissecuritysjmx.csy
nter keystore pasEUoTad:

nter key password for <CUPA>

arning:
he JCEKS keystore uses a proprietary format. It is recommended to migrate to PK
= " 1 1 = 3 . (-3 = ~ | L P = i [} —3 min T k o 'y —a g |

3.Sign the certificate on a CA . Follow the procedure to create a CA-signed certificate using the
CA authority. Download the certificate and the root certificate of the CA authority

4.Copy the root certificate and CA-signed JMX Client certificate to C:\Cisoc\cvp\conf\security\

5.Import the root certificate , using this command;

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
inport -v -trustcacerts
-alias root -file %CVP_HOVE% conf\security\<fil enane_of _root_cert>

Enter the keystore password when prompted. AtTrust this certificateprompt, typeYes , as shown
in the image,



:wCiscosCUPsjrevhindkeutonl exe —stovetune JCFHS —keystore c:isciscoscepsconfise
uritys.keystore | —import —v —trustcacerts —alias root| —file c:sciscoscuepsconfsse
uritysroot.cer
mter keystore password:
puner: CH=UCCE12DOMAINCA,. DC=UCCE12. DC=COM
ssuer: CH=UCCELi2DOMAINCA. DC=UCCEi1i2. DC=COM
erial number: 13988560881 Vc46hf4bhbb59624cF6209F
alid from: fat Jun 29 21:38:17 PDT 2019 wntil: Sat Jun 29 21:48:17 PDT 2824
eprtificate Fingerprints:
MD5: 94:B2:AC:3F:59:45:4B:A9:D3:4D:2C:D7:EP:=38:1C=97
SHAl: BB:=75:A7:4B:D3:D5:B2:?6:B5:59:96:F1:83:82:C2:BB:97:23:8B:16
SHA256: E6:E3:1F:5A:BE:E2:8F:14:80:59:26:64:25:CA:CA:FD:=91:E4:=F3:EB:9D:
1 9:31:85:62:84:45:66:89:9B:-F5:-ARA
ignature algorithm name: SHAZS56withRSA
ubject Public Hey Algorithm: 2848-hit RSA key
ersion:

xtEnSs 1ons =

1: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
BB : B2 Bl 68

2: Objectld: 2.5.29.19 Criticality=true
fas icConstraints : [

CA = true

PathLen:2147483647

3: Objectld: 2.5.29.15 Criticality=false
eyllzage [

DigitalSignature

Key_CertSign

Crl_Sign

4: Objectld: 2.5.29.14 Criticality=false

ubjectKeyldentif ier [

eyldentifier [

BBE: 78 EF 21 55 Ba F9 75 83 JA BA 1D AB 5A 9E 43 B6 x.'U..u.:...Z.C.
Mig: D1 F8 5 3E -2

‘rust thiz certificate? [nolT yes
ertificate was added to keystore
Storing c:isciscoscupsconfssecuritys.keystorel

AVFNLNG =

he JCEKS keystore uses a proprietary format. It iz recommended to migrate to PK
212 which is an industry standard format using "kevytool importkeystore —srckey
tore c:sciscoscupsconfssecuritys.keystore —-destkeystore c:isciscoscupsconfssecur)

6. Import the CA-signed JMX Client certificate of CVP

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
import -v -trustcacerts

-alias <CN of Callserver WM certificate> -file

%CVP_ HOVE% conf\security\<fil ename of your signed cert from CA>

nCiscosCUPsjresbinrkeytool.exe —storetype JCEKS —-keystore cisciscoscupsconfsse
uritys_ keystore —-import -v —trustcacerts —alias CUPA —-fFile eivciszcocupsconfze
ULt ys Jmx . pdh

nter keystore password:

eystore password iz too shoret Aust be at least 6 characteps

nter keystore password:

nter key password for <CUPA>

ertificate reply was installed in keystore

Storing cisciscocuphconfisecuritysn.keystore )

arning :




7.Restart Cisco CVP OPSConsoleServer service.

8. Log into OAMP. To enable secure communication between OAMP and Call Server or
VXML Server, navigate to Device Management > Call Server. Check the Enable secure
communication with the Ops console check box. Save and deploy both Call Server and
VXML Server.

Hostname: * [wpa I

Description: [

Enable secure communication with the Dmm

9. Run the regedit command.

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ OPSConsol eSer ver\ Par anet er s\ Java.

Append the following to the file sand save it

-Dj avax. net.ssl . trust Store=C:\ G sco\ CVP\ conf\security\. keystore -
D avax. net. ssl . trust StorePassword <keystore_password> - Dj avax. net . ssl . trust St or eType=JCEK

Djauaxnet :ssl.trust Stﬂre-C:‘ﬁscu"xCW‘-mnF \security'\ ke
Djavax net ssl trust Store Password =<k eys
Diavax net ssl trust Store Type

£ m b

Verify

Connect CVP Callserver , VXML server and Reporting server from the OAMP server , perform the
operations like save&deploy or retrieve Database details(reporting server) or any Actions from
OAMP to Call/vxml/reporting server.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.
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