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Introduction

This document describes how to secure Java Management Extensions (JMX) communication
between Customer Voice Portal (CVP) Operation and Management Console (OAMP) and CVP
Server and CVP Reporting server in Cisco Unified Contact Center Enterprise (UCCE) solution via
Certificate Authority (CA) signed certificates.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- UCCE Release 12.5(1)
- Customer Voice Portal (CVP) Release 12.5 (1)

Components Used
The information in this document is based on these software versions:

. UCCE 12.5(1)
. CVP 12.5(1)

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Background Information



OAMP communicates with CVP Call Server, CVP VXML Server, and CVP Reporting Server via
JMX protocol. Secure communication between OAMP and these CVP components prevents JMX
security vulnerabilities. This secure communication is optional, it is not required for the regular
operation between OAMP and the CVP components.

You can secure JMX communication by:

- Generate the Certificate Sign Request (CSR) for Web Service Manager (WSM) in CVP Server
and CVP Reporting Server.

- Generate CSR Client Certificate for WSM in CVP Server and CVP Reporting Server.

- Generate CSR Client Certificate for OAMP (to be done on OAMP).

- Sign the certificates by a Certificate Authority.

- Import the CA-signed certificates, Root and Intermediate in CVP Server, CVP Reporting
Server and OAMP.

- [Optional] Secure JConsole Login to OAMP.

- Secure System CLI.

Generate CSR Certificates for WSM

Step 1. Log in to the CVP Server or Reporting Server. Retrieve the keystore password from the
security.properties file.

Note: At the command prompt, enter more %CVP_HOME%\confisecurity.properties.
Security.keystorePW = <Returns the keystore password> Enter the keystore password when
prompted.

Step 2. Navigate to %CVP_HOME%\conf\security and delete the WSM certificate. Use this
command.

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -delete -alias wsm__certificate.

Enter the keystore password when prompted.

Step 3. Repeat Step 2 for Call Server and VXML Server certificates on the CVP Server and Call
Server Certificate on the Reporting Server.

Step 4. Generate a CA-signed certificate for WSM server. Use this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -genkeypair -alias wsm_certificate -v -keysize 2048 -
keyalg RSA.

1. Enter the details at the prompts and type Yes to confirm.
2. Enter the keystore password when prompted.

Note: Note the CN name for future reference.



Step 5. Generate the certificate request for the alias. Run this command and save it to a file (for
example, wsm.csr

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -certreq -alias wsm_certificate -file
%CVP_HOME%)\conf\security\wsm.csr.

1. Enter the keystore password when prompted.

Step 6. Get the certificate signed by a CA. Follow the procedure to create a CA-signed certificate
with the CA authority and ensure to use a Client-Server Certificate Authentication template when
the CA generate the signed certificate.
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Step 7. Download the signed certificate, the root and intermediate certificate of the CA authority.

Step 8. Copy the root, intermediate, and the CA-signed WSM certificate to
%CVP_HOME%\conf\security\.

Step 9. Import the root certificate with this command.

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -import -v -trustcacerts -alias root -file
%CVP_HOME%\conf\security\<filename_of_root_cer>.

1. Enter the keystore password when prompted.
2. At Trust this certificate prompt, type Yes.
Step 10. Import the intermediate certificate with this command.

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -import -v -trustcacerts -alias intermediate -file
%CVP_HOME%)\conf\security\<filename_of_intermediate_cer>.

1. Enter the keystore password when prompted.
2. At Trust this certificate prompt, type Yes.
Step 11. Import the CA-signed WSM certificate with this command.



%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -import -v -trustcacerts -alias wsm_certificate -file
%CVP_HOME%\conf\security\<filename_of_your_signed_cert_from_CA>.

1. Enter the keystore password when prompted.

Step 12. Repeat Step 4 to 11 (root and intermediate certificates do not need to be imported twice),
for Call Server and VXML Server certificates on the CVP Server and Call Server certificate on the
Reporting Server.

Step 13 Configure WSM in CVP.
1. Navigate to c:\cisco\cvp\conf\\mx_wsm.conf.

Add or update the file as shown and save it:

javax. net.debug = all com sun. managenent.j nxrenote.ssl.need.client.auth = true

com sun. managenent . j nxrenot e. aut henti cate = fal se com sun. managenent . j nxrenote. port = 2099
com sun. managenent . j nxrenot e. ssl = true com sun. managenent.j nxrenmote. rm . port = 3000

j avax. net. ssl . keySt ore=C:\ G sco\ CVP\ conf\security\. keystore javax. net.ssl.keyStorePasswor d=<
keyst ore_password > javax. net.ssl.trustStore=C \Ci sco\ CVP\ conf\security\.keystore

j avax. net. ssl . trust St orePasswor d=< keystore_password > javax. net.ssl.trust StoreType=JCEKS

2. Run the regedit command.

Append this to the file at HKEY_LOCAL_MACHI NE\ SOFTWARE\ Wow6432Node\ Apache Sof tware
Foundat i on\ Procrun 2.0\ WebServi cesManager\ Par anet er s\ Java:

D avax. net. ssl .trust Store=C:\ C sco\ CVP\ conf\security\.keystore

Dj avax. net. ssl . trust St or ePasswor d=<keyst or e_password> Dj avax. net. ssl .trust St oreType=JCEKS

Step 14. Configure JMX of CVP Callserver in CVP Server and Reporting server.
1. Navigate to c:\cisco\cvp\conf\imx_callserver.conf.

Update the file as shown and save it:

com sun. managenent . j nxrenot e. ssl . need.client.auth = true

com sun. managenent . j nxrenot e. aut henti cate = fal se com sun. managenent . j nxrenote. port = 2098
com sun. managenent . j nxrenote. ssl = true com sun. nanagenent.j nxrenmote.rm . port = 2097

javax. net.ssl . keyStore = C \Ci sco\CVP\conf\security\.keystore javax.net.ssl.keyStorePasswrd =
<keystore password> javax.net.ssl.trustStore=C \Ci sco\ CVP\ conf\security\.keystore

j avax. net.ssl.trust St orePasswor d=< keystore_password > javax. net.ssl.trust StoreType=JCEKS

Step 15. Configure JMX of VXMLServer in CVP Server.
1. Navigate to c:\cisco\cvp\conf\imx_vxml.conf.

Edit the file as shown and save it:

com sun. managenent . j nxrenot e. ssl . need. client.auth = true

com sun. managenent . j nxrenot e. aut henti cate = fal se com sun. managenent . j nxrenote. port = 9696
com sun. managenent . j nxrenot e. ssl = true com sun. managenent.j nxrenmote.rm . port = 9697

javax. net.ssl . keyStore = C \Ci sco\CVP\conf\security\.keystore javax.net.ssl.keyStorePasswrd =
<keyst ore password>



2. Run the regedit command.

Append theese to the file at HKEY_LOCAL_MACHH NE\ SOFTWARE\ Www6432Node\ Apache Sof t war e
Foundat i on\ Procrun 2.0\ VXM.Ser ver\ Par anet er s\ Java:

Dj avax. net. ssl .trust Store=C:\ C sco\ CVP\ conf\security\. keystore

Dj avax. net. ssl . trust St or ePasswor d=<keyst or e_passwor d> Dj avax. net.ssl .trust St oreType=JCEKS

3. Restart WSM service, Call Server and VXML Server services on CVP server and WSM Service
and Call Server service on Reporting Server.

Note: When secure communication is enabled with JMX, it forces the keystore to be
%CVP_HOME%\conf\security\.keystore, instead of
%CVP_HOME%%\jre\lib\security\cacerts.

Therefore, the certificates from %CVP_HOME%\jre\lib\security\cacerts should be imported
to %CVP_HOME%\conf\security\.keystore.

Generate CA-Signed Client Certificate for WSM

Step 1. Log in to the CVP Server or Reporting Server. Retrieve the keystore password from the
security.properties file.

Note: At the command prompt, enter more %CVP_HOME%\confisecurity.properties.
Security.keystorePW = <Returns the keystore password> Enter the keystore password when
prompted.

Step 2. Navigate to %CVP_HOME%\conf\security and generate a CA-signed certificate for client
authentication with callserver with this command.

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -genkeypair -alias <CN of CVP Server or Reporting
Server WSM certificate> -v -keysize 2048 -keyalg RSA

1. Enter the details at the prompts and type Yes to confirm.
2. Enter the keystore password when prompted.

Note: The alias will be the same as the CN used to generate WSM server certificate.

Step 3. Generate the certificate request for the alias with this command and saving it to a file (for
example, jmx_client.csr).

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%)\conf\security\.keystore -certreq -alias <CN of CVP Server or Reporting
Server WSM certificate> -file %CVP_HOME%\conf\security\jmx_client.csr

1. Enter the keystore password when prompted.
2. Verify that the CSR was generated successfully with his command: dir jmx_client.csr.

Step 4. Sign the JMX Client Certificate on a CA.



Note: Follow the procedure to create a CA-signed certificate with the CA authority.
Download the CA-signed JMX Client certificate (Root and intermediate certificates are not
required since they were downloaded and imported previously).

1. Enter the keystore password when prompted.
2. At Trust this certificate prompt, type Yes.

Step 5. Copy the CA-signed JMX Client certificate to %CVP_HOME%\conf\security\.
Step 6. Import the CA-signed JMX Client certificate with this command.

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%)\conf\security\.keystore -import -v -trustcacerts -alias <CN of CVP Server or
Reporting Server WSM certificate> -file %CVP_HOME%\conf\security\<filename of CA-
signed JMX Client certificate>

1. Enter the keystore password when prompted.
Step 7. Restart Cisco CVP Call Server, VXML Server, and WSM services.

Step 8. Repeat the same procedure for Reporting Server, if implemented.

Generate CA-Signed Client Certificate for OAMP (to be done
on OAMP)

Step 1. Log in to the OAMP Server. Retrieve the keystore password from the security.properties
file.

Note: At the command prompt, enter more %CVP_HOME%\conf\security.properties.
Security.keystorePW = <Returns the keystore password> Enter the keystore password when
prompted.

Step 2. Navigate to %CVP_HOME%\conf\security and generate a CA-signed certificate for client
authentication with CVP Server WSM. Use this command.

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -genkeypair -alias <CN of OAMP Server WSM
certificate> -v -keysize 2048 -keyalg RSA.

1. Enter the details at the prompts and type Yes to confirm.
2. Enter the keystore password when prompted.

Step 3. Generate the certificate request for the alias with this command and save it to a file (for
example, jmx.csr).

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -certreq -alias <CN of CVP Server WSM certificate> -
file %CVP_HOME%)\conf\security\|mx.csr.

1. Enter the keystore password when prompted.



Step 4. Sign the certificate on a CA.

Note: Follow the procedure to create a CA-signed certificate using the CA authority.
Download the certificate and the root certificate of the CA authority.

Step 5. Copy the root certificate and CA-signed JMX Client certificate to
%CVP_HOME%\conf\security\.

Step 6. Import the root certificate of the CA. Use this command.
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore

%CVP_HOME%\conf\security\.keystore -import -v -trustcacerts -alias root -file
%CVP_HOME%\conf\security\<filename_of_root_cert>.

1. Enter the keystore password when prompted.
2. At Trust this certificate prompt, type Yes.

Step 7. Import the CA-signed JMX Client certificate of CVP. Use this command.
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore
%CVP_HOME%\conf\security\.keystore -import -v -trustcacerts -alias <CN of Callserver
WSM certificate> -file
%CVP_HOME%\conf\security\<filename_of_your_signed_cert_from_CA>.

1. Enter the keystore password when prompted.

Step 8. Restart the OAMP service.

Step 9. Log in to OAMP. to enable secure communication between OAMP and Call Server or
VXML Server. Navigate to Device Management > Call Server. Check the Enable secure
communication with the Ops console check box. Save and deploy both Call Server and VXML
Server.

Step 10. Run the regedit command.

Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software
Foundation\Procrun 2.0\0PSConsoleServer\Parameters\Java.

Append this to the file and save it.

D avax. net. ssl .trust Store=C:\ C sco\ CVP\ conf\security\. keystore
Dj avax. net. ssl . trust St or ePasswor d=<keyst or e_password> Dj avax. net. ssl .trust St or eType=JCEKS

Note: After you secure the ports for IMX, JConsole can be accessed only after you perform
the defined steps for JConsole listed in the Oracle docs.

Related Information

. CVP Secure Configuration Guide
. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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