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Introduction

This document describes how to troubleshoot the issue with CCXToCUICEngineSyncFailed RTMT
Alerts due to the inactive users on Cisco Unified Contact Center Express (UCCX).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Cisco Unified Intelligence Center (CUIC)
- Cisco Unified Contact Center Express (UCCX)
- Cisco Unified Communications Manager (CUCM)

Components Used

This document is not restricted to specific software and hardware versions.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Problem

Generally when an agent/supervisor leaves the organization or moves to a new role such that they
are no longer a part of the Contact Center.



In such a scenario, you can delete the local user from CUCM or the AD (for LDAP integrations)
with the assumption that the user gets deleted from CCX.

However, note that the user still exists on CUIC. When you attempt to delete the user from CUIC,
it fails in case the user has ownership of one or more entities on CUIC such as dashboard,
reports, custom reports, Valuelists, and so on.

Quick Check

Log in to Cisco Unified Intelligence Center > Configure > Users and search for the deleted
users.
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t Name, First Name Administrator Report Designer Report Viewer Actior

In such a scenario, an alert gets triggered as sync failed between CCX and CUIC.

RTR: User with userlD:anie failed to be synced to CUIC. Please run the sync CLI command to fix
the issue.

AppID: Cisco Unified CCX Engine
ClusterlID:
NodelD: uccx-sr

TimeStamp: Wed Apr 27 08:59:08 IST 2022. The alarm is generated on Wed Apr 27 08:59:08 IST
2022

AgentAutoAddScheduleFailure Enabled NA Default MIA NIA y

AgentAutoRemovalAgentC SQF ailure [ | |[Default L) NTA

AgentAutoRemovalF ailure | 58 Alert Description: X | IDefault MIA MNIA

AgentAutoRemovalReScheduleF ailure r | Default MIA NIA

AgentAutoRemovalScheduleF ailure || RTR : User with useriD:anie failed to be | |Default MIA NIA

AxIDeleteShadowRmCmUserFailed ||syneed to CUIC. Please run sync CLI | [Default NIA NIA

CCPCacheStatusFull ||[command to fix the issue. AppiD : Cisco [IDefault NIA NIA

CCPCacheStatusOnline || [Unifizd CCX Enging ClusteriD : NodelD : [Defautt NIA NIA

CCPCacheStatusReachedLowThreshold || ucex-sr TimeStamp : Wed Apr 27 08:59:08 ||/ Ipefauit MIA NIA

CCPRESTSenviceDown |[IST 2022. The alarm is generated on Wed | ['Default NIA NIA

CCPSSLEmor || fApr 27 08:59:08 1ST 2022 | [Default 06:08:04 AM 04/26/22 NIA

CCPTomcatSernviceDown | | [Default L) INTA

CCPXMPPServiceDown | | [Default MIA /A

CCXToCUICAdmInSyncF ailed | | |[Default A MIA

CCXToCUICCVDSyncFailed OK I | IDefault IMIA MNIA

CCXToCUICEngineSyncFailed “—Enaren A " Default 08:59:35 AM 04/27/22 NIA

CloudConnectProxyUpdater ailad Enabled A Default INIA INIA

DB CRA % Space Used Enabled Yes Default IMIA MIA

DBReplicationStopped Enablad MNIA Default INIA INIA =
ntert History

Time Stamp | Node | Alert Name | Severlty | Sentto Description | Group |

08:59:35 AM 04127122 uccx-sr CCXToCUICEngineSyncFailed  Alert RTR : User with userlD:anie failed to be synce... UCCX 2
08:59:35 AM 04/27/22 ucexesr SyslogSeverityMatchFound Critical AtWed Apr 27 08:59:35 IST 2022 on node ucc... System rrJ
Syslog Alert:

At Wed Apr 27 08:59:35 | ST 2022 on node uccx-sr; the follow ng Sysl ogSeverityMatchFound events



generated: SeverityMatch : Alert MatchedEvent : Apr 27 08:59:08 uccx-sr local7 1 : 53:
uccx-sr.cisco.local: Apr 27 2022 03:29:08.290 UTC : %JC _REST_CLI ENT-1- UCCX_TO _CU C_SYNC_FAI LED:
% RTR=User with useriD:anie failed to be synced to CU C. Please run sync CLI command to fix the
i ssue. ]

[ Appl D=Ci sco Unified CCX Engine][C usterlD=][Nodel D=uccx-sr]: Notification to CUC failed ApplD

Cisco Syslog Agent ClusterID: NodelD : uccx-sr TimeStanp : Wed Apr 27 08:59:08 | ST 2022

Verify
From Logs

Enable traces.

Navigate to Cisco Unified CCX Serviceability > Trace > Configuration and select Cisco
Unified CCX Engine and set the traces.

REST_CLI ENT - Debug, Xdebugl
Save the changes after you enable the traces.

Collect Cisco Unified CCX Engine logs from RTMT

Snippet

1440456: Apr 27 08:59:08.286 | ST %M VR- REST_CLI ENT-7- UNK: [ M VR_SS_RM CONFI G 94- 0- CONFI G

com ci sco. uccx.rest.client. Cui cUser Mgnt Rest Cl i ent Cui cUser Mgnt Rest d i ent . DELETE succeded,

resul t =DELETE https://uccx-sr.cisco.|ocal:8444/cuic/rest/cuicusers returned a response status of
200 &K

1440457: Apr 27 08:59:08.287 I ST %M VR- REST_CLI ENT-7- UNK: [ M VR_SS_RM CONFI G 94- 0- CONFI G

com ci sco.uccx.rest.util.cuic.CuicUserMgntRest Utils raising alert since deleteUsers APl returned
sone failed users

1440458: Apr 27 08:59:08.287 I ST %M VR-REST_CLI ENT-7- UNK: [ M VR_SS_RM CONFI G 94- 0- CONFI G

com ci sco.uccx.rest.util.cuic.CuicUserMgntRest Utils Failed users list sizelFailed users |ist

[ani €]

1440459: Apr 27 08:59:08.287 I ST %M VR-REST_CLI ENT-7- UNK: [ M VR_SS_RM CONFI G 94- 0- CONFI G

com ci sco. uccx. rest.util.cuic. CuicUserMgnt Rest Utils parseFail edUsers ::anie

1440460: Apr 27 08:59:08.291 | ST %M VR- REST_CLI ENT- 1- UCCX_TO_CUl C_SYNC_FAI LED:

[MVR_SS RM CONFI G 94-0-CONFI G com ci sco.uccx.rest.util.cuic. CuicUserMgnt Rest Utils Notification
to CUC failed: UCCX TO CU C SYNC failed for these resources:::=User with userlD:anie failed to
be synced to CUC Please run sync CLI command to fix the issue.

1440461: Apr 27 08:59:08.291 I ST %M VR- REST_CLI ENT-7- UNK: [ M VR_SS_RM CONFI G 94- 0- CONFI G

com ci sco.uccx.rest.util.cuic.CuicUserMgntRest Utils Failed users list sizelFailed users |ist

[ani €]

1440462: Apr 27 08:59:08.291 I ST %M VR- REST_CLI ENT-7- UNK: [ M VR_SS_RM CONFI G 94- 0- CONFI G

com ci sco. W . admi n. i aq. DBl AQConfi guration rai seRTMIAl ert OnNoti fcationFailure :: Sync APl call
failed for the userID ::anie

From CLI

1. On CLI, run the SQL query to verify if the user id exists in the CUIC database (DB).

Run SQL, select ID, name, description, from cuic_data:cuicuser where name like '%anie%'.


https://uccx-sr.cisco.local:8444/cuic/rest/cuicusers

2. Log In to the UCCX Admin page. Navigate to User management > User View and notice that
the USERID doesn't exist.

ale  Cisco Unified CCX Administration
€I5CO  ror Cisco Unified Communications Solutions

System  Applications  Subsystems Wizards Tools  Help

User Configuration

 Status
@ Search results displayed
Search
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Check if you can delete the user from CUIC. The user cannot be deleted from CUIC with the error
"Cannot delete the user. This user owns one or more entities."
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As observed, if the user has access to one or more entities you cannot delete the user directly
from CUIC with the error

"Cannot delete the user. This user owns one or more entities."

Identify the Entities Owned by the User

Identify the entities owned by the user with two methods.
Method 1. Use of SQLs against the DB directly.

Method 2. Use the Resource Ownership and Access report under the Reports > Stock >
Intelligence Center Admin.

Method 1.

Identify the user ID for which the alert was triggered, with the SQL query:

adm n:run sqgl select id, nane, description from cuic_data: cui cuser where nanme |ike '%ani e%
id name description

6902FD2E100001800000015A0A7FFCD4 CCX\ ani e

Note down the user id from the output and replace it with <userld> in the list of SQL queries in
order to get the ownership of entities owned by the user.

run sql select Id, name from cuic_data: cui cCategory where Oaner = '<userld>'

cDashboard where Omer = '<userld>'

run sql select Id, name from cuic_data:cu

run sql select Id, name from cuic_data: cui cReportDefinition where Owmer = '<userld>

run sql select Id, name from cuic_data: cui cReport where Omner = '<userld>

run sql select Id, name from cuic_data: cui cDat asource where Omner = '<userld>

run sql select Id, name from cuic_data: cui cVal ueLi st where Omer = '<userld>

run sql select 1d, name from cuic_data:cuicCollection where Omer = '<userld> and ValueListld

is not null

run sql select 1d, Schedul edreportNanme from cui c_dat a: cui cSchedul edReports where Userld =
' <user|d>'



From the outputs of SQL queries, it is clear that the user has ownership of just 1 entity which is a
Custom report by the name ‘Agent CSQ Custom Report'.

Method 2.

Use the ‘Resource Ownership and Access’ report under the Reports > Stock > Intelligence
Center Admin > Resource Ownership and Access.

Note: Resource Ownership and Access Report - describes view access rights of users and the
ownership status of users who use Unified Intelligence Center resources such as Dashboards,
Reports, and other entities. The Resouce Ownership and Access report of a particular version is
available as a part of the Admin Security template from the Software

page; https://software.cisco.com/download/home/282163829/type/284697222/release/11.5%2528
1%2529

Import the report on to the CUIC. Run the report against the user to identify the entity owned by
the user on the CUIC.

Tl

Cl15co

- | Réport

Delete the User from CUIC

With the two methods, you found the entity owned by the User. The next step is to delete the user,
which can be achieved as follows

Option 1. Log In As to simulate the log in of the user anie, and navigate to the report owned by


https://software.cisco.com/download/home/282163829/type/284697222/release/11.5%25281%2529
https://software.cisco.com/download/home/282163829/type/284697222/release/11.5%25281%2529

the user and delete it. However, you do not know if anyone else uses this report. But, if this report
or entity is not important and currently not used, you can proceed to delete this.

Option 2. Use SQL on CLI to update the ownership and make super admin the owner of this entity.
Option 1.

Log In to CUIC with Super Admin and navigate to the Users section. Search for the user and
select the Run As option from the Action Menu as shown in the image.

T
CISCO

] Users o

Home

[T} Q, x) Al Administrators 1 Inactive 0 O Create User

Anabyzer

n User Name Last Name, First Name Administrator Report Designer teport Viewer Actions

Dashboards

CCX\anie

— Delete
-y

You can notice the page redirected to as super admin is logged in and simulate the log in for the
user anie. This does not require any credentials, but CUIC simulates it. The direct login for this
user does not work because this user does not exist.

Cisco Unified Intelligence Center Signed on as: CUIC\cisco  Stop running_as "CCX\anie’

Cisco Unified Intelligence Center

Extend the boundaries of traditional contact center reporting
Version 12.5(1) Build 12.5.1.11001.348

Navigate to reports, search for the report name identified and delete it.

1 O
scg

A Reports o

Home

) - =

[ Q Al Faverites 0 ®) m
Analyzer

o Mame Description Report Definition Actions

Dashboards

Agent G50 Custom Report Agent G50 Statistics Repornt Agent CSQ Statistics Report Definition
Edit
Set Default Filter
Value Lists
Save A
C ﬁ Ren
Configure
o Move
Schedules Add Help
Delete
Parmi
Parmal

Once the report is deleted, go ahead and stop the Run As.



With CUIC logged back in with super admin, navigate to the Users section and you must be able
to successfully delete the user anie.

Option 2.

This option can be helpful when you don't want to delete the Custom Report and continue to use
it. Log in to CUIC and use the Run As option to simulate the missing user account. Then navigate
to reports, search for reports, and change the permissions to include the group for admins or
reporting users:

vl Cisco Unitied inteligence Cente
.
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ReportingUsers* CCX\anie
CCX\finessetest

CCX\ivr-test
CCX\supervisor
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CCX\uuser2
CCX\uuser3
CUIC\cisco

Cancel Save

Log in to CLI and verify the owner ID of the user that was deleted:



Update the ownership of any reports created by this user to the super admin.

run sgl update cuic_data:cuicReport set owner ='1111111111111111111111111111AAAA" where
owner = '6902FD2E100001800000015A0A7FFCD4' as shown in the image.

Log back into the CUIC as super admin and notice the report.
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Proceed to delete the user on CUIC now. Since there are no other entities owned by the user.
Navigate to Configure > User > Actions Menu > Delete as shown in the image.

T
&

Delete User CCX\anie

Are you sure you want to delete?

On the bottom right side of the page, a pop-up appears as the user deleted successfully.

CCX\anie deleted successfully.

v

This confirms that the user anie got deleted successfully from CUIC.
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