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Introduction

This document describes how to secure Real-time Transport Protocol (SRTP) Traffic in Contact
Center Enterprise (CCE) comprehensive call flow.

Prerequisites

Certificates generation and import are out of the scope of this document, so certificates for Cisco
Unified Communication Manager (CUCM), Customer Voice Portal (CVP) Call Server, Cisco Virtual
Voice Browser (CVVB), and Cisco Unified Border Element (CUBE) have to be created and
imported to the respective components. If you use self-signed certificates, certificate exchange
has to be done among different components.

Requirements

Cisco recommends that you have knowledge of these topics:

- CCE

- CVP

- CUBE

- CUCM
- CVVB

Components Used



The information in this document is based on Package Contact Center Enterprise (PCCE), CVP,
CVVB, and CUCM version 12.6, but it is also applicable to the previous versions.

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Note: In the contact center comprehensive call flow, In order to enable secure RTP, secure
SIP signals must be enabled. Therefore, configurations in this document enable both secure
SIP and SRTP.

The next diagram shows the components engaged in SIP signals and RTP in the contact center
comprehensive call flow. When a voice call comes to the system, it first comes via the ingress
gateway or CUBE, so start the configurations on CUBE. Next, configure CVP, CVVB, and CUCM.
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Task 1. CUBE Secure Configuration

CUBE or
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In this task, you configure CUBE to secure SIP protocol messages and RTP.

Required configurations:

- Configure a Default Trustpoint for the SIP UA
- Modify the Dial-peers to use TLS and SRTP
Steps:



1. Open an SSH session to CUBE.

2. Run these commands to have the SIP stack use the CA certificate of the CUBE. CUBE

establishes SIP TLS connection from/to CUCM (198.18.133.3) and CVP (198.18.133.13):

Conf t Sip-ua Transport tcp tls v1.2 crypto signaling remote-addr 198.18.133.3 255.255.255.255 trustpoint ms-ca-name crypto
signaling remote-addr 198.18.133.13 255.255.255.255 trustpoint ms-ca-name exit

3. Run these commands to enable TLS on the outgoing dial peer to CVP. In this example, dial-
peer tag 6000 is used to route calls to CVP:
Conf t dial-peer voice 6000 voip session target ipv4:198.18.133.13:5061 session transport tcp tls srtp exit

Task 2: CVP Secure Configuration

In this task, configure the CVP call server to secure the SIP protocol messages (SIP TLS).
Steps:

1. Login to the uCCE Web Administration.
2. Navigate to call Settings > Route Settings > SIP Server Group.

Media Routing Domain Call Type Dialed Number Expanded Call Variables

Based on your configurations, you have SIP Server Groups configured for CUCM, CVVB, and
CUBE. You need to set secure SIP ports to 5061 for all of them. In this example, these SIP server
groups are used:

- cucml.dcloud.cisco.com for CUCM
« whbl.dcloud.cisco.com for CVVB
« cubel.dcloud.cisco.com for CUBE

3. Click cucm1.dcloud.cisco.com,and then in the members tab that shows the details of SIP Server
Group Configurations. Set securePort to 5061 and click save.



S
Route \;-ettlﬂgs Media Routing Domain  Call Type Dialed Number Expanded Call Variables Routing Pattern

Edit cuecm1.dcloud.cisco.com

| Members |

List of Group Members °
Hostname/IP Priority Weight Port SecurePort Site
198.18.133.3 10 10 5060 5061 Main

4. Click wb1.dcloud.cisco.com and then in the Members tab, set the securePort to 5061 and click save.

O it
ROUte QBtU mgS Media Routing Domain  Call Type Dialed Number Expanded Call Variables | Sip Server Groups

Edit wwb1.dcloud.cisco.com

| Members |

List of Group Members e
Hostname/IP Priority Weight Part SecurePort Site
vub1.dcloud.cisco.c... 10 10 5060 5061 Main

Task 3: CVVB Secure Configuration
In this task, configure CVVB to secure the SIP protocol messages (SIP TLS) and SRTP.
Steps:

1. Open the cisco vvB Admin page.
2. Navigate to System > System Parameters.

aliml,  Cisco Virtualized Voice Browser Administration
CISCO  Fyr Cisco Unified Communications Solutions

System  Applications  Subsystems  Tools  Help

System Parameters
Logout

Cisco Virtualized Voice Browser Administration

System version: 12.5.1.10000-24

3. On the security Parameters Section, choose Enable for TLS (SIP) . Keep the Supported TLS(SIP) version as



TLsv1.2 and choose Enable for SRTP.

Security Parameters
Parameter Name Parameter Value Suggested Value
TLS(SIP) O pisabld ® enabie | Disable

Supported TLS(SIP) Versions TLSV1.2

» Cipher Configuration TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
SRTP  [Grypto Suite - AES_GM_128 HMAG_SHA1_32] O Disablel ® Enable I ] Allow RTP (Mixed mode) Disable

4. Click update. Click ok when prompted to restart the CVVB engine.

aliali,  Cisco Virtualized Voi
cisco For Cisco Unified Communications So

vvb1.dcloud.cisco.com says

Please restart Cisco VVE Engine for the updates to take effect.
System  Applications  Subsystems  Tools  He

System Parameters Configuration “

LE Update @ Clear

5. These changes require a restart of the Cisco VVB engine. In order to restart the VVB engine,
navigate to the Cisco VVB Serviceability , then click Go.

W ESDENGR R Cisco VVE Administration
Cisco VVE Administration
Cisco Unified Serviceability

Cisco VVB Serviceability
Cisco Unified 5 Administration

6. Navigate to Tools > Control Center — Network Services.

Tools H&lg
Control Canter - Metwork Services

Fararmance Configuration and Logging

7. Choose Engine and click Restart.



Control Center - Network Services

> stat (@ Stop [}E Restart | (@ Refresh

— Select Server

Server * | vwhbi

System Services
Service Name

(Y Ferfmon Counter Service
() ¥ (Cluster View Daemon

N er Manager
@) *Engine ‘I

rNanager Manager

kSubsystemn Manager

Task 4: CUCM Secure Configuration
In order to secure SIP messages and RTP on CUCM, perform these configurations:

- Set CUCM Security Mode to Mixed Mode

- Configure SIP Trunk Security Profiles for CUBE and CVP

- Associate SIP Trunk Security Profiles to Respective SIP Trunks and enable SRTP
.- Secure Agents’ device Communication with CUCM

Set CUCM Security Mode to Mixed Mode

CUCM supports two security modes:

- Non-secure mode (default mode)
- Mixed mode (secure mode)
Steps:

1. Log in to the CUCM administration interface.



VEWLEWGGE Cisco Unified CM Administration "

U=ername

FPaz=word

[ Login et

2. When you log in to the CUCM, you can navigate to System > Enterprise Parameters.



il  Cisco Unified C
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Cizco Unified CM

Cizco Unified CH Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group

Region Information k
Device Pool

Device Mobility 4
DHCP 2
LDAP »

SAML Single Sign-0On

Cross-Origin Resource Sharing

(CORS)
Location Info L
KMLPP 3

Physical Location

SRST

| I Enterprize Parameters I

Enterprize Phone Configuration

3. Under the security Parameters section, check if the Cluster Security Mode iS set to o.

Security Parameters

Cluster Security Mode * a

iZluster SIPCA&uth Mode Cisabled

4. If Cluster Security Mode is set to 0, this means cluster security mode is set to non-secure.
You need to enable the mixed Mode from CLI.
5. Open an SSH session to the CUCM.
6. Upon successful login to CUCM via SSH, run this command:
utils ctl set-cluster mixed-mode



7. Type y and click enter when prompted. This command sets cluster security mode to mixed
mode.

8. For the changes to take effect, restart the cisco CallManager and the Cisco CTiManager Services.
9. In order to restart the services, navigate and log in to Cisco Unified Serviceability.

Usernarme

Fassword

| Login 5

10. After successful login, navigate to Tools > Control Center — Feature Services.



alinl,  Cisco Unified Serviceability
CI5€O  Epr Cisco Unified Communications Solutions

Llarm * Trace - =znmp * CallHome *  Help -

SEFYICE
Activation

Cisco Un T eability
Feature Services
System versior Control Canter - B

Metwork
¥Mware Install Services {R) Xeon{R) CPU E5

serviceabilty
Reports Archive

Auddit Log

User admin last logg Configuration Monday, January 20, 20
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11. Choose the server and then click Go.

Select Server

Server® [cucmi . deloud.cisco.com--CUCHM YVoicevideo *-*]| G0 | |

12. Underneath CM services, choose the Cisco CallManager , then click Restart button at the top of
the page.

| CM Services |

| Service Name
[ Cisco CallManager |
Cisco Unified Mohile WVoice Access Service
Cisco IP Voice Media Streaming App
Cisco CTIManager
Cisco Extension Maohility

.l

0D



13. Confirm the pop-up message and click ok. Wait for the service to successfully restart.

Festarting Service. it may take a while... Please wait for the page to refresh.
If wou zee StartingfStopping state, refresh the page after zometime to show the right status.

Cance

14. After the successful restart of Cisco CallManager, choose the Cisco CTIManager then
click Restart button to restart Cisco CTIManager Service.

|CM Services

Service Mame

Cisco CallManager

Cisco Unified Mobile Woice Access Service
Cisco IP Woice Media Streaming app
Cisco CTIManager
Cisco Extension Mobility

8] IO} o e e

15. Confirm the pop-up message and click ok. Wait for the service to successfully restart.

Festarting Service. b may take a while... Please weait for the page to refresh.
If wou see Stading/=topping state, refresh the page after sometime to showe the right status.

cancel_|

16. After successful services restart, in order to verify cluster security mode is set to mixed
mode, navigate to CUCM administration as explained in Step 5. and then check the cCluster
Security Mode. NOw it must be set to 1.

Security Parameters

I Cluster Security Mode ¥ 1
Cluster SIPOAUth Made * Disabled

Configure SIP Trunk Security Profiles for CUBE and CVP

Steps:

1. Log in to the CUCM administration interface.
2. After successful login to CUCM, navigate t0 System > Security > SIP Trunk Security Profile in order to
create a device security profile for CUBE.



Call Routing *  Media Rezources +»  Advanced Festures = Device -

SErver

Zizco Unified Ch
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Phone MTP Reference
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[CORE)
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SRST
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3. On the top left, click Add New to add a new profile.



Svztem +  CallRouting *  Media Resourcez +  Advanced Festures

Find and List SIP Trunk Security Profiles

|:|']= Al Mewy Select Al Clear Al @ Delete Selected

4. Configure sIP Trunk Security Profile @s this image and then click save at the bottom left of the
page.

System »  Call Bowting = Media Resources »  Advanced Festures = Device = Application = User Management = Bulk £

SIP Trunk Security Profile Configuration Related Links:
LB Save x Delete Copy %’ Reszet i Apply Config EEE Al ey
-Status

@ Add successful

@ Reset of the trunl is required to have changes take effect.

-SIP Trunk Security Profile Information

Marme* SecureSIPTLEforCube
Description

Device Security Mode |En|:r3r|:|ted Vl
Incorming Transport T}pr* |TLS """l
Qutgoing Transport Type TLE ol

[_Enable Digest Authentication
Monce Walidity Time (rnins)™® G000

Secure Certificate Subject or Subject Alternate Mame |S1p-cwr

P
| Incoming Port* o6l

|_JEnable Application level authorization

(] Accept presence subscription
] Accept out-of-dialog refer®™®
(] Accept unsolicited notification
(] Accept replaces header
I Transmit security status

[ allow charging header

SIP V150 Outhound SDP Offer Filkering® Use Default Filker w




5. Ensure to set the Secure Certificate Subject or Subject Alternate Name t0 the Common Name (CN) of the
CUBE certificate as it must match.

6. Click copy button and change the Name t0 SecureSipTLSforcvP. Change Secure Certificate Subject 0
the CN of the CVP call server certificate as it must match. Click save button.

G Save x Delete Copy % Reset Z Apply Config ED] Add Meswy

® Feset of the trunk is required to have changes take effect,

SIP Trunk Security Profile Information

| MNarme * | secureSIPTLSforCyp
CEsCription |
Device Security Mode | Encrypted v
Incoming Transport Type® |TLS ""|
Quutgaoing Transport Type |TLS V|

[_JEnable Digest Authentication
Monce Validity Tirme (mins)® G0

Secure Certificate Subject or Subject Alternate Name |ovp1 . deloud.cisco.com |

Incoming Port® 5061

[JEnable Application level authorization
[ accept presence subscription

[ accept out-of-dialog refer**

[ accept unsolicited notification

[ Accept replaces header

[ Transrnit security status

allow charging header
SIP V150 CQutbound SDFP Offer Filtering® |Llse Default Filter hd

Associate SIP Trunk Security Profiles to Respective SIP Trunks and Enable SRTP
Steps:

1. On the CUCM Administration page, navigate to Device > Trunk.



Device -

Spplication =  User Managemes

CTl Route Pairt
iZlekeaspar
al sy

PhiGre I

I Trunk

Remote Destirstion

Devios Setting=s L]

2. Search for CUBE trunk. In this example, the CUBE trunk name is vcube , then click Find.

Trunks (f -5 o0f5)

Find Trunks where | Device Name v | begins with v JvCube I | Find | [ Clear Filter |[EH:|

Select itermn or enter search text v |

[

Name = Description Calling Search Space Device Pool Route Pattern Partition
0 é vCUBE dCloud CSS dCloud DP  cloudcherry.sip twilio.com dCloud PT
] s vCUBE dCloud CSsS dCloud DP 7800 PSTH Incoming Murnbers
O E yCUBE dCloud CSS dCloud OP G016 PSTH Incoming_ Mumbers
O é vCUBE dCloud CSs dCloud DP 7019 PSTH Incoming Murmbers
0O = vCUBE dCloud €SS dCloud DP  44415%K Robot Agent Remote Destinations

3. Click vcuse to open the vCUBE trunk configuration page.
4. In Device Information section, check the srTP allowed check box in order to enable SRTP.

[Junattended Port

B srTP allowed | When this flag is checked, Encrypted TLE needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Trathc on This Trunk Secure®

|When using both sRTP and TLE W |
Route Class Signaling Enabled * |Default Vi
Use Trusted Relsy Point® | Default vl

5. Scroll down to the sIP Information Section, and change the Destination Port t0 5061.
6. Change SIP Trunk Security Profile t0 SecureSIPTLSForCube.

rSIP Information

Destination

[l pestination Address is an SRV
Destination Address
1* [198.18.133.226 ||

Destination Address IPwib Destination Port

06l

MTF Freferred Originating Codec™®

7liulaw h

BLF Presence Group* | Standard Presence group Vl
ISIP Trunk Security Profile® [ SecuresSIPTLSforCube | | 1

Rerouting Calling Search Space |< Mone = "l

7. Click save then Rest to save and apply changes.



Trunk Configuration

B Save x Delete % Resat HI]: Add New

Status

® Update successful

The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.

8. Navigate to Device > Trunk, Search for CVP trunk, in this example CVP trunk name is cvp-Sip-
Trunk. Click Find.

Trunks (I -fofl)

Find Trunks where | Device Name ~ | begins with | cvp || Find || Clear Filter | qp || ==

| Select itern or enter search text ¥ |

MName Dezcription Calling Search Space

CNP-SIP-Trunk CYP-SIP-Trunk dCloud CS5

Device Pool

dCloud DP

L
I:I SIF

9. Click cvp-sip-Trunk to open the CVP trunk configuration page.
10. In Device Information Section, check sRTP Allowed check box in order to enable SRTP.

[CJunattended Port

B2 srTP Allowed | When this flag i1s checked, Encrypted TLS needs to be configured in the network to provide end to end security, Failure to do so will expose keys and other information,
Consider Trathc on This Trunk Secure®

|when using both sRTP and TLE V|
Raute Class Signaling Enabled* | Default v
Use Trusted Relay Point® [Default |

11. Scroll down to the siIP Information Section, change the Destination Port t0 5061.
12. Change sIP Trunk Security Profile t0 SecureSIPTLSForCvp.

rSIP Information

Destination

(D pestination Address is an SRV

Destination Address

Destination Address IPvE
1* [198.18133.13 ||

Destination Port

S061
MTP Preferred Originating Codec® 71ilulaw hd
BLF Presence Group® | Standard Presence group i |
ISIP Trunk Security Profile * | SecureSIPTLSforCyp I hd |
|

13. Click save then Restto save and apply changes.



The configuration changes will not take effect on the trunk urtil & reset i= parformead. Use the Rezst button or Job Scheduler 1o execuls the reset.

Secure Agents’ Device Communication with CUCM

In order to enable security features for a device, you must install a Locally Significant Certificate
(LSC) and assign the security profile to that device. The LSC possesses the public key for the
endpoint, which is signed by the CUCM CAPF private key. It is not installed on phones by default.

Steps:

1. Log in to cisco Unified Serviceability interface.
2. Navigate to Tools > Service Activation.

alinl, Cisco Unified Serviceability

CI5CO  Eor Cisco Unified Communications Solutions

Alarm + Trace « | Tools * | Snmp ~ CalHoms « Help «

Service
Activation

" Control Center -
Feature Services

3. Choose the CUCM server and click co.

Select Server

servert | cucmil.doloud.cisco.com--CUCM Voice/Video v || Go

4. Check cisco Certificate Authority Proxy Function and click save to activate the service. Click ok to
confirm.

Security Services

| Service Name Activation Status
Cisco Certificate Authonty Proxy Function Deactivated
[] Cisco Certificate Enrollment Service Deactivated

5. Ensure the service is activated then navigate to CUCM administration.



VEWLBERSGE Cisco Unified Serviceability "
Cisco Unified Reporting Sgout

Cizco Unified CM &dministration

Disaster Recovery System

Ciern Linified Serviceahility

6. After successful login to CUCM administration, navigate to System > Security > Phone Security
Profile in order to create a device security profile for the agent device.



ahmhe  Cisco Unified CM Administration

CISCO  ryur Cisco Unified Communications Solutions

Svztem )| Call Routing * Media Rezourcez +  Advanced Festurez +  Dewi

Cizco Unified Ch

Cizco Unified CM Groug device is configured. Th
Presence Redundancy Groups 15 Paging is not cnnfigur
Phone MTP Reference

DatelTime Group

BLF Prezence Group

Fegion Information k ld m i n iSt rﬂtiﬂ n
Device Pool

Device Mobility k

CHCP »

LDaP 2

SAML Single Sign-On

on Friday, Decernber 20, 2019 1(

Cross-0rigin Resource Sharing

feolus) s, Inc,

Location Info k

MLPP » fures and is subject to United =Stat

aws, By using this product vou ac
Phy=ical Location

SReT o cryptographic products may be

Erterprise Parameters nrmunications Manager please visi

Erterprize Phone Configuration our Technical Suppaort web site.

Service Parameters

Security k Certificate

Application Server I Phone Security Profile I

Licensing k SIP Trunk Security Profile

Geolocation Configuration CUME Server Security Profile
=

7. Find the security profile respective to your agent device type. In this example, a soft phone is
used, so choose Cisco Unified Client Services Framework - Standard SIP Non-Secure Profile. Click copy
icon & in order to copy this profile.



Phone Security Profile (I-10f1) Rows per Pagel 50 vI

Find Phone Security Profile where I Marme ;I contains ;lclientl Find I Clear Filter I '{'Fl ='|

-

I_ Mame Description Copy

Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

8. Rename the profile to Cisco Unified Client Services Framework - Secure Profile. Change the parameters
as in this image then click save at the top left of the page.

=vstem *  CallRouting = Media Resources = Advanced Festures *=  Device = Application = User

Phone Security Profile Configuration

—Phone Security Profile Information

Product Type: Cisco Unified Client Services Frameworl

Device Protocol: =IF

Narme* |Ci5|:|:| Unified Client Services Framework - Secure Profile
Description |Ci5|:|:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted ;l
Transport Type™* |-|-|_5 -]

W TETP Encrypted Config

™ Enable 0auth aAuthentication

—Phone Security Profile CAPF Information

Authentication Mode® |F—"‘f Mull String -]
Key Order® [r=a only -]
RSA Key Size (Bits)* [z048 -
EC Key Size (Bits) |{ Naone = -]

Mote: These fields are related to the CAPF Information settings on the Phone Confiquration page.

—Parameters used in Phone

SIP Phone Port® [cpa1

Sawve I Delete | Copy | Feset I fpply CunfigJ Aadd Mew |

9. After the successful creation of the phone device profile, navigate to Device > Phone.



Device « | Application v User Manageme

CT Route Point
Gatekeeper

Gateway

Phone a

Trunk
Remote Destination L

Device Sellings k

10. Click Find to list all available phones then click agent phone.

11. Agent phone configuration page opens. Find certification Authority Proxy Function (CAPF)
Information Section. In order to install LSC, set Certificate Operation tO Install/lUpgrade and Operation
Completes by t0 any future date.

— Certification Authority Proxy Function {CAPF) Information

Certificate Operation® Install/Uparade ""'*l
Authentication Mode * By Mull String “ |

Authentication String

Key Order* [RSa Only v

RSA Key Size (Bits) ™ | 2047 ~ |

EC Key Size (Bits] it
| Operation Completes By |zp21  [|o4  [[16 ][12 | CerevmmiDoiHH)

Certificate Cperation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

12. Find Protocol Specific Information Section and change the Device Security Profile t0 Cisco Unified Client

Services Framework — Secure Profile.

-lPrutm:uI Specific Information i

Packet Capture Mode® | None |
Packet Capture Duration ||:|

BLF Presence Group™® |Stan|:|ar|:| Fresence group vl
SIP Dial Rules | < None > v
MTP Preferred Originating Codec® | 711ulaw

Device Security Profile* | Cisco Unified Client Services Framework - Secure Elvl

rerouting Calling Search Space Cisco Unified Client Services Framewark - Secure Profile

13. Click save at the top left of the page. Ensure the changes are saved successfully, then click

Reset.



System + CallRouting  Media Resources = Advanced Features = Device v A

x Delete [3 Copy %' Reset | 47 Apply Config '::} Add New

Status

@ Update successful

14. A pop-up window opens, click Reset to confirm the action.

Device Reset

r Reset Information

15. After the agent device registers once again with CUCM, refresh the current page and verify
the LSC is installed successfully. Check certification Authority Proxy Function (CAPF)
Information S€Ction, Certificate Operation MuUSt be set to No Pending Operation and Certificate Operation
Status IS Set t0 Upgrade Success.

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® ! Mo Pending Operation o

Authentication Mode ¥ By Null String

Authentication String
Generate String
Key Order® RSA Only
RSA Key Size (Bits)* 2048
EC Key Size (Bits)

Operation Completes By 2021 04 16 12 | (YYYY:MM:DD:HH)

I Certificate Operation Status: Upgrade Success
Mote: Security Profile Contains Addition CAPF Settings.

"

16. Refer to the same steps from Step. 7 - 13 to secure other agents' devices that you want to
use secure SIP and RTP with CUCM.



Verify

In order to validate RTP is properly secured, perform these steps:

1. Make a test call to the contact center, and listen to IVR prompt.

2. At the same time, open the SSH session to vVCUBE, and run this command:
show call active voice brief

Tip: Check if the SRTP is on between CUBE and VVB (198.18.133.143). If yes, this confirms
RTP traffic between CUBE and VVB is secure.

3. Make an agent available to answer the call.

NInIr - - @ Mot Ready |
CI1SEo Cisco Finesse @

M Agent ” Ready

rf ® Break

Agent Mame State

4. The agent gets reserved and the call is routed to the agent. Answer the call.
5. The call gets connected to the agent. Go back to the vCUBE SSH session, and run this

command:
show call active voice brief



Tip: Check if the SRTP is on between CUBE and the agents' phones (198.18.133.75). If yes,
this confirms RTP traffic between CUBE and Agent is secure.

6. Also, once the call is connected, a security lock is displayed on the agent device. This also
confirms the RTP traffic is secure.

[

! ‘]] *ee

e

T .

Mute Volume More

To validate that the SIP signals are properly secured, refer to Configure Secure SIP Signaling
article.



https://www.cisco.com/c/en/us/support/docs/contact-center/unified-contact-center-enterprise/218434-configure-secure-sip-signaling-in-contac.html
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