Implement CA Signed Certificatesin a CCE
Solution
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| ntroduction

This document describes how to Implement Certificate Authority (CA) Signed certificates in Cisco Contact
Center Enterprise (CCE) solution.

Contributed by Anuj Bhatia, Robert Rogier and Ramiro Amaya, Cisco TAC Engineers.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

 Unified Contact Center Enterprise (UCCE) Release 12.5(1)
» Package Contact Center Enterprise Release 12.5(1)



» Customer Voice Portal (CVP) Release 12.5 (1)
» Cisco Virtualized Voice Browser (VVB)
» Cisco CVP Operations and Administration Console (OAMP)

» Cisco Unified Intelligence Center (CUIC)

* Cisco Unified Communication Manager (CUCM)
Components Used

The information in this document is based on these software versions:

* PCCE 12.5(1)
CVP12.5(2)
CiscoVVB 12.5
Finesss 12.5
CuUlC 125
Windows 2016

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background

Certificates are used to ensure that communication is secure with the authentication between clients and
servers.

Users can purchase certificates from a CA or they can use self-signed certificates.

Self-signed certificates (as the name implies) are signed by the same entity whose identity they certify, as
opposed to be signed by a certificate authority. Self-signed certificates are not considered to be as secure as
CA certificates, but they are used by default in many applications.

In the Package Contact Center Enterprise (PCCE) solution version 12.x all components of the solution are
controlled by Single Pane of Glass (SPOG), which is hosted in the principal Admin Workstation (AW)
server.

Due to Security Management Compliance (SRC) in the PCCE 12.5(1) version, all communication between
SPOG and other components in the solution are done via secure HTTP protocol. In UCCE 12.5
communication between componentsis also done via secure HTTP protocol.

This document explainsin details the steps needed to implement CA signed certificates in a CCE Solution
for secure HTTP communication. For any other UCCE security considerations, refer to UCCE Security
Guidelines. For any additional CV P secure communication different from secure HTTP, refer to the security
guidelinesin the CV P Configuration guide: CV P Security Guidelines.

Procedure

CCE WindowsBased Servers

1. Generate CSR


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/configuration/guide/ccvp_b_configuration-guide-12-5-1/ccvp_b_configuration-guide-12-5-1_chapter_010001.html#topic_plj_n1w_k2b

This procedure explains how to generate a Certificate Signing Request (CSR) from Internet Information
Services (11S) Manager.

Step 1. Log in to Windows and choose Control Panel > Administrative Tools> Internet Information
Services (I11S) Manager.

Step 2. In the Connections pane, click the server name. The server Home pane appears.
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Step 3. Inthe 1S area, double-click Server Certificates.
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Step 5. In the Request Certificate dialog box, do this:

Specify the required information in the displayed fields and click Next.



. Distinguished Mame Properties
g

Lpecify the reguired infoemation Tor the certificate. Stste/peovince and Cibyflocality et be specified as
wifficial nannes and they cannot contain abbrevistions.

Commen name |p{cum|:u:uftd'r-.m-:n.t-:fﬂ ]
Organizatioe: |Cisco |
Organizational unit: [cx |

City/locabty =

State’ province [T |

 puarttrys regicr: lus v

In the Cryptographic service provider drop-down list, leave the default setting.

From the Bit length drop-down list, select 2048.
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Step 6. Specify afile name for the certificate request and click Finish.



Fegueit Ceitdfeiile

specdy (ke fil naeng Tor the certiicate enguest. This mbormatien can ba tont 16 8 cetdication mathonty fer
signing.

Specify a fille rame for the certificate request:
PCCEAW. PCCERCDN cisce.com] 1=

2. Obtain the CA Signed Certificates

Step 1. Sign the certificate on a CA.
%4 Note: Ensure that the certificate template used by the CA includes client and server authentication.

Step 2. Obtain the CA Signed Certificates from your Certificate Authority (Root, Application
and Intermediate if any ).

3. Upload the CA Signed Certificates

Step 1. Log in to Windows and choose Control Panel > Administrative Tools > I nternet | nfor mation
Services (I11S) Manager.
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Step 2. In the Connections pane, click the server name.
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Step 3. Inthe 11S area, double-click Server Certificates.
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Step 4. In the Actions pane, click Complete Certificate Request.
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Step 5. In the Compl ete Certificate Request dialog box, complete these fields:

In the File name which contains the certification authority response field, click the ellipsis( ... ) button.

Browse to the location where signed application certificate is stored and then click Open.

%‘ Note: If thisisa2-tier CA implementation and the root certificate is not already in the server
certificate store, then the root needs to be uploaded to the Windows store before you import the signed
cert. Refer to this document if you need to upload the root CA to the windows store
https://| earn.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate.

In the Friendly namefield, enter the Fully Qualified Domain Name (FQDN) of the server or any significant
name for you. Ensure that the Select a certificate store for the new certificate drop-down remains as

Personal.



https://learn.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate

- orniphebe  ertilscabe Fagpoest

Complete a previously crested certificate request by retiesing the file that contains the certificate suthonty's
respenae.

Fale marse containing the certdication suthoniy's response

|CAL ertificates\ PCCEAWcertnew.ces l =
Frienly rume: |
|PCCEMWA.pocescdn.ciscn.com ]

Select & certificats store for the mew cerbificate
|F'Er|-m1-|1 e

Step 6. Click OK to upload the certificate.

If the certificate upload is successful, the certificate appears in the Server Certificates pane.
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4. Bind the CA-Signed Certificateto I1S

This procedure explains how to bind a CA Signed certificate in the 11S Manager.

Step 1. Log in to Windows and choose Control Panel > Administrative Tools > Internet Information
Services (I11S) Manager.
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Step 2. In the Connections pane, choose <server _name> > Sites > Default Web Site.

i Default Web Site Home
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Step 3. In the Actions pane, click Bindings....
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Step 4. Click the type https with port 443, and then click Edit....
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Step 5. From the SSL certificate drop-down list, select the certificate with the same friendly name as given
in previous step.
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Step 6. Click OK.

Step 7. Navigate to Start > Run > services.msc and restart the 11S Admin Service.
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If I1Sisrestarted successfully, certificate error warnings do not appear when the application is launched.

5. Bind the CA-Signed Certificate to Diagnostic Portico

This procedure explains how to bind a CA Signed Certificate in the Diagnostic Portico.

Step 1. Open the command prompt (Run as Administrator).

Step 2. Navigate to the Diagnostic Portico home folder. Run this command:




cd c:\icm\serviceability\diagnostics\bin

Step 3. Remove the current certificate binding to the Diagnostic Portico. Run this command:

DiagFwCertMgr /task:UnbindCert

Step 4. Open the signed certificate and copy the hash content (without spaces) of the Thumbprint field.



General | Detals | Certification Path |
Show: | <all> i
Fheld Vahe A
(&1, Autharity Key Identifier KeylD=03 2f 5102 27 8c c7 3...
(1| CRL Distribution Points [1]CRL Destribution Poant: Distr...
@m&mwmﬁurmum.a.m [ 1] Autharity Info Access: Aee...
(81| Certificate Template Infoem... Template=CC Web Server(1.3...
(31, Application Policies [1]Apphication Certificate Pokic...
i5,. Key Usage Digital Signature, Key Encipher....
| Thumbprint ithm shal

97 93 74 00 99 19 53 dé 4& Ob 5 6= cd4 4c bd
9% 36 dc 4b cb

Edcht Proparties. . I Copy to Fie. ..

Step 5. Run this command and paste the hash content.

DiagFwCertMgr /task:BindCertFromStore /certhash:<hash_value>



If certificate binding is successful, it displays The certificate binding isVALID message.

Step 6. Validate if the certificate binding was successful. Run this command:

DiagFwCertMgr /task:ValidateCertBinding

%} Note: DiagFwCertMgr uses port 7890 by default..

If certificate binding is successful, it displays The certificate binding isVALID message.

Step 7. Restart the Diagnostic Framework service. Run these commands:




net stop DiagFwSvc
net start DiagFwSvc

If Diagnostic Framework restarts successfully, certificate error warnings do not appear when the application
is launched.

6. Import the Root and Intermediate Certificate into Java Keystore

_& Caution: Before you begin, you must backup the keystore and run the commands from the java home
as an Administrator.

Step 1. Know the java home path to ensure where the java keytool is hosted. There are couple of ways you
can find the java home path.

Option 1: CLI command: echo % JAVA_HOME%

: \Program

Option 2: Manually via Advanced system setting, as shown in the image

&« « #4 Ed { Control Panel » Systern and Security » Systern v & Search Control P o

Contral Panel Home

EP Device Manager Computer Name  Hardware] Advanced |Remote Environment Variables
E;? Remote settings

You miust be logged on as an Administrator 1o make most of these changes

E;J Advanced system settings Patfommance 5 User variables for Administrator
Visual effects. processor scheduling, memany usage, and virtual memony Vaniable Value
Path %USERPROFILE®:\AppData'Lc
Settings ot TEMP %LISERPROFILE%\AppDataiLe
T™P %USERPROFILE®:\AppData'lLe
User Profiles
Desktop settings related 10 your sign-n
isa
Sestings Dy
Statup and Recovery Ney

System startup. system fadure, and debugging information

Systemn variables

Settings
Vanable Value

Envionment Variables P ntthirvosioty = -
JAVA_HOME C:\Program Files (x86)\Java\j +

lariom=i Brtverrteprorerr et

0K Cancal NUMBER_OF_PROCESSORS &
SN SO L —— 0s Windows_NT

Secunty and Maintenance Path Cihiem’\ bing 2al8VA_HOMESS\b
) PATHEXT LCOM: EXE: BAT: CMD-VBS: VI

% Note: On UCCE 12.5 default path is C:\Program Files (x86)\Java\jrel.8.0_221\bin. However, If you



% have used the 12.5(1a) installer or have 12.5 ES55 installed (mandatory OpenJDK ES), then use
CCE_JAVA_HOME instead of JAVA_HOME since the datastore path has changed with OpenJDK.

Step 2. Backup the cacertsfile from the folder C:\Program Files
(x86)\Java\jrel.8.0_221\lib\security. You can copy it to another location.

Step 3. Open a command window as Administrator to run the command:

keytool.exe -keystore ./cacerts -import -file <path where the Root, or Intermediate certificate are sto

% Note: The specific certificates required depend on the CA that you use to sign your certificates. Ina
two tier CA, which istypical of public CAs and more secure than internal CAs, then you need to
import both the root and intermediate certificates. In a standalone CA with no intermediates, which is
generaly seenin alab or more simpleinternal CA, then you only need to import the root certificate.

CVP Solution
1. Generate Certificateswith FQDN

This procedure explains how to generate certificates with FQDN for Web Service Manager (WSM), Voice
XML (VXML), Call Server and Operations Management (OAMP) services.

% Note: When you install CV P the certificate name only includes the name of the server and not the
FQDN therefore, you need to regenerate the certificates.

_/i\ Caution: Before you begin, you must do this:
1. Obtain the keystore password. Run the command: more %CVP_HOM E%\conf\security.properties.
Y ou need this password when running the keytool commands.
2. Copy the %CVP_HOME%\conf\security folder to another folder.
3. Open a command window as Administrator to run the commands.

CVP Servers

Step 1. To delete the CVP servers certificates run these commands:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

Enter the keystore password when prompted.

Step 2. To generate the WSM certificate run this command:



%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystore password when prompted.

% Note: By default, the certificates are generated for two years. Use -validity XX XX to set the expiry
date when certificates are regenerated, otherwise certificates are valid for 90 days and need to be
signed by a CA before thistime. For most of these certificates, 3-5 years must be a
reasonable validation time.

Here are some standard validity inputs:

One Y ear 365
Two Years 730
Three Years 1095
Four Year 1460
Five Years 1895
TenYears 3650

_& Caution: In 12.5 certificates must be SHA 256, Key Size 2048, and encryption Algorithm RSA, use
these parameters to set these values: -keyalg RSA and -keysize 2048. It isimportant that the CVP
keystore commands include the -storetype JCEK S parameter. If thisis not done, the certificate, the
key, or worse the keystore can become corrupted.

Specify the FQDN of the server, on the question what isyour fist and last name?

Complete these other questions:

What is the name of your organizational unit?
[Unknown] : <specify OU>

What is the name of your organization?



[Unknown]: <specify the name of the org>
What is the name of your City or Locality?
[Unknown]: <specify the name of the city/locality>
What is the name of your State or Province?
[Unknown]: <specify the name of the state/province>
What is the two-letter country code for this unit?
[Unknown]: <specify two-letter Country code>

Specify yesfor the next two inputs.

Step 3. Perform the same steps for vxml_certificate and callserver_certificate:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

CVP Reporting server

Step 1. To delete the WSM and Reporting Server certificates run these commands:

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

Enter the keystore password when prompted.

Step 2. To generate the WSM certificate run this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystore password when prompted.

Specify the FQDN of the server for the query what isyour fist and last name? and continue with the same
steps as done with CVP servers.

Step 3. Perform the same steps for callserver_certificate:

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai



CVP OAMP (UCCE deployment)

Since In the PCCE solution version 12.x all components of the solution are controlled by the SPOG and
OAMP isnot installed, these steps are only required for a UCCE deployment solution.

Step 1. To delete the WSM and OAMP Server certificates run these commands:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

Enter the keystore password when prompted.

Step 2. To generate the WSM certificate run this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystore password when prompted.

Specify the FQDN of the server for the query what isyour fist and last name? and continue with the same
steps as done with CVP servers.

Step 3. Perform the same steps for oamp_certificate:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

Enter the keystore password when prompted.

2. Generatethe CSR

% Note: RFC5280 compliant browser requires Subject Alternative Name (SAN) to be included with
each certificate. This can be accomplished using the -ext parameter with SAN when generating the
CSR.

Subject Alternative Name

The -ext paramenter allows a user to specific extensions. The example shown adds a subject alternative
name (SAN) with the fully qualified domain name (FQDN) of the server aswell as localhost. Additional
SAN fields can be added as comma separated val ues.

Valid SAN Types are:



ip:192.168.0.1
dns:myserver.mydomain.com
email:name@mydomain.com

For example: -ext san=dns:mycvp.mydomain.com,dns:local host

CVP Servers
Step 1. Generate the certificate request for the alias. Run this command and save it to afile (for example,
wsm_certificate):

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystore password when prompted.

Step 2. Perform the same steps for vxml_certificate and callserver_certificate:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystore password when prompted.

CVP Reporting server

Step 1. Generate the certificate request for the alias. Run this command and save it to afile (for example,
oampreport_certificate):

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystore password when prompted.

Step 2. Perform the same steps for the callserver _certificate:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystore password when prompted.
CVP OAMP (UCCE deployment)

Step 1. Generate the certificate request for the alias. Run this command and save it to afile (for example,



oamp_certificate):

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -
Ensure to replace "mycvp.mydomain.com" with your OAMP FQDN.
Enter the keystore password when prompted.

Step 2. Perform the same steps for wsm_certificate:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

Enter the keystore password when prompted.
3. Obtain the CA Signed Certificates

Step 1. Sign the certificates on a CA (WSM, Callserver and VXML server for he CVP server; WSM and
OAMP for the CVP OAMP server, and WSM and Callserver for the Reporting server).

Step 2. Download the application certificates and the root certificate from the CA authority.

Step 3. Copy the root certificate and the CA signed certificatesin to the folder
% CVP_HOM E% \conf\security\ of each server.

4. Import the CA Signed Certificates

Apply these steps to all servers of the CVP solution. Only the certificates for components on that server
need to have the CA signed certificate imported.

Step 1. Import the root certificate. Run this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

Enter the keystore password when prompted. At Trust this certificate prompt, type Y es.

If there is an intermediate certificate, run this command:

Enter the keystore password when prompted. At Trust this certificate prompt, type Yes.

Step 2. Import the CA Signed WSM for that server certificate ( CVP, Reporting and OAMP). Run this
command:



%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

Enter the keystore password when prompted. At Trust this certificate prompt, type Y es.

Step 3. In the CVP Servers and the Reporting servers import the Callserver CA Signed certificate. Run this
command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

Enter the keystore password when prompted. At Trust this certificate prompt, type Y es.

Step 4. In the CVP Serversimport the VXML server CA Signed certificate. Run this command:
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

Step 5. In the CVP OAMP server ( for UCCE only) import the OAMP server CA Signed certificate. Run
this command:

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -v

Step 6. Reboot the servers.

% Note: In UCCE deployment, ensure to add the servers ( Reporting, CVP Server, and so on.) in CVP
OAMP with the FQDN that you provided when you genarated the CSR.

VOS Servers
1. Generate CSR Certificate

This procedure explains how to generate Tomcat CSR certificate from a Cisco Voice Operating System
(VOS) based platforms. This processis applicable for all VOS based applications such as:

« CUCM

* Finesse

CUIC\ Live Data (LD) \Identity Server(IDS)
Cloud Connect

CiscoVVB

Step 1. Navigate to Cisco Unified Communications Operating System Administration page:
https.//[FQDN:<8443 or 443>/cmplatform.

Step 2. Navigate to Security > Certificate M anagement and select Generate CSR.
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Step 3. After the CSR certificate is generated, close the window and select Download
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Step 4. Ensure that the Certificate purpose is tomcat and click Download CSR.

@ Dowemnload Certificate Sigming Reguest - Kuozlla Fenefox

o E. hitps: /10201224, 2 34 feomiplatformy/certrhcateDownloadNewCsr.do

Download Certificate Signing Reguest
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" Download SR || Close
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Step 5. Click Save File. Thefile is saved on the Download folder.

Opening tomcat.csr *

You have chosen to open:

| tomcat.csr

which is: CSR file
from: https://10.201.224.234

What should Firefox do with this file?

Qpen with  Applications\notepad.exe (default) s

QK Cancel

2. Obtain the CA Signed Certificates

Step 1. Sign the tomcat certificate exported on a CA.

Step 2. Download the application and the root certificated from the CA authority.
3. Upload the Application and Root Certificates

Step 1. Navigate to Cisco Unified Communications Operating System Administration page:
https://FQDN:<8443 or 443>/cmplatform.

Step 2. Navigate to Security > Certificate Management and select Upload Certificate/Certificate chain.

Show + Seflings » Security » Software Upgrades = Services » Help ~

[5.-}:. Generate Self-signed % Upload Certificale/Certificate chain @L Generate CSR
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Step 3. On the Upload certificate/Certificate chain window select tomcat-trust in certificate purpose field
and upload the Root certificate.

Upload Certificate/Certificate chain
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Step 4. Upload an intermediate certificate (if any ) as atomcat-trust.

Step 5. On the Upload certificate/Certificate chain window select now tomcat in the Certificate Purpose field

and upload the application CA signed certificate.
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Step 6. Reboot the server.

Verify

After you reboot the server, execute these steps to verify the CA signed implementation:
Step 1. Open a Web Browser and clear the cache.

Step 2. Close and Open the browser again.

Now you must see the certificate switch to begin the CA signed certificate and the indication in the browser
window that the certificate is self-signed and therefore not trusted, must go away.

Troubleshoot

There are no steps to troubleshoot the implementation of the CA Signed certificatesin this guide.

Related | nfor mation

CVP Configuration Guide: CVP Configuration Guide - Security

UCCE Configuration Guide: UCCE Configuration Guide - Security

PCCE Administration Guide: PCE Administration Guide - Security

UCCE Self-Signed Certificates._ Exchange UCCE Self-Signed Certificates
PCCE Sdlf-Signed Certificates: Exchange PCCE Self-Signed Certificates
Install and Migrate to OpenJDK in CCE 12.5(1): CCE OpenJDK Migration
Install and Migrate to OpenJDK in CVP 12.5(1): CVP OpenJDK Migration
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