Configure the Remember Me API for PST on
Webex Sites Managed via Control Hub
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Introduction

This document describes how to configure the Remember Me API for integrations with Persistent
Session Tokens (PST) when Single Sign On (SSO) is enabled for Cl Webex Sites (managed via
Webex Control Hub). When SSO is enabled, you can set up PST from your Identity Provider (IdP)
so that sessions take longer to expire. For CI Sites, the Webex idbroker does not honor PST by
default.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
- Know your Org ID and get a Bearer Token

- Have Postman installed. You can download the desktop version or the Add-on for
Chrome

Note: Navigate to Background Information in order to know how to get a Bearer Token.

Components Used

This document is not restricted to specific software and hardware versions.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Background Information



You can find the Org ID in the Webex Control Hub. Access to Control Hub and click on My
Company.

In order to get a Bearer Token, follow these steps:
Step 1. From Google Chrome, navigate to admin.webex.com.
Step 2. At the top-right of your browser window, click the Chrome menu ().

Step 3. Select Tools > Developer Tools. The Developer Tools window opens as a docked panel
at the side or bottom of Chrome.

Step 4. Select the Network tab.

Step 5. Log in with your Full Admin account.

This image illustrates Steps 1. to 5.:
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Step 6. After you pass the SSO login window, look for an entry called Me.

Step 7. Click on the Me entry. Navigate to the Headers tab and then scroll down until Request
Headers. Next to Authorization is the Bearer token.
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Configure

Step 1. Open Postman and create a new Request.



Create Mew Use a Template

BUILDING BLOCKS

n Request - Collection
Create a basic request - Save your requests in a collection for reusing and sharing

Environment
| --I Create an Environment to save variables you frequently use

ADVAMNCED

Documentation Mock Server
IH Create and publish beautiful documentation for your APl m Create a mock server for your in-development APts

Monitar
‘M Schedule avtomated tests for checkdng performance of your APIs

Hat sure where to start? Use a templaie to see how Posiman can help you inyour work,

Show this window on launch Learn mare on Postman Docs

Enter a name and click Save to Webex.



SAVE REQUEST

Requests in Postman are saved in collections (a group of requests).
Learn more about creating collections

Request name

Remeber Me API

Request description (Optional)

Select a collection or folder to save to:

{ Webex Teams + Create Folder

Cancel Save to Webex Teams

Step 2. Navigate to the Headers tab and enter the Keys and Values below:

Authorization Bearer Token
Content-Type application/json
Accept

application/json

Step 3. Replace {OrgID} in the URL with the orgid that you found in Control Hub.



https://idbroker.webex.conidb/idbconfig/{orgid}/vl/authentication
Step 4. Do a GET from Postman in order to see the contents of the authentication policy:

"Emai | AsUi d": true,

"JI TCreation": fal se,

"Jl TUpdate": fal se,

"KeepMeSi gnedl n": fal se,
"KeepMeSi gnedl nDur ation": 14,
"Lockout Duration": 1,

"Lockout DurationMul tiplier": 1,
"Lockout Fai | ureCount": 5,
"Lockout Fai | ureburation": 300,
"Renenber MyLogi nl d": fal se,

" Renenber MyLogi nl dDur ati on": 30,
"nf aEnabl ed": fal se,

"schemas": |

"urn:cisco:codev:identity:idbroker:authnconfig: schenas: 1. 0"

}
This image illustrates Step 1. and Step 2.


https://idbroker.webex.com/idb/idbconfig/{orgid}/v1/authentication
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orization Headers (3) Pre-request Script Tests Code
Key Value Description Bulk Edit Presets v
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Content-Type application/jsan
Accept application/json
Body Cookies Headers (8) Test Results Status: 200 0K Time: 187 ms
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1

Z "EmailAsUid": true,

3 “1iTCreation”: false,

4 “JITUpdate": false,

5 “KeepMeSignedIn": false,

6 “KeepMeSignedInDuration”: 14,
i "LockoutDuration": 1,
“LockoutDurationMultiplier™: 1,

9 “LockoutFailureCount”: 5,

19 “LockoutFailureDuration”: 368,

11 “RememberMylLoginId”: false,

12 “RememberMyLoginIdDuration™: 3@,

13 “mfaEnabled": false,

14 - “schemas”: [

15 "urn:cisco:codev:identity:idbroker:authnconfig:schemas:1.8"
16 ]

17 3

Step 5. Copy the above from your GET response and paste it in the Body tab with the use of
the Raw format as shown in the image:

I (3) Body @ request Scrip

form-data ¥-www-form-urlencoded ® raw binary  |SON (application/json
1+ {

Z “EmailAsUid": true,

3 “JITCreation”: false,

4 “JITUpdate”: false,

5 “KeepMeSignedIn”: false,

6 "KeepMeSignedInDuration™: 14,

7 “LockoutDuration”: 1,

8 “LockoutDurationMultiplier”: 1,

9 “LockoutFailureCount”: 5,

19 “LockoutFailureDuration™: 300,
11 "RememberMyLoginId”: true,

12 “RememberMyLoginIdDuration™: 3@,

13 "mfaEnabled"”: false,

14 - "schemas": [

15 "urn:cisco:codev:identity:idbroker:authnconfig:schemas:1.0"
16 ]

17 }

Change RememberMyLoginld: false to RememberMyLoginld: true.

Choose a value for the RememberMyLoginldDuration appropriate for your users. This value
determines how long (days) the Remember Me token is valid in the browser. If a user tries to log in



to a Webex site in that browser and on that machine with a different email address for testing
purposes or as a different employee identity for any reason, they will not be recognized with that
identity.

Note: The Remember Me token is an encrypted hash of the email address only for the
purpose of identification in the Discovery Screen.

Step 6. Do a PATCH from Postman in order to overwrite your changes.

PATCH https:/fidbroker.webex.com/idb/idbconfig/2f384032-5cba-4dba-9a18-17c9e70%8ec/v1/authentication Params Save
3) Body ®

form-data ®-www-form-urlencoded '@ raw binary

1+ {

2 "EmailAsUid": true,

3 "JITCreation": false,

4 "JITUpdate": false,

5 "KeepMeSignedIn": false,

6 "KeepMeSignedInDuration”: 14,

"LockoutDuration": 1,

8 "LockoutDuratiorMultiplier”: 1,

9 "LockoutFailureCount”™: 5,

18 "LockoutFailureDuration”: 30@,

11 "RememberMyLoginId": true,

12 "RememberMyLoginldDuration”: 3@,

13 "mfaEnabled”: false,

14 ~ "schemas": [

15 "urn:cisco: codev:identity: idbroker:authnconfig:schemas:1.8"
& 1

17 1

Caution: Do not change any of the other values as they will affect the ability of your site for
all users to handle authentication. If you change any of these values, you will not be able to
receive support from Cisco TAC.

Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.
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