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This document describes how to enable communication between the Cisco Meeting Server (CMS) and the
Cisco Unified Communications Manager (CUCM).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

« CMSversion 3.8 and later
e CUCM and IM&P
e Jabber

Components Used

The information in this document is based on these software and hardware versions:

« CMSversion 3.8
* CUCM and IM&P 14 SU (3)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

This document outlines the process of establishing secure communication between CM S and CUCM for
Jabber/Web app presence sharing. It explains the detailed steps for configuring and troubleshooting the
updating status of Jabber users during web app meetings on the CMS. The Meeting Server can be



configured in order to update the presence status of Jabber users while they are engaged in a Cisco Meseting
Server web app mesting.

Configure

Enabling Secure Communication between CMSand CUCM/IMP Server

Log into CUCM on the OS admin page, navigate to Security > Certificate Management, and download the TOMCAT
certificate.
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CUCM Tomcat Certificate

Log into the Cisco Unified Presence Server (CUPS) on the OS admin page, navigate to Security > Certificate
Management, and download the CUPS certificate.
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Presence CUPS certificate

Download the ROOT CA Certificate which signed the Tomcat and Cup certificate.
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Create a certificate bundle of CUCM certificates. A bundle certificate means, placing the Server certificate
on top, the intermediate certificate (any) in the middle, and the ROOT certificate at the bottom, followed by
one (1) carriage return.

Hereis asample for the BUNDLE certificate:
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Tomcat certificate bundle

Create a certificate bundle of CUPS certificates. A Bundle certificate means, placing the Server certificate
on top, the intermediate certificate (any) in the middle, and the ROOT certificate at the bottom, followed by
one (1) carriage return.
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CUPS certificate bundle

Push the bundle certificates created earlier to the CM S server via WinSCP.



Name Size Type Name Size Changed Rights Crwner

. Parent director c2wip.key 198 KB 5/16/2020 3:44:38 PM [==F=-T== admin
& cupbun.cer 4 KB Security Certifi | . g/ Chlcer 198 KB 871772021 9:36:00 PM [ o admin
& cucmbun.cer 4 KB Security Certifi | . p/CA222.cer 198 KB 8/17/2021 10:53:32 PM | o admin

nlCAZ222 cer 198 KB 872472023 9:35:26 AM r--r--r-- admin
JCB1.csr 198 KB 872472023 2:58:43 PM [==F=-T== admin
CB1.key 198 KB 8/24/2023 2:58:43 PM r--r--r-- admin

n CB222.cer 198 KB 8/17/2021 11:07:26 PM r--r--r-- admin
ICB222.csr 198 KB 8/18/2021 4:21:01 AM r--r--r-- admin
CB222 key 198 KB 8/18/2021 4:21:01 AM r--f--r-- admin

n CB2222.cer 198 KB 8/24/2023 9:35:20 AM r--r--r-- adrmin
Jemm.csr 198 KB 4/20/2022 11:12:14 PM r--r--r-- admin
crnm.key 198 KB 4/20/2022 11:12:14 PM =-f=-r-= admin

R CMS.Cer 198 KB 972172021 12:18:15 PM r--f--f-- admin
ms.li 198 KB 1042072023 5:54:51 PM r--1--r-- admin

198 KB 104472023 7:18:03 PM r--r--r-- admin
&/ CUp.cer 198 KB 104472023 3:51:03 PM ==F=-T-= admin
198 KB 10/4/2023 7:22:10 PM o - admin
Feb 09 2023 14 14.bak 518 KB 2/9/2023 21312 PM r--r--1-- admin
Feb_10_2023_13_27.bak 518 KB 2/10/2023 1:25:05 PM r--r--r-- admin

Assign TOMCAT bundle certificate on Callbridge using callbridge ucm certs <cert-bundle>.

Run thecallbridge command in order to check if the certificate bundles are assigned.



2W ed certs WMEBUN.cer
.allbrld . C -
Callbridge

_thhed certs cucmbun.cer
LI Ve T 1T T 1o a0 100 Mod]e [=YaT=T R E=Te

IMPS sted certs cupbun.cer
: cnabled

Log into CUCM as CM Administrator, navigate to User Management > User Settings > Access Control Group, Click Add
New and create an Access control Group CucM_AXL_Group.
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‘ System - | Call Routing + Media Rezources v  Advanced Features + Device v  Application = User Management +  Bulk Administration + Help «

Access Control Group Configuration

Status: Ready

Access Control Group Information

Name* CUCM_AXL_GROUP

5 N———

Available for Users with User Rank as * | 1 - Default User Ran

Save

® *_ indicates required item.

Assign the role standard AXL API Access t0 the Access Control Group created earlier.
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Access Control Group Conflguration
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Pack To Bl o
| Assign Rede to Access Control Groug

@ Status: Ready Cependency Reconds

- Accaus Ce i
Hama ™ CLCH_AXL_GROUS
Available for Users with User Rank a5 * | 1 - Default User Rani >

Assigning API access to AXL group

Name™® CUCM_AXL_GROUP

Role Assignment

Role | gtandard AXL API Access

[ Assign Role to Group ]
[ Delete Role Assignment ]

Save

Navigate to User Management > Application User, Click Add New and create an Application User AxLuser. Then, assign
the access control group, which was created earlier.
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Creating a user and assigning AXL group

Create a CUP user and assign these two roles: Third Party Application Users and Admin-3rd Party AP!I.
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Enable certificate verification for the CUCM and Cisco Unified Communications Manager IM & Presence
Service (IMPS) certificate on the CMS using:

callbridge ucm verify <enable/disable>

callbridge imps verify <enable/disable>

Verify it by running the calbridge cOmmand.



callbri
ning in

]

Bundle

trusted

Now add CUCM Fully Qualified Domain Name (FQDN) and the User AXL and CUPS created earlier on
CMS using callbridge ucm add <hostname/I P> <ax|_user> <presence_user>.

ax|_user = AXL user on CUCM

presence_user = CUP user created earlier

Now, verify if CM S trusts CUCM services with the help of:
callbridge ucm <hostname/IP> axl_service status

callbridge ucm cucml4test.test.com ax|_service status




callbridge imps <hostname/I P> <presence_user> presence_service status

whb3> callbridge imps impnew.test.com cisco presence_service status

Services available means CUCM and CM S trust each other for AXL and Presence services.

Note:

CUCM has Lightweight Directory Access Protocol (LDAP) users synced and also updated on the
CUPS. The users must have the same web app user ID and Jabber JID and must be signed into the
web app with the same user ID, for presence to be updated on Jabber.

CUCM Specific Configuration for Presence Sharing between Webapp and Jabber



Client

CUCM must have LDAP configured.

LDAP System:

LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

@ Please Disable LDAP Authentication Before Making Changes on This Page

—LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type

| Microsoft Active Directory v |
LDAP Attribute for User ID | sAMACCcountMame W |
CUCM LDAP configuration 1
LDAP Directory:
Qs«a xwm ([ cory @ Perforn Full Sync Now s Add ew
~LDAP Directory
LB&P Configuration Mame ® ADDOTZ40
LDAP Manager Distinguished Name® administrator@test.com
LDAP Password* s vennn
Confirm Passward® e wens
LOAP User Search Base® OU=Acano,DC=test,DC=com
LDAP Custam Filter for Users o v
Synehranize * @ users only ) Users and Groups
LDAP Custom Filter for Groups < None > v
~LDAP Directory Synchronization
Parform Sync Just Once O
Parform a Ra-sync Evary * F DAY -
Next Re-sync Time (YY¥Y-MM-D0 hhzmm)® | 3523 10- 31 0000
~Standard User Fields To Be Sy
[Cisco Unified Communications Manager User Fields [LDAP Attribute Cisco Unified C ications Manager User Fields| LDAP Attribute
User IR sAMACcountName First Hama giveniame
Middle Nama middleMame Last Name s
Manager I mianager Department department
Phane Number telaphonetumber v Mail 10 masd
Titke title Home Number hemaphona
Mabilg Rumber mobile Fager Numbar pagar
Directory URL mail I el Display Mame displayMame

CUCM LDAP configuration 2
LDAP Authentication:

CUCM LDAP configuration 1 CUCM LDAP configuration 1 CUCM LDAP configuration 1



LDAP Authentication
lad s=
rStatus

@ Status: Ready

~ LDAP Authentication for End Users

Use LDAP Authentication for End Users

LDAP Manager Distinguished Name * |administrator@te5t.com

LDAP Password* |.------.---.------.---.----------.------ |

Confirm PaEEWOFd* |.------.---.------.---.----------.------ |
P

LDAP User Search Base |gu=Acang,Dc=tegt,Dc=cgm |

r LDAP Server Information
Host Name or IP Address for Server® LDAP Port® Use TLS
| [3ss | O

| Add Another Redundant LDAP Server

CUCM LDAP configuration 3

Users pulled from LDAP into CUCM with Mail-1D configured:



End User Configuration

B Save x Delete E{} Add MNew . Revoke Refresh Token

rStatus

@ Status: Ready

- User Information

User Status Active Enabled LDAP Synchronized User

User ID* test

Self-Service User ID | 1000 |

PIN | T L L LT T Y P YTYY Y YYYTY Y | | Edit Credential |
Confirm PIN | I om |

Last name® test

Middle name

First name test

Display name test test

Title

Directory URI test@test.com

Telephone Mumber
Home Number
Mobile Number
Pager Number

IMaiI ID test@test.com I
anager User

Usersin CUCM

CUCM user updated on CUPS server:

alli  Cisco Unified CM IM and Presence Administration R Cisco Unified CM 1M and Presence Administrotion - § Go
€ISC€Q  For Cisco Unified Communications Solutions A8 | cisee | Logout About
System = Presence = - ~  Buk - Di * Helpw
R
£ B DefaultCUPSubchuster
== Status

38 Al Unassigned Users (0) @ e
&8 All Assigned Users (2)
User Assignment (1-20f2) Rows per Page 50 ~
Find User Assignment where | User ID v | begins with  ~ | | Find | Clear Filter || & | =
User 1D « [First Mame Last Name 1M Address Directory URT Fabed (reer fode Presence Redundancy Group
I test test test test@test.com test@test.com Impnew. test.com DefaultCUPSubcluster I
m Lest2 test2 2 test? @test.com test2@best.com impnew.test.com DefaultCUPSubchuster

Usersin CUPS

The same LDAP Directory is also configured on the CMS. The user database is pulled and synced on CMS.
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Status v Configuration v Logs ¥

Users
Filter Submit Query
Hame Email
Gogi | gogi@s.com gogi@s.com
Saiacano saiacanod@s.com Saiacanod®s.com
ms user cmsuserl@saml.com cmsuserl@saml.com
g0 go gogo@federation.com gego@federation.com
vrman rman@s.com wrman@s.com
joey joey@s.com joey@s.com
popol 1 popoll@saml.com popoll@saml.com
prashant priapur@s.com prkapur@s.com
replication user replicationuser@saml.com replicationuser@saml.com
=ai 1 sail@saml.com sai@saml.com
=ail acano sailacano@federation.com sailacano@federation.com
saml superuser ssosuperuser@saml.com ssosuperuser@saml.com
=ankar v sankar@s.com
shakur 203C 2pacEs.com 2pac@s.com
test test test@test.com test@test.com I
Toote £ e ) TRt L ae, comm
user 1 usarl@saml.com userl@saml.com
CMSusers

Now, since you have aready validated that CM S can trust CUCM, you can proceed with testing Presence.

Adding CUPSand CUCM to CMS
Verify

Signed on two clients with the same user (synced from the same LDAP):
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test@test,com

Advanced settings

User login in Jabber and webapp

Both clients signed into the same user test@test.com.
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Presence in Jabber and Webapp before call
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Cisco Meeting Server

web app

Sign in to web app

test@test.com
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Presence status changes when call is joined from webapp

When a Jabber user signs into the web app and joins a meeting, the Meeting Server updates the Jabber status
to ‘In ameeting, Inacall’ and revertsto its previous status after the user ends the meeting. For example, if
the status of the user on Jabber is showing ‘Available', it is updated to ‘ In ameeting, Inacall’ whenin a
web app meeting. After the user |eaves the meeting, the Jabber statusis set to ‘Available’ again. If the
Jabber user isin another meeting/call while joining the web app meeting, the Meeting Server does not
update the Jabber status. If the Jabber user has set their statusto 'DND - Do not disturb' before joining the
web app meeting, the Meeting Server does not update the Jabber status. If the user updates the Jabber status
manually anytime during the web app meeting, the Meeting Server does not override the manually updated
user status.



