Configure and Troubleshoot the WebApp SSO on
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Related Information

| ntroduction

This document describes the how to configure and troubleshoot the Cisco Meeting Server (CMS) Web App
implementation of Single Sign On (SSO).

Prerequisites

Requirements

Cisco recommends you have knowledge of these topics:
* CMSCallbridge version 3.1 or later
* CMS Webbridge version 3.1 or later

 Active Directory Server

* ldentify Provider (1dP)
Components Used

The information in this document is based on these software and hardware versions:
* CMSCallbridge version 3.2
« CMS Webbridge version 3.2
» Microsoft Active Directory Windows Server 2012 R2
» Microsoft ADFS 3.0 Windows Server 2012 R2

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background

CMS 3.1 and later introduced the capability for usersto sign in using an SSO without the need to enter their
password every time the user logs in, because a single session is created with the Identify provider.
Thisfeature is using the Security Assertion Markup Language (SAML) version 2.0 as the SSO Mechanism.

% Note: CMS only supports HTTP-POST bindings in the SAML 2.0 and rejects any Identify Provider
with no HTTP-POST bindings available.

% Note: When SSO is enabled, basic LDAP authentication is no longer possible.

Configure



Network Diagram

WebApp SSO Login
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ADFSInstallation and I nitial setup

This deployment scenario uses Microsoft Active Directory Federation Services (ADFS) as the Identity
Provider (IdP) and therefore, it is suggested to have an ADFS (or intended 1dP) installed and running prior
to this configuration.

Map CM S Usersto ldentity Provider (1dP)

In order to have users get valid authentication, they must to be mapped in the Application Programming
Interface (API) for a correlating field provided by IdP. The option used for thisisthe
authenicationldM apping in the I[dapM apping of the API.

1. Navigate to Configuration > APl on the CMS Web Admin GUI

Co
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2. Locate existing (or creating a new) LDAP Mapping under api/vl/IdapM appings/<GUI D-of-L dap-

Mapping>.



API objects

This page shows a list of the objects supported by the APIL. Where you see a P control, you can expand that section to either s
details of one specific section of configuration.

Filter‘ ldapmappings ‘ (2 of 129 nodes)

Japi/vl/ldapMappings

1-2(of 2) Create new able viey | XML view

iidMappina

458ad270-860b-4bac-9497-b74278ed2086 $sAMAccountNames@brhuff.com

3. In the ldapM apping object selected, update the authenticationl dM apping to the LDAP attribute that is
passed from the IdP. In the example, the option $sAM AccountNameis used as the LDAP attribute for

mapping.

/api/vl/ldapMappings/458ad270-860b-4bac-9497-b74278ed2086
jidMapping (] [$sAMAccountName$@brhuff com (] |- present

nameMapping [_J |$cn$ |— present

cdrTagMapping ] | |

coSpaceUriMapping [ |$SAMAccnuntName$.space | - present
coSpaceSecondaryUriMapping [ | |
coSpaceNameMapping || |$cn$'s Space | - present
coSpaceCallldManping [ | |
authenticationIdMapping (] |$sAMﬁxccnuntName$ | - present
[Wioaiy |

% Note: The authenticationldM apping is used by the callbridge/database to validate the claim sent
from the IdP in the SAMLResponse and provide the user with a JISON Web Token (JWT).

4. Perform an LDAP sync on the IdapSour ce associated with the recently modified IdapM apping:

For Example:
/api/v1/ldapSyncs
tenant [ | | || Choose |
|dapSource |E]deeScd-ccce-4ccb-EEaB-l}ﬁbaGBeBBec? || Choose |
removeWhenFinished ||| <unset> v
[ Create |

5. After the LDAP sync is completed, navigate in the CMS APl in Configuration > api/v1l/users and select
auser that was imported and verify the authenticationld is populated correctly.



userdid jdoe@brhuff.com

Ldoe = sAMAccountName, name John Doe

EE——— \ne@brhuff
authenticationId jdoe
use e cdalle ~4bab-bd17-7492h9baSeb3

Create Webbridge Metadata XML for I1dP

The Microsoft ADFS allows a Metadata XML file to be imported as a Relying Trust Party to identify the
Service Provider being used. There are afew ways to create the Metadata XML file for this purpose,
however, there are afew attributes that must be present in the file:

Example of Webbridge M etadata with required values:

<?xml version="1.0"%
- <md: Ent|tyDescr|pto entitylD="https: //meet brhuff.local:443" ID="https://meet.brhuff_local:443" I
xmins:md="urn:oasis:names:tc: .O:metadata">
- «=md:SPSS0Descriptor prctocolSupportEnumeratlon— urn:oasis:names:tc:SAML: 2.0:protocol” WantAssertionsSigned="true"
AuthnRequestsSigned="false">
<md:NamelDFormat>urn:oasis:names:tc= i i
<md:AssertionConsumerService index="0"|Location= https //meet brhuff.local: 443/ap|/auth/sso/|dpllesponse I
Binding="urn:oasis:names:tc:SAML:2.0: =
</md:SPS50Descriptor>
=< /md:EntityDescriptor>

1. entityl D - Thisisthe Webbridge3 server address (FQDN/Hostname) and associated port that is
reachable by browsers for users.



Note: If there are multiple Webbridges using asingle URL, this must be aload balancing
address.

2. Location - Thisisthe location in which the HTTP-POST AssertionConsumerService for the
Webbridge Address. Thisiswhat tells the |dP where to redirect an authenticated user after sign-in.
This must be set to the idpResponse URL :
https://<WebbrdgeFQDN>:<port>/api/auth/sso/idpResponse. For
example, https.//join.example.com:443/api/auth/sso/idpResponse.

3. OPTIONAL - Public Key for Signing - thisisthe public key (certificate) for signing, which isbe
used by the IdP to verify AuthRequest from Webbridge. This MUST match with the private key
'sso_sign.key' on the SSO bundle uploaded on Webbridge so that the |dP can use the public key
(certificate) to verify the signature. Y ou can use an existing certificate from your deployment. Open
the certificate in atext file and copy the content into the Webbridge Metadata file. Use the matching
key for the certificate used in your sso_xxxx.zip file asthe sso_sign.key file.

4. OPTIONAL - PublicKey for Encryption - thisisthe public key (certificate) that the IdPisuseto
encrypt SAML information sent back to Webbridge. This MUST match the private key
'sso_encrypt.key' on the SSO bundle uploaded on Webbridge, so that Webbridge can decrypt what is
sent back by IdP. Y ou can use an existing certificate from your deployment. Open the certificatein a


https://%3cWebbrdgeFQDN%3e:%3cport%3e/api/auth/sso/idpResponse
https://join.example.com:443/api/auth/sso/idpResponse

text file and copy the content into the Webbridge Metadatafile. Use the matching key for the
certificate used in your sso_xxxx.zip file asthe sso_encrypt.key file.

Example of Webbridge M etadata to be imported into 1dP with optional public key (certificate)
data:

«m |d Enti le.l.sr. pror eatity [0 ="hitps: f fmeet. brhofl. Incul 14:! [Cl- htl % Hmeel brhulf.local: 4437 umins :md="urn:oasis names:ic:SAML: 2.0:metadata™
o pro AntAss r'r| onsSigned ="true® AuthnReguestsSigned="trus"

Shittpe:f S wwean e 3.0rg f 2000/ 09 S omildsige® =

& % G
SOG0ata
sa9caifcate funir wrcComaawioaqr R

“ancryption” s
s="hittp:f fwwiewd.org f 2000709 mldsige”s

<
.
S0
s ey _________________ |

ds: XS0 Cartificate

eyDescriptors

melDFormat > urnzeasis: names:te: o & - ) - B L L

CongumerSenice index="0%Location="https:/ fmeel.brhull.local:443 fapifauth/sso fidpResponse] Bnding ="urnioasisinames ICSAML 2 bindings: MTTR-POST/ >
< fmd: SPSS0Descriptor >

< /md:EntityDescriptors

Import Metadata for Webbridge into | dentity Provider (1dP)

Once the Metadata XML has been created with the proper attributes the file can be imported into the
Microsoft ADFS server to create a Relying Trust Party.

1. Remote Desktop into the Windows Server hosting the ADFS services

2. Open the AD FS Management Console, which can usually be accessed through the Server Manager.



Manage Tools LT N Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Component Senices

Computer Management
Defragment and Optimize Drives
DNS

Event Viewer

Group Policy Management
iISCS| Intiator

Local Secunty Policy
Microsoft Azure Services
ODEC Data Sources (32-bit)
ODEC Data Sources (64-bit)
Performance Monitor

[ JEE Rl e

3. Once in the ADFS Management console, navigate to ADFS > Trust Relationships > Relying Party
Trust in the Left pane.
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4. In the Right pane of the ADFS Management Console, select the Add Relying Party Trust... option.



Add Nen-Claims-Aware Relying Party Trust...

View

Mew ‘Window fram Here

EH Hep

5. After making this select, the Add Relying Party Trust Wizard opens. Select the Start option.

Weslcome:
= Welcome 15 the Add Relying Party Trust Wizamd
* T witard will halp you Sdid 8 neew ripng pardy trust be e AD F3 corfiguraton datsbase. Relpng paties
@ Select Duts Souere Condune clard i earty toker that 5o isposd by this Feclaration Senaice bo sk suthenticalion ad
@ Conbigurs Mulifaeter Sileateny cacaians.
P A Tha rebirsg pirty bt that this wizerd creates defines how this Federation Servica recagnines e mhing
. piety o s e o 8. Yo con defire msusrce barfors rades for Bepursg clams b fhe mipng party
u. ﬂl th“h:l Bt o complle the witsd
@ Rasdyio Add Trust
@ Firish

| crmecus | [ mm || Cancel




6. On the Select Data Sour ce page, select the radio button for Import data about therelying party from a
file and select Browse and navigate to the location of the Webbridge MetaData file.

Select an oplion that this wizand wil use to obtain data sbout this relying party:

) lmpont daba it the rehing pavty publshed ondine of on a looal nebweodk:

Likea thim oplion Lo mmpord the nacesaany dais and ceriicslss fom & rehing pady oranizaton that pubkshes
s faderntion meladaba onlirs o an & local networdk.

Fadaration metadat addres host nass or URL):

Emmple: fs.contoso oom or hitps 2 fewr.contoso comapp

diata aboud the reling pasty from a file

thes cplion Lo impord tha necessany data and cerficales from & rehing padty organization thet hes
soporbed e fedarntion metadals bo & s, Ensurs that this fis is iom & tused source. Thes wizand vl nod

i Enter data about the nelying pasty manualy
ke thi opiiion Lo manually inpul The recsssary dats sboit this rahying paty ceganitaton.

7. On the Specify Display Name page, put a name to be displayed for the entity in ADFS (the Display
Name does not server purpose for the ADFS communication and is purely informational).



Specify Display Name
Erter the display rame and amy opbonal notes for this rehang party.

This b5 the nelng tnest part for CM5 550 with Webfpp|

8. On the Configure Multi-factor Authentication Now? page, leave as default and select Next.



Configure muliinchor authentication setinga for thes nelying party tsust, Mulli factor suthentication i seguined il
thaen ig & mabeh bor sy of e gpaciied requinements,

(obal Settings

@) |1 o ot wint b corfgre mukidactor Buthentacation setirgs fof s celyng ity tru Bt ths time.
) Configure mulifactor suthenticafion settings for this rebing party trust,

‘Yious can also multi-factor suthenticalion settings for this relying party trust by nawigating to the
e Loer e el - ey | .

9. On the Choose I ssuance Authorization Rules page, |eave as selected for Permit all usersto accessthis
relying party.



Choose Issuance Authonzation Rules

Seps Issuarce suthosration nies delemine whether & user is pemited to receie caims for the relng party.
@ Welcoms iCheece one of the folowing options for the indial beharvier of this selying pay's Bausnos suthorcstion nis

@ Solect Data Source - il Ltera 10 ACreas s rebre party |
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@ Chooss Basancs

Buthrdzation Fulss Thes: exsceanice suthonzation nibes wil be configued 1o deny all esers acoess bo ths reling paty. You must
Lyt er echd] ki abngn Buthoniznton nais o eradle Bery weers [ BoDis this rehang panty.
@ Ready o Add Trust

@ Frish

Wiski 2o b Hol it ithenizaiesn nubes T Bhis sy ety trust By salpetire th relying paety e

e chcking Edit Qam Rules in the Actions pane.

10. On the Ready to Add Trust page, the imported details of the Relying Trust Party for Webbridge can be

reviewed through the tabs. Check the I dentifiers and Endpoints for the URL details for Webbridge Service
Provider.



Thes nebying paty trust has been configured. Renview the folowing sefings. and then cick Meod fo add the
redying pasty tnest (o the AD F5S confipuration datshase.
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11. On the Finish page, select Close option to close the wizard and continue with editing claim rules.



T riskying gty rust wad successiully added to the AD FS configuration detsbase.
Yeu can moddy this relying pardy nast by uting the Propediss dislag B in te AD FS Managsmant snap-n.

[ Cipetrn the Exit Ol Flubess: ditdiog for this pelying pacty Ssust when the witer clies

Create Claim Rulesfor the Webbridge Serviceon the IdP

Now that the Relying Party Trust has been created for the Webbridge, claim rules can be created to match
specific LDAP Attributes to outgoing claim types to be provided to the Webbridge in the SAML Response.

1. Inthe ADFS M anagement console, highlight the Relying Party Trust for the Webbridge and select
Edit Claim Rules on the right pane.



2. On the Edit Claim Rulesfor <DisplayName> page, select the Add Rule....



lssuance Transfom Fules | lssuance Authorization Rules | Delegation Authorzation Rules |

The following transform rules specify the claims that will be sant to the relying party.

Order  Rule Name Issased Claimes
1 Webbrdge 3 usd

[«][=]

Edit Rule., Remove Rue.,

3. Onthe Add Transform Claim Rule Wizard page, select Send LDAP Attributes as Claimsfor
the Claim rule template option and select Next.



Salacd the lamplate o the clam fulls thal vou wand 1o cresbe from ha Pallewing kst Tha descriotion providas
defnds about aach clam nds bempiate.

Claim nule iemplabe:
Sand LDAP Assbutes a8 Clawns

© Claim nue template descrption:

Lising the Send LDAP ARsbute aa Claime nis lemplate you can select atirbubes feem an LDAP attrbute
sore such as Active Dinsctory i send 25 daims (o the relying party. Multiple atdhutes may be sert as
rrultipde clsims from A singhe fubs usng this rule hyss. For saample, you can uss this ruls bamplsls 1o creshs
& na that will eedenct aRsbide value for sushsnticabed Laerns from the deplmdlasme and felephonsthiumber
Active Directory aitshutes and then send thoss values as two diferent cutgoing dlaims:. This nule may also
bea urted] oy ] il of thes usmer's grown mamibershins. ¥ you wart bo anly send individusl grous
menbarsins, e the Send Group Membarship as & Claiss nus bemplate.

v|

4. On the Configure Claim Rule page, configure the claim rule for the Relying Party Trust with these
values:

1. Claim rule name = this must be a name given to the rule in ADFS (for rule reference only)

2. Attribute store = Active Directory
3. LDAP Attribute = This must match the authenticationl dM apping in the Callbridge API. (For

example, $sAMA ccountName$.)
4. Outgoing Claim Type = This must match the authenticationl dM apping in the Webbridge SSO

config.json. (For example, uid.)



e 1 send the valses of LDAF stirbotes s clsimes. Select an attrbate sbone fom
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Cugoirey Clam Type (Seedt or type to add mone)
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Create SSO Archive ZIP filefor Webbridge:

This configuration is what the Webbridge references to validate the SSO configuration for supported
domains, authentication mapping, and so on. These rules must be considered for this part of the

configuration:

» TheZIPfile MUST start with sso_ prefixed to the file name (for example, sso_cmstest.zip).

* Oncethisfileis uploaded, Webbridge disables basic authentication and ONLY SSO can be used for
the Webbridge this has been uploaded to.

* If there are multiple Identity Providers used, a separate ZIP file must be uploaded with a different
naming schema (STILL prefixed with the sso ).

» When creating the zip file, be sure to highlight and zip the file contents and do not put the required
filesinto afolder and zip that folder.



The contents of the zip file are made up of 2 to 4 files, depending if encryption is being used or not.

Filename Description Required?
Thisisthe MetaDatafile that can be collected by the idP. In ADFS this can
idp_config.xml [belocated by going to https.//<ADESFQDN>/FederationM etadata/2007- YES
06/FederationM etadata.xml.
confia.ison Thisisthe JSON file in which Webbridge uses to validate the supported YES
9 domains, authentication mapping for SSO.
. Thisisthe private key for public signing key configured on the Identify
ss0_sign.key Provider. Only needed for securing the signed data NG
Thisisthe private key for public encrypting key configured on the Identify
sso_encrypt.key Provider. Only needed for securing the encrypted data NG

Obtain and configuretheidp_config.xml

1. On the ADFS server (or alocation that has access to the ADFS), open aWeb Browser.

2. In the Web Browser, enter URL : https://<ADFSFQDN>/FederationM etadata/2007-

06/FederationM etadata.xml (Y ou can aso use locahost instead of the FQDN if you are locally on the ADFS

server). Thisdownloads the file FederationM etadata.xml.

2 NN T.NEadarationbA

C [D adfsbrhuffcom/FederationMetadata

etadata

= FederationMetada...xm

3. Copy downloaded file to alocation where the zip file is being created and rename to idp_config.xml.


https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
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Createthe config.json File with Contents

The config.json contains the these 3 attributes and they must be contained within brackets, { }:

1. supportedDomains - Thisisalist of domainsthat are checked for SSO authentication against
the IdP. Multiple domains can be separated by a comma.

2. authenticationldM apping - Thisis the parameter that is passed back as a part of the outgoing
claim rule from the ADFS/IdP. This must match the name value of the outgoing claim type on the
IdP. Claim Rule.

3. ssoServiceProvider Address - Thisisthe FQDN URL to which the Identify Provider sends the
SAML responses to. This must be the Webbridge FQDN.

Configured as
wid»to,match
outgoing claim.on

ADES

H contgson /
0

T' -authenticationtamapping” : "aid", - the URL of:

[api/v1/idapMappings/4584d270-860b-4bac-9497-b74278ed 2086

] [rrViccorNames @A com

ramaappng ) [1ens
cartaguappng

Vebbridge)for.

IdP+tossend
response)to

111

supported domain of

‘brhuff.com’ for SSO el MaKesUreine LA atiribute
authentication e T | - usedjin alrojiortne s laim

Set the sso_sign.key (OPTIONAL)



Thisfile must contain the private key of the certificate used for signing in the Webbridge metadata that was
imported to the IdP. The certificate used for signing can be set during import of the Webbridge metadatain
the ADFS by populating the X509Cer tificate with the certificate information under the <K eyDescriptor
use=signing> section. It can aso be viewed (and imported) on ADFS in the Webbridge Relying Trust
Party under Properties > Signature.

In the next example, you can see the callbridge certificate (CN=cmscb3.br huff.local), which was added to
the Webbridge metadata prior to being imported into ADFS. The private key inserted into the sso_sign.key
is the one that matches the cmsch3.br huff.local certificate.

Thisisan optional configuration and only needed if intending to encrypt the SAML Responses.

sign.key - Notepad <2xml version="1.0"?>

“https:/ fmeet.brhuff.local:443" [D="https:// meet.brhuff.local:443" xmins:m
ISupportEnumeration="urn:oasismames:tc:SAML:2.0:protocol” Wantassertio

mes:te:SAML:2.0:metadata”

:nal
File Edit Format View Help true” u(\ nRaques! Lssgeﬂ “true’>

----- BEGIN RSA PRIVATE KEY-=--- =
MIIEogIBAAKCAQEASKRS jasviiPqNwfpwupoud3dYpVsnzYg5rMtrimBOzW3YADh : hEtp:/ ferww.w3.0rg/ 2000/ 09/ xmidsig#*>

- TR
R —# 'J'r\,'—ql-' g Webbridge3 Properties -

Organizaton | Endports | Prowy Endports | Notes | Advanced
54GInsncFVM1fcoyBBlakcf2CkHpldoTpkol72rUfwkbN1X4brex46kulan3zsl Montoring | Identfiers | Encryption Accepted Claims

+m3MZ1EyFSNCmRt7980Kq2bKPHMW7Qil60pf ZxjNV1rppm/ LKOFVDhFXsUbty O+ Specify the signature verfication certificates for requests from this refying
ty.

Subject Issuer Effective Date Expiratic

E CN=cmscb3b... CN=brwff-AD20 I 8/9/2020 742:1... 8/9/20;

Set the sso_encrypt.key (OPTIONAL)

Thisfile must contain the private key of the certificate used for encryption in the webbridge metadata that
was imported to the IdP. The certificate used for encryption can be set during import of the Webbridge
metadata in the ADFS by populating the X509Cer tificate with the certificate information under the
<KeyDescriptor use=encryption> section. It can also be viewed (and imported) on ADFSin the
Webbridge Relying Trust Party under Properties > Encryption.

In the next example, you can see the callbridge certificate (CN=cmsch3.brhuff.local), which was added to
the Webbridge metadata prior to being imported into ADFS. The private key inserted into the
'sso_encrypt.key' is the one that matches the cmscb3.br huff.local certificate.

Thisisan optional configuration and it is only needed if you intend to encrypt the SAML Responses.

- Uy UEsU P
] ss0_encryptkey - Notspad “md:KeyDescriptor use
File Edit Format View Help - <ds:KeyInfo xmins:ds=" Www.w3.0rg/2000/09/xmldsig#">
- <ds;X5090ata
k ds:x509Certifi Fcate>MIIFchcBKmgAwlBAgITPAAAAGe2QCJVCaMs‘mncaAAAZzAN3gkqhknG9w0|AdUFAUBKMRUwE
ZJa8 XSUGCETHTcate

</ds:X509Data>
Webbridge3 Properties ==

Organization | Endpo: gports | MNotes | Advanced
Mm.mm,, | memw Signature | Accepted Claims
Specty the encryption certficate for this rebing party frust.

Enciyption cerficate
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Creating the SSO ZIP file

1. Highlight all the files intended to be used for the SSO config file.



ﬂ' idp_config.xml

I || sso_encrypt.key

L] sso_sign.key




Caution: Do not zip the folder containing the files because this results in the SSO not working.

2. Right click on the highlight files and select Send to > Compressed (zipped) folder.
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3. After the files have been zipped, rename them to the desired name with the sso_ prefix:

MNarme
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Upload the SSO Zip file(s) to Webbridge



Open an SFTP/SCP client, in this example WinSCP is being used, and connect to the server
hosting Webbridge3.

1. In the |eft pane, navigate to the location i n which the SSO Zip file resides and either right click
select upload or drag and drop thefile.

Mame
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2. Once the file has been uploaded completely to the Webbridge3 server, open an SSH session and run the
command webbridge3 restart.

3. Inthe syslog, these messages indicate the SSO enable was successful:

Common Access Card (CAC)

A Common Access Card (CAC) isasmart card that serves as the standard identification for active duty
military personnel, Department of Defense civilian employees, and eligible contractor personnel.

Hereisthe entire sign-in process for users who use CAC Cards:

Turn on PC, and stick in CAC card

Log in (pick cert sometimes), and enter Pin

Open browser

Navigate to the join URL and see the Join a meeting or Sign I n options

Signin: Enter the username that is configured as jidMapping that Active Directory is expecting
fromaCAC login

Hitsignin

ADFS page comes up briefly and is auto popul ated

User arelogged in at this point

agrwbdPE

0o N>
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Configure jidM apping (thisis the users sign in name) in L dapmapping the same as what ADFS uses for
CAC card. $userPrincipalName$ for example (case sensitive)

Also set the same LDAP attribute for the authenticationl dM apping to match the attribute which is used in
the Clam rule in ADFS.

Here, the claim rule shows it is going to send $userPrincipal Name$ back to CMS as the UID.
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Testing SSO Log in via WebApp

Now that SSO has been configured, you can test the server:

1. Navigate to Webbridge URL for the Web App and select the Sign in button.
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2. The user is presented with the option to input their user name (notice no password option on this page).
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3. The user isthen redirected to the ADFS page (after inputting user details) where the user must input their
credentials to authenticate to 1dP.

adfs. brhutf comiadizis) o

[ ]
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Brihuff SSO

Sign in with your arganizational acogunt

LR Gne PR b0 m

4. The user, after inputting and validating credentials with the IdP is redirected with the token to access the
Web App home page:
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Troubleshooting

Basic Troubleshooting

For basic troubleshooting of any SSO issue:

1. Ensure that the constructed Metadata for the Webbridge3 used to import asa Relying Trustin IdPis
configured correctly and the URL configured matches exactly as the ssoServiceProviderAddressin
the config.json.

2. Ensure the metadata provided by the IdP and zipped into the Webbridge3 sso configuration file is the
latest from the IdP, asif there were any changes to the server host name, certificates, and so on, it
needs to be re-exported and zipped into the configuration file.

3. If using signing and encrypting private keysto encrypt data, ensure that the correct matching keys are
part of the sso_xxxx.zip file you uploaded to webbridge. If possible, attempt to test without the
optional private keysto see if SSO works without this encrypted option.

4. Ensure that the config.json is configured with the correct details for SSO domains, Webbridge3 URL
AND expected authenticationmapping to match from the SAML Response.

It would also be ideal to attempt the troubleshooting from the log perspective:

1. When navigating to the Webbridge URL, place ?trace=true at the end of the URL to enable a verbose
logging on the CM S syslog. (ex: https.//join.example.com/en-US/home?trace=true).

2. Run the syslog follow on the Webbridge3 server to capture live during testing or run the test with the
trace option appended to the URL and collect the logbundle.tar.gz from the Webbridge3 and CMS
Callbridge servers. If webbridge and callbridge are on the same server, this requires only the single
logbundle.tar.gz file.

Microsoft ADFS failure codes

Sometimes, thereis afailure for the SSO process that can result in afailure for the IdP configuration or its
communication with the IdP. If using the ADFS, it would be ideal to review the next link to confirm the
failure being seen and take remediation action:

Microsoft Status codes

An example of thisis:

client_backend: ERROR : SamlManager : SAML Authentication request _e135cal2-4b87-4443-abel-
30d396590d58 failed with reason: urn:oasis:names:tc: SAML :2.0:status:Responder

This error indicates that per the previous documentation, the failure occurred due to the IdP or ADFS and
thus required to be handled by the Administrator of the ADFSto resolve.


https://join.example.com/en-US/home?trace=true
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b

Failed to obtain authenicationl D

There can be instances in which during the exchange of SAML Response back from the 1dP, the Webbridge
can display this error message in the logs with afailure in logging in via SSO:

client_backend: INFO : SamIManager : [57dff9e3-862e-4002-b4fa-683e4aa6922c¢| Failed obtaining an
authenticationld

What this indicates is that when reviewing the SAML Response data passed back from the IdP during the
authentication exchange, the Webbridge3 did not find avalid matching attribute in the response compared to
its config.json for the authenticationl d.

If the communication is not encrypted with the use of the sign and encryption private keys, the SAML
Response can be extracted from the Developer Tools Network Logging viaaweb browser and decoded
using base64. If the response is encrypted, you can request the decrypted SAML response from the IdP side.

In the developer tools network logging output, also referred to as the HAR data, ook for idpResponse under
the name column and select Payload to see the SAML response. As mentioned previoudly, this can be
decoded using base64 decoder.
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When receiving the SAML Response data, check the section of <AttributeStatement> to locate the attribute
names sent back and within this section you can find the claim types configured and sent from the IdP. For
example:

<AttributeStaterent>

<Attribute Name="<URL for commonname">
<AttributeVaue>testuserl</AttributeVaue>
</Attribute>

<Attribute Name="<URL for NamelD">
<AttributeV alue>testuser 1</AttributeVaue>
</Attribute>

<Attribute Name="uid">
<AttributeVaue>testuserl</AttributeVaue>



http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://authentification.example.com/claims/NameID

</Attribute>
</AttributeStatement>

Reviewing the previous names, you can check the <AttributeName> under the Attribute Statement section
and compare each value to what is set in the authenticationl dmapping section of the SSO config.json.

In the previous example, you can see that configuration for the authenticationl dM apping does NOT match
exactly what is passed and thus results in the failure to locate a matching authenticationld:

authenticationldMapping : http://example.com/claims/Namel D

In order to resolve thisissue, there are two possible methods to attempt:

1 The I1dP Outgoing claim rule can be updated to have a matching claim that matches exactly what
is configured in authenticationl dM apping of the config.json on the Webbridge3. (Claim rule
added on IdP for http://example.com/claims/Namel D)
OR

2. The config.json can be updated on the Webbridge3 to have the "authenticationl dM apping'
matching exactly what is configured as one of the Outgoing claim rules configured on the I1dP.
(That is'authenticationl dM apping' to be updated to match one of the attribute names, which
could be "uid", "<URL>/Namel D", or "<URL>/CommonName". Aslong as it matches (exactly)
the expected value configured on the Callbridge API when passed)

No assertion passed/matched in validation

Sometimes, during the exchange of the SAMLResponse from the 1dP, the Webbridge displays this error
indicating there is afailure in matching the assertion and skips any assertions that do not match the server
configuration:

client_backend: ERROR : SamIManager : No assertions passed the validation
client_backend: INFO : SamIManager : Skipping assertion without usin the alowed audience

What this error indicates is that when reviewing the SAML Response from the |dP, the Webbridge failed to
locate any matching assertions and thus skipped non-matching failures and ultimately resulted in afailured
SSOlogin.

In order to locate thisissue, it isideal to review the SAMLResponse from the IdP. If the communication is
not encrypted with the use of the sign and encryption private keys, the SAML Response can be extracted
from the Developer Tools Network L ogging viaaweb browser and decoded using base64. If the response
is encrypted, you can request the decrypted SAML response from the IdP side.

When reviewing the SAML Response data, looking at the <AudienceRestriction> section of the response,
you can find all audiences that this response is restricted for:

<Conditions NotBefore=2021-03-30T19:35:37.071Z NotOnOrAfter=2021-03-30T19:36:37.0717>
<AudienceRestriction>

<Audience>https.//cisco.example.com</Audience>

</AudienceRestriction>

</Conditions>

Using the value in the <Audience> section (https://cisco.example.com) you can compare it to



http://example.com/claims/NameID
http://example.com/claims/NameID
https://cisco.example.com%3C/audience
https://cisco.example.com)%C2%A0

the ssoSer viceProvider Address in the config.json of the Webbridge configuration and validate if it is an
exact match. For this example, you can see that reason for the failure is the Audience does NOT match the
Service provider address in the configuration, because it has the appended :443:

ssoServiceProviderAddress : https://cisco.example.com:443

This requires an exact match between these to not result in afailure such as this. For this example. the fix
would be to either of these two methods:

1. The :443 could be removed from the address in the ssoServiceProviderAddress section of the config.json,
so that it matches the Audience field provided in the SAMLResponse from the IdP.
OR

2. The metadata OR relying trust party for Webbridge3 in the IdP can be updated to have the : 443 appended
to the URL. (If the metadata is updated, it must be imported again as a Relying Trust Party on the ADFS.
However, if you modify the Relying Trust Party from the IdP wizard directly, it does not need to be
imported again.)

Sign in Failed on Web App:


https://cisco.example.com:443
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https://%3cjoinurl%3e?trace=true

), webbridge checksthat the domain used matches one in the config.json file, then sendsthe SAML
information to the client, telling the client whereto connect to for authentication. Theclient attempts
to connect to the IdP that isin the SAML token. Inthe example, the browser showsthis page because
it cannot reach the ADFS server.

o

This site can't be reached

t https:/fadfs.brhuff.com/Sfadfs/lsf n

Error on Client browser

CMS Webbridge traces (while Zrace=true is used)

Mar 19 10:47:07.927 user.info cmscb3-1 client_backend: INFO : SamIManager : [63cdcOed-
ab52-455¢-8bb2-9e925¢ch9e16b] Matched SSO sso_2024.zip in SAML Token Request

Mar 19 10:47:07.927 user.info cmscb3-1 client_backend: INFO : SamIManager : [63cdcOed-
ab52-455c¢-8bb2-9e925ch9e16b] Attempting to find SSO in SAML Token Request

Mar 19 10:47:07.930 user.info cmscb3-1 client_backend: INFO : SamIManager : [63cdcOed-
ab52-455¢-8bb2-9e925ch9e16b] Successfully generated SAML Token

Scenario 2;

User attempted to sign in using domain that isnot in the SSO zip file on webbridge signin page.
Client sendsin atokenRequest with a payload of the usernamethe user entered. Webbridge stopsthe
login attempt immediately.

CMS Webbridge traces (while ?trace=true is used)

Mar 18 14:54:52.698 user.err cmsch3-1 client_backend: ERROR : SamlIManager : Invalid SSO
login attempt

Mar 18 14:54:52.698 user.info cmsch3-1 client_backend: INFO : SamlManager : [3f93fd14-
f4c9-4e5e-94d5-49bf6433319¢] Failed finding an SSO in SAML Token Request



Mar 18 14:54:52.698 user.info cmsch3-1 client_backend: INFO : SamIManager : [3f93fd14-
f4c9-4e5e-94d5-49bf6433319¢] Attempting to find SSO in SAML Token Request

Scenario 3;

User has entered the correct username and is presented the SSO sign in page. The user entersthe
correct username and password heretoo, but still gets Sign in Failed

CMS Webbridge traces (while Zrace=true is used)

Mar 19 16:39:17.714 user.info cmsch3-1 client_backend: INFO : SamIManager : [ef 8fe67f-
685c-4a81-9240-f76239379806] Matched SSO sso_2024.zip in SAML Token Request

Mar 19 16:39:17.714 user.info cmsch3-1 client_backend: INFO : SamIManager : [ef 8fe67f-
685c-4a81-9240-f76239379806] Attempting to find SSO in SAML IDP Response

Mar 19 16:39:17.720 user.err cmsch3-1 client_backend: ERROR : SamIManager : No
authenticationld mapped element found in signed SAML Assertions

Mar 19 16:39:17.720 user.info cmsch3-1 client_backend: INFO : SamIManager : [ef 8fe67f-
685c-4a31-9240-176239379806] Failed obtaining an authenticationl D

The cause for scenario 3 was the claim rule in the IdP was using a claim type that did not match the
authenticationl dMapping in the config.json file used in the SSO zip file that was uploaded to
webbridge. Webbridge islooking at the SAML response and expects the attribute name to match
what is configured in the config.json.
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Scenario 1;

User signed in with wrong username (Domain matches what is in the SSO zip file that was uploaded to webbridge3, but user

does not exist)
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in CM S Idapmapping does not match the configured LDAP attribute used for claim rulein ADFS. Theline
saying "Successfully obtained authenticationl D:dar mckin@br huff.com” is saying ADFS has claim rule
configured with attribute that gets darmckin@brhuff.com from active directory, but the AuthenticationID in
CMS API > Users showsiit is expecting darmckin. Inthe CMS IdapMappings, the AuthenticationID is
configured as $sAM AccountName$, but the claim rulein ADFS is configured to send the E-Mail-
Addresses, so this does not match.

How tofix this:
Do either option to mitigate:

1. Change the Authenticationl D in the CM S |dapmapping to match what is used in the Claim rule on
ADFS and perform a new sync
2. Change the LDAP Attribute used in ADFS Claim rule to match what is configured in CMS

Idapmapping

Related objects: /apifvl/idapMappings

XML view

jidMapping SsAMaccountMName$@brhuff.com
nameMapping  Scns
cdrTagMapping
coSpaceNameMapping  $cn$'s Space
coSpacelriMapping  SsAMAccountName$.space
coSpaceSecondaryUriMapping  SextensionAttribute] 2§
coSpaceCallldMapping
authenticationldMapping  $sAMAccountMamet

API LDAPMapping

Object configuration
userlid darmckin@brhuff.com
name Darren McKinnon

authenticationld darmckin
userProfile  dcd>0ed-e423-4bab-bdl7-7492b%baseh3

API| User example
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Webbridge log showing working log in example. Example generated using ?trace=true
inthejoin URL.:

Mar 18 14:24:01.096 user.info cmsch3-1 client_backend: INFO : SamlManager : [7979f13c-
d490-4f8b-899¢-0c82853369ba] Matched SSO sso 2024.zip in SAML Token Request

Mar 18 14:24:01.096 user.info cmsch3-1 client_backend: INFO : SamlManager : [7979f13c-
d490-4f8b-899¢-0c82853369ba] Attempting to find SSO in SAML IDP Response

Mar 18 14:24:01.101 user.info cmsch3-1 client_backend: INFO : SamlManager : [7979f13c-
d490-4f8b-899¢-0c82853369ba] Successfully obtained authenticationl D:darmckin@brhuff.com

Mar 18 14:24:01.102 user.info cmsch3-1 host:server: INFO : WB3Cmgr: [7979f13c-d490-4f8b-
899c-0c82853369ba] AuthRequestReceived for connection id=64004556-faea-479f-aabe-




691e17783aab registration=40a4026¢-0272-42al-b125-136fdf5612a5
(user=darmckin@brhuff.com)

Mar 18 14:24:01.130 user.info cmscb3-1 host:server: INFO : successful login request from
darmckin@Dbrhuff.com

Mar 18 14:24:01.130 user.info cmscb3-1 host:server: INFO : WB3Cmgr: [7979f13c-d490-4f8b-
899c-0c82853369ba) issuing JWT ID e2a860ef-f4ef-4391-b5d5-9abdf a89balf

Mar 18 14:24:01.132 user.info cmscb3-1 host:server: INFO : WB3Cmgr: [ 7979f13c-d490-4f8b-
899¢-0c82853369ba] sending auth response (jwt length=1064, connection=64004556-faea-479f-
aabe-691e17783aab)

Mar 18 14:24:01.133 local 7.info cmsch3-1 56496041063b wb3_frontend:
[Auth:darmckin@brhuff.com, Tracing: 7979f 13c-d490-4f8b-899¢-0c82853369ba] 10.10.10.8 - -
[18/Mar/2024:18:24:01 +0000] status 200 "POST /api/auth/sso/idpResponse HTTP/1.1"

bytes sent O http_referer "https://adfs.brhuff.com/" http_user_agent "Mozilla/5.0 (Windows NT
10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0. Safari/537.36" to
upstream 192.0.2.2:9000: upstream_response_time 0.038 request_time 0.039 msec
1710786241.133 upstream_response_length 24 200

Frequently Asked Questions (FAQ)

This section highlights frequently asked quesitons or topics pertaining to WebApp SSO on the Cisco
Meeting Server.

Can the Webapp SSO JWT be extended?

The JSON Web Token (JWT) isthe token that is provided by the Callbridge to a successfully authenticated
Webapp client (successfully authenticated to the IdP), granting them access to the WebApp services. Within
the JWT isan expiry timer value that indicates how long the JWT isvalid, which once the JWT expiry time
isreached - the WebA pp user is redirected back to the Webbridge login in page, requiring to reauthenticate
in order to get access back.

The JWT expiry is configurable utilizing the 'callbridge wc3jwt expiry <1-24>' (Added in 3.8 and later -
more details can be found in the CM S 3.8 Release notes or CMS MMP Guide) in which the numeric value is
for the number of hours you want to set the expiry time for the WT provided to WebA pp clients. However,
as seen in the command, the max value can be set is 24 hour s, which means that the longest time the IWT
can remain valid and WebApp user can logged in is 24 hours. When the IWT expirestime is met - the
browser dumps the expired token and the WebApp user is forced back to the WebA pp login page.

In some environments, depending on the IdP and environment setup, a Persistent SSO/Keep me signed in
features can be implemented on the 1dP - which would provide the browser with a persistent cooked from
the IdP, where even closing the browser, the cookie would be retained (unless cleared by other

means). Regar dless of the SSO/IdP configuration - when the JWT expires (max 24 hours), the
WebApp user isforced back to the WebApp login page - however, in this scenario wher e Per sistent
SSO isenabled on the 1dP - the user would just need to input their <user @domain> on the WebApp
login page and not need to re-authenticate to their 1dP.

An enhancement is open for implementing a Refresh token mechanism to allow for extended authorization
to WebApp - Cisco bug ID CSCwm28758.

Do | need to re-authenticate to WebApp if | close my browser?


https://adfs.brhuff.com/
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7
https://tools.cisco.com/bugsearch/bug/CSCwm28758

The flow for this scenario would be:

1. A user logsinto the WebApp (using SSO authentication method).
2. The user closes the browser at some point.
3. The user opens the browser again and navigates to WebApp site. (either immediately or at later time).

What would happen in this scenario?

For this answer it depends! It entirely depends on whether the JWWT provided by Callbridge is expired at the
time of access the WebA pp page. Aslong asthe JWT isstill valid and present in storage, you can navigate
to the WebApp page (even if you closed the browser). Keep in mind the max amount of time the JWT can
bevalidis 24 hours.

o If the IWT isstill VALID (NOT EXPIRED) and Present, the user can navigate to the WebA pp page
with their spaces and so on without needing to re-authenticate.

* If the IWT isINVALID (EXPIRED), the user isredirected to the WebApp login page, needing to
relogin to the WebA pp. The user could also have to re-authenticate to their |dP depending on their 1dP
authentication method (for example if the IdP is using Session SSO or Persistent SSO).

How are multiple domains supported in WebApp SSO?

WebApp SSO is capable of supporting environments that have multiple domains and even environments
where those different domains point to different Identity Providers (IdPs). Please review the Cisco Meeting
Server deployment guides or contact Cisco TAC for support on using multiple domains.

Related | nfor mation

» Cisco Technical Support & Downloads
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