Pl 3.2. Creation of User Defined CLI Template
with Single Line and Multiple Line Command
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Introduction

This document describes how to create user defined CLI templates with single line and multiple
line commands.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Prime Infrastructure (PI)
- Template Features
. CLI Commands

Components Used
The information in this document is based on these software and hardware versions:
. Pl13.2.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configure



Single Command Example
Deletion of User from the Device

. To create a user name in the device.

Note: In this example, username inniti will be deleted.

- Go to Configuration > Features & Technologies > My Templates > CLI Templates
Create a template with multi-command:

Example from User Guide

Adding Multi-line Commands

To enter multi-line commands in the CLI Content area, use the this syntax:

<MLTCMD>First Line of Multiline Command

Second Line of Multiline Command

Last Line of Multiline Command</MLTCMD>

Image 2

<MLTCMD>

no username inniti

Y

</MLTCMD>



f | Configuration [ Templates / Features & Technologies + Global Vaniables §§ @ | €

Templates { My Templates / CLI Templates (User Defined)
otiplacss User Delete 1
| . Slvelsl'l;wfempiate Cancel .. History
o,
+ Template Basic
w Feawres and Technologies p — @
» App Visibility & Control Hame - Ainet YIeR Y% | swicnes ano Huos i)
5 Conbods Description Feature Category  CLI 05 Version (%]
» Interlaces Tags 7] Type @ Devices () Ports
» Network Analysis Module
» Securily
» WAN Optimization
» CLI Templates v Template Detail
= Gopsa Tonmlan, : CLiGontent | FomView | Add Variable Add Gloai variapie | O, +
* Feature Templates '_ — 5
» My Tags <MLTCMD>
v My Templates (7) :n usamame inniti
w CLI Templates (User Defined) (7) <MLTCMD>
User Delate 1 (1)
- Deploy the template.
Note: Select the device and re-check the template accordingly.
A | Configuration / Templates / Features & Technologies GlobalVariables & @& | @ O O

* Select Devices /' - Q-D Input Options > 3._.“ * Input Values - * Schedule Deployment +/ -2 % Deployment Summary

— e

——

Job Deployment Summary

You have resched the final stap after which the tempilate will be deployed to the network based on the schedule. The workflow has created a job User Delete 1_1 for you which is going o depioy User Delete 1 on 1 device(s) in the scheduled ime Plaasa click Finish to initiate the job

Name
(®) BGL14-1.504-2900-1.cisco User Delete 1

o usemame inniti
¥

.. Cancel Previous .

- Once you deploy, a Job that corresponds will run in the Background and you can check its
status when you click on Job Status as shown:

Job created successfully.
Click Job Status to view the job details or click Another
Deployment to go back to Features and Technologies.

 Anather Deployment

Verify

. Check the Status in Pl as well as in Device:
On PI:



f | Administration / Dashboards / Job Dashboard [ User Delete 1_1

‘Recumence’ Nong
‘Description” NiA

Showing latest 5 Job instances Show All Total 1

Show | A - T
Run ID ¥ Status Duration({hh:mm:ss) Start Time Completion Time
~ 12507003 Success 00:00:01 2017-07-25 15:05 2017-07-25 15.05
Job summary  Successful dep!oymemﬂce;s;.
Job Results for User Delete 1 Total 1
Device Status a Transcript
10.106.68.57 Success configlet:no username innitiy respensecterminal width Deonfig tno usemame innitiy Q
On Device:

Username inniti is deleted.

Go to Configuration > Features & Technologies > My Templates > CLI Templates

- Create one Template with Interactive Commands
Example from user guide
Adding Interactive Commands

An interactive command contains the input that must be entered following the execution of a
command .

To enter an interactive command in the CLI Content area, use the following syntax:

CLI Command<IQ>interactive question 1<R>command response 1 <IQ>interactive question 2<R>command
response 2

where <IQ> and <R> tag are case-sensitive and must be entered as uppercase

In the example:

#INTERACTIVE
no username inniti<IQ>confirm<R>y

#ENDS_INTERACTIVE



M Configuration / Templates / Features & Technologies Global Vaniables &

ER— Templates / My Templates / CLI Templates (User Defined)
i User Delete-3

m Save as New Template Cancel Deploy

v Template Basic

~a

w Fealures and Technologies . — @
» App Visibility & Control Mama At ovice TYPE | switches and Hubs v
» Con Description Feature Category  CLI 0S Version @
Gontroller
b Interfaces Tags (7] Type (@ Devices () Pors
* Network Analysis Module
» Secunty
» WAN Oplimization
¥ CLI Templates v Template Detail
» Composite Templates CLI Content Form View Add Variable Add Global Variable | ), ~
» Feature Templates
» My Tags SINTERACTVE

no usemame inniti<IQ>confirm<R>y

My Templates

| #ENDS_INTERACTIVE|

v CL Templates {User Defined)

User Delete 1
User Delete

User Delete-3

- Deploy the template.
Verify

. Check the status in Pl as well as Device:

I Pri SE———
bl Prime Infrastruct

Administration / Dashboards / Job Dashboard / User Delete-3_1

Irrence’ None
ription” NiA
wing latest 5 Job instances Show All Tol
Show | All
Run ID ¥  Status Duration{hh:mm:ss) Start Time configlet
#INTERACTIVE
12907250 4 Success 00:00:02 2017-07-2515:16 no username inniticonfirmy
#ENDS_INTERACTIVE
Job summary  Successful deployment on 1 device(s). response
terminal width 0
Job Results for User Delete-3 sonhg
| no usemname inniti
y : BGL14-1.5.04-2900-1#config t
Device Status 4 Transcript Enter configuration commands, one per line. End with CNTUZ.
BGL14-1.5.04-2500-1{configi#no username innitine usemame inniti
10.106 68.57 i Success configlet #INTERACTIVEno usemame inniticonfirmy#ENDS_INTERACTR  BGL14-1.5.04-2900-1{config)&]]=

Note: For Interactive commands, it is observed that in few examples 'Interactive Question'
when copied completely does not run properly. In such a case, you just need to type the last
word. For example, when you keep complete sentence it will fail. ZINTERACTIVE no
username inniti <IQ>This operation will remove all username related configurations
with same name. Do you want to continue? [confirm]<R>Y #ENDS_INTERACTIVE.

A Configuration / Templates / Features & Technologies Gicbalvarisbles @ @ | @ O O

nplates / CLI Templates {User Defined)

Templates /
User Delete

m Save as New Template Cancel Deploy

+ Template Basic

Templates

Pl

* Name Author R e —————— = (7]
Description | Delete User Feature Category 05 Version 7]
¥ interfaces Tags %] Q) Pots
kI iysis Module
»
» WAN Optimization
» CLI Templates v Template Detail
» Composite Templates ["CLI Content || Form View || AddVariable Add Global Variable
» Feature Tempiates
» My Tags AINTERACTIVE

no username inniti <i2>This operat il remove all username related configurations with same name Do you want 1o continue? [confirmj<R>Y

#ENDS_INTERACTIVE

y Templates
v CLI Templates (User Defined)
User Delete 1

[User Deleta

m



A | Administration / Dashboards / Job Dashboard / User Delete_2

*Recurmence’ None

“Description” NiA
Showing latest 5 Job instances Show All
Run ID Y Status Duration{hh:mm:ss) Start Time Completion Time
* 12907429 € Failure 00:04:56 2017-07-25 15:22 2017-07-25 15:27
Job summary  Failed deploymant on 1 devica(s)

Job Results for User Delete

Device Status & Transcript

10.106.68.57 Failed Error : Connnection timed ¢

Multiple Commands Example
Crypto Key Generation on Switch

- How the command looks on device when ran:
BGL14-1.5.04-2900-1(config)#crypto key generate rsa
% You already have RSA keys defined named BGL14-1.S.04-2900-1.cisco.
% Do you really want to replace them? [yes/no]: yes
Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 512
% Generating 512 bit RSA keys, keys will be non-exportable...

[OK]

(elapsed time was 1 seconds)

. Use of Multi-Commands:

<MLTCMD>

crypto key generate rsa
ves

2048

</MLTCMD>




- Deploy the template.
Verify

. Final status in Pl and on device:

abwilis Prime Infrastructure

Administration / Dashboards / Job Dashboard / erypto_1

ROOT-DOMAIN ¥

dmence’ Nong
cription” MiA

Jwing latest 5 Job instances Show Al

bl 1% 4
Run 1D o Status Duration(hh:mm:ss) Start Time
12912919 Success 00:00:16 2017-07-25 15:42

Job summary  Successful deployment en 1 device(s)

Job Results for crypto
Device Status a Transcript

10.106.68.57 Success configletcrypto key generate rsayes2048 responsecterminal width O

. Use of Interactive Command:

#INTERACTIVE

crypto key generate rsa<IQ>yes/no<R>yes<IQ>512<R>2048

#ENDS_INTERACTIVE



Templates { My Templates / CLI Templates (User Defined)

crypto1

m Save as New Template Cancel Deploy

v Template Basic

* Name Author * Device Type
Description Feature Category CLI 0% Version
Tags (7] Tvpe (8 Devices () Ports

v Template Detail

CLI Content Form View Add Variable Add Global Variable

#INTERACTIVE
crypto key generate rsa<lQ>yes/ino<R>yes<IU>512<R>2048
#ENDS_INTERACTIVE

- Deploy template.
Verify

. Final status in PI:

Switches and Hubs

O,

L]

© U Prime Infrastructure

v = ;?r;‘:gai'\cws
A | Administration [ Dashboards / Job Dashboard { crypto1_1

#ENDS_INTERACTIVE

o - r@sponss

Rptunbnot i terminal width 0

“Description” N/A config t

1 crypto key generate rsa

. e BGL14-1.5.04-2900-1#config t
Showing latest 5 Job instances Show All ot g

Enter configuration commands, one per line. End with CNTL/Z
BGL14.1.5.04-2900-1{configicrypto key genarate reacryplo key generate rsacryplo key generate rsa
% Generating 2048 bit RSA kays, keys will be non-exportable

| [OK] (elapsed time was 19 seconds)

Run ID v Staws Duration(hh:mm:ss) SwtThne || D14 18.04-2900:0 config ]}
v 12913151 Success 00:00:21 2017-07-25 1
Job summary on 1 dev

Job Results for crypto1
Device Status 4  Transcript

10.106.68.57 i Success configlet #INTERACTIVE crypto key gen

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

crypto key generate rsayes/noyes5122048

- ROOT-

Tot
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