Create Device Config Backup onto Local
EPNM or Remote Server.
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Introduction

This document describes the steps to copy device config backup on local Evolved Programmable
Network Manager (EPNM) or Remote server

Contributed by Jaminder Singh Bali, Cisco TAC Engineer.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics

- EPNM
- How to connect to the EPNM Application Server GUI and CLI with shell access

Components Used

The information in this document is based on EPNM with software Version 5.x.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Problem

Unable to copy the config backup of devices on local EPNM/remote sever

Solution

1. Create local or remote repository Method



epnnb0/ adm n#

epnnb0/ adni n# config t

epnnb0/ adni n(confi g)# repository testconfigbackup

epnnb0/ admi n(confi g- Reposi tory-testconfigbackup)# url sftp://< IP address of local or remote
server>/localdisk/sftp/ccmbackup

epnnb0/ adni n( confi g- Reposi t ory-t est confi gbackup) # user test password plain ciscol23

epnnb0/ adni n( confi g- Reposi t ory-t est confi gbackup)# end

- Choose repository from Config Archive(EPNM GUI->Inventory->Config Archive-> Click on
Backup to Repository) and click on run. Ensure the directory created for backups has proper
permission to create files on remote server.
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- Inorder to check config collected on local or remote server run the command

epnnb0/ adnm n# show repository testconfigbackup
Ci scoPri me- epnnb0_Confi gArchi ve_2022-07-13_17-25-40. zi p
epnnb0/ adm n#

Local/Remote Server

root @pnnb0 ccnbackup]# 1s -1rt

total 4880
-rwrwr--. 1 root gadmin 0 Jul 13 17:32 abc.cfg
-rwrwr--. 1 test gadmin 0 Jul 13 17:39 cde.cfg

-rwr--r--. 1 test gadmin 4995674 Jul 13 17:40 G scoPrine-epnnb0_Confi gArchi ve_2022-07-13_17-25-
40.zi p

2) API call Method

We can also use restconf API as shown to fetch config backup of all devices or specific device on
any northbound server as

https ://<EPNM IP Address>/webacs/api/vl/data/BulkUnsanitizedConfigArchives?.full=true
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The API call lists to get all the individual APIs per device as

https ://<EPNM IP address>/webacs/api/vl/data/BulkUnsanitizedConfigArchives

€ 3 € A NotSecure | heps:/f10.106.68.99 webacsfapivi/data/BulkUnsanitizedConfigArchives

B AMA-Links

B3 Mylinks B3 Currentinfo B3 PP Links

B9 Gonoral DBfLinux!.. B9 PCAPPM B9 CasemonBinks B3 imported From B B3 EPNM B3 Metrics Check-5P.. B9 1CE B3 mplink B9 NSO

“This XML file does ot appear to have any style information associated with it. The decument tree is shown below.

v<gueryResponse last="€1° firses="0" eount="§2" kype="BulkUnganitiredConfighrehives” respongseTypes"listEntitylds” requestUrl="https:/f10.106.68.99 /webaca/apl /vl /data/BulkUnsanitizedConfighrehiven”
rootUrl="https1//10.106.68.%3% /webacs/api/vl /data™>

<entityld typo="DulkUnsanitizedConfigArehives” url="hetps://10.106.68.99 /wvobacs /api/vl/data/Bulkln vos 4087236 Leyrd>
<entityld type="BulkUnsanitizedConfighrchive: url="https://10.106.68.99  webacs /api/vl/data/BulknsanitizedCont ighrchives /5788845363 >5788845383< /ent ity Id>
<ontityld typo="DulkUnsanitizedConfighrehive url="hetpe:/ /10,106, 68,99 /wobacse fapi/vl/data/BulkUneanitizedConf ighrehives /B25845T207 " »B25845T7207</ont ity Id>
<entityld types="BulkUnsanitizedConfighrchives® url="heeps://10.106.68.99/webacs/api/vl/data/BulkinsanitizedContighrchives /8299416132 8299416132/ /entityId>
<entityld type="BulkinsanitizedConfighrchives” url="https://10.106.68.9% . fapi/vi/data/Bulkl tizedConfighrchives /8299416154 >829941613d</entivy Id>
“gntityld eype="BulkUnsanitizedComfighrehives” url="heepa://10.106.68.99/vebaca/ /api/vl/datas/BulklUnsanitizedCont ighrehives /82994161457 58299416145/ /entivy ld>
<entityld type="BulkUnsanitizedConfigArchives® url="https://10.106.68.99 /webacs/apisvl/data/BulkinsanitizedConf ighrchives/ /82994161507 >82994161%0</entity Id>
<entityld type="DulkUnsanitizedConfighrehives” url="https://10,106.68.99/vebacs/ api/vl/data itizedConfighrchivea /8299416152 >8299416152< ontiny ld>
<entityld type="BulkUnsanitizedConfighrchives® url="https://10.106.68.99/webacs/api/vl/data/BulknsanitizedCon ighrchives /82994161537 >82559416183</entityId>
<entityld typo="BulkUnsanitizedConfighrchives™ url="httpe://10.106.68.99 /wvobacse /api/vl/data/BulkineanitizedConf ighrechives /82994161557 >B299416155< /antity Id>
<entityld type="BulkUnsanitizedConfigArchives® url="hetps://10.106.68.99/webacs/apis/v Uanamulkunnnir.i.mnt ighechives /8299416156 >8299416156</ /entivy Id>
<entityld type="BulkUnsanitizedConfighrchives™ url="https://10.106.68.99 . fapifvlidata/Bulkl izedConfighrchives /299416157 " >8299416157</entity Id>
<entliyld " u!l-'httpl:”lﬂ-lﬂﬁ.Eﬂ-i!fwheihpi.l’vIfdataa’lulkunlanitlmnl1gl=l’.‘hi.m /8299416158 >8299416158</ontity Id>
<gntityld " url="hetps://10.106.68.99 /wobacs /api/vl/data/BulkinsanitizedCont ighrchives /82994161559 8299416189« /antivy Id>
<ontityld = ks fapifviidata, itizedConfighrchives /B299416160 >B299416160< ont ity Id>
<gntityld type ® url="heeps:/ nn 106.68. is Jwebacs fapisvl/data/BulkUnsanitizedCon ighechivea /82994161617 >8299416161</entivylId>
<entityld type="BulkUnsanitizedConfighrehives” url="https://10.106.68.99/ webacs /api/vl/data/BulkneanitizedConl ighrchives /B299416162 8299406162/ entity Id>
<entityld eypes"BulkUnsanitizedConfighrchives® urls“heepa://10.106.68.99/ /webacs/api/vl/datasBulkUnsanitizedCont igherchives /8399416163 >8299416163c/entityld>
<entityld type="BulkUnsanitizedConfighrchives™ url="https://10.106.68.99 i, fapifvl/data/Bulkl itizedConfighrchives /82994161657 >8299416165</entityld>
<entityld type="BulkUnsanitizedConfighrehives” url="httpa://10.106.68.99/vebaca /api/vl/data/BulkUnsanitizedCont Lghrehives /9299416166 >82994 16166 /ont Loy Id>
<entityld type="BulkUnsanitizedConfighrchive: url="https://10.106.68.99  webacs /api/vl/data/BulkUnsanitizedConf ighrchives /8299416167 8259416187/ entity Id>

<ontityld
<entityld
<entityld

typo="DulkUnsanit izedConfighrehive:

url="hetps://10.106.68.99 i, fapiivlidats, itizedConfighrehives /A299416168 8299416168 ontity Id>
url=“hetps://10.106.68.99 /webacs fapi/vl/data/BulkinsanitizedCont ighrchives /8299416163 >8299416169</entity Id>
url="https://10.106. 68,99 /webacs /api/vi/data/BulkinsanitizedConf ighrchives /8299416170 >82994 161 Td= ent ity Id>

“gntityld bypes="BulkUnasnitizedConfighrehivea” url="heepa://10.106.68.99 / webssa /api vl data /Bul snitizedConfighrehivesa /82994161717 58299416171/ /antivyIds
<entityld type="BulkUnsanitizedConfigArchives® url="https://10.106.68.99 /webacs/apisvl/data/BulkinsanitizedConfighrchives/ /8299416172 =8299416172<//entity Id>
<entityld type="BulkUnsanitizedConfighrehives” url="hstpa://10.106,68.99/vobacs /api/vi/data/BulkinsanitizedCont ighrohives /8299416173 >8299416173</ont by Td>
<entityld ® url F/10.106.68.99 /webacs fapi/vl/data/BulkUnsanitizedConf igherchives /8299416174 58259416174 </entityId>
<ontityld " url="hetpe://10.106.68.99 i, fapifvlidats, itizedConfighrehives /82994161757 >8299416175</entity Id>
<entityld types="BulkUnsanitiredConfighrchives® url="https://10.106.68.99/webacs/api/vl/data/BulkUnsanitizedCont ighrchives /8299416176 >8299416176</entityId>

<entityld
<gntityld

type="BulkUnsanitizedConfighrchives”
eyee="BulkUnsanitizedConfighrehive:

url="https:/ /10,106, 68,99/ webacs fapi/vl/data/BulkineanitizedConf ighrchives /B299416177 " =B29941617T</entity Id>
url="httpa://10.106.68.99 e fapifvl/data, anitizedCon!ighrchives /8418584174 >84185841T4</ont iy Ids
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