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This document describes how to use Kibanain order to search specific logs among different Cisco DNA
Center services.

Prerequisites

Requirements

Y ou must have access Cisco DNA Center through GUI with ADMIN ROLE also, you must be familiar with
the names and use of Cisco DNA Center services.

Components Used

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation

Kibanais an open source data visualization plugin for Elasticsearch. It provides visualization capabilities on



top of the content indexed on an Elasticsearch cluster that are available in Cisco DNA Center.
Y ou can access Kibanain two ways:

* https://<Cisco DNA Center ip>/kibana
* Main Menu > System > System 360 -> Cluster Tools-> L og Explorer
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Configure Kibanafor log visualization

Navigate to the left bar menu and click on Discover:
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Kibana has several fields, which are highlighted in the next image:
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Add fieldsin Kibana

Navigateto Filters> Available fields
The fields that you must need to add for logs visualization are:

» Kubernetes.labels.serviceName - Service that displays the specific log
* Log- Raw content of thelog

Click on the add button

t kubernetes.labels serviceMame m i

Ensure that you have the next configuration:



Selected fields

t kubernetes_labels serviceMame

t log

Note: Timefield is added by default.



Add and edit filtersin Kibana

In order to add afilter, perform the next activity:

Click in Add filter

Field select: Kubernetes.labels.serviceName
Operator select: is

Value: select the service of your interest

Click in Save button

Take alook the next example where the service selected is apic-em-inventory-manager-service:

+ Add filter
ﬂ EDIT FILTER Edit as Query DSL

Fiald Operator
koul

kubernetes.cont... o i3 o
log —
rail  vaiue
% apic-em-inventory-manager-service wr .
_id
o X Create custom label?

_BA Cancel
Y=

Y ou can add more filters as you need.

The next example, a new filter was added where the Field:log, operator:is and Value: error:



EDIT FILTER EdIT as Query sl 2.

Field Operator

log st is "
Yalue

efmor

X, Create custom label?

Cancel Save

Get logs from a specific date

Y ou can add atime element to your search criteria.
KOL iE] ~ 15 minutes ago = now

03 — | Auto o

Use one of the next options from the Time Range field:



~ 15 minutes ago - how

Absolute Relative Mo

15 Minutes ago W

Sep 27, 2023 @ 18:44:21.970

¥ Round to the minute

i | ' , [ 1 B 11 1

* Absolute - From a specific date to another specific date.
* Relative - From the last X minutes, hours, days, or weeks to a specific date.

* Now - Setting the time to "now" means that on every refresh thistimeis going to be set to the time of
the refresh.

Use cases with Lucene

Luceneis ahigh-performance, full-featured text search engine library. It is atechnology suitable for nearly
any application that requires full-text search.

Navigate to search bar and disable KQL in order to enable Lucene:



Lucene

SYNTAX OPTIONS

The Kibana Query Language (KQL) offers a
simplified query syntax and supporf for
scripted fields. KQL also provides
autocomplete if you have a Basic license or
above. If you turn off KQL, Kibana uses
Lucene.

Kibana Query Language

X Off

Get logsfor a specific service

Type the next query into the filter bar and press Refresh button
kubernetes.labels.serviceName:<service-name>
Take alook the next example with task-service:

kubernetes.labels.serviceName:task-service
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Get logsthat contain a specific word

Tip: The most common log entries that indicate problems contain " Error " , " Failed " and "
Exception ", however, you can modify the string to be any other common string that can guide you in
your troubleshooting.

Type the next query into the filter bar and press Refresh button

log:error
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Mix and match your search

Y ou can search entries that match a combination of strings by using AND (or & &) between the strings.

<#root>

log:error

AND

kubernetes.labels.serviceName:onboarding-service

a2 Open Share Inspect
lograrror AND kubernetes labels serviceMame:task-saervice
id filter

elds

=2 labede servicahlama

E
3
a
o
ields o s
[
LR 000200 oE:14:00
e
kubarnetes labals. serviceName
Time
¥ Eep 28, 2823 & 0B:12:12_824 task-service
wilainer_id
> Eep 18, 2823 @ BB:12:12_822 task-service

=& cantainer_image
== cantainer_image_id
=& cantainer_name

=5 host

% Note:

Not all fields are searchable.

Sep 28, 2023 @ 00:10:05.788

Lucena Last 15 minutes Show dates Lo
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0e-io0 0018:00
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GHIUNXfSzB, accept-language=en_US, AuditCorrelaticnContext=d8fE38ed-cB91-4481-BaTh-85287F2R567F ) replyTaChain=null,
TE458815233820, payload=com. enc._task.api.request . MarkTaskSuccessMessogeSRequest {taskId=dafe38ed-8%1-4481-Ba7b-{
677, serviceTvoe=ISE Device Swnchronizer. orooress=MLC1.PodZ.com is a brown field device .Mo action needed. data=null
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el framework .exceptions.ResourceNotFoundException was thrown for message handler of MarkTaskSuccessMessage {cantext=(;
ug:tParantCorrelationCantext=0670E715-160F-£4b0-bedb-07550554 1aab, AuditScurcelp=rull, RBACSec
i Twl iwidnFsaWRpdHLFaWSOZX 12V Wwi] E20TLINZ g200E M}
Wz 2 YN 1T 0icd1zdCVE Ing K¥Eke_olalcl KejegeliNBoZja2er OUnXfSz8, accept-languagest
onlantext=d0fE30ed- =801 -4481-BaTh- B52B7F20667F}), replyTolhain=null, version=1605001533828,
task.aoi.reauest MarkTaskSuccessHessaceSReauest {taskId=dBfi20ed-e091- 4481 -0aTb-25207F20567F.

i.
zeXRAZNRiLCMINERbAR.

payload=cam.ci
serviceTvoe=ISE Device

If you want to see only searchable fields in the Available Fields pane, select the cogwheel and customize
the view. Y ou can also define the type of search that you want to use, for example, string, Boolean, number,

and so on.
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Reset filters

Sear ch two different services at the sametimefor an error

Include two or more services in your search criteria. Ensure that the services names are entered in



parenthesis and separate them with OR.

log:error & & (kubernetes.labels.serviceName:onboarding-service OR kubernetes.labels.serviceName:telemet

a Open Share Inspect
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== cantainer_name

=5.hast

=& |ahsie passivate

Reference

» FElastic searh common options
» Apache Lucene - Query Parser Syntax



https://www.elastic.co/guide/en/elasticsearch/reference/5.5/common-options.html#date-math
https://lucene.apache.org/core/2_9_4/queryparsersyntax.html

