Configure Catalyst Center Event Notifications for
Webex
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This document describes how to configure Cisco Catalyst Center Event Notifications to send them to Webex
Teams.

Prerequisites
Requirements

Basic Knowledge on:

» Cisco Catalyst Center Notifications
» Webex Teams

Components Used

» Cisco Catalyst Center 2.3.5.x
* Webex Teams

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Webex Bot Creation

1. Enter into the Webex for Developers page to create a new Webex Bot.

2. Login using your Webex Teams account.

3. Add aBot Name, Bot Username, select an | con, and add description for the App Hub Description
field. Create the Bot by clicking the Add Bot option.



https://developer.webex.com/my-apps/new/bot

New Bot

Bot name* Catalyst Conter Natsheation
Mame of your Bat &8 it will
appar in Wb,

Bot username* CatalystCenterTest @webex.bot
The usemame users will use to

add your bot to a space. Cannol @ CatalystCanterTestiwebex.bot s avallable

b changed later.

lcon*

Upload your awn or select from
g dlelfauis. Must b exactly
512051 2p in JPEG or PNG
farmat. Edit

App Hub Description® g i
\What does your app do, how .
Catalyst Center Bof used for Event Notifications,
does it bonafit users, how do
users get started? Doss your app
require a non-YWebex account? If
your app is nat free or has
additional featwres for pald users,
ploase note that and link fo
pericing information. 1024
charactar Emit,

Supported markdown 1451 Sharaeten rmbneg

By eréanng s seg. you sotep] the Tema of Serdee wod Privety Samemant

Cancel

4. Copy the Boot Access Token and Bot Username values.




Congratulations! &
Catalyst Center Notification is one step closer to becoming
a reality.

Catalyst Center Notification

Mext Step: Use your Bot Access Token to set up your wabhook and finish
building your bot,

Bot access token MDU3NmZhZ TetY TADYS DONMZLTY 20t YWUzMMIZIUINDImMEZ Y z.
MNon-expiring (good for 100

yars) access token for your bat, Thpc Save this token!

Save this token to set up your It won't be shown again {but you can regenerate a new one i needed).

webhook.

Bot username*

The username users will use to
add your bot to a space, Cannot
be changed later.

]

atalystCenterTest@webex.baot

Icon* :
Upload your awn or select from [
our defaults. Must be exactly

512x512px in JPEG or PNG

format, Edit

Webex Room Creation

1. On Webex Teams, proceed to create a Webex Room by clicking the ‘+' button followed by clicking
the Create a Space option.



O Search, meet, and call

Send a message
Create a space

Make a call

Send a voice message
Schedule a meeting
Start a meeting

Invite to Webex

2. Add aname for the space, followed by adding the Bot Username in the Add People by Name or Email
field. Proceed to create the space.

Create a space

Start & group comMarsatson with others.
Catalyst Center Hotifications
0 CatalystCenterTest@webex, bot

. CatalystCenterTest@webex.bot

Make this space public Close

Anyone in your onganization can
find and join a public space.

3. In order to use the Webex Teams Space in Catalyst Center for Event Notifications, it is necessary to have
the Webex Room I D value for the space that was created. Enter the next URL to get the requested value.



https://developer.webex.com/docs/api/v1/rooms/list-rooms

4. Click the Run option to get the detailed information of the Webex Space that was created.

webeX for Davelopers

Organizations
Partner Management
Partner Tags

People

Recording Repaort
Racordings

Report Templates
Faports

Reports: Detalled Call
History

Resowrce Group
Membarships

Rasowrce Groups
Rodes

Foom Taba

Coeaite 5 Rooam
Gt Foytss, Dot

Gort Room Meating

EEEEEE

Dot
Update a Ream
Duwisti & Rosos

List Rooms

List rsoma bo which the authenticated user balangs 1o

The title of thir rooen for 121 rooms will be the disply names of the
ather parson. Please use the mern Fipa APt lisd tee pophe in the
SPRCD

Long result sets will be split into pages

Encwn Limitations: The underhying database does not support natural

sodting by lastaceivity and will only Sort on limited et of results,
which ane polled from the database in order of rooald . Fof uieds of
Bt in mane than 3000 $paces this can resull in anomakes fuch as A ilhei alic
Spaces thal have had mcent activity net being refured in the resulls . L
whn sorting by lastacivity

Bearer
3l /+1/rooma
Query Paramabens Lo

teamld Qutjr]r Parameters

List rooms associated with a team, by ID. Cannot be set in

eombirstion with crgPublicSpaces

tipe
List reoms by type. Cannot be sot in combination with
orgPublicSpaces.
Poszibie values. airech, g
orgPublicSpaces

Shows the org's public spaces joined and unjoined. When st the

rosull list i3 sorted by the sadePubl is tEnastamp.

Filters rocms, that were made public after this time. See

madefubl ic limestamp

5. Copy the I D value of the Webex Space created from the response received.
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Request

200 / OK

Event Notification Creation

1. On Catalyst Center, navigate to Platform > Developer Toolkit > Event Notifications >
Notifications and Create a New Notification.

2. For Step 1 (Select Site and Events), select the corresponding sites and events to subscribe for the
new notification.

3. On Step 2 (Select Channels), select the WEBEX option.

Step 2 - Select Channels

Choose the notification channels

(0
=

= P

EMAIL PAGERDUTY REST SYSLOG WEBEX

4. During Step 3 (WEBEX Settings), proceed to Create a New Instance.



5. Add an I nstance Name. Paste the Webex Space I D into the Webex Room 1d field. Paste the Bot Access
Token value into the Webex Bot Access Token field.

Step 3 - WEBEX Settings

Configure the WEBEX channel settings for this notification

SERVICE CONFIGURATION

() Select Existing Instance ) Create New Instance

Instance Name*

Webex Notification

Webex URL®
https:/f'webexapis.com/v1/messages

Webex Room (d*

Y212 292cGFyazovL IVZL1JPTOOWZDNIZWU 4 NjAtNDNRM S0x MWV mLWUJIZEtNGRI
0T ZTUzZ|E2

e

Mebex Bot Access Token®

MDU3SNmZhZTetYTAOYSOONIM2ZLTI)  wioe

6. On Step 4 (Name and Description), add a Name and Description for your notification.



Step 4 - Name and Description

Provide a name and short description for your notification

Mame*

Webex Test

Mame can have alphanumerics, underscore and

Description®

Webex Teams Notification test.

Description can have alphanumerics, underscaore
and hyphen

7. Click Finish to complete the notification.



Summary
Review your notification and make any changes. If you are satisfied. select " Finish® to complete this workflow

+ Name and Description  Edit
Mame ‘Webex Tast

Descrplion ‘Webex Teams Nolificateon test

v Site and Events  Edit
Sives (0]

Events (1) Switch Unraachable

« WEBEX Setlings Edit

Weabex LRL

Webex Room |d ¥ 202y £ DMLEWLA N ATNDN RS 0x MW mLW IO EINGRIOTUN L TUZSEZ

Webex Bot Access Token

Verify

To test if notifications are being received by Webex Teams, on Catalyst Center, navigate to Platform >
Developer Toolkit > Event Notifications > Event Catalog, search for the event you subscribed to at the
time of making the notification and click it on the name.

= Cisco DNA Center Platform / Developer Toolkit Q®a b

APls Integration Flows Event Motifications

Notifications Event Catalog
1 switch unre e
Event 1D = Name Type Category Severity
NETWORK-MON-FABRIC_WIRED-1-200 Switch Unreachable NETWOIRK ALERT 1

Proceed to click the Try-it Now option followed by the Publish option.



Switch Unreachable ~

Event Details Motifications Try-It Now

Details
{
Z "Type": "SeventSource$"”,
"Assurance Issue Details": "This network device $nwDeviceName$ i
"Assurance Issue Priority": "$priority$",
"Device”: “"$eventUniqueId$”,
"Assurance Issue Name": "Network Device $managementIpAddr$ Is Un
7 "Assurance Issue Category”: "$category$”,
Cancel Publish
Wait for Catalyst Center to publish the notification.
X
Notification
Event Name Event Id
Switch Unreachable NETWORK-NON-FABRIC_WIRED-1-200
Result
Notification = Channel Status Message

Webex Test WEBEX © PUBLISHED 4——

The notification is posted on the Webex Teams space group.



Catalyst Cente Motifications

Messages

Share a file =| Send a GIF 5 Add people

Cisco DMA Center Notification

Source DNA 1921683111

Canter IP:

Severity: 1

Category: ALERT

Timestamp: 2024-07-16 19:20:00

Issue Mame: Matwork Davice 172.19.255.2 1s

-hable From Controller

Issue Description:  This network device
Borderl.Pod2.com is unreachable
from troller. The device role is
BORDER:DEFAULT:MAP-SERVER

Issue Status: resodvied

Cisco DMA Center Issue Detadls




