Configure External Authentication on Catalyst
Center using Windows Server
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This document describes how to configure External Authentication in Cisco DNA Center using Network
Policy Server (NPS) in Windows Server as RADIUS.

Prerequisites

Requirements

Basic Knowledge on:

» Cisco DNA Center Users & Roles
» Windows Server Network Policy Server, RADIUS and Active Directory

Components Used

» Cisco DNA Center 2.3.5.x
* Microsoft Windows Server Version 2019 acting as Domain Controller, DNS Server, NPS and Active
Directory

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Note: The Cisco Technical Assistance Center (TAC) does not provide technical support to the
Microsoft Windows Server. If you experience issues with the Microsoft Windows Server
configuration, please contact Microsoft Support for technical assistance.

Configure

Admin Role Palicy

1. Click in the Windows Start menu and search for NPS. Then select Networ k Policy Server:
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3. Click on OK twice.

4. Expand RADIUS Clients and Servers, right-click RADIUS Clients, and select New:
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5. Enter the Friendly name, the Cisco DNA Center management | P address, and a shared secret (This

can be used later):
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6. Click OK to saveit.

7. Expand Policies, right-click Networ k Policies and select New:
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8. Enter apolicy name for the rule and click Next:
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! Specify Network Policy Name and Connection Type

You canspecify a name far your nebwork policy and the type of comnections towhich the policy is applied.
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9. To alow a specific domain group, add these two conditions and click Next:

» User Group —Add your domain group that can have an Admin Role on Cisco DNA Center
(For thisexample Sup_Ad_NPS group is used).

» ClientlPv4Address— Add your Cisco DNA Center management | P address.
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10. Select Access Granted and click Next:



! Bew Metwork Pobicy &

| Specify Access Permission
* Configors nbapthir \you wissl b3 grind spbwrk Satiid o donry nbwirl BIOERH iF tha oaniTIGn rpduiri E Mt thig

palicy.
|

(¥ Access ranted
ot aciedd P oherl Correatar AlerEts rralod the Soritord of T paboy.

[ Aroess denied
Dhvy Seozuiek f e o eictodd] BB il o e oelionel of hes sy

[] Accets o determred by Lher Dot progaerties. bdact semde NP3 pobey |
Grant o demy sccee acconding b wne dal-m properties i chent conrection atempts mabch the corsitons: of e polcy.

Use Access Granted

11. Only select Unencrypted authentication (PAP, SPAP):
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12. Select Next since default values are used:
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13. Remove Standard attributes:
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Define Attributes to use

14. On RADIUS Attributes select Vendor Specific, then Click Add, select Cisco as aVendor, and click
Add:
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15. Click Add, write Role=SUPER-ADMIN-ROLE and click OK twice:




Few Metasrk Policy o

Configure Settings
* MPS applics setmings bo et connection request i ol of the netwark palicy condiions ased corgiraints far e policy

mabthed.

Conrfgune the sattindgs for this rebwork Doboy.
F condiions and consiraints match the connaschion rsquest and The: polcy grants sccess, meltings are appled

FEARFILIS Altidades

T pend addtoryl ptbaten 1o RADILIS charts,. select o Vendor Spechc pisdate. and
thoet ook B I s b ol ciiiepore & Slvibele, I o ol el Do READNILS cheris. S
your FADIUS chent dooument stion for sequined atinbobes.

Cisco AV-Pair Attribute added

16. Select Close, then select Next.
17. Review your policy settings and Select Finish to saveit.
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Policy Summary

Observer Role Policy.

1. Click in the Windows Start menu and search for NPS. Then select Networ k Policy Server.

2. From the navigation panel in the left side, perform a Right-click in the NPS (L ocal) option and
select Register server in Active Directory.

3. Click on OK twice.

4. Expand RADIUS Clientsand Servers, right-click RADIUS Clients, and select New.

5. Enter aFriendly name, the Cisco DNA Center management |P address, and a shared secret (This can
be used |ater).

6. Click OK to saveit.

7. Expand Policies, right-click Networ k Policies, and select New.

8. Enter apolicy name for the rule and click Next.

9. To alow a specific domain group, you need to add these two conditions and select Next.

» User Group —Add your domain group in order to assign an Observer Role on Cisco DNA



Center (For this example Observer NPS group is used).
* ClientlPv4Address— Add your Cisco DNA Center management IP.
10. Select Access Granted and then select Next.
11. Only select Unencrypted authentication (PAP, SPAP).
12. Select Next since default values are used.
13. Remove Standard attributes.
14. On RADIUS Attributes select Vendor Specific, then Click Add, select Cisco as aVendor, and click
Add.
15. Select Add, write ROLE=OBSERVER-ROLE, and OK twice.
16. Select Close, then Next.
17. Review your policy settings and select Finish to saveit.

Enable External Authentication

1. Open the Cisco DNA Center Graphical User Interface (GUI) in aweb browser and Log in using an
admin privileged account:
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2. Navigate to Menu > System > Setting > Authentication and Policy Serversand select Add > AAA:
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3. Type your Windows Server |P address and the Shared Secret used in the previous steps and
Click Save:
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4. Validate that your Windows Server statusis Active:

10.88.244.148 RADIUS AAA ACTIVE

Windows Server Summary

5. Navigate to Menu > System > Users & Roles> External Authentication and select your AAA
server:
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Primary AAA Server

IP Address
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Shared Secret
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Info

View Advanced Settings

Windows Server as AAA Server

6. Type Cisco-AVPair asthe AAA attribute and click Update:



v AAA Attribute

AAA Attribute
Cisco-AVPair

AV-Pair on External User

7. Click in the check-box Enable Exter nal User to enable External Authentication:

Enable External User @

Verify

Y ou can open the Cisco DNA Center Graphical User Interface (GUI) in aweb browser and Log in with an

external user configured in the Windows Server to validate that you can Log in successfully using External
Authentication.
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