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Introduction

The Security industry is currently blessed with an abundance of Zero Trust frameworks and guidance. This
guide seeks to contribute to the conversation by outlining a framework of capabilities that are necessary for the
implementation of Zero Trust in any network, then provide specific design and configuration examples for
achieving a strong Zero Trust posture. The Zero Trust framework used throughout this guide is built on the four
Key Zero Trust Strengths shown below.
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Figure 1. Cisco Zero Trust Framework

These four strengths can be mapped to broad general controls. To start, we can Establish Trust by having
strong device posture and effective user authentication. We can Enforce Trust-Based Access by utilizing Role
Based Access Control (RBAC) to provide Least Privilege access to users, machines, and applications. We can
Continuously Verify Trust by having end-to-end network visibility and monitoring of each connection across the
network, and by persistently validating the posture of connected endpoints. We can Respond to Change in
Trust by building the capability to restrict or revoke access for any network connected user or device based on
malicious activity or degradation in trust.

The broad capabilities in the last paragraph are a scale, just like Zero Trust is a scale—we don’t have an on/off
switch for something like RBAC, but rather a layered approach that can bring us closer to the ideal that is Zero
Trust. An entry-level RBAC solution could entail assigning all end users to specific Active Directory (AD) groups
that cover their roles and access needs in accordance with a Least Privilege philosophy. The capabilities to
achieve this entry-level RBAC solution could include requiring AD login to access the network, and then
restricting access at platform or application login based on the AD group of the user. A stronger solution could
validate user identity and machine posture upon login and then utilize TrustSec and Dynamic Security Group
Tags (SGTs) to enforce least privilege at the network level, restricting user and group connectivity to only the
needed IPs, applications, URLs, and ports necessary. Adding network access control to an RBAC solution
brings several benefits that move us closer to that Zero Trust ideal: we restrict the connectivity of any potential
insider threats or compromised users, limiting their capability to perform scans or other recon, footprint, or
fingerprint the network; we limit the exposure of internal systems that could have known or unknown security
vulnerabilities that allow unauthenticated access; we reduce the risk of an unauthorized user accessing a
system with compromised break-glass (static admin credentials used for emergency access) or other local
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credentials. These capabilities don’t lessen the need for strong patch management or secure storage of break-
glass accounts, but they do eliminate trust that can be abused and bring us closer to Zero Trust.

In the Solution Overview section of this guide, we’ll utilize the four Key Zero Trust Strengths to review scenarios
like the RBAC example in the last paragraph. We’ll establish what a strong security baseline should be for each
Key Strength and specify the platforms and capabilities necessary to bring each Key Strength closer to a Zero
Trust ideal. The four Zero Trust Key Strengths will then be combined into an overall Zero Trust design, and
extensive configuration examples will be given for implementation guidance.
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Scope
In Scope
Cisco Zero Trust for Network and Cloud Security design guide covers the following platforms and features:

¢ Cisco Catalyst 9300 Switch

o Netflow
o TrustSec
o 802.1X
o SXP

« Cisco Identity Services Engine (ISE)
o Active Directory Integration with PassivelD
o Dynamic Security Group Tag (SGT)
o pxGrid
o TrustSec
o 802.1X Authentication and Authorization
o ISE Profiling

o Cisco Secure Firewall
o Application Visibility & Control (AVC)
o Dynamic SGT
o Intrusion Protection (IPS)
o Netflow Configuration
o Network Anti-Malware
o URL Filtering
o Application Filtering
o Next Gen Firewall (NGFW) Rules
o pxGrid Integration
o Secure Malware Analytics integration
« Cisco Secure Network Analytics (formerly Stealthwatch)
o Adaptive Network Control (ANC)
o pxGrid integration
o Cisco Telemetry Broker
o Netflow Source and Destination Configuration
Out of Scope

o SD-WAN configuration is covered in our SASE guides for Meraki and Viptela
« Router configuration
« Wireless Access Point and WLC configuration

¢ Guest Portal
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« VPN
¢ MacOS devices

Windows 8 and earlier devices

« DNA Center is planned for the next revision
Zero Trust Companion Documents

While the number of Zero Trust capabilities and controls we can implement in the network and cloud is
extensive, it is only one component necessary for a full approach to Zero Trust. This Zero Trust guide for
Network and Cloud Security is presented as one part in a series that also covers Zero Trust capabilities for
Users, Devices, and Applications. To help understand the architecture, Cisco has broken it down into three
pillars:

« User and Device Security: making sure users and devices can be trusted as they access systems,
regardless of location

« Network and Cloud Security: protect all network resources on-prem and in the cloud, and ensure secure
access for all connecting users

« Application and Data Security: preventing unauthorized access within application environments
irrespective of where they are hosted

The three guides complement each other and provide multiple integration points. For example, device
management capabilities covered in the User and Device guide provide AnyConnect clients and profile
configuration that are used to perform 802.1X authentication against ISE in this guide. The User and Device
guide also covers remote clientless access to application resources within the network. Integration points
between the guides are noted in the sections where they occur, along with hyperlinks to the relevant sections in
the other guides.

Zero Trust Security Framework Map

The following table shows how common Zero Trust Frameworks map to the Cisco Zero Trust Framework.

NIST Cyber Security Framework CISA

User and Device User Identity
Security
Devices Device

Visibility & Analytics

Network and Cloud | Networks/Hybrid Multi-Cloud Network/ Environment

Security Automation & Orchestration
Governance

Application and Application Application Workload

Data Security
Data Data

For additional information, please refer to the Zero Trust Frameworks document.

Solution Overview

As covered in the introduction, Cisco has created a set of four Key Zero Trust Strengths as a model for
evaluating Zero Trust capabilities:
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Enforce Respond
Establish Trust-Based Continuously to Change
Trust Access Verify Trust in Trust

This guide uses the four Key Zero Trust Strengths as a framework to build out a solution for securing network
and cloud environments using the systems and capabilities listed in the In Scope section.

Establish Trust

Establishing Trust serves as a checkpoint when determining whether a user should be allowed access to the
network, and the information gathered during this step is used to facilitate the next Key, Enforcing Trust-Based
Access. As with all elements of Zero Trust, this area is a matter of degrees. Enforcing authentication at all
network access points is the foundation. For the authentication itself, using static credentials to establish trust
falls short of many frameworks, except for break-glass scenarios. Utilizing external authentication and an
identity store like AD is an improvement. Adding multi-factor authentication (MFA) is an additional safeguard
against lost or compromised external auth credentials that is increasingly seen as a required security guidance.
Adding machine authentication using client certificates provides validation of the device alongside the user.
Verifying the health and security status of the device adds an additional check that the device is not only known
but also in an acceptable security state.

The authentication standard covered in this guide involves 802.1X authentication using an encrypted EAP-FAST
connection that performs a client auth certificate check against the endpoint followed by an AD login. Based on
the results of the two checks—client certificate and AD login—a Dynamic SGT is assigned to the user which is
then used to enforce trust-based access, as covered in the next section.

The Cisco Zero Trust: User and Device Security Design Guide covers additional layers of Establishing Trust for
endpoints, including the following:

¢« MFA with Duo
¢ Deployment of Duo Device Health Monitoring
« Deployment of certificates via Meraki Mobile Device Management (MDM)

o Deployment of AnyConnect, Network Access Manager (NAM), and associated profiles via Meraki MDM
Enforce Trust-Based Access

After a user and machine have been securely authenticated to the network, the user should only be permitted to
access the minimum resources needed to perform their job functions. The general principles supporting Enforce
Trust-Based Access are RBAC—assigning access based on user role(s)—and Least Privilege—restricting all
access that is not necessary for a given user.

It is common to enforce RBAC and Least Privilege upon login. For example, if a user attempts to access a
switch, they could be prompted for a MFA login that would only succeed if valid credentials were presented
and a check of the user against a Network Admins or Network Operations Center (NOC) AD group was also
successful. Upon successful login, a user associated with either the Network Admins or NOC AD group could
be assigned access to specific commands using TACACS.
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If we add network security capabilities to the example, we can utilize TrustSec and Dynamic SGT to prevent any
users who are not members of the Network Admin and NOC AD groups from even connecting to the switch for
a login attempt. This additional layer of security can prevent an unauthorized and unauthenticated user from
leveraging a vulnerability to do harm to a system, and mitigates the risk that compromised break-glass
credentials that could be exploited for access, to give just two examples.

This guide enforces network based RBAC by assigning a Dynamic source SGT to each authenticated user that
captures the user’s AD group and whether their device is trusted (passed a machine auth cert check) or
untrusted (failed a machine auth cert check). The source SGT assigned by ISE is then attached to each frame
generated by the user; TrustSec enforcement switches and Secure Firewall then use the source SGT to perform
RBAC alongside static destination SGT assignments that are distributed via SGT Exchange Protocol (SXP). The
example traffic flows used in this guide utilize the ISE TrustSec matrix to perform micro-segmentation via
TrustSec access switches, denying unneeded connections between hosts connected to the same access
switch. Secure Firewall performs granular Access Control and inspection for connections permitted by micro-
segmentation that also pass through a firewall boundary.

For complex RBAC scenarios, such as when a single user is in multiple AD groups that all require discrete
access to resources that cannot be easily represented by a single SGT, the SGT can be supplemented by AD
group mappings on the firewall. This configuration has the downside of not being enforceable at the switch. The
assignment of multiple SGTs to one Authorization attempt is currently a road mapped feature for ISE.

The Cisco Zero Trust: User and Device Security Design Guide covers additional layers of Enforcing Trust-Based
Access:

« Authenticated remote clientless connections to internal applications with Duo Network Gateway (DNG)
Continuously Verify Trust

The prior sections outline how a user can securely connect to the network and then be permitted a successful
connection using RBAC and Least Privilege principles. However, once any successful connection is made, that
connection needs to be continuously monitored both for visibility and to ensure that malicious activity does not
occur in a session that passed all initial security checks. For trusted devices, the endpoint also needs to be
monitored to ensure that health and security posture does not degrade.

This design utilizes Secure Network Analytics, which can perform heuristic detection for both encrypted and
unencrypted flows. Switches and firewalls in the deployment are configured to export Netflow data to Cisco
Telemetry Broker, which aggregates the Netflow data and forwards it to Secure Analytics for analysis. Secure
Analytics will then use the flow data to detect malicious activity such as reverse shell attacks or data exfiltration
and generate a corresponding alert. In addition, Secure Firewall performs Intrusion Detection and Malware
Inspection on allowed connections.

The Cisco Zero Trust: User and Device Security Design Guide covers additional layers of Enforcing Trust-Based
Access:

« Monitoring of endpoint posture using the Duo Health Application
Respond to Change in Trust

The security mechanisms covered in the prior sections raise significant barriers against a potential breach or
compromise of the network, but modern security best practices recommend assuming that breaches are not
only possible but have already occurred. Any viable Zero Trust design requires the capability to revoke access
for suspicious or malicious actors.
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This design utilizes the ANC feature within Secure Analytics to assign a Quarantine SGT to suspicious or
malicious hosts. ISE will receive the Quarantine designation from Secure Analytics, then leverage Change of
Authorization ICoA) to force a re-authentication of the user. Upon reauthentication, ISE will match the host to an
Authorization rule that denies access at the TrustSec access switch (alternatively, a Quarantine SGT can be
assigned to still permit some restricted access).

Secure Firewall also inspects traffic for Intrusion events or Malware and can automatically terminate a previously
allowed connection if subsequent malicious activity is detected.

Zero Trust: Network and Cloud Security Business Flows

The Cisco Zero Trust Architecture Guide introduced the concept of SAFE business flows. Cisco SAFE uses the
concept of business flows to simplify the analysis and identification of threats, risks, and policy requirements for
effective security. This enables the selection of specific capabilities necessary to secure each business flow.

This design guide addresses the Zero Trust Network and Cloud Security aspects of the following business
flows:

« An on-prem employee with a trusted device at a branch office accessing a private application
« An on-prem contractor with an untrusted device at a branch office accessing a private application
« An on-prem guest with an untrusted device at a branch office accessing a public website on the Internet

« A remote employee with a trusted device accessing a private application

Zero Trust Business Flows

On-prem Employee with Trusted Device: Accessing Private Application (DC/laa$)

On-prem Trus_had Private Application
Employee  Device (Private DC/laaS)

On-prem Contractor with Untrusted Device: Accessing Private Application (DC/laas)

On-prem Umm Pri\fate Application
Confractor ~ Device ({Private DC/laaS)

On-prem Guest with Untrusted Device: Accessing Internet

=) s

Intemet

On-prem  Untrusted
Guest Device
Remote Employee with Trusted Device: Clientless Remote Access to Private Application (web/ssh/rdp) (DC/1aas)
Remote  Lrusted Private App (web/sshirdp)
Employse  DeVice (Private DC/laaS)
Figure 2. Zero Trust Network and Cloud Security Business Flows

Not all business flows have the same requirements. Some use cases have a smaller attack surface and
therefore require less security to be applied. Other use cases have more severe attack vectors and require
additional security controls. Evaluating the business flow by analyzing the attack surfaces provides the
information needed to determine and apply the correct capabilities for effective flow specific security. This
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process also allows for the application of capabilities to address risk and administrate policy requirements. In
the following figure, the yellow security capabilities are covered within this Zero Trust for Network and Cloud
Security design guide, while the green security capabilities are covered in the existing Zero Trust: User and
Device Security Design Guide and the blue security capabilities in the upcoming Zero Trust for Application and
Data Security design guide.

Zero Trust Business Flows with Security Capabilities
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Figure 3. Zero Trust Network and Cloud Security Business Flows with required capabilities

Product Overview
This Cisco Validated Design guide covers the following platforms for Zero Trust Network and Cloud Security:
o Cisco Catalyst 9000 Series Switch
o Cisco ISE
o Cisco Secure Firewall
o Cisco Secure Network Analytics

o Cisco Telemetry Broker
Short descriptions of each product and an outline of features deployed in the Zero Trust Network and Cloud
Security Deployment section of this guide are given in the following sections. All the products have many other
functionality areas that are beneficial or necessary to many customers, but only features explicitly deployed in
this guide are listed in this section.

Cisco Catalyst 9000 Series

The Catalyst 9300 serves as the access switch for the deployment, functioning as both a TrustSec and 802.1X
enforcement point. The switch performs an integral role in authentication, access control, monitoring, and
enforcement.
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802.1X

The Catalyst 9300 serves as the wired 802.1X enforcement point for the network. The switch integrates with
ISE to force Authentication and Authorization checks before network access is granted. If an endpoint exhibits
suspicious or malicious activity, the switch can send a CoA to force the endpoint to reauthenticate, at which
point the endpoint can be quarantined or receive restricted access based on a new evaluation of the device
posture against the ISE AA policies.

Netflow

The Catalyst 9300 generates Netflow logs based on the traffic that passes through it. The Netflow logs can then
be used for end-to-end connectivity troubleshooting and threat monitoring. The Catalyst 9300 serves as one of
many Netflow collection points throughout the network. The Netflow data sent by the Catalyst 9300 and other
platforms is aggregated via Cisco Telemetry Broker and then fed to Secure Network Analytics for end-to-end
traffic visibility and heuristic analysis.

SXP

The Catalyst 9300 receives static destination SGTs from ISE via SXP. This configuration allows SGACLs
(Security Group Access Control Lists) to be distributed to the TrustSec enforcement capable switch closest to
the traffic destination, allowing for scaling of SGACLs across large environments without exhausting switch
resources.

TrustSec

The Catalyst 9300 serves as part of an end-to-end TrustSec network. The switch attaches dynamic source
SGTs to all frames originating from 802.1X authenticated endpoints, which can be used by both TrustSec
enforcement switches and Secure Firewall for RBAC. Micro-segmentation is accomplished through source and
destination SGTs and the TrustSec Matrix in ISE. For more information on TrustSec terminology, definitions, and

capabilities, please see the Cisco TrustSec Configuration Guide.
Cisco ISE

Cisco ISE is the linchpin for the deployment, serving as the backbone of AA for the network alongside Microsoft
Active Directory, acting as a configuration hub and distribution point for TrustSec static SGTs and SGACLs, and
functioning as an intermediary for revoking network access for end hosts utilizing pxGrid and CoA.

802.1X Authentication and Authorization

ISE receives 802.1X login attempts from access switches and evaluates them against Authentication and
Authorization policies. Both machine and user logins are covered in this guide.

Active Directory Integration with PassivelD

ISE is joined to the AD domain to retrieve AD group information and to send AD login requests to Active
Directory as part of the Authorization process. PassivelD is leveraged to distribute user to IP maps for AD
authentications that don’t pass through ISE (such as VPN-less connections like DNG) to Secure Firewall and
Secure Analytics.

Change of Authorization (CoA)

ISE can send a CoA request to an access switch to force a user to reauthenticate. If the user’s posture has
degraded or they have been quarantined, their access will be restricted accordingly upon reauthentication.
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pxGrid

ISE integrates with Secure Firewall and Secure Network Analytics via pxGrid, sending destination SGTs to
Secure Firewall, and user to IP maps to both devices. ISE also receives quarantine requests from Secure
Analytics over pxGrid.

TrustSec

When users are evaluated against the ISE Authentication and Authorization policies as part of the 802.1X login
process, ISE will assign a dynamic source SGT to the user based on the matched Authorization rule. ISE also
serves as the configuration point for static SGT assignments for devices that do not authenticate and distributes
those SGT assignments to switches and firewalls throughout the network. Finally, configuration of SGACLs is
performed in ISE via the TrustSec Matrix, with SGACLs distributed through SXP.

Cisco Secure Firewall

Cisco Secure Firewall acts as an enforcer of RBAC, combining its extensive Next Gen Firewall (NGFW)
capabilities with the clear user and device tracking provided by the ISE and TrustSec network. Cisco Secure
Firewall is deployed alongside the Firewall Management Center (FMC). Configuration examples in this guide are
performed on the FMC, which in turn pushes configurations and integration resources to firewalls throughout
the network.

Application Visibility and Control

Secure Firewall performs deep packet inspection to detect the network activity of layer 7 applications. This
allows for strong control of network sessions where both the port and application must match an expected
value for a session to be allowed.

Dynamic SGT

Secure Firewall can import Security Group lists from ISE, eliminating the need for firewall side group
configuration and allowing ISE to act as a single source of truth for user and device groupings for the network.
As users connect to resources in the local network and in the cloud, Secure Firewall can act on the Source and
Destination SGT criteria in its Access Control Policy (ACP) to allow or block traffic based on the Source SGTs
attached by the TrustSec network and the static Destination SGT mappings received from ISE via SXP.

Intrusion Prevention

After a session is allowed by the Secure Firewall ACP, each subsequent packet in the session can be subjected
to intrusion inspection. If a session packet matches an intrusion rule set to block, the firewall will block the
offending packet and any additional packets in the session will be block listed.

Netflow

Secure Firewall generates Netflow data that is aggregated by the Cisco Telemetry Broker and sent to Secure
Network Analytics for heuristic analysis.

Network Anti-Malware

After a session is allowed by the Secure Firewall ACP, each subsequent packet in the session can be subjected
to malware inspection. Packets that are part of a file transfer are stored in memory and reassembled when the
final file-packet reaches the firewall. If the file matches a known malicious hash or fails a Threat Grid sandbox
analysis, the file can be blocked.
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pxGrid

pxGrid serves as the communication channel with ISE. In this guide, it is used for receiving Security Groups and
user to IP mappings from ISE.

SXP

SXP is used to distribute Destination SGTs to the Secure Firewall from ISE.

URL Control

Secure Firewall can restrict access based on specific URLs or URL categories.

Cisco Secure Network Analytics

Cisco Secure Network Analytics performs extensive monitoring of network traffic using data collected from
Netflow devices across the network. Secure Analytics performs heuristic inspection of encrypted and
unencrypted flows, acting as a complement to the string based IPS detection of Secure Firewall. In this guide,
Secure Network Analytics is deployed as two devices, a Flow Collector and a Management Center.
Configuration examples in this guide are performed via the Management Center.

Adaptive Network Control (ANC)

Security Operations Center (SOC) analysts can respond to Secure Network Analytics alerts by issuing a
quarantine action against a host using ANC. Once the quarantine action is initiated, Secure Network Analytics
communicates the action to ISE over the pxGrid channel. ISE then sends a CoA request to the appropriate
access switch, which forces a reauthentication of the host. When the host reauthenticates, it is matched to an
ANC quarantine rule within the ISE Authorization policy. Quarantine designations can also be lifted from Secure
Network Analytics.

pxGrid

Serves as the communication channel between ISE and Secure Network Analytics. User to IP maps are
transmitted from ISE to Secure Network Analytics, and quarantine designations are transmitted from ANC to
ISE.

Cisco Telemetry Broker (CTB)

Telemetry Broker functions as a Netflow aggregation tool. It allows for the deployment or replacement of
Netflow ingestors without reconfiguring Netflow sources to point to the new destination. For example, CTB can
be deployed to collect all Netflow data in a network and send it (filtered or unfiltered) to a SIEM; if a SIEM
competitor were evaluated, CTB could easily be configured to send the same Netflow data to both the new
SIEM and the existing SIEM, without time consuming reconfiguration of Netflow source devices. In this guide,
CTB is deployed as two devices, a Node and a Manager. Configurations shown are for the Manager.

Netflow

In this deployment, Telemetry Broker receives Netflow data from the Catalyst switch and Secure Firewall and
dispenses the Netflow data to the Secure Analytics Flow Collector.
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Figure 4. Cisco Zero Trust Design

Branch - Employee, Trusted Device

The employee’s device is provisioned with AnyConnect and NAM as covered in the Zero Trust: User and Device
Security Design Guide. A local client authentication certificate is provisioned to the endpoint via Active Directory
(AD) Group Policy Object (GPO).

Private Application (Private DC)

Login Procedures and Network Access
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The employee connects a computer to the network via a wired ethernet port at the branch. The ethernet port is
connected to a TrustSec capable access switch. Upon connection, power on, or user sign-on, the NAM
installation on the endpoint attempts an 802.1X machine authentication to the switch using an encrypted EAP-
FAST connection.

ISE* AD*

Untrusted Device Contractor
. Untrusted Device Guest

Figure 5. Employee to Access Switch using EAP-FAST

The access switch receives the 802.1X request and transmits it to ISE for processing. The connection is
permitted by the Branch firewall, transmitted across the SD-WAN, and permitted again at the Datacenter
boundary firewall. The Core/Distribution switches act as TrustSec Passthrough devices (not TrustSec
Enforcement) and forward the connection. The Datacenter Access Switch permits the connection through its
TrustSec SGACL, as configured in the TrustSec Matrix.
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Figure 6. Branch Access Switch sends Employee’s 802.1X request to ISE

ISE matches the machine authentication request against its AA policies. During the AA process, the endpoint
checks the EAP server certificate presented by ISE and verifies that the ISE EAP certificate matches a trusted
certificate in the NAM configuration. ISE also prompts the endpoint to provide a machine auth certificate. Both
certificate checks succeed, and the endpoint passes AA. ISE assigns a dynamic SGT based on the machine
authentication, then returns the AA verdict to the switch along with the SGT assignment (the SGT will restrict
the connectivity of the endpoint until it passes user authentication). The return connection is permitted by the
Branch and Datacenter access switch SGACLs and allowed as stateful response traffic through the firewalls.

When the user attempts to access the computer, the user is presented with a prompt to enter their AD
credentials. NAM initiates a new 802.1X request that uses EAP-Chaining to submit both machine and AD
credentials as part of a single authorization request. The switch forwards the 802.1X request to ISE. The
connection is permitted through the firewall, SD-WAN, and Datacenter access switch infrastructure as in the
prior 802.1X machine authentication connection. ISE processes the 802.1X request, new checks are made
against the machine and server certificate, and ISE forwards the AD credentials to a Domain Controller (DC) for

validation.
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Figure 7. ISE forwards Active Directory Credentials to Domain Controller for validation

The DC returns authentication success to ISE. ISE also checks what AD group(s) the user belongs to and
confirms the Employee group. ISE uses the Employee group criteria in conjunction with validating the user and
machine authentication to match the 802.1X attempt against an Authorization rule for Employee Trusted Device.
The rule has an associated Dynamic SGT named Employee_Trusted_Device, and both the AA result and the
SGT assignment are sent to the Branch access switch. Return traffic is allowed as in the prior 802.1X
connection. The switch will then append the Employee_Trusted_Device source SGT to all frames originating
from the end host.

Distribution of Destination SGTs and SGACLs via SXP

After logging on, the employee attempts to access an on-premises private application hosted at the datacenter.
The private application is accessed via URL, with the URL resolving to a cluster of application servers with a
static SGT assignment of DC_Application_Servers. This static SGT was previously distributed from ISE to the
FMC via SXP. The FMC then distributed the static SGT to the firewalls across the network.
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Figure 8. ISE sends static SGTs to the FMC, which distributes the SGTs to the FTDs

ISE has also distributed the DC_Application_Servers static SGT to the TrustSec enforcement switches

throughout the network, also via SXP.
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Figure 9. ISE sends SGTs to enforcement switches via SXP

Lastly, ISE has distributed the SGACLs associated with the DC_Application_Servers to the TrustSec switch
closest to the application servers (it is best practice that each switch maintains the SGACLs only for connected
and closest devices to keep rule tables lean in large environments). The SGACLs are configured via the
TrustSec Matrix in ISE.
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Figure 10. ISE sends SGACL to DC Application Switch
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Employee to Application Server Connection

The employee initiates an HTTPS connection to the Private Application. The branch access switch receives the
employee to application server connection first and appends the Employee_Trusted_Device source SGT to the
frame. The branch access switch checks both the source SGT assigned to the user and the destination SGT
mapped to the destination IP against its SGACL.

(e AD* Branch ™

Trusted Device Employee

Untrusted Device Contractor
. Untrusted Device Guest ./
Figure 11. Employee initiates HTTPS connections to private application

The access switch is not closest to the destination SGT and so has not received SGACL assignments for the
destination SGT via SXP, so the access switch forwards the packet to the next hop, the Secure Firewall.

ISE* AD* Branch )

Trusted Device Employee
[

Untrusted Device Contractor
N Untrusted Device Guest ./

Figure 12. Access switch forwards packet to next hop

Secure Firewall evaluates the connection against its Access Control Policy using the source SGT, destination
SGT, URL, application, destination port, and source and destination zones. All criteria match an allow rule
permitting access to the private application. Secure Firewall allows the connection and flags the allowed packet
and all subsequent packets in the connection for Intrusion and Malware inspection. Secure Firewall then sends
the allowed connection to the SD-WAN router.
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Figure 13. Secure Firewall sends allowed connection to Branch SD-WAN Router

The SD-WAN router permits the connection and uses TrustSec Passthrough to preserve the source SGT across
the IPSec tunnel between sites. The SD-WAN router routes the connection across the SD-WAN to the
datacenter. (In a deployment without SD-WAN, SXP can be used to re-attach the SGT at the datacenter.)
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Figure 14. Branch SD-WAN Router permits connection to DC SD-WAN Router

The datacenter SD-WAN router receives the connection from the branch SD-WAN router and routes it to the
boundary firewall.
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Figure 15. Data Center SD-WAN Router sends connection to Secure Firewall

The boundary firewall permits the connection based on the same criteria used by the branch firewall and
forwards the connection to the core switch infrastructure.
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Figure 16. Boundary Firewall forwards connection to Core switch infrastructure

The core switch infrastructure does not enforce TrustSec Inline Tagging, but uses TrustSec passthrough to
deliver the packet with attached source SGT to the access switch in the network's Applications segment.
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Figure 17.  Core infrastructure sends connection to DC enforcement switch

The access switch evaluates the source SGT and destination SGT against its SGACL. Because the access
switch in the Applications segment of the network is the closest TrustSec device to the application servers, it
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has received SGACL rules for the destination SGT. The SGACL permits the connection, and the packet
successfully reaches its destination of the private application server.
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Figure 18. Data Center access switch permits the connection as it is allowed in the SGACL

Netflow Collection

The routers, firewalls, and switches all generate a Netflow record of the connection and send Netflow data to
the datacenter CTB node.

Note:

The granularity of Netflow data can be a question of design. Collecting at every point delivers more

point-to-point visibility for platforms like Secure Analytics. However, only collecting Netflow closest to the
source and destination reduces log storage requirements.
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Figure 19.

All Network devices are configured to send Netflow to Cisco Telemetry Broker

CTB aggregates the Netflow data and sends it to a Secure Network Analytics Flow Collector for analysis and

session tracking.
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Figure 20. CTB aggregates Netflow traffic and sends to Secure Network Analytics

Secure Network Analytics collects the flow data and generates flow events.
Monitoring of Allowed Connections

As additional packets are sent over the allowed connection, the data for each packet is added to end of session

logging for Secure Firewall and sent to Secure Analytics through additional Netflow logs. Each additional
packet is also subjected to Intrusion Protection and Malware blocking, depending on protocol. If an intrusion
event or malware is detected by the Secure Firewall, the connection is terminated, and an event is generated.

If Secure Network Analytics detects malicious activity over the session, it will generate an alert based on the
activity observed. If the malicious activity warrants a response action, the SOC can use the ANC feature of

Secure Network Analytics to send a quarantine request to ISE.
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Figure 21.
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ISE receives the quarantine request and sends a CoA request to the access switch of the target host.
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Figure 22. ISE sends Change of Authorization request to Branch Access Switch

The switch performs the CoA against the host, forcing the host to reauthenticate via 802.1X.
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Figure 23. Branch Access Switch forces Employee’s host to reauthenticate

When the host reauthenticates, the ANC assignment matches the reauthentication attempt against a Quarantine
rule in the ISE Authorization policy, with a result of Deny Access.
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Figure 24. CoA forces the host to reauthenticate via 802.1x. A quarantine rule is matched in ISE

The switch blocks all network access for the host until the quarantine is lifted and the host completes a
successful 802.1X user authentication.
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Figure 25. Branch access switch blocks network access for Employee
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Additional security for the user to private application is provided in the companion Zero Trust guides. For Duo
MFA for the user to application connection, please see the Zero Trust: User and Device Security Design Guide.
For security specific to the application, please see the upcoming Zero Trust: Application Security Design Guide.

Branch - Contractor, Untrusted Device

Depending on the organization's security policy, the contractor’s device may or may not be provisioned with all
of the same applications as an employee. In this example, no applications are installed on the contractor’s
device, and it is considered untrusted. However, the device has been joined to the AD domain and configured
for 802.1X. While the Contractor with Untrusted Device has different application access than the Employee with
Trusted Device, the methodology for validating the user and device and then granting access to a permitted
application is the same as in the prior section.

Private Application (Private DC)

Login Procedures and Network Access

The contractor connects a computer to the network via a wired ethernet port at the branch. The ethernet port is
connected to a TrustSec capable access switch. When the user attempts to access the computer, the user is
presented with a prompt to enter their AD credentials. The AD credentials are sent to the switch as part of an
802.1X request.

[SE* AD* Branch N

Trusted Device

Employee
1

Untru Device Contractor
W Untrusted Device Guest S

Figure 26. Contractor to Access Switch using 802.1X

The switch receives the 802.1X request and transmits it to ISE for processing. The connection is permitted by
the Branch firewall, transmitted across the SD-WAN, and permitted again at the Datacenter boundary firewall.
The Core/Distribution switches act as TrustSec Passthrough devices (not TrustSec Enforcement) and forward
the connection. The Datacenter Access Switch permits the connection through its TrustSec SGACL, as
configured in the TrustSec Matrix.
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Figure 27.

Branch Access Switch sends Contractor’s 802.1X request to ISE

ISE processes the 802.1X request and forwards the AD credentials to a Domain Controller for validation.
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Figure 28. ISE forwards AD Credentials to Domain Controller for validation

The Domain Controller returns an auth success to ISE. ISE also checks what AD group(s) the user belongs to
and confirms the Contractor group. While the user has successfully authenticated against AD, they have not
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presented a certificate for machine authentication. ISE uses the Contractor group criteria, the AD auth success,
and the machine authentication failure to match the 802.1X attempt against an Authorization rule for Contractor
Untrusted Device. The rule has an associated Dynamic SGT named Contractor_Untrusted_Device, and both the
AA result and the SGT assignment are sent to the Branch access switch. The return connection is permitted by
the Branch and Datacenter access switch SGACLs and allowed statefully as response traffic through the
firewalls. The switch will then append the Contractor_Untrusted_Device source SGT to all frames originating
from the end host.

Distribution of Destination SGTs and SGACLs via SXP

After logging on, the contractor attempts to access an on-premises private application hosted at the
datacenter. The private application is accessed via URL, with the URL resolving to a cluster of application
servers with a static SGT assignment of DC_Application_Servers. This static SGT was previously distributed
from ISE to the FMC via SXP. The FMC then distributed the static SGT to the firewalls across the network.
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Figure 29. ISE sends static SGTs to the FMC, which distributes the SGTs to the FTDs

ISE has also distributed the DC_Application_Servers static SGT to the TrustSec enforcement switches
throughout the network, also via SXP.
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Figure 30. ISE sends SGTs to enforcement access switches via SXP

Lastly, ISE has distributed the SGACLs associated with the DC_Application_Servers to the TrustSec switch
closest to the application servers (it is best practice that each switch maintains the SGACLs only for connected
and closest devices to keep rule tables lean in large environments). The SGACLs are configured via the

TrustSec Matrix in ISE.
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Figure 31. ISE sends SGACL to DC Application Switch

© 2023 Cisco and/or its affiliates. All rights reserved. Page 34 of 251



Contractor to Application Server Connection

The contractor initiates an HTTPS connection to the Private Application. The branch access switch receives the
contractor to application server connection first and appends the Contractor_Untrusted_Device source SGT to
the frame. The branch access switch checks both the source SGT assigned to the user and the destination SGT
mapped to the destination IP against its SGACL.
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Figure 32. Contractor initiates HTTPS connections to private application

The access switch is not closest to the destination SGT and so has not received SGACL assignments for the
destination SGT via SXP, so the access switch forwards the packet to the next hop, the Secure Firewall.
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Figure 33. Access switch forwards packet to next hop

Secure Firewall evaluates the connection against its Access Control Policy using the source SGT, destination
SGT, URL, application, destination port, and source and destination zones. All criteria match an allow rule
permitting access to the private application. Secure Firewall allows the connection and flags the allowed packet
and all subsequent packets in the connection for Intrusion and Malware inspection. Secure Firewall then sends
the allowed connection to the SD-WAN router.
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Figure 34.

Secure Firewall sends allowed connection to Branch SD-WAN Router

The SD-WAN router permits the connection and uses TrustSec Passthrough to preserve the source SGT across
the IPSec tunnel between sites. The SD-WAN router routes the connection across the SD-WAN to the

datacenter.
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Figure 35.
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The datacenter SD-WAN router receives the connection from the branch SD-WAN router and routes it to the

boundary firewall.
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Figure 36.

Data Center SD-WAN Router sends connection to Secure Firewall

The boundary firewall permits the connection based on the same criteria used by the branch firewall and
forwards the connection to the core switch infrastructure.
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Figure 37.

Boundary Firewall forwards connection to Core switch infrastructure

The core switch infrastructure does not enforce TrustSec Inline Tagging, but uses TrustSec passthrough to
deliver the packet with attached source SGT to the access switch in the network's Applications segment.
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Figure 38. Core infrastructure sends connection to DC enforcement switch
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The access switch evaluates the source SGT and destination SGT against its SGACL. Because the access
switch in the Applications segment of the network is the closest TrustSec device to the application servers, it
has received SGACL rules for the destination SGT. The SGACL permits the connection, and the packet
successfully reaches its destination of the private application server.
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Figure 39.

Netflow Collection

DC access switch permits the connection as it is allowed in the SGACL

The routers, firewalls, and switches all generate a Netflow record of the connection and send Netflow data to

the datacenter CTB node.

Note:

The granularity of Netflow data can be a question of design. Collecting at every point delivers more

point-to-point visibility for platforms like Secure Analytics. However, only collecting Netflow closest to the

source and destination reduces log storage requirements.
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Figure 40.

All Network devices are configured to send Netflow to Cisco Telemetry Broker

CTB aggregates the Netflow data and sends it to a Secure Network Analytics Flow Collector for analysis and

session tracking.
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Figure 41.

Secure Network Analytics collects the flow data and generates flow events.
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Monitoring of Allowed Connections

As additional packets are sent over the allowed connection, the data for each packet is added to end of session
logging for Secure Firewall and sent to Secure Analytics through additional Netflow logs. Each additional packet
is also subjected to Intrusion Protection and Malware blocking, depending on protocol. If an intrusion event or
malware is detected by the Secure Firewall, the connection is terminated, and an event is generated.

If Secure Network Analytics detects malicious activity over the session, it will generate an alert based on the
activity observed. If the malicious activity warrants a response action, the SOC can use the ANC feature of
Secure Network Analytics to send a quarantine request to ISE.
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=
A0 WAN/Internet Edge Server  private Application
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Duo Auth Proxy Arcess
Switch Switch

) |

Core Server Private Application
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Figure 42. Secure Network Analytics sends quarantine request to ISE

ISE receives the quarantine request and sends a CoA request to the access switch of the target host.
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Figure 43. ISE sends Change of Authorization request to Branch Access Switch

The switch performs the CoA against the host, forcing the host to re-authenticate via 802.1X.

ISE*

h.

AD*

Branch

Trusted Device

>

Untru Device

Untrusted Device

~\

Employee

Contractor

Guest /

Figure 44.

Branch Access Switch forces Contractor’s host to reauthenticate

When the host reauthenticates, the ANC assignment matches the reauthentication attempt against a Quarantine
rule in the ISE Authorization policy, with a result of Deny Access.
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Figure 45.

CoA forces the host to reauthenticate via 802.1x. A quarantine rule is matched in ISE

The switch blocks all network access for the host until the quarantine is lifted and the host completes a

successful 802.1X user authentication.
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Figure 46. Branch access switch blocks network access for Contractor

Additional security for the user to private application is provided in the companion Zero Trust guides. For Duo
MFA for the user to application connection, please see the Zero Trust: User and Device Security Design Guide.
For security specific to the application, please see the upcoming Zero Trust: Application Security Design Guide.
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Branch - Guest User

The guest user has a BYOD with no organization-controlled software or trusted certificates.

Internet

Login Procedures and Network Access

The guest user attempts a connection to an open Guest WI-FI SSID. The wireless access point (WAP) that hosts

the SSID forwards the connection request to a Wireless LAN Controller (WLC).

A
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|
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Figure 47.

The WLC in turn forwards the connection request to ISE.

Branch Guest to WLC
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Figure 48. Branch WLC sends connection request to ISE

ISE authenticates the connection against its AA policies, returning a URL redirect and URL redirect ACL to the
WLC. The guest user receives the URL redirect, which sends them to the ISE guest access portal. The guest
user performs the Register for Guest Access action and creates an account, after which they are assigned a
username and password, then prompted to log in. After the guest successfully logs in to the ISE guest portal,
ISE sends a CoA to the WLC.
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Figure 49. Branch Guest is sent URL redirect to the ISE guest portal for registration

The WLC responds to the CoA by prompting the user to re-authenticate using their new credentials.
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Figure 50. Branch Access WLC prompts the user to authenticate with new credentials

The user reauthentication is sent to ISE.
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Figure 51. Branch Guest is reauthenticated by ISE

ISE matches the access request against an Authorization rule that assigns the Guest SGT and returns the

access result and the SGT to the WLC.
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Figure 52. ISE sends Guest authorization SGT and access to the Branch WLC

The WLC will then append the Guest SGT to each frame generated by the guest user.
Guest to Internet Connection

The guest user then attempts to access the internet. The destination public IP in the connection matches the
Unknown static SGT (best practice for SGACL configuration has been followed with all internal subnets mapped
to SGACLs, with the Unknown SGT used as a catch all for IP spaces outside the network). The WLC permits the
connection as traffic to the Unknown SGT is not blocked by SGACL.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 47 of 251



ISE* AD* Branch
&
Trusted Device Employee
[
Urltrusted Device Contractor
N Untrusted Device Guest 4

Figure 53. Branch Guest initiates connection to Internet starting with WLC

The connection is sent to the Secure Firewall, where it is evaluated against the Access Control Policy.
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Figure 54. Branch Secure Firewall determines if policy allows guest to access Internet

Secure Firewall evaluates the connection using the source SGT, destination SGT, and source and destination
zones. All criteria match an allow rule permitting the Guest SGT to connect to the Unknown SGT from a guest
wireless zone to an outside zone. Secure Firewall allows the connection and flags the allowed packet and all
subsequent packets in the connection for Intrusion inspection to mitigate the risk of outbound attacks launched

by a guest to an internet target from the company public IP space.
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Branch Secure Firewall allows connection to Internet

The SD-WAN router receives the connection from the firewall outside zone and routes the connection to the

in

ey

Figure 56. Branch SD-WAN Router sends connection to Internet

ternet.
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The switch, firewall, and router all generate a Netflow record of the packet and send the Netflow to a CTB node
at the datacenter over the SD-WAN connection.
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Figure 57. Branch network devices all send Netflow to the Cisco Telemetry Broker

CTB aggregates the Netflow records and sends it to a Secure Network Analytics Flow Collector for analysis and
session tracking.
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Figure 58. Cisco Telemetry Broker sends aggregated Netflow records to Secure Network Analytics

Secure Network Analytics collects the flow data and generates flow events.
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Monitoring of Allowed Connections

As additional packets are sent over the allowed connection, the data for each packet is added to end of session
logging for Secure Firewall and sent to Secure Analytics through additional Netflow logs. Each additional
packet is also subjected to Intrusion inspection, depending on protocol. If an Intrusion event is detected by the
Secure Firewall, the connection is terminated, and an event is generated.

If Secure Network Analytics detects malicious activity over the session, it will generate an alert based on the
activity observed. If the malicious activity warrants a response action, the SOC can use the ANC feature of
Secure Network Analytics to quarantine the host through its integration with ISE.
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Figure 59.  Secure Network Analytics alerts ISE to quarantine the host

After the SOC initiates the ANC quarantine action, Secure Analytics will transmit the request to ISE. ISE will then
force a CoA request for the associated host.
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Figure 60. ISE sends a CoA to Branch WLC to quarantine host

The WLC performs the CoA against the host, forcing the host to re-authenticate.
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Figure 61.  Branch WLC initiates the Change of Authorization (CoA) of the Guest’s Untrusted device

When the host reauthenticates, the ANC assignment matches the reauthentication attempt to a Quarantine rule
in the ISE Authorization policy, with a result of Deny Access.
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Figure 62.

Branch Guest reauthenticates and matches a Quarantine rule

The switch blocks all network access for the host until the quarantine is lifted and the host completes a
successful authentication.
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Figure 63.

Branch Guest access is blocked, no network access
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Additional Guides and Resources

Ports and Protocols

The Firewall Access Control and TrustSec SGACL configuration sections of this guide focus on the Employee,
Contractor, and Guest connections covered in the prior Zero Trust Design section. However, additional
connections must be allowed for the different integrations covered in the Deployment section, depending on
network topology. For a list of ports required for RADIUS (used in this guide for 802.1X), pxGrid, CoA, SXP,
PassivelD (the AD Agent is deployed in this guide), and TrustSec, please see the Cisco ISE Ports Reference
guide. ISE will initiate outbound LDAP, SMB, and KDC connections to AD, which are also covered in the ISE
Ports Reference guide. Lastly, Netflow connections between multiple platforms are covered in the Deployment
section; the default Netflow port is UDP 2055.

Guest Wireless Configuration

This guide covers the handling of Guest connections through the ISE AA policies, the TrustSec Matrix, and
Secure Firewall rules utilizing Dynamic and Static SGTs. For comprehensive guidance on setup and
configuration of a Guest Wireless deployment, please see the ISE Guest Access Prescriptive Deployment Guide.

Overview of Integrations

The Zero Trust Network and Cloud Security Deployment section covers many different product configurations,
and it may be helpful for some users to review dependencies between the different configuration topics. A high
level overview of how the different configurations support and integrate with each other is provided below.

Integrate ISE with Active Directory

o AD user groups are utilized in the configuration of Authorization rules in the Configure ISE Policy Sets
section

« During 802.1X logins (the Configure 802.1X section), ISE uses AD for machine and user lookups and AD
credential validation
Configure PassivelD

o The pxGrid Configuration and Integration section establishes Secure Firewall and Secure Network
Analytics as pxGrid Subscribers, which can receive PassivelD user to IP maps from ISE
pxGrid Configuration and Integration

« User to IP mappings are transmitted from ISE to Secure Firewall and Secure Network Analytics. These
user to IP maps come directly from ISE for 802.1X logins and from the PassivelD for AD logins that do not
go through ISE (the VPN-less connection through the DNG)

o Secure Network Analytics uses the Adaptive Network Control Configuration to send quarantine requests
to ISE over the pxGrid channel

¢ The Configure ISE Security Groups and Static Mapping section covers creation of new Security Groups
which are sent to Secure Firewall via pxGrid. The Security Groups are used in Secure Firewall policy
creation in the Secure Firewall Access Control with Dynamic SGT section

« pxGrid Configuration and Integration can be found in the SAFE Certificate Management Design Guide.
Adaptive Network Control Configuration

o Secure Network Analytics will use the pxGrid channel created in the pxGrid Configuration and Integration
section to send host quarantine designations to ISE via ANC
Configure Netflow
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« The Netflow logs generated and transmitted to Secure Network Analytics in the Configure Netflow section
form the basis for the security events used to make ANC quarantine designations
Configure TrustSec

« The Configure ISE Security Groups and Static Mapping section sets the Security Groups that will be used
for TrustSec SGTs

o The Configure TrustSec SGACLs section sets access control that is enforced by TrustSec access
switches

« Source SGTs are assigned on 802.1X login (Configure 802.1X) via Authorization rules from the Configure
ISE Policy Sets section. The source SGTs are then attached to host frames by TrustSec switches and
used for TrustSec enforcement
Configure SXP

o ISE uses SXP to assign destination SGTs to the TrustSec switch closest to the destination host. The
TrustSec switches then retrieve the SGACLs (Configure TrustSec SGACLs) that apply to the destination
SGTs

o ISE uses SXP to distribute the static IP to Security Group mappings to the FMC, which are necessary for
the Secure Firewall Access Control with Dynamic SGT section
Configure 802.1X

« 802.1X logins require ISE to perform user and machine checks against AD (Integrate ISE with Active
Directory)

o 802.1X logins are evaluated against AA rules from the Configure ISE Policy Sets section

o ISE assigns SGTs upon 802.1X Authorization that are drawn from Security Groups in the Configure ISE
Security Groups and Static Mapping section
Configure ISE Security Groups and Static Mapping

o Security Groups are used to assign SGTs upon 802.1X login

o Security Groups are distributed to firewalls and TrustSec switches via the Configure SXP section
o Security Groups are used to build SGACLs in the Configure TrustSec SGACLs section

o Security Groups are used for the SGT assignments in the Configure ISE Policy Sets section

o Security Groups are used as rule criteria in the Secure Firewall Access Control with Dynamic SGT section
Configure TrustSec SGACLs

o SGACLs are used by TrustSec switches (Configure TrustSec) to enforce network-based access control

o« SGACLs are created using the groups from the Configure ISE Security Groups and Static Mapping section
ISE Authentication and Authorization Policy Preparation

o This section sets certificates and configurations that are necessary for 802.1X login and for the Configure
ISE Policy Sets section
Configure ISE Policy Sets

o ISE policies use groups from the Configure ISE Security Groups and Static Mapping section

e 802.1X logins are evaluated against the Authentication and Authorization policies configured in this
section
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o The Authorization policy configured in this section assigns SGTs that are used by the switches in the
Configure TrustSec section and by the Secure Firewall Access Control with Dynamic SGT section
Secure Firewall Access Control with Dynamic SGT

o This section uses Security Groups from the Configure ISE Security Groups and Static Mapping section

« This section receives static IP to Security Group maps from ISE via the Configure SXP section that are
used for destination SGTs in the Access Control policy

Zero Trust: Network and Cloud Security Deployment

This deployment section can be followed linearly to accomplish the capabilities outlined in the Zero Trust
Design section. Required platforms and platform capabilities are listed in the Product Overview section. An
outline of how the configuration in the following subsections interact with each other is included in the
preceding Overview of Integrations section.

Integrate ISE with Active Directory

ISE leverages Active Directory (AD) for multiple methods of authentication, including the 802.1X configuration in
this guide. Groups imported from AD will also be used later in the AA rules for 802.1X. AD is also used to
retrieve user to IP mappings for PassivelD.

ISE and AD: Prerequisites

Step 1. Before integrating AD with ISE, confirm that you have admin access available for both AD and
ISE and then perform the following checks.

Step 2. Verify the clocks of the AD server and ISE are synced, preferably via a common NTP server.
The time for an ISE node can be verified with the show clock command:

Step 3. On the AD server, click the time and date on the right side of the task bar to see the current
time in seconds.

8:2655

Saturday

December

Su

Step 4. From the ISE CLI, confirm DNS name resolution for the AD server via the nslookup command:
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ISE: Join the AD Domain

Step 1. From the ISE GUI, click the Menu icon (=) and navigate to Administration = Identity

Management - External Identity Sources.

Cisco ISE

X Cisco ISE Q. What page are you looking for?

Dashboard Context Visibility Operations

Recent Pages
System
Deployment
) Deployment
Matrix
Licensing
TrustSec Policy
Certificates
Security Group ACLs
: Logging
Components
Maintenance
Upgrade
Health Checks
Backup & Restore
Admin Access

Settings

Identity Management

Identities
Groups

External Identity Sources

Step 2. Click on Active Directory.
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= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources Certificate Authentication Profile

= o
= 5
= B

1 Certificate Authentication F

-+ Add
[ 1 Active Directoryl

Step 3. Click the Add button.
= Cisco ISE Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources ACtlve D | re CtO ry

E B
+ Add 0 Q. Node View 2 Advanced Tools Scope Mode

[ Certificate Authentication F

Step 4. Enter a name for the Join Point and specify the domain of the target AD server. Click the
Submit button.

= Cisco ISE

Administration - Identity Management (1]
Identities Groups External Identity Sources Identity Source Sequences Settings
External Identity Sources Connection
B B
* Join Point Name GL-AD1 ®
£ Certificate Authentication F
5 £ Active Directory Active Blieciony lab1six1.com o
Domain
£ LbAP
) ODBG

1 RADIUS Token
£ RSA SecurlD
£ SAML Id Providers

£ Social Login

Step 5. A prompt appears asking whether to join immediately. Click Yes. Note: if you accidentally click
No, the domain can be joined from the Connection page.

®

Information

Would you like to Join all ISE Nodes to this Active Directory Domain?

No Yes
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Step 6. Enter an AD administrator username and password. ISE recommends checking the Store
Credentials box. Click OK.

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name (1) administrator

* PASSWOND -w=w-sr=rsereeeesssssssmssanssnaan e nea]

[C] Specify Organizational Unil(]

Store Credentials C)

Step 7. If everything is in order, ISE will join the domain. Click Close.

Join Operation Status

Status Summary: Successful

ISE Node : Node Status

gl-isel.lab1six1.com 4 Completed.

Close

ISE: Import Active Directory Groups

Active Directory groups will be needed for Authentication and Authorization policy rules in a later section, and it
makes sense to import them here.

Step 1. From the last screen in the prior section, click the Groups tab (or navigate to Administration -
External Identity Management - External Identity Sources - Active Directory > edit > select the
Groups tab). Click Add, then click Select Groups from Directory.
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= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
External Identity Sources Connection Allowed Domains PassivelD Auributes Advanced Settings
== 2 .
= &
T Update SID Values

[ Certificate Authentication F

O

I ~ SID

1 Active Directory I Select Groups From Directory

Step 2. The domain will auto-populate. Enter any desired filter criteria or leave the default asterisks
and click the Retrieve Groups option.

Select Directory Groups

This dialog is used to select groups from the Directory.

Domain lablsix1.com

SID Type
MWame Filter * * P

Filter Filter

ALL

Retrieve Groups...

Step 3. Select the desired groups and click the OK button. Note: if 100 groups were retrieved then the
list may be truncated. Filter the search if the needed groups are not in the list. For this example, we’ll
retrieve groups associated with Employees, Contractors, Guests, and a Computers group that will be
used later for machine authentication.

lab1six1.com/Workplace/Groups - Security/Com... S-1-5-21-3664934294-3957137768-57441033... GLOBAL

lab1six1.com/Workplace/Groups - Security/Cont... S-1-5-21-3664934294-3957137768-57441033... GLOBAL

lab1six1.com/Workplace/Groups - Security/Empl... S-1-5-21-3664934294-3957137768-57441033... GLOBAL

[ 8 8 8

lab1six1.com/Workplace/Groups - Security/Gue... S-1-5-21-3664934294-3957137768-57441033... GLOBAL

Step 4. The retrieved AD groups are displayed. Click Save.
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Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
—_—
-+ Add Update SID Values
(] Name SID
D lab1six1.com/Workplace/Groups - Security/Guest Users S-1-5-21-3664934294-3957137768-574410339-1..
D lab1six1.com/Workplace/Groups - Security/Employees S-1-5-21-3664934294-3957137768-574410339-1...
[j lab1six1.com/Workplace/Groups - Security/Contractors S$-1-5-21-3664934294-3957137768-574410339-1...
D lab1six1.com/Workplace/Groups - Security/Computers S-1-5-21-3664934294-3957137768-574410339-1...

Configure PassivelD

PassivelD can be used to collect AD logins that do not pass through ISE and redistribute them to security
platforms like Secure Analytics and Secure Firewall. As covered in the introduction, a key recommendation is to
have end-to-end 802.1X and TrustSec across the network. When this is in place, all initial user connections to
the network will be forwarded from a TrustSec capable device to ISE for authentication, rendering PassivelD
unnecessary. However, the reality of modern networks is that other types of connections—such as VPN-less—
still pass over network architecture and have AD based authentication that does not go through ISE. One
example of this is the DNG reverse proxy covered in the Cisco Zero Trust: User and Device Security Design
Guide, which provides strong security for access to internet facing resources. Another example is network
segments that are not yet TrustSec capable. For such examples, PassivelD can serve as a valuable source of
supplementary data, allowing additional tracking of user activity in centralized monitoring tools such as Secure
Analytics. However, PassivelD cannot provide the strong access control and remediation capabilities of 802.1x
and TrustSec, and both should be used wherever possible.

If PassivelD is not desired for deployment, skip to the pxGrid Configuration and Integration section.

ISE: Enable Passive Identity and pxGrid Services on the Policy Server (PSN)

Step 1. From the ISE GUI, click the Menu icon (=) and navigate to Administration = System =>
Deployment.

Select the PSN that will be connecting to AD then click Edit.
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

I
Deployment Deployment Nodes
=
Deployment
:‘f" Y f Edit
Ha PAN Failover

OJ Hostname Personas
gl-ise1 Administration, Monitoring, Policy Service, pxGrid

Step 2.  Scroll down and check the box next to Enable Passive Identity Service. While you’re here, you
can also verify that SXP and pxGrid are enabled since they will be used in later sections. Click Save.

@D~ Policy Service

® - Enable Session Services ®

Include Node in Node Group  None

[,:’I Enable Profiling Service (_T)

D Enable Threat Centric NAC Service (1)

I- ~ Enable SXP Serwcelo
Use Interface GigabitEthernet 0 ~

[ Enable Device Admin Service (0

[. Enable Passive Identity Service @I

@O - pxGrid O

[ Enable pxGrid Cloud (1)

feser

ISE: Add Domain Controllers

Step 1.  Click the Menu icon (=) and navigate to Work Centers = PassivelD = Providers.

Step 2.
previously. Click Edit.

Select Active Directory from the left menu and check the box next to the Join Point created
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= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports

Active Directory

Active Directory

Agents
API Provid i
RS / Edit -+ Add 'ﬁ Delete Q Node View % Advanced Tools Scope Mode
SPAN
Syslog Providers O Join Point Name ~  Active Directory Domain
MEPROY SHRES @ oA lab1six1.com

Endpoint Probes

Step 3. Review the connection details and confirm the Status is Operational. Click the PassivelD tab.

= Cisco ISE
Overview Providers Subscribers Certificates Troubleshoot Reports
—

Active Directory

Connection Allowed Domains Groups Attributes
Agents ——
API Providers
* Join Point Name GL-AD1 G
SPAN

N ) .
Syslog Providers Active Directory lab1six1.com G
Domain

Mapping Filters
Endpoint Probes

+ Join + Leave £ Test User #{ Diagnostic Tool £} Refresh Table

O ISE Node . ISE Node R... [Status

] gl-ise1.lab1six1.com STANDALONE Operational

Step 4. Click the Add DCs link.

= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports

Active Directory

Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
Agents
Sl e PassivelD Domain Controllers
SPAN
Syslog Providers
Mapping Filters
A el el &3 Refresh Edit ra Use Existing Agent fig WM Add Agent

Step 5. Click the boxes next to each DC you would like to add to the join point for monitoring and then
click the OK button.
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Add Domain Controllers

Domain DC Host Site IP Address
lab1six1.com GL-AD1.lab1six1.com Default-First-Site-Name 10.0.4.12
lab1six1.com GL-AD2.1ab1six1.com Default-First-Site-Name 10.0.4.13

The PassivelD page should now display the added DCs.

Work Centers - PassivelD

= Cisco ISE
Overview Providers Subscribers Certificates Troubleshoot Reports

Active Directory
Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
Agents
API Provid i i
PassivelD Domain Controllers

SPAN

Syslog Providers

Mapping Filters

Endpoint Probes £ Refresh Add DCs Add Agent
() Domain DC Host Site IP Address
O  labisix1.com GL-AD1.lab1six1.com Default-First-Site-Name 10.0.4.12
O labisix1.com GL-AD2.lab1six1.com Default-First-Site-Name 10.0.4.13

ISE: Configure Microsoft Remote Procedure Call (MSRPC) for PassivelD

ISE 3.0 and above supports MSRPC for Passive Identity. Note that while Windows Management Instrumentation
(WMI) can still be used, there are some complications associated with Windows DCOM Server Security per
CVE-2021-26414. This guide will use an agent and MSRPC as the Passive ldentity source. Note that this
requires the installation of an agent on the Domain Controller(s).

Step 1. Click the Menu icon (=) and navigate to Work Centers - PassivelD - Providers.

Step 2. Click the Agents tab, then click Add.
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= Cisco ISE

Overview Providers

—
Active Directory
|
API Providers
SPAN
Syslog Providers

Mapping Filters

Subscribers Certificates Troubleshoot Reports

Agents

3 Refresh Dup t ﬁ Trash

4 Download Agent

Work Centers - PassivelD

Upload Agent

Step 3. Select Deploy New Agent and populate the FQDN, AD admin username and password, set
MS-RPC as the protocol, and specify High Availability settings (a Primary + Secondary is
recommended if a suitable AD deployment is available). Click Deploy.

= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports

Active Directory
Agents

API Providers
SPAN

Syslog Providers
Mapping Filters

Endpoint Probes

Agents > New

Agents

Y
WL

@ Deploy New Agent

O Register Existing Agent :D

Name *
msrpc_lab1six1

Description

Host FQDN *
gl-ad1.labl1six1.com

User Name *
administrator

Password *

Show Password
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Protocol: *

MS-RPC

High Availability Settings * ()

(@] Standalone
@ Primary
(@] Secondary

Cancel Deploy

The new agent is shown after successful deploy. The prior steps can be repeated to deploy a secondary agent,
if desired (when selecting the Secondary agent option, an additional field will populate to specify the primary
agent).

Agents

£3 Refresh  + Add il Trash ° y 4 Download Agent Upload Agent
[ Name Host Protocol Role Peer Name
(] msrpc_lab1six1 gl-ad1.lab1six1.com MS-RPC primary msrpc_lab1six1_secondary
(] msrpc_lab1six1_secondary gl-ad2.lablsix1.com MS-RPC secondary msrpc_labisix1

ISE: Map Domain Controllers with MSRPC Agents

Step 1. From the prior section, click on Active Directory (or navigate to Work Centers - PassivelD >
Providers = Active Directory). The domain that was joined previously should be visible. Select the
Join Point and click Edit.

= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports
| G| ve Di
Active Directory
Agents
APl Providers + Add 0 Delete Q, Node View 2 Advanced Tools Scope Mode
SPAN
O Join Point Name -~ Active Directory Domain

Syslog Providers

Mapping Filters GL-AD1 lab1six1.com

Step 2. Click the PassivelD tab.
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= Cisco ISE Work Centers - PassivelD

Overview Providers Subscribers Certificates Troubleshoot Reports

Active Directory

Connection Allowed Domains Groups Attributes Advanced Settings

Agents ——

Step 3. This deployment has an active and secondary DC. In this example, we select the primary DC
added in the prior section and click Use Existing Agent.

= Cisco ISE Work Centers - PassivelD

Overview Providers Subscribers Certificates Troubleshoot Reports

Active Directory

Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
Agents
API Provid ) .
PassivelD Domain Controllers
SPAN
Syslog Providers
Mapping Filters
Endpolnt. Probes 8 Refresh / Edit 8 Trash Add DCs Config WMI Add Agent
() Domain DC Host Site IP Address
lablsix1.com GL-AD1.lab1six1.com Default-First-Site<Name 10.0.4.12

Step 4. Select the primary DC agent and click OK.

Select Agent

Rows/Page 2 v 1 I 2 Total Rows

Name Host
@ msrpc_lab1six1 gl-ad1.lab1six1.com
O msrpc_lab1six1_secondary gl-ad2.lab1six1.com

Repeat the process to associate the secondary agent with the secondary DC, if applicable.

ISE: Validate the PassivelD Deployment

Step 1. To verify the DC providers and agents from the PassivelD Work Center, click on Overview ->
Dashboard. Provider and Agent counts should match the prior configuration.
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= Cisco ISE Work Centers - PassivelD

QOverview Providers Subscribers Certificates Troubleshoot Reports

—
Introduction

Main
Dashboard
Live Sessions PASSIVE IDENTITY METRICS
Sessions .’-:, Providers :?, Agents :_) Subscribers C;

Step 2. User to IP associations can be viewed either from Work Centers - PassivelD - Overview >
Live Sessions or via Operations = RADIUS - Live Sessions.

X Cisco ISE Q_ What page are you looking for?

Dashboard Context Visibility Operations

Recent Pages

RADIUS

Live Sessions

TACACS

The Live Sessions page shows active user to IP mappings. Note that you’ll need a successful user
authentication to one of the monitored DCs before entries will populate.

= Cisco ISE Operations - RADIUS
Live Logs Live Sessions
—
.\3 esh | Expor
Initiated Updated Session Sta... Action Endpoint ID Identity IP Address
4 A Endpoint ID Identity IP Address
Dec 11, 2022 12:12:55.2... Dec 11, 2022 12:12:55.2... Authenticated Show Actions 10.0.4.50 stef 10.0.4.50

pxGrid Configuration and Integration

For this design, pxGrid functions as the communication channel between ISE and Secure Firewall, and between
ISE and Secure Network Analytics. pxGrid is used to transmit user to IP mappings from ISE to pxGrid clients,
and for ISE to receive quarantine designations that ISE can then use to revoke network access via connected
switches. Quarantine functionality for one pxGrid client, Secure Network Analytics, is covered in the Adaptive
Network Control section.
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ISE: Verify pxGrid is Enabled
Steps to enable pxGrid were covered in the PassivelD section.

Step 1. To confirm the settings, click the Menu icon (=) and navigate to Administration = System =
Deployment.

Step 2. Check the box next to the relevant node(s) and then click Edit.
Administration - System

= Cisco ISE
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
Deployment Deployment Nodes
=]
Depl t
& Deploymen o
Mo PAN Failover
O Hostname 2 Personas
gl-isel Administration, Monitoring, Policy Service, pxGrid

Step 3. Scroll down and verify that pxGrid is enabled, then click Save if changes were made.

- . Policy Service
@ v Enable Session Services ®
Include Node in Node Group  None v ®
7 Enable Profiling Service (1)
(] Enable Threat Centric NAC Service ()
@ - Enable SXP Service ®
Use Interface GigabitEthernet 0 v

[ Enable Device Admin Service (1)

B Enable Passive dentity Service (1)

- . pxGrid ©

(] Enable pxGrid Cloud (1)

foser m

ISE: Configure Subscriber Settings
Step 1. Click the Menu icon (=) and navigate to Administration - pxGrid Services - Settings.
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= Cisco ISE Administration - pxGrid Services
Summary Client Management Diagnostics Settings
Settings

[:] Automatically approve new certificate-based accounts
ﬂ Allow password based account creation (

The settings page offers two options: (1) automatically approve new clients that present the pxGrid certificate,
or (2) manually approve accounts based on username and password. This guide will use the password option,
but the automatic option can be selected for ease of use.

Step 2. Select an option then click Save.

Certificate Requirements for pxGrid Subscribers

Secure Firewall Management Center (FMC) and Secure Network Analytics have different requirements for the
pxGrid connection.

e The FMC requires an FMC client certificate + private key pair for the connection from the FMC to ISE,
and the client certificate must be signed by a root CA that is trusted within ISE. In addition, the FMC
must have the root certificate(s) used to sign the ISE pxGrid certificate and the ISE MnT server
certificate. The ISE pxGrid certificate and the ISE MnT server certificates cannot be self-signed.

e Secure Network Analytics requires a client certificate for the connection to ISE, signed by a root CA that
is trusted within ISE for authentication.

The certificates to collect for the above connections can vary depending on ISE deployment and ISE certificate
configuration. This section will cover certificate identification steps for building the pxGrid connection. Steps for
installing pxGrid client certificates created through both ISE and AD are included in this section. Steps for
creating and installing CA signed certs and creating CA templates for client and server auth certificates in
Active Directory are included in the SAEE Certificate Management Design Guide.

ISE: Identify the Primary Monitoring (MnT) Node

MnT node configuration can vary by ISE deployment. To verify which node has MnT functionality, perform the
following steps.

Step 1.  Click the Menu icon (=) and navigate to Administration = System - Deployment.

Step 2. Expand the dropdown arrow next to Deployment and review the available nodes. Click on the
available nodes and verify which one has the primary Monitoring role, as shown below.
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
Deployment Deployment Nodes List > gl-isel
= &
Edit Node

D:fé’o Deployment

General Settings Profiling Configuration
=

& PAN Failover

Hostname gl-isel

FQDN gl-ise1.labl1six1.com

IP Address 10.0.4.17

Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

Administration

~  Monitoring

Role PRIMARY A

ISE: Review Certificate Details

The steps for meeting the pxGrid certificate requirements in the prior section will vary depending on the ISE
deployment and the certificates in use. This section covers how to review the certificates deployed; steps to
export certificates for different deployment scenarios are covered in the SAFE Certificate Management Design
Guide.

Step 3. Click the Menu icon (=) and navigate to Administration - System - Certificates.

Step 4. Identify the Admin certificate issued to the primary MnT node and the pxGrid certificate via the
Used By column.

Note: The certificates are both on the same ISE node in this example, but they could be on separate
nodes depending on the deployment.

Note: The default starting configuration for ISE will assign multiple areas of functionality to a single
certificate.
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|
= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Certifi M 11
b i > Sy St e m C e I’t |f| C ate S ., For disaster recovery it is recommended to export certificate and private key pairs of a

System Certificates

Trustad Cetificaten -+ Generate Self Signed Certificate -+ Import

OCSP Client Profile

Friendly Name Used By Portal group tag Issued To
Certificate Signing Requests
Certificate Periodic Check Se.. - giisel
(] Admin CA Signed Admin gl-isel.lablsix1.com
Certificate Authority > CN=gl-ise1.lab1six1.com, OU=ISE ISE Messaging gl-ise1.lablsix1.com
C) Messaging Service#Certificate Se Service
rvices Endpoint Sub CA - gl-isel
#00001
(]} pxGrid CA Signed pxGrid gl-ise1.lab1six1.com
O Default self-signed server certific Portal, RADIUS DTLS  Default Portal Certificate Group O gl-isel.labl1six1.com
ate

Step 5.  After identifying the Admin certificate for the MnT server and the pxGrid certificate, confirm
whether the Issued To and Issued By fields are different. If the Issued To and Issued By fields are
different for a certificate, then the certificate was signed by a CA and is not self-signed (reminder that
a self-signed certificate cannot be used for the FMC connection). In the example below, both
certificates have been issued to the ISE node by an external CA.

Sy St e m C e I't | fl C a te S /1, For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

-+ Generate Self Signed Certificate + Import

Friendly Name Used By Portal group tag Issued To Issued By
~ gl-isel
O Admin CA Signed Admin |gl-i5e'|.lab15ix1 .com lab1six1-GL-AD1-CA=-2
CN=gl-isel.labl1six1.com, OU=ISE ISE Messaging gl-isel.lab1six1.com Certificate Services Endpoint Sub
[:| Messaging Service#Certificate Se Service CA - gl-isel
rvices Endpoint Sub CA - gl-isel
#0000

O pxGrid CA Signed ||:lerid |gl-i5e'|.lab15ixl.corn lab1six1-GL-AD1-CA-2

Step 6. If needed, select a certificate and click the View or Export options to see additional details on
the certificate.
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SySte m C e I’t | f' C a te S \, For disaster recovery it is recommended to export certificate and private key pairs of

¢/ Edit -+ Generate Self Signed Certificate -+ Import & Export () Delete |Q View
Friendly Name Used By Portal group tag Issued To
gl-isel
O Admin CA Signed Admin gl-ise1.lab1six1.com
CN=gl-ise1.lab1six1.com, OU=ISE ISE Messaging gl-ise1.lab1six1.com

0 Messaging Service#Certificate Se Service
= rvices Endpoint Sub CA - gl-isel
#00001

pxGrid CA Signed pxGrid gl-isel.labl1six1.com
The certificate example below shows the root certificate at the top of the hierarchy. This root certificate

corresponds to the Issued By column in the prior screenshots, and the second entry corresponds to the Issued
To column in the prior screenshots.

Certificate Hierarchy
lab1six1-GL-AD1-CA-2
gl-ise1.lab1six1.com
gl-lse1.lah15m1.com
Issued By : lab15ix1-GL-AD1-CA-2
@ Expires : Wed, 24 Jul 2024 09:55:25 EST

Certificate status is good

Details

Issued To

Common Name (CGN) gl-ise1.lab1six1.com
Organization Unit pxGrid

(OU)

Organization (0) Cisco

The root certificate highlighted in red above (and appearing in the Issued By columns for both certificates in the
prior screenshots) needs to be exported for the Secure Firewall pxGrid connection.

In this example the root certificate for both the Admin and pxGrid certificates is the same, so we only need to
export one root certificate instead of two (if the Admin and pxGrid certificates were signed by different root
certificates then we would need to export both). The root certificate in the Issued By column could be from an
external CA, an ISE CA, or be self-signed.

The companion SAFE Certificate Management Design Guide has procedures for certificate management of
different deployment scenarios. For steps to retrieve a root certificate from an AD server CA, please see the
section Active Directory Certificate Authority: Export a Root Certificate.

For steps to retrieve an ISE root certificate, please see the section ISE: Export an ISE Root Certificate.
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If the Issued To and Issued By fields are the same for either certificate, then the certificate is self-signed; the
pxGrid integration with Secure Firewall will fail if either certificate is self-signed. If it is necessary to import
externally signed certificates into ISE to replace self-signed certificates, please see the sections starting with
ISE: Generate Certificate Signing Request for the pxGrid Role and ending with the section ISE: Bind Certificates
to CSR Requests and Assign Certs to Roles.

Step 7. Once the root certificate for the MnT Server and pxGrid certificates have been obtained, save

them in an accessible folder. Procedures for generating and importing the client certificates for
Secure Firewall and Secure Network Analytics are covered in the following sections.

pxGrid Client Certificate Methodology

In addition to the root certificate(s) covered in the prior section, Secure Firewall and Secure Network Analytics
both require client certificates for the pxGrid connection. The sections following this one detail two methods for
generating and installing the pxGrid client certificate.

o For Secure Firewall, methodology is provided for creating a pxGrid client certificate template in ISE, and
using the template to create a pxGrid client certificate signed by an ISE CA.
o Some users will prefer to generate a Certificate Signing Request (CSR) via OpenSSL and
sign with an external CA; if you’re one of them, skip ahead to the Secure Firewall: Install
xGrid Client Certificate section.

o For Secure Network Analytics, methodology is provided to generate a CSR within Secure Network
Analytics and then create a certificate using the CSR via an Active Directory CA.

o This method is recommended to ensure the CSR is generated with the specific fields
required by Secure Network Analytics. An external CA is also recommended to ease future
maintenance of the Secure Network Analytics Trust Store.

ISE: Modify the ISE pxGrid Certificate Template

ISE has a built-in portal that can be used for generating ISE CA signed certificates for pxGrid clients. While this
section can be ignored for users who prefer to generate CSRs via OpenSSL, it is worth filling out the template
for any user who will use ISE to create pxGrid client certificates on an ongoing basis.

Step 1. In the Cisco ISE GUI, click the Menu icon (=) and choose Administration = System >
Certificates.

Step 2. On the left menu, select expand Certificate Authority and then click Certificate Templates.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
Certificate Management > 1F1

= SySt e m C e l’t |f| C ate S A\, For disaster recovery it is recommended to export certificate and private key pairs of al

Fariean Aiceny t -+ Generate Self Signed Certificate - Import

Overview

{isued Chriifbates Friendly Name Used By Portal group tag Issued To

Certificate Authority Certificat... gl-ise

Internal CA Settings o

() Admin CA Signed Admin gl-isel.lab1six1.com

Step 3. Check the box next to pxGrid_Certificate_Template and then click Edit.
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= Cisco ISE Work Centers - PassivelD

Overview Providers Subscribers Certificates Troubleshoot Reports

System Certificates

Certificate Templates

Trusted Certificates

OCSP Client Profile

Edit Add i1 Duplicate ] Delete
Certificate Signing Requests / + U
Certificate Periodic Check Settin... [:] Template Name ~ Description Key Type
Overview

[:] CA_SERVICE_Certificate_Tem... This template will... RSA
Issued Certificates
Centificate Authority Certificates E] EAP_Authentication_Certificat... This template will... RSA
Internal CA Settings (] pxGrid_Certificate_Template This template will... RSA

Certificate Templates

Step 4. Fill in the certificate details as applicable and change the Key Size and Valid Period if desired.
Click Save when finished.

Edit Certificate Template

* Name pxGrid_Certificate_Template

Description This template will be used when we generate a pxGrid certificate from the Certif
Subject

Common Name (CN) SUserName$ (O

Organizational Unit (OU) Solutions Architecture

QOrganization (0) Cisco

City (L) San Jose

State (ST) CA

Country (C) us

Subject Alternative Name (SAN) MAC Address

Key Type RSA v

Key Size 4096 ~

v Endpoint devices running Apple iOS and Chrome OS do not support key size greater than 2048. Provisioning of certificate on these endpoints will fail with 4096 key size

* SCEP RA Profile ISE Internal CA v
Valid Period 365 Day(s) (Valid Range 1 - 3652)
Extended Key Usage Client A icati Server A

The template will be used in the next section.
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ISE: Generate pxGrid Client Certificate for Secure Firewall
Step 1.  In the Cisco ISE GUI, click the Menu icon (=) and choose Administration = pxGrid Services >
Client Management.

Step 2. Select Certificates from the left menu.

= Cisco ISE Administration - pxGrid Services

Summary Client Management Diagnostics Settings

| Clients

policy Clients
Groups Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.

Step 3. Populate all the required fields and Subject Alternative Name (SAN) entries for the client
device, if desired. The example below specifies the Common Name (CN), Fully Qualified Domain
Name (FQDN), and SAN field entries for a FMC. The ‘l want to’ field is set to generate a certificate
without a CSR, but this field also has an option to import a previously generated CSR file. Note that
the pxGrid Certificate Template configured in the last section is used here. Finally, the option to
generate the certificate in PKCS8 PEM format has been selected. This will generate a group of
certificates and a key in a format that can be uploaded to the FMC.

Note: The password, which will be used when importing the key file later.

Step 4. Click Create.
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= Cisco ISE Administration - pxGrid Services (1]

Summary Client Management Diagnostics Settings

Clients
Policy Certificates

Groups Generate pxGrid Certificates

Certificates
| want to ™

pxGrid Cloud Connection Generate a single certificate (withou..ss

pxGrid Cloud Policy

Common Name (CN) *
gl-fmev1.lablsix1.com

Description
pxGrid client cert for the FMC

Certificate Template pxGrid_Certificate_Template (D

Subject Alternative Name (SAN)

FQDN +w fl-fmecv1.lab1six1.com -+

Subject Alternative Name (SAN)

IP address ~w 10.0.4.16

Certificate Download Format *

Certificate in Privacy Enhanced Elec..~ (1)

Certificate in Privacy Enhanced Electronic Mail (PEM) format, key in PKCS8 PEM format (including certificate chain)
PKCS12 format (including certificate chain; one file for both the certificate chain and key)

ETITCaTE

Confirm Password *

Engh

The files will download as a zip folder.

e

MName Date modified Type Size

E 1657903831716_cert.zip 7/15/2022 9:53 AM  Compressed (zipp... 12 KB

Extracting the zip file will display a certificate, four ISE chain certificates, and a key. The highlighted certs and
key can be used to add ISE as an identity source in the FMC.

Name N Date modified Type Size

gl CertificateServicesEndpointSubCA-gl-isel_.cer 7/25/2022 12:21 PM  Security Certificate 2KB
L4l CertificateServicesNodeCA-gl-isel_.cer 7/25/2022 12221 PM  Security Certificate 2KB
g CertificateServicesRootCA-gl-ise1_.cer 7/25/2022 1221 PM  Security Certificate 2KB
Lol gl-fmev.lab1six1.com_gl-fmcvl.lablsix1.com.cer 7/25/2022 12:21 PM  Security Certificate 3KB

4l gl-isel.labl1six1.com_gl-isel.lablsix1.com.cer 7/25/2022 12:21 PM  Security Certificate 2KB

| ] gi-fmevilablsixl.com_gl-fmcvl.lablsixl.comkey  7/25/2022 1221 PM  KEY File 4KB

The first highlighted entry is the root certificate (note the RootCA text) that ISE used to sign the generated
pxGrid client certificate. The second highlighted entry is the pxGrid client certificate itself. The last highlighted
entry is the key associated with the pxGrid client certificate.
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Secure Firewall: Install pxGrid Client Certificate

Step 1. In the FMC GUI, navigate to Objects > Object Management.

Firewall Management Center

Obiects / Object Management Overview Analysis Policies Devices Objects Integration
- ———m
AAA Server n Internal Certs I Object Management

Step 2. Expand the dropdown for PKI in the left side menu, then click Internal Certs. Click the Add
Internal Cert button.

Flrewal! Manlagement Center QOverview Analysis Policies Devices Objects Integration Deploy Q @

> AAA Server Internal Certs ey i

> Access List
Internal certificate object represents a server public key certificate belonging to your organization. You can use internal certificate objects and groups in SSL rule:

b3
> Address Pools portal configuration

Application Filters

AS Path Name Value

Cipher Suite List

S Eorre No records to display

> Distinguished Name
DNS Server Group

> External Atiributes
File List

> FlexConfig
Geolocation

Interface

Key Chain

Network

~ PKI
Cert Enroliment
External Cert Groups
External Certs
Internal CA Groups
Internal CAs
Internal Cert Groups
Internal Certs
Trusted CA Groups
Trusted CAs

Step 3. Enter a name for the new internal cert and upload the certificate file and associated private
key file generated in the prior section (Generate pxGrid Client Certificate for Secure Firewall). Check
the Encrypted box and enter the password set during the .pvk file's creation. Remove any text that
appears before the BEGIN line or after the END line for either file (the Save option will be greyed out if
there is any text before the BEGIN line or after the END line). Click Save.
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Add Known Internal Certificate Q

Name:

fmc_pxGrid_client ’

Certificate Data or, choose a file:

MIIDvDCCAGSgAwWIBAgIUH35jdZnspz7 QVWVuSCvMXZkJIkkwDQYJKoZIhveNAQEL
BQAwWfIELMAKGA 1UEBhMCVVMxCzAJBgNVBAgMAKNBMREWDwWYDVQQHDAhTYW
4gSm9z

ZTEOMAWGATUECgwFQ2IzY28xHzAdBgNVBAsMFINvbHV0aW9ucyBBcmNoaXRIY
3R1 S

Key or, choose a file:

JJ Wi po jBI3iGha8q e/3wNuuoHIn e
P39eS40IJFiJDDxW/e2YrXgHIcbGrMKjh6LKi+0M6VqUzaoF 0sfdZM4vBPqOjfLQ
GdRh1gm3PPFKxOD4ipk+AGXhCV1bfuc0/mvFTZxAnYkDK4VBV{Nu+pbFjuJPotxE

STote +C9ky6HrnsxoP4U6003toGgKiTVZGkJvQZWQIrebACehhpdN3NCPfg+sgKN
yOYQccYjhKryH5gGIpOHNA== [}

[ K

Encrypted, and the password is: | ------------------------- [

4

Step 4. Confirm the new certificate is added.
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Flrewa” Management Center Overview Analysis Policies Devices Objects Integration

AAA Server Internal Certs

Access List

Internal certificate object represents a server public key certificate belonging to your organization. Y

Fadenns: Pools portal configuration.

Application Filters

AS Path Name
Cipher Suite List

fmc_pxGrid_client
Community List

Distinguished Name

DNS Server Group

External Attributes

File List

FlexConfig

Geolocation

Interface

Key Chain

Network

PKI
Cert Enroliment
External Cert Groups
External Certs
Internal CA Groups
Internal CAs
Internal Cert Groups

Internal Certs

ISE: Import Secure Firewall pxGrid Client Certificate CA

This step is not necessary if the pxGrid client certificate was generated by ISE (as it was in the prior sections, in
which case the CA is already trusted by ISE), or if the CA that signed the pxGrid client cert is already imported
into ISE as a trusted CA. If neither of those scenarios apply, acquire the root certificate for the pxGrid client
certificate and follow the steps in the |ISE: Add an External Certificate to the Trusted Certificate Store section.

Secure Firewall: Add the Root Certificate for the ISE MnT Server and pxGrid Certs to the FMC Trust
Store

Step 1. Return to the FMC Objects page and click on the Trusted CAs section under PKI, then click the
Add Trusted CA button.
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/safe-ops-dg-mgmt-certs.html#ISEAddanExternalCertificatetotheTrustedCertificateStore

Overview Analysis Policies Devices Objects Integration Deploy Q @ 4 @ adminv M secure

Firewall Management Center

> AAA Server Trusted CAs Add Trusted CA | [EeMZIIE
> Access List
, Address Pools Trusted certificate authority (CA) object represents a CA public key certificate belonging to a trusted CA. You can use external CA objects in SSL policy, realm configurations and ISE/ISE-PIC
connection.
Application Filters
AS Path Name Value

Cipher Suite List
> Community List
> Distinguished Name
DNS Server Group
» External Attributes
File List
> FlexConfig
Geolocation
Interface
Key Chain
Network
~ PKI
Cert Enroliment
External Cert Groups

External Certs

Internal CA Groups

Internal CAs
Internal Cert Groups
Internal Certs
Trusted CA Groups
Trusted CAs

Step 2.

AAA-Certificate-Services

Actalis-Authentication-Root-CA

AffirmTrust-Commercial

AMrmTrust-Networking

AffirmTrust-Premium

AfrmTrust-Premium-ECC

Amazon-Root-CA-1

Amazon-Root-CA-2

Amazon-Root-CA-3

Amazon-Root-CA-4

Atos-TrustedRoot-2011

Baltimore-CyberTrust-Root

Buypass-Class-2-Root-CA

Buypass-Class-3-Root-CA

IF-A62634068

CN=AAA Certificate Services, ORG=Comodo CA ...

CN=A Root CA, O

CN=AffirmTrust Commercial, ORG=AffirmTrust, C

CN=AMrmTrust Networking, ORG=AfMrmTrust, C=

CN=AffirmTrust Premium, ORG=AfirmTrust, C=US

CN=AfirmTrust Premium ECC, ORG=AfrmTrust

CN=Amazon Root CA 1, ORG=Amazon, C=US

CN=Amazon Root CA 2, ORG=Amazon, C=US

CN=Amazon Root CA 3, ORG=Amazon, C=US

CN=Amazon Root CA 4, ORG=Amazon, C=US

CN=Atos TrustedRoot 2011, ORG=Atos, C=DE

CN=Autoridad de Certificacion Firmaprofesional ...

CN=Baltimore CyberTrust Root, ORG=Baltimore,

CN=Buypass Class 2 Root CA, ORG=Buypass AS..

CN=Buypass Class 3 Root CA, ORG=Buypass AS

Enter a name for the certificate, then upload the root certificate (or certificates) collected in

the Generate pxGrid Client Certificate for Secure Firewall section. The uploaded certificate(s) must be
the root certificate(s) used to sign the ISE MnT Server and pxGrid certificates. Click Save.

Import Trusted Certificate Authority

Name:

lab1six1.com_root_CA

Certificate Data or, choose a file:

Browse..

MIIDjzCCAnegAwIBAgIQcDXcriZKubpEitsckpzrdDANBgkghkiGI9w0OBAQsFADBO
MRMwEQYKCZImiZPyLGQBGRYDY29tMRgwFgYKCZImiZPyLGQBGRYIbGFiIMXNpeD

Ex

HTAbBgNVBAMTFGxhY]FzaXgxLUdMLUFEMS1DQS0yMB4XDTIyMDMwNDIZMTAxN

VoX

Encrypted, and the password is:

Step 3.
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If desired, search for the uploaded certificate to confirm successful upload.
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Flrewa\lhﬂanﬁget@%nt Center Overview Analysis Policies Devices Objects Integration Deploy Q @ 3+ @ adminv Jub SECURE
—

> AAA Server Trusted CAs Add Trusted CA IQ o] | X|
> Access List
» Address Pools Trusted certificate authority (CA) object represents a CA public key certificate belonging to a trusted CA. You can use external CA objects in SSL policy, realm configurations and ISE/ISE-PIC
‘ connection

Application Filters

AS Path Name Value

Cipher Suite List

> Community List

> Distinguished Name
DNS Server Group

> External Attributes
File List

> FlexConfig

Geolocation

Interface

Key Chain

Network

v PKI

Cert Enroliment
External Cert Groups
External Certs
Internal CA Groups
Internal CAs
Internal Cert Groups
Internal Certs
Trusted CA Groups
Trusted CAs

Secure Firewall: Configure ISE as an Identity Source

Step 1. From the FMC, navigate to Integration - Other Integrations.

Flrewa” M‘a,nagem?m Cemer’ Overview Analysis Policies Devices Objects Integration

e er Intearat e e

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software | gecyrex

Security Analytics & Logging
I Other Integrations

Step 2. Click on Identity Sources, then select the Identity Services Engine radio button.

Flrewa” Management C?mrer I Overview Analysis Policies Devices Objects Integration
I
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Service Type:

None (®) Identity Services Engine

Step 3. Enter the IP or hostname of the primary ISE pxGrid node, and the secondary pxGrid node if
applicable. For the pxGrid Client Certificate, select the certificate uploaded in the Install pxGrid Client
Certificate section. For the MnT Server CA and pxGrid Server CA, select the certificate(s) uploaded in
the Add the Root Certificate for the ISE MnT Server and pxGrid Certs to the FMC Trust Store section.
Ensure that Session Directory Topic and SXP Topic are selected. Click the Test button to verify
connectivity.
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Overview Analysis Policies Devices Objects Integration

Firewall Management Center
ntegration / Other Integrations / Identity Sources

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Service Type:
) None (e Identity Services Engine
Primary Host Name/IP Address* Secondary Host Name/IP Address
1100.4.17 | | |
pxGrid Client Certificate* MNT Server CA* pxGrid Server CA*
| fmc_pxGrid_client | + | lab1six1.com_root_CA | + | lab1six1.com_root_CA | -

ISE Network Filter
| ex. 10.89.31.0/24 |

Subscribe To:
Session Directory Topic

SXP Topic

The Test output will show success or failure for the pxGrid connection. The example below shows a connection
failure, however expanding the Additional Logs drop down shows that the connection failed because the
Subscriber request is pending approval in ISE (this error will not occur if Subscriber requests are automatically
approved in ISE).

Status X

ISE connection status:

IPriman,r host: Failurel

~ Additional Logs

Primary host: &
|INFO|.‘ PXGrid v2 is enabled

[ERRORY]: pxgrid 2.0: failed account activation.
accountState=PENDING

[ERROR]: Failed to contact pxGrid node at ~

The Test connection can also fail if the FMC does not have a route to ISE, if DNS name resolution for the ISE
node fails, if ISE services are not running, or if the three certificates are not correct. For the error above, we only
need to approve the Subscriber request in ISE.
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Step 4. If approval is needed, return to the ISE GUI, click the Menu icon (=) and navigate to Work
Centers - PassivelD - Subscribers.

Step 5. Click on Clients. There should be a Pending request from the FMC.

= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports
Summary
Clients
Client Management ~
Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.
Policy
Groups

pxGrid Clients
Certificates

—
Diagnostics > Rows/Page 1 o]
Settings £ Refresh @ Trash

O Name Description Client Groups Status

O I t-fmc-a5ea78009beal1ecb9d0b60. .. l

Step 6. Check the box next to the pending entry and then click Approve. Note: this approval is only for
the test connection. The FMC will generate a separate request for the saved config.

= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports
Summary
Clients
Client Management v
A Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.
Policy
Groups
pxGrid Clients
Certificates
Diagnostics > Rows/Page 1 v
Settings & Refresh @ Trash / Edit E ] [ € T2 Decline
Name Description Client Groups Status
t-fmc-aSea78009beal 1ecb9dOb6O .. e Pending

Step 7. A prompt appears asking for confirmation. Click OK.
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®

Information
Approve client(s)?

Are you sure you want to approve the selected client(s)?

Step 8.  Verify the Status changes to Enabled.

= Cisco ISE Work Centers « PassivelD

Overview Providers Subscribers Certificates Troubleshoot Reports

Summary

Clients

Client Management ~
Client Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
ients o e . a 2 2
through the pxGrid SDK 1o register as clients. Cisco ISE supports both aute and manual registrations.
Policy
Groups
pxGrid Clients
Certificates
Diagnostics > Rows/Page 1
Settings & Refresh i Trash ~ 7 Edit Enable (® Disable
Name Description Client Groups Status

t-fmc-aSea78009beal 1ecb9d0b60 » Enabled

Step 9. Return to the FMC and run the Test again.
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e Firewall Management Center
el on / Other Integrations | Identity Sources

i Integrat

Overview Analysis Policies Devices Objects Integration

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Service Type:
() None (e Identity Services Engine
Primary Host Name/IP Address* Secondary Host Name/IP Address
1100417 ] [ |
pxGrid Client Certificate* MNT Server CA* pxGrid Server CA*
[ fmc_pxGrid_client | -+ | lab1six1.com_root_CA | + | lab1six1.com_root_CA | -

ISE Network Filter
[ ex. 10.89.31.0/24 |

Subscribe To:
Session Directory Topic

SXP Topic

Step 10. Status should show Success. If it does not, click the Additional Logs dropdown to
troubleshoot.

Status X

o ISE connection status:

Primary host: Success

> Additional Logs

Step 11. Click OK, then click the Save button to submit the configuration.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 86 of 251



Overview Analysis Policies Devices Objects Integration Depoy Q @ & @ adminv ';',';;'," SECURE

Firewall Management Center
ntegration / Other Integ s / Identity Sources

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

You have unsaved changes | Cancel Save

Service Type:
None e Identity Services Engine
Primary Host Name/IP Address* Secondary Host Name/IP Address
[1004.17 | | |
pxGrid Client Certificate* MNT Server CA* pxGrid Server CA*
| fmc_pxGrid_client [ + | 1ab1six1.com_root_CA ‘ + ‘ lab1six1.com_root_CA ‘ +

Step 12. The saved configuration will also need approval as a Subscriber in ISE. If manual approval is
needed, return to the ISE GUI, and navigate to Work Centers = PassivelD - Subscribers.

Step 13. Click on Clients. There should be a new Pending request from the FMC.

= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports
Summary
Clients
Client Management N
Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.
Policy
Groups

pxGrid Clients

Certificates

Diagnostics > Rows/Page 2 b
Settings & Refresh i Trash

0O Name Description Client Groups Status

O t-fmc-a5ea78009beal1ecb9d0b60.... e Enabled

O I fmc-a5ea78009beal1ecb9d0b608.. I

Step 14. Check the box next to the pending entry and then click Approve.
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= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports
Summary
Clients
Client Management W
. Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
Clients s : . . g B
through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.
Policy
Groups
pxGrid Clients
Certificates
Diagnostics > Rows/Page 2 D&
Settings & Refresh B Trash 2 Edit Enable ) T2 Decline
O Name Description Client Groups Status
O t-fmc-aSea78009beal 1ecb9d0bE0 * Enabled
fmc-a5ea78009beal1ecb9d0b608. * Pending

Step 15. A prompt appears asking for confirmation. Click OK.

®

Information
Approve client(s)?

Are you sure you want to approve the selected client(s)?

Step 16. Verify the status changes to Enabled.
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= Cisco ISE Work Centers - PassivelD
Overview Providers Subscribers Certificates Troubleshoot Reports
Summary
Clients
Client Management v
pr— Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.
Policy
Groups

pxGrid Clients

Certificates

Diagnostics > Rows/Page 2 M
Settings & Refresh ) Trash (f Edit i (® Disable

() Name Description Client Groups Status

(] t-fmc-aSea78009beal 1ecb9d0b60 e Enabled

fmc-aSea78009beal 1ecb9d0b608 e Enabled

Secure Firewall: Verify ISE Subscriber Data
Now that Secure Firewall is configured as an ISE Subscriber, the FMC will receive ISE Security Groups for use in
Dynamic SGT and user session information that provides user to IP mapping.

Step 1. In the FMC, navigate to Policies > Access Control.

Firewall Management Center

: : } Overview Analysis Policies Devices
Analysis | Users [ User Activity

Access Control

Access Control

Step 2. Click the pencil icon to edit the applied policy or create a new one.

‘ flreyval! Managemeﬁpieiecrl&i; Overview Analysis Policies Devices Objects Integration Depoy Q @ £ @ adminv b SEcURE

—
Object Management | Intrusion | Network Analysis Policy | DNS | Import/Export
New Policy
Access Control Policy Domain Status Last Modified Lock Status
Targeting 1 devices 2022-07-27 01:07:23 -
Workplace ACP Global Up-to-date on all targeted devices Modified by "Firepower System” % E L ]
Step 3. Click the Add Rule button.
Flrewa\l Man?gem%gfccf I&t:&r Overview Analysis Policies Devices Objects Integration Deploy Q @ % @ adminv “dul cecupre
Policies | Access Contro y Ed
—

& Workplace ACP Try New U Layoue (JB{_Araize i Gours |

Enter Description

Inheri Settings | Policy Assignments (1)
Rules Security Intelli HTTP Resp: Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

Filter by Device | Y Search Rules X | [] Show Rule Conflicts @ -+ Add Category + Add Rule

Step 4. Click on Dynamic Attributes.
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Add Rule o

Name Insert
[ | @ Enabled [ below rule MRE
Action Time Range
| © Allow v | B | None v |+
Zones Networks VLAN Tags A Users Applications Ports URLs Inspection Logging Comments
Available Attributes Selected Source Attributes (0) Selected Destination Attributes (0)
[ Q, Search by name or value | any any
[ Select Attribute Type v |

Add 2 Location IP Address \ [ Add ]

P Attributes of the same type (for example, SGT) match the rule if any attribute is matched.
Attributes of different types match the rule only if all attributes are matched. More info

Step 5. Click the dropdown arrow underneath Available Attributes, then select Security Group Tag.

Add Rule

Name Insert

l ‘ Enabled [ below rule R l I 1
Action Time Range

l © Allow v ‘ B [ None v ] +

Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes

Available Attributes ¢ Selected Source Attributes (0)
| Q, Search by name or value | any
I Security Group Tag v

Security Group Tag

k

Device type

Location IP
Dynamic Objects

The Available Attributes list will display groups retrieved from ISE that can be used for dynamic SGT.
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Add Rule

Name Insert

I ‘ Enabled l below rule v ‘ [ 1
Action Time Range

| © Allow v ‘ = | None - ‘ +

Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes

Available Attributes Selected Source Attributes (0)

| Q, Search by name or value | any

| Security Group Tag v |

ANY -
Auditors
BYQOD
Contractors

Developers

Development_Servers

Employees Add a Location IP Address

Firewall_Admins

- o Attributes of the same type (for examp
Secure Network Analytics: Configure pxGrid Integration

This section will create a client certificate that the SMC will use to connect to ISE. While a Secure Network
Analytics deployment will run fine with default self-signed certificates, external CA signed certificates are
recommended as a best practice and are required for advanced security features such as FIPS. This guide will
cover the import of a root CA certificate into the Secure Analytics Trust Store and the creation of an externally
signed pxGrid client certificate.

Note: It is possible to use ISE as a CA for this process if another external CA is not available, but a
domain wide CA is recommended.

Active Directory and Secure Analytics: Export CA Root Certificate

You should already have the CA root certificate from a prior step, but if not retrieve it now.

To export a root certificate from an Active Directory CA, Access the CA server by appending /certsrv/ to the AD
server hostname, e.g.

e adserver.example.com
e adserver.example.com/certsrv/
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Microsoft Active Directory Certificate Services — lab1six1-GL-AD1-CA-2

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you ¢
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.
Select a task:
Request a certificate

View the status of a pending_certificate request
Download a CA certificate,_certificate chain,_or CRL

Step 1. Click the Download a CA certificate, certificate chain, or CRL option.

Microsoft Active Directory Cerlificate Services — lab1six1-GL-AD1-CA-2

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you ¢
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.
Select a task:

Request a certificate

View the status of a pending_certificate request

|D0wn|oad a CA certificate _certificate chain,_or CRL|

Step 2. Set the encoding method if desired, then click Download CA certificate.
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Microsoft Active Directory Cerlificate Services — lab1six1-GL-AD1-CA-2

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [lab1six1-GL-AD1-CA-2] -

Encoding method:

CDER

® Base 64
Install CA certificate
|Download CA certificate |
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Secure Analytics: Import Root CA Certificate into the Trust Store

Note: This section will result in an appliance reboot. If necessary, schedule a change window before
performing these steps.

Step 1. From the SMC GUI, click the gear icon and select Central Management.

;—g) Network Analytics labsix1.com = Dashboards v Monitor v Analyze v Jobs+  Configure »  Deploy v a A E
Global Settings

Security Insight Dashboard | Inside Hosts

Step 2. Identify the primary Manager, click the ellipses, and select Edit Appliance Configuration.

‘;‘;i‘ Central Management Appliance Manager Update Manager App Manager Smart Licensing Database

Inventory

2 Appliances found

Q_Filter Appliance Inventory Table

[Edit Appliance
Appliance Status ~ Host Name ~ Type ~ IP Address Configuration Actions

up gl-fenl Flow Collector 10.0.4.24

FCNFVE-VMware-421953451de59e22-ecab3 16726262112 View Applance Statistics
Support
Up gl-sme1 100423 Pral

SMCVE-VMware-42193¢00c65390C0-60/D70a563954353
Reboot Appliance

Shut Down Appliance

Remove This Appliance

Step 3. Click the General tab and scroll down to the Trust Store. Click Add New.
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g—':' Central Management Appliance Manager  Update Manager  App Manager  Smart Licensing

Inventory / Appliance Configuration

Appliance Configuration - Manager
gl-smc1 (10.0.4.23) / Last Updated: 07/28/2022 9:42 AM by admin

Appiance Network Services

Friendiy Name Issued To Issued By Valid From

ntednzdhztmamgilzizkzmaxnzm2zwi  gl-sme 1 Jablsix1.com ol-smc1.lab13ix1.com 2022-03-30 08:29.23
owubodm3ogyyngyynza 2yja2ndhimdy

viczmzzizmAnzvhmwe 2yw==-cert

gi-fen1 lablsix1 com 2022-03-31 14.05.58

gl-fen1 lab1six1 com gi-fen1 lab1six1 com

2 Certificates
Step 4.
Trust Store

Add Certification Authority Certificate

Friendly Name *

Database

Valid Te

2027-03-31 08:29:23

2027-04-01 14.05:59

Certificate File *

lab1six1.com_root_CA

root.cer

Step 5.

Central Management Appliance Manager ~ Update Manager  App Manager  Smart Licensing

Inventory / Appliance Configuration

Appliance Configuration - Manager
gl-sme1 (10.0.4.23) / Last Updated: 07/28/2022 9:42 AM by admin

Appliance Network Services General

Trust Store  ITZIITEE

Friendly Name Issued To Issued By Valid From

Ae4NZONZIMAMQISZIZKZMAKNZM2ZWA  Gl-smc1 1ab18ix1 com 2022-03-30 08:29:23
owubodm3ogyyngyynza2ylqznahimai

VIC2MIZZMANZVhmeZyw==-Cart

gl-sme 1 Jabsix1 com

gi-feni iablsix1.com 2022-03-31 14:05:50

gi-fen? lab1six].com

gi-fen1 ab1 six1.com

18015001 -GL-AD1-CA-2 1aD15ix1 -GL-AD1-CA-2 2022-03-04 15:10:15

3 Certificates

Step 6.
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Database

Valid To

2027-03-31 08:29.23

2027-04-01 14:05:59

2042-03-04 15:20:14

Sertal Number Key Length
3148370504607 307713060d86716 8192 bits

1e3cbaBage

72bb3132a08d11262a69017a5c81588 8192 bits
535e87cac

The new certificate will immediately appear in the Trust Store. Click Apply Settings.

‘Serial Number Key Lengtn

314837b5¢a36L1736771306b086716 8192 bits
1e3cboBge

720b3132a00011262a60017a5¢81508 G192 bits.
535e87cac

70350ca6264aD00a448a0D 1cO29cEl 2048 Dits
o0

4 &b sEcure

STl Apply Settings

Configuration Menu ¥

Actions

Delete

Delete

Enter a friendly name for the certificate, select the certificate file, then click Add Certificate.

Choose File |
Add Certificate

L % SECURE

Configuration Menu ¥

Add New @

Actions

Delete

Delete

Delete

Note the reboot warning, then click Apply Changes again if the change can proceed.

Page 94 of 251



Apply Configuration Changes to Appliance X

While the system applies changes, you cannot make any additional modifications. If a reboot
is required, the appliance will go offline until the process has finished.

The following configurations have changed:
Network Services:

Internet Proxy (Appliance will be rebooted)

General:

Step 7.

;@' Central Management

Appliance Manager

»

—_—
[—]
[—+]

Cancel Apply Changes I

Update Manager

Inventory

2 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status

I @ Config Changes Pendingl

Up

@ Central Management

Appliance Manager

Host Name

gl-sme1

gl-fenl

Update Manager App Manager

Inventory

2 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status

Up

Host Name

gl-fen1

gl-sme1

App Manager Smart Licensing

Smart Licensing

Wait for Appliance Status to change from Config Changes Pending to Up before proceeding.

Database

Type

Manager
SMCVE-VMware-42193c0dc65a%bc0-60fb70a563954353

Flow Collector
FCNFVE-VMware-421953451de55%e22-ecab31e726a62f12

Database

Type

Flow Collector
FCNFVE-VMware-421953451de5%e22-ecab31e726a62112

Manager
SMCVE-VMware-42193c0dc65a9bc0-60fb70a563954353

While not required, it is recommended to import the root certificate into the Trust Stores of the other Secure

Analytics appliances for future use.
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Secure Analytics and Active Directory: Generate and Sign a pxGrid Client Certificate

Note: This section uses an AD CA certificate template with the Client Authentication and Server
Authentication fields. If you don’t have one already, please see the section Active Directory: Create a Client

and Server Authentication Template before proceeding.

Step 1. From the SMC GUI, click the gear icon and select Central Management.

{Qj Network Analytics  lablsix.com « Dashboards~  Monitor - Analyze~  Jobs~  Configure =  Deploy ~ a 1 E

Global Settings

Security Insight Dashboard | Inside Hosts
Step 2. Identify the primary Manager, click the ellipses, and select Edit Appliance Configuration.

F
?\!) Central Management Appliance Manager Update Manager App Manager Smart Licensing Database

Inventory

2 Appliances found

Q_ Filter Appliance Inventory Table

Edit Appliance
Appliance Status A HostName A~ Type A IP Address Configuration Actions

Up gl-fent Flow Collector 100424 ) ) )
FCNFVE-VMware-421953451de59e22-ecab3 16726262112 View Appliance Statistics
Support
up gl-smel 10.0.4.23 prol
SMC! 1 151 4353

Reboot Appliance
Shut Down Appliance

Remove This Appliance

Step 3. From the Appliance tab, scroll down to the Additional SSL/TLS Client Identities section, then
click Add New.

Ze7 Central Management Appliance Manager  Update Manager  App Manager  Smart Licensing  Database L ccuRe

o

Inventory | Appiiance Configurauan

Appliance Configuration - Manager Cancel

gl-smc1 (10.0.4.23) / Last Updated. 07/29/2022 12:30 PM by admin

Network Services  General

Configuration Menu ¥

SSH Host Naming @
Enable SSH Enable Root SSH Access
SSL/TLS Appliance Identity @ Madifcation Requires Retsoot Update Identity
Friendly Name Issued To Issued By Vald From Vaild To Serial Number Key Length
gl-smc @gl-smc1 lablsix1 com gl-sme 1 lablsix1 com 2022-03-3008:29:23 2027-03-31 08:29:23 314837b5cdI6bI73b7713b6bABe7 161e3c 8192 bits

ba8g%e

IAddnional SSL/TLS Client Identiies OI

Friendly Name Issued To Issued By Valid From Valld To Serial Number Key Length Actions

There is no data to display

Step 4. Select the radio button for Yes to generate a CSR, then click Next.
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Additional SSL/TLS Client Identities @

Do you need to generate a CSR?

No
Step 5. Select an RSA Key Length and fill in certificate details as desired. Click Generate CSR.
Additional SSL/TLS Client Identities @
Generate a CSR
RSA Key Length * Common Name
gl-smc1.lab1six1.com
2048 bits
4096 bits
@ 8192 bits
Organization Organizational Unit
| cisco | [ solution Architecture |
Locality Or Gity State Or Province
| San Jose | [ca |
Country Code Email Address
[us | | |

Step 6. When the generation process completes, click the Download CSR button, and save the file.

Additional SSL/TLS Client Identities @

Add SSL/TLS Client Identity

Friendly Name * Certificate File *

=] -

Step 7.  Access the CA server and click on Request a certificate.

Microsoft Active Directory Cerlificate Services — lab1six1-GL-AD1-CA-2

Welcome

Use this Web site to request a cerificate for your Web browser, e-mail client, or other program. By using a certificate, you ¢
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:

View the status of a pending_certificate request
Download a CA certificate _certificate chain, or CRL

Step 8. Select the advanced certificate request option.
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Microsoft Active Directory Cerificate Services — lab1six1-GL-AD1-CA-2

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjadvanced certificate request.

The advanced certificate request page prompts for entry of a CSR in text format.

Microsoft Active Directory Certificate Services — lab1six1-GL-AD1-CA-2

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded

Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

Certificate Template:
| User v |

Additional Attributes:

Attributes:
4

Step 9. Locate the CSR file to upload and open with a text editor (right-click the CSR file and select
‘Open with...” if the CSR is not associated with a text editor by default).

MName Date modified Type Size
D gl-smc1-clientldentity.csr 7/29/2022 1:10 PM CSR File 4 KB
Open with
T-Zip >
1&* Share

Step 10. Copy the entire block of text starting with the BEGIN line and ending with the END line.
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3] gl-smc1-clientldentity.csr - Notepad

File Edit Format View Help
BEGIN CERTIFICATE REQUEST
MIIIDjCCBPYCAQAWFDELMAKGATUEBhMCVVMXCZzAIBgNVBAgMAKNBMR EwDwYDVQQH
DAhTYW4gSm9zZTEOMAWGATUECgwFQ212Y28xHjAcBgNVBASMFVNvbHVOaWOuIEFy
2hpdGVjdHVyZTEdMBSGATUEAwwUZ 2wt c21jMS5sYWIxc214MS5jb20wggQiMABG
CSqGSIb3DQEBAQUAAAT EDwAWggQKAOI EAQC3+ywowy tFABh+FGQH1toCWduX1Mdg
v1E16Yr7JEW+BjbS5iFf15CTm2Tn3vqOUGXxcXdFy2EW3YjZD5zUT47kgRgv /7Y /KE
2tJLgtRSYgHKC+5EaCsDR955g6YIbEFSrH01q01BvAFYCyk4wdzrDBT614wal ebb
cZdpnx996NYAQUTbVSzgRPdLOTmvEBZzo08Pq7t1HIUBekgzIPw/6ayqUjnBValnt
T1uNw/hnHVB8EWZCSLoR3IEUF@h1lyXbDhVS2CzAIYUcJA9gcSpPXT2FqsUDG2Z2H
B11ROHGuvpPVB/NFbE1mzDCH/RANKP/Z1KNQON1QeGnESIfh/uS41blXa/jwlLQG2u
k+rkG/tpaWYzYywi8Wt7gaMiil+34Lf9tcZp2zoE7G83Tr1fV/gZU+T]jjCWW3EMW
u9S91042X8czEugbrSTNkNFArpaHZAoCHOPA8K+ZZac1bbN1zG4IjxRkQ/VLhsgl
JShuZc10VU+eMbxMYMV/8xZd+GYXLLFHZT/I34p8rRqudgI@kIVPVpuMdaCFfqvDC
THzqscVg4Nr26MVinFjwn+7NCNPEEbpQVONoZ1f89pEYSqp7+7gXPAHATpOrzhSw|
NGF8RSWGPyyvL E+MWNQZCNcwvn6asnQOCm+r20cEbWOwuh73GNWK4tz14y3YbxT/
DSIZmxUCnuXovidgCWP+SwhKPIHHUcm8COY /adqsd4X51j1jilU74ZvXw(S942Ws
HDnjGHhP6NFQIkAHWoTP2eg16MC6UoDPBzRkzXy /acgZBPOUeyO1UeaX/Rpbudr
F39GzyJ1lo5vSzuob2o0jaxahYCAgjAAL faYwaFIBItdGxY1PXnnECZoMjbXdjZQGh
03co7VeI1sHGES71fhP6+HtIKB+5hgfOEY6QSc8hjeBIvmSSpHVWKL jr/M1Dviq]
9n84KBIPXOpq+VNlouY8y670z7h8nvOfdCpHW18FZ04ptxFai@VD77qUb0usSGD2
eCaAA10C5c4Iyee7duguG2meVgQB5KomUB2num@vkHdvd1lcQAEVmHzRPtudtAz]
ATESh8db97cw6BVA90kqaXK4dcmlL 2Q1SuZLiCXmO6EVVUhs TWuGuLZsesFiWfIllo
/09BecEMfs8wPtE6VROMDHLedFQcMs 7uNS+mSeCOgXXZSwOORSPavtEumnee9/+a
3SLvchgN6xZtznXeBfnQLjD2XC9x80X] /YyASTqPwMazEh3r8U+iR29LK+qQUOLP
N©19/ugI195k /WtO6HSsZWHCAFRDE7Bg/GAmTiZgF cK+AXBWSFARX3hpt/ofukFD
E4AMBAcI35GKgKhSHTcQUhYVmE +GipHQM4AU1P7keWIbToP20KdYLAKPI1AgMBAAGE
TTBLBgkqhkiG9w@BCQ4xPjASMBMGA1UdIQOMMAOGCC sGAQUFBWMCMCUGATUAEQQe
1ByCFGdsLXNtYzEubGFiMXNpeDEuY29thwQKAAQXMABGCSqGSIb3DQEBCWUAALTE
AQCVpAXqTwFQuPRQftqpvDfZyehUd1ui3CY3Z/65Z5wc3qj3fuPKLdCj9yIlerHV
nIPQIoq+ih86ALMWkEpYe6jBxU2ThILB1SY4AZEKVQ1lptA6ed2cHwlXDVkhHh1rSm
Q1nN8cmNYXDwsOI3r2AtL12ul1BAs@bl+gVOGu3ntuyZocolwMY@sUNr7M1XXsZoV|
5Ma7DQUBFnPEjK1HsvINLbAGk314bdpx1TilEDU1srRxf4f+FuoMuPaNjbeqpyzT
1PkYOfRpx/D08/tZCoXQlcTLaoaf0cj+cXOEZ7gjiF1DwCANEaD+oHy@OKRFjedcl
MUPm4FOHV2ulf/CTVolpj3g82MNdfG/nCj7WicMO2+Kcy4+4Z8ERd+akIYugwew|
oy12ziRpa6GCgI3pvlUgqo7mRzL2TxyjGXrcRcigVRDW1VlgaMrrirrvilYDVB6ZtP
obrz/Uil698koom]cX852K/YuUDTatn+QmGWbYsgAxdjLIZWabi/6+bKEpoj7yRa
Hm5ggqEbjNdX6+CXRsulsgpo9g]jjoMIawVG70AoK4B3HHSpav70SBajQHU3oMyC/
+s+JJufLvpImgsoFI9juCvU+CaXuSMteQvCAjCvOzVBMRHWM2HxnJH1A6VWXeF4U
6HNgRYEZdur71nt985RqDqszdSftCtglLEhOyPaCidTeZkk2konlopvjXtI6k2Uwl
7AtSSv4LMOCI1drfoq9oHyL+ky0q5Dgiuv7R6PSEI7MQ8PHXDVFX3WAUsoE6EKU
hix1PakcBtn1iUwDB3m]iPtofs1h5s1jSYX1YaMQJI5Z /MEcnBZpyXf4V3893E3mP
1Jai®GZkRjOhb3xbbNMgFvAkDyVcYRFnzRmglLUIeJDRBIMAQMIiHTvxv1IA1qGL/
oVFrFbBKEUgVEU/LudA/dV/FXmpyOc0+2cCPiPn1HNTMad654w+gbF9E79DL7p7R
N6Lv+TKPNiYsMlx6ewat18mhrQLeUk4HPmNMpECHVCrvfopn7/7tgfE8PbHg51U4
nf8Sy2eX19yMIqvpiS94527sbQEjSNFhhOr9Nu+anuvnic3kxt /t01HAFQOH8 jgC
MHrufbfRGMFP75Gmns+/8F7gZ6jrhuGrlqd+hJK3vPrErzpP8pgMplxgs4HOiolH
RgXFa3zTs4+NmFy2vbywOqvB05j008xdimXy@u9JsvHIIWPrw/CdNIv130gD/GzB
3ecUg+bqS1uF2CI2ufAxWf8cTPWz1NVSOcgk /ulFPpeVAZUnyyU4v3CGLaOvbZxX
kSxaglj3Wswyblfgelz1aQ+H8fIrWOlwyt3XidISOWSbT640P1sDplLWwS1gPjNEA

Step 11. Return to the CA server and paste the copied text into the Request field. The certificate must
be generated with Client Authentication and Server Authentication fields. If needed, create a suitable
template using the steps in the Create a Client and Server Authentication Template section. Click
Submit.
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Microsoft Active Directory Cerlificate Services — lab1six1-GL-AD1-CA-2

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded

Saved Request:

Base-64-encoded
certificate request

MHruTbfRGMFP7SGMNs+/8F 7826 rhuGrigd+hIK3,
RgXFa3zTs4+NmFy2vbywOqvB05j008xd imXy@dud]:
3ecUg+bqSluF2CI2ufAxWfBcTPUzZINVSOcgk/ uIF|

(CMC or kSxaglj3kswyblfgelz1aQ+HET IrW0lwyt3XidI5¢
PKCS #10 or JkgpobQep@Esg/Ynmk3gjQqR
PKCS#7):  |----- END CERTIFICATE REQUEST----- -
L ko
Certificate Template:
|client and server auth wv]

Additional Attributes:

Attributes:

P

Step 12. Select Base 64 encoded and click Download certificate. It is recommended to give the
certificate a clear name that describes its device and purpose.

Microsoft Active Directory Cerlificate Services — lab1six1-GL-AD1-CA-2

Certificate Issued

The certificate

you requested was issued to you.

O DER encoded or @ Base 64 encoded

|D0wnlcad certificate|
ownload ceriificate chain

Step 13. Return to the Additional SSL/TLS Client Identities for the SMC. Enter a friendly name for the
certificate, choose the file, and click Add Client Identity.
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=
<e Central Management Appliance Manager  Update Manager  AppManager  SmartLicensing  Database ES * SECURE
Inventory / Appliance Configuration
Appliance Configuration - Manager
gl-smc1 (10.0.4.23) / Last Updated: 07/29/2022 12:30 PM by admin
Configuration Menu ¥
Appliance Network Services General
lab1six1 com
SSL/TLS Appliance Identity @ Modincation Requires Reboat Update Identity
Friendly Name Issued To Issued By Valid From Vaiid To Serial Number Key Length
gi-smc1 gl-smc1 lablsix1 com gl-sme1 lablsix1 com 2022-03-30 08:29:23 2027-03-3108:29:23 314837b5cd36bI73b7713b6bdBe? 161e3c  B192 bits
baggge
Additional SSL/TLS Client Identities @
Add SSL/TLS Client Identity
Friendly Name * Certificate File *
| pxGrid_client secure_analytics_prgrid.cer
Centificate Chain File
ibe
Add Client identity
Step 14. The new identity will appear. Click Apply Settings.
s
<o Central Management Appliance Manager  Update Manager ~ App Manager  SmartLicensing  Database & Wl SECURE
Inventory / Appliance Confguration
Appliance Configuration - Manager
gl-smc1 (10.0.4.23) / Last Updated: 07/29/2022 12:30 PM by admin
Configuration Menu v
Appliance Network Services General
SSH Host Naming @
Enable SSH Enable Root SSH Access. N
gl-smcl
lab1six1.com
SSL/TLS Appliance Identity @ Modification Requires Reboat. Update Identity
Friendly Name Issued To Issued By Valid Fram Vaiid To Serial Number Key Length
gl-smc1 QI-smc1 1ab1six1.com @l-smc1.1ab1six 1 com 2022-03-30 08:29:23 2027-03-31 08:29:23 314837D5Ca36017 3077130600867 16163 8192 bits
boBgge
Additional SSL/TLS Client Identities ®  IIZIIZED Add New
Friendly Name Issued To Issued By Valid From Valid To Serial Number Key Length Actions
PxGrid_client Cisco lab15ix1-GL-AD1-CA-Z 2022-07-29 1307:18 2024-07-28 13:07:18 4400000010130342831cc744300000 8192 bits Delete
0000010
Revert

Step 15. Click Apply Changes.
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Apply Configuration Changes to Appliance X

While the system applies changes, you cannot make any additional modifications. If a reboot
is required, the appliance will go offline until the process has finished.

The following configurations have changed:

Appliance:
Additional SSL/TLS Client Identities

Apply Changes I

Step 16. Wait for Appliance Status to change from Config Changes Pending to Up.

;@ Central Management Appliance Manager Update Manager ~ App Manager

Inventory

2 Appliances found

Q, Filter Appliance Inventory Table

Appliance Status ~ Host Name
I @ Config Changes Pendingl gl-sme1
Up al-fenl
@ Central Management Appliance Manager Update Manager App Manager
Inventory

2 Appliances found

Q, Filter Appliance Inventory Table

Appliance Status ~ Host Name

Up gl-fcn1

gl-smec1

Secure Analytics and ISE: Configure pxGrid and ANC
Step 1. From the SMC, click on Deploy - Cisco ISE Configuration.
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Smart Licensing Database

~ Type

Manager
SMCVE-VMware-42193c0dc65a9bc0-60fb70a563954353

Flow Collector
FCNFVE-VMware-421953451de59%e22-ecab31e726a62f12

Smart Licensing Database

Type

Flow Collector
FCNFVE-VMware-421953451de5%e22-ecab31e726a62712

Manager
SMCVE-VMware-42193c0dc65a9bc0-60fb70a563954353
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o) Network Analytics  tabisixt.com » Dashboards>  Moritors  Analyze~  Jobsv  Configure

Cisco® ISE Configuration

Security Insight Dashboard | Inside Hosts Active Diroctory

Secure Cloud Analytics

Step 2. Click the ‘Add new configuration’ button.

Zo7 Network Analytics  as1sixt.com - Dashbosrds+  Monitor+  Anyze  Jobs+  Confgure~  Deploy + Q 4 & b | secure

o

Cisco® ISE Configuration

Cisco® ISE Configuration @ o
==

No Cisco ISE configurations. Click Add new configuration to begin.

Step 3. Under Certificate, select the certificate that was added in the prior section. Enter IP or host
information for the pxGrid node(s) and name the cluster and client. Under Integrated Product, select
the Cisco ISE radio button and check the boxes for Adaptive Network Control, Static SGT
Classifications, and Sessions. If desired, check the box for Track sessions derived from machine
authentication. Click Save.

o7 Network Analytics  lablsixi.com Dashboards - Monitor~  Analyze - Jobs+  Configure = Deploy = Q & ¥ Wl secure

Cisco® ISE Configuration

Cisco® ISE Configuration @ +
Cisco ISE Configuration Setup © ﬁ
Connection Details Integration options @

Cluster Name: * Integrated Product @

[ Tab1six1-ise-primary ® Cisco ISE

Cisco ISE PIC (Passive Identity Connector)
Certificate: @ *

| pearia_ciient v | Adaptive Network Control @
@ Stalic SGT Classifications
PxGrid Node 1: * ] o
& Sessions @
[100417 J 2
Track sessions derived from machine authentications @
PxGrid Node 2:

[x.10.10.10.10 or pxgrid.ise.cisco.com |

PxGrid Node 3:

‘Ex 10.10.10.10 or pxgrid.ise.cisco.com \

Client Name: @ *

| sme-primary-prgrid |

Enable strict ISE Server Identity Verification @

Step 4. Review Status. The Status will show as yellow if the client request is pending approval in ISE.

§j Network Analvt[CS lab1six1.com Dashboards »  Monitor v Analyze ~ Jobs Configure v Deploy ~

Cisco® ISE Configuration

Cisco® ISE Configuration @

% Cluster Name pxGrid Nodes 2 User Name Status

lab1six 1-ise-primary 100417 see smc-primary-pxgrid |

Step 5. In ISE, navigate to Administration > pxGrid Services - Client Management.
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X) Cisco ISE Q_ What page are you looking for?

Dashboard Context V Operatio Administration

Recent Pages
System Network Resources pxGrid Services
nts
Summary

Client Management

Step 6. A new client for the SMC should be visible. In this example, the client is pending approval.

= Cisco ISE Administration - pxGrid Services
Summary Client Management Diagnostics Settings

Clients

Clients

Scoups Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library

Certificates through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations

pxGrid Cloud Connection

pxGrid Cloud Policy pxGrid Clients
5 sh i Tra
Name Description Client Groups Status
] t-fmc-a5ea78009beal 1ecb9d0b60 e Enabled
O fmc-a5ea78009beal1ecb9d0b608 e Enabled
O [srr: primary-pxgrid Account for SW » Pending I

Step 7. Select the SMC client request and click Approve.
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= Cisco ISE Administration - pxGrid Services
Summary Client Management Diagnostics Settings

Clients

Policy Clients

Soups Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library

Certificates through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.

pxGrid Cloud Connection

pxGrid Cloud Policy pxGrid Clients

&3 Refresh ﬁ Trash /Edll Enable Disable T2 Decline

O Name Description Client Groups Status

O t-fmc-a5ea78009beal 1ecb9d0b60... e Enabled
] fmc-a5ea78009beal 1ecb9d0b608. e Enabled
smc-primary-pxgrid Account for SW e Pending

Step 8.  Verify the client is enabled.

= Cisco ISE Administration - pxGrid Services
Summary Client Management Diagnostics Settings
R ——————————————— T
Clients
Policy Clients
Goups Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library

Certificates through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.

pxGrid Cloud Connection

pxGrid Cloud Policy pxGrid Clients
—
& Refresh @ Trash ~ /Edlt Enat ® Disable Approve Decline
0O Name Description Client Groups Status
(8] t-fmc-a5ea78009beal 1ecb9d0b60. e Enabled
(] fmc-aSea78009beal1ecb9d0b608. * Enabled
I smc-primary-pxgrid Account for SW e Enabled I

Step 9. Return to the SMC and click refresh.
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‘;!j. Network Ana[ytl'cs lab1six1.com « Dashboards ~ Monitor » Analyze v Jobs * Configure = Deploy *

Cisco® ISE Configuration

Cisco® ISE Configuration @

% Cluster Name pxGrid Nodes < User Name Status

lab1six1-ise-primary 10.0.4.17 ses smc-primary-pxgrid E

Step 10. Client status should turn to green, confirming successful integration.

?@j. Netwaork A[’]alvtiCS lab1six1.com » Dashboards *  Monitor +  Analyze*  Jobs~  Configure+  Deploy ~

Cisco® ISE Configuration

Cisco® ISE Configuration &

< Cluster Name pxGrid Nodes < User Name Status

lab1six1-ise-primary 100417 see smc-primary-pxgrid E f+]

Adaptive Network Control Configuration

The pxGrid communication channel between Secure Analytics and ISE was configured in the prior section with
the ANC feature. Additional ISE side configuration is necessary to fully utilize the ANC functionality. The
configuration is covered in the following sections.

ISE: Add Secure Analytics to Adaptive Network Control (ANC) Client Group

Step 1. Click the Menu icon (=) and navigate to Administration - pxGrid Services - Client
Management.

Step 2. Check the box next to the SMC client added previously and then click Edit.
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= Cisco ISE Administration - pxGrid Services
Summary Client Management Diagnostics Settings

Clients

Poicy Clients

Groups Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library

Certificates through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.

pxGrid Cloud Connection

pxGrid Cloud Policy pxGrid Clients
E———

& Refresh ﬁ Trash /Edn Enable ® Disable

() Name Description Client Groups Status

(] t-fmc-aSea78009beal 1ecb9d0b60. .. e Enabled
(] fmc-aSea78009beal1ecb9d0b608.. » Enabled
smc-primary-pxgrid Account for SW e Enabled

Step 3. Click the drop-down arrow for Client Groups and select ANC. Click Save.
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= Cisco ISE Administration - pxGrid Services
Summary Client Management Diagnostics Settings
Clients
Policy Clle ntS
Sl Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
Centificates through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.

pxGrid Cloud Connection

pxGrid Cloud Policy pxGrid Clients

> smec-primary-pxgrid

Edit Client

Name
smc-primary-pxgrid

Description
Account for SW

Please enter the partner product
name, e.g. Cisco
Stealthwatch etc.

Client Groups
ANC =

Cancel

Step 4. ANC will now appear under the Client Groups column for the SMC.
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Administration - pxGrid Services

= Cisco ISE
Summary Client Management Diagnostics Settings
Clients
Policy Clients
Srotas Clients must register and receive account approval to use pxGrid services in Cisco ISE. Clients use the pxGrid Client Library
Certificates through the pxGrid SDK to register as clients. Cisco ISE supports both auto and manual registrations.

pxGrid Cloud Connection

pxGrid Cloud Policy pxGrid Clients
——————————
8 Refresh [‘ﬁ Trash
O Name Description Client Groups Status
(] t-fmc-aSea78009beal1ecb9d0b60. e Enabled
O fmc-aSea78009beal1ecb9d0b608.. e Enabled
O smc-primary-pxgrid Account for SW ANC e Enabled

ISE: Configure ANC Policy List
Step 1. Click the Menu icon (=) and navigate to Operations - Adaptive Network Control.

Step 2. Click the Add button.

= Cisco ISE Operations - Adaptive Network Control

Policy List Endpoint Assignment

List

e Refresh ﬁ Trash

() Policy Name ANC Actions

Step 3. Name the Policy List and add QUARANTINE under actions. Note: it is recommended to name
this policy ‘Quarantine’; there are several steps involved in tying the action to the network isolation

outcome. Click Submit.
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= Cisco ISE

Policy List Endpoint Assignment

List New
Input fields marked with an asterisk (*) are required.

Name *
Quarantine

actions *
QUARANTINE = |

Step 4. The Policy Name and ANC Action will populate.

= Cisco ISE Operations - Adaptive Network Control

Policy List Endpoint Assignment

List

-7 Refresh T Add Trash

Policy Name ANC Actions

O |Qquarantine QUARANTINE |

ISE: Add ANC Policy to ISE Authorization Policy
Step 1. Navigate to Policy = Policy Sets.

X Cisco ISE Q_ What page are you looking for?

Dashboard Context Visibility Operations

Recent Pages
Policy Sets

Click on > to view the desired policy.
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®© Q0 »m @

Reset Policyset Hitcounts m

Allowed Protocols | Server Sequence  Hits  Actions  View

= Cisco ISE Policy - Policy Sets

Policy Sets

() Status Policy Set Name

Q Search

Default Network Access 0 el

(-] Default Default policy set

Step 2. The ANC policies can be added to either the Authorization Policy Local or Global exceptions.
This guide uses the Global example. Click the > icon to expand Global Exceptions, then click the +

button to add a new rule.

= Cisco ISE Policy - Policy Sets

Policy Sets—» Default

Status Policy Set Name Description Conditions
( Q search
° Default Default policy set

» Authentication Policy (3)
» Authorization Policy - Local Exceptions

BAuthorizatian Policy - Global Exceptions

Status Rule Name Conditions

Step 3. Give the rule a name (once again, Quarantine is recommended) and then click the + icon in the
middle of the rule to open the Conditions Studio.
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= Cisco ISE

Policy Sets— Default

Policy - Policy Sets

Status Policy Set Name Description Conditions
( Q Search
° Default Default policy set

» Authentication Policy (3)
> Authorization Policy - Local Exceptions

v Authorization Policy - Global Exceptions (0)

@ Status Rule Name Conditions

( Q Search

° [mmm]

&

Step 4. Click the top line that has the text ‘Click to add an attribute’. Search ‘anc’ in the Attribute

Column and click on ANCPolicy.

Conditions Studio

Library Editor

Search by Name - -
Click to add an attribute

[0]=]o]w]e]2le

CEIESADNE

Select attribute for condition

X

=] BYOD_is_Registered

S

(o][m][o]a]e][r]|m

Floje[e[c[afo]s]=]

. - Catalyst_Switch_Local_Web_Aut

1 7 Dictionary Attribute

= = hentication -

All Dictionaries VvV anc

Info

=] Compliance_Unknown_Devices

(] EndPoints

=] Compliant_Devices

i k ISE ssion ANCPolicy I

LastAUPAcceptanceHours

Step 5. Leave the first value as Equals, click the second dropdown arrow, and select Quarantine. Click

the Use button.
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Conditions Studio

Library Editor
®
Search by Name . .
Session-ANCPolicy
(o]z[o|s|e|n]a|p|=[2]8|c|2]e]k]=) _ .
k Equals v Quarantine | E:=

5] BYOD_is_Registered @ Set to 'ls not' || cate m

— Catalyst_Switch_Local_Web_Aut _

= nhentication = NEW AND OR

=| Compliance_Unknown_Devices

&)

=| Compliant_Devices

=] EAP-MSCHAPv2 @
=] EAP-TLS 8
=] Guest_Flow ®
=] MAC_in_SAN o

— Network_Access_Authentication_ __
— Passed e

=| Non_Cisco_Profiled_Phones
=| Non_Compliant_Devices
=| Quarantine Q

— Switch_Local_Web_Authenticatio _
~n

=| Switch_Web_Authentication @
=| Wired_802.1X M

=l Wirad MAR

Close Use

Step 6. Finally, click the dropdown under Profiles and associate the Quarantine action with the
DenyAccess profile. Note: some deployments may prefer not to deny all access with the Quarantine
action. If that is the case, the profile can be set to PermitAccess (or another profile) and a Quarantine
SGT assigned. Click Save.
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= Cisco IS Policy - Policy Sets

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits

©  Oefaur Defsut policy set Default Network Access

Authorization Policy - Global Exceptions (0)

Status  Rule Name Conditions Profiles Security Groups Hits  Actions

® uarantine k  SessionANCPolicy EQUALS Quarantine Belect f t D Selact from list

Configure Netflow

Netflow serves as a monitoring backbone for network traffic. A well-designed Netflow architecture can provide
data on the origination and termination of every network connection, along with capturing data at intermediary
points in the traffic path. This connection data can be used both for connectivity troubleshooting and Secure
Analytics. In this guide we’ll aggregate Netflow logs from a switch and firewall into the Cisco Telemetry Broker,
then send Netflow data from CTB to Secure Network Analytics for heuristic security analysis.

This guide demonstrates Netflow configuration for the Secure Firewall and Catalyst 9300 platforms.

Switch: Configure Netflow

Step 1. From the GUI, navigate to Configuration - Services - Netflow.

a il Cisco C9300-24UX

Cisco

Step 2. Click the Add button.
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cisco

n il QLscng3OO-24UX

Configuration™ > Services~ > NetFlow

-+ Add

Step 3. Since we intend to use this Netflow for Secure Analytics, we’ll use the StealthWatch Netflow
Template. Enter the IP of the Telemetry Broker Node’s telemetry interface (the CTB node has two
interfaces, one for management and one to receive telemetry data), the standard Netflow port of
2055, specify an Export Interface for the switch, and select a Sampling Method. For this example
we’re using Full Netflow, but we could change this to Deterministic or Random for a heavily utilized
switch. Select all interfaces for which Netflow should be collected and click Apply to Device.

Create NetFlow x

Netflow Template SteathWatch v

Collector Address™ 10.0.4.21 |

Exporter Port* 2055 ‘0

Export Interface IP Vian '509(10.0.200_3},. |

Sampling Method Full Netflow v ||O

Available (37) | Search Q Selected (3)

Interfaces Interfaces Ingress Egress

@ Te1/0/4 > : @ Tel/0/1 “
@) 105 3 () Te1/0/2 €
&) 1108 3 @ rerv03 *
@ Te1/0/7 3

@) er08 >

@) rer/00 3

i

D Cancel |Et Apply to Device

Step 4. Confirm the details for the new Netflow config.

Configuration™ » Services™ » NetFlow

+ Add
Netflow Template Y Interfaces Y Collector Y Export Interface IP ¥ Sampling Method
O [steathwatch TenGigabitEthernet1/0/ 19= , TenGigabitEthernet? /0/ 2= , TenGigabitEthemet1/0/3= 10.0.4.21 10.0.200.2 Full Netflow

Step 5. To review or save the added running-config, click the Save Configuration icon.

Welcome admin =2 @ 'n' 'H 9 S‘ ' =
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Step 6.  Click the Show Diff button to review configuration changes made since the last time running-
config was copied to startup.

Save Configuration x

Are you sure you want to save the configuration?

Step 7.  Scroll down and review config additions listed in green.

Save Configuration Diff x

Running Config
Startup Config & File Size(in bytes) 14148 <

File Size(In bytes) 9233 o S i
Last configuration change at 04:42:35 UTC Mon Dec 12 2022 by admin + C ¥ aL;nsthcmfsgurabon clienge at. 04:44:37:UTC Mon Dec 1212022 by

5% flow record defaultStealthWatchNonCloud
°7 match datalink mac source address input
““| match ipv4 tos

59 match ipv4 protocol

7 match Ipv4 source address

"' _match ipv4 destination address

72| match transport Source-port

7' match transport destination-port

* collect transport tcp flags

collect counter packets long

S collect counter bytes long

1

758

' flow exporter export_Vlan1600_-1672990185
89| destination 10.0.4.21

°1 source Vian1600

52 transport udp 2055

83§

84y

%5 flow monitor dsw_Vian1600_- 1672990185
exporter export_Vian1600_-1672990185
77 record defaultStealthWatchNonCloud

219 imterface TenGigabitEthernet1/0/1 243/ interface TenGigabitEthernet1/0/1 -
220 switchport access vian 1600 4 switchport access vian 1600
2211 switchport mode access switchport mode access

*6| device-tracking

" ip flow monitor dsw_Vian1600_-1672990185 input

Ip flow monitor dsw_Vian1600_-1672990185 output

222| device-tracking

3 access-session host-mode single-host 249 access-session host-mode single-host
224 access-session closed 250| access-session closed
225 access-session port-control auto 251 access-session port-control auto
226/ dot1x pae authenticator 252| dot1x pae authenticator

7! service policy type control subscriber DOT1X 3| service-policy type control subscriber DOT1X

229 interface TenGigabitEthernet1/0/2 interface TenGigabitEthernet1/0/2
<" ip flow monitor dsw_Vlan1600_-1672990185 input

257, i flow monitor dsw_Vian1600_-1672990185 output

231! interface TenGigabitEthernet1/0/3 interface TenGigabitEthernet1/0/3
ip flow monitor dsw_Vian1600_-1672990185 input

257 jp flow monitor dsw_Vian1600_-1672990185 output

Step 8. When satisfied, click Apply to Device to copy the running-config to startup-config.

Secure Firewall: Configure Netflow

Step 1. Navigate to Objects - Object Management.
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Elreﬂkﬁia |_.[ Mar]lagenlle IT Center Overview Analysis Policies Devices Objects Integration
JDEeCs | UDjeCt Manageme
L ———
. AAA Server Network I Object Management

» Access List Intrusion Rules

A network object represents one or more IP addresses. Network objects

» Address Pools

Aimmmicmem: wmilan miimedt cmnarsabhan cmmacts amed ae A

Step 2. Select FlexConfig - Text Objects from the left menu.

Fl_rewal! h{laqgger_ne_nt Center Overview Analysis Policies Devices Objects Integration

FRAAA Serve Text Object
> Access List
" Text objects define free-form text strings that you use as variables in a FlexConfig object. These objects can have single values or be a list of multiple values.
» Address Pools
Application Filters
AS Path Name
Cipher Suite List
defaultDNSNameServerList
> Community List
> Distinguished Name
DNS Server Group defaultDNSParameters
> External Attributes
ol disablelnspectProtocollList
FlexConfig
FlexConfig Object dnsNameServerList

Text Object

Step 3. Enter the word ‘netflow’ in the search bar and click the pencil icon to edit the
netflow_Destination object.

Firewall Manaqemen: Center Overview Analysis Policies Devices Objects  Integration Deploy Q. @ £ @ adminv ik
—— Text Object x

> Access List
M- Text objects define free-form text strings that you use as variables in a FlexConfig object. These objects can have single values or be a list of multiple values
Application Filters

AS Path Name Value Type Override

Cipher Suite List

netfiow_Destination

Community List

Step 4. Set the count to 3, specify the interface that will send Netflow data, and set the IP address
and port for the Netflow collector. In this example, Netflow is sent from a data interface for a
management network to the Cisco Telemetry Broker node telemetry interface over the default Netflow
port of 2055. Click Save.
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Edit Text Object 9

Name:

NetFlow

Variable Type Count
Multiple v | 3 a
1 SF_Management
2 10.0.4.21
3 2055

Allow Overrides

» Override (0)

Cancel Save [
o

Step 5. Navigate to Devices - FlexConfig.

Firewall Management Center

PRI e Overview Analysis Policies Devices Objects
vianagement

FlexConﬁg Object Device Management

> Access List Device Upgrade

FlexConfig Object include device configuration commands NAT

> Address Pools

Application Filters Qo5
Platform Settings
AS Path Name
I FlexConfig
Cipher Suite List .
| Netflow_Add_Destination Certificates

Step 6. Click the New Policy button in the upper right.

Deploy Q @ It @ adminv b sEcure

New Policy

Step 7. Set a name and add the target device to the policy. Click Save
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New Policy (7]

Name:
[ ZT_FlexConfig ]

Description:

| l

Targeted Devices

Select devices to which you want to apply this policy.

Auvailable Devices Selected Devices

[Q. Search by name or value ] WP-FTD1
Workplace Add to Policy

L1}

Cancel Save

Step 8. From the left side menu, select Netflow_Add_Destination and Netflow_Set_Parameters, then
use the > button to append them to the FlexConfig.
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Firewall Management Center
Devices |/ Flexconfig Policy Editor

Overview Analysis Policies Devices Objects Integration

ZT_FlexConfig

Enter Description

“8 Selected Prepend FlexConfigs

Awvailable FlexConfig c FlexConfig Object . _— pescription

X |

~ User Defined - >

"& Netflow_Add_Destination_Copy

"& Netflow_Destination
~ System Defined
"a Default_DNS_Configure
=8 Default_Inspection_Protocol_Disable
“a Default_Inspection_Protocol_Enable
"8 DHCPvG_Prefix_Delegation_Configure
=8 DHCPv6_Prefix_Delegation_UnConfigure
“a DNS_Configure
=2 DNS_UnConfigure
" Eigrp_Configure
"8 Eigrp_Interface_Configure
B Eigrp_UnConfigure
-2 Selected Append FlexConfigs
=8 Eigrp_Unconfigure_All
=3 Inspect_IPvé_Configure # Name Description
=2 Inspect_IPv6_UnConfigure
“a I1SIS_Configure
“a ISI5_Interface_Configuration
=2 I1SIS_Unconfigure
=8 I1SIS_Unconfigure_All
-2 Metflow_Clear_Parameters

=8 Netflow_Delete_Destination
— —

a Netflow_Set_Parameters

Step 9. Click Save, then Deploy.
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CURE

i+ Firewall Management Center Ovenview  Analysis  Poliies  Devices  Objects  Integration Deploy | @ @ & @ adminv

Flexconifig Policy Editor
You have unsaved changes | Preview Config E

Policy Assignments (1)

ZT_FlexConfig

Enter Description

"% Selected Prepend FlexConfigs

Available FlexConfig - [JEIRCRIRCT s | n Description
script
X
" User Defined

3 Netflow_Add_Destination_Copy
*3 Netflow_Destination

" System Defined
“3 Defauli_DNS_Confgure
8 Defaut_inspection_Protocol_Disable
“3 Default_Inspection_Protocol_Enable
"3 DHCPvE_Prefx_Delegation_Confgure
<8 DHCPvE_Prefix_Delegation_UnConfgure|
3 DNS_Configure
8 DNS_UnConfgure
-3 Eig_Cont
=3 Eigm_interface
& Eigrp_Ur

3 Selected Append FlexConfigs

3 Inspect_IPv6_Configure L} Name Description
e —
"3 ISi5_Confgure -

2 Nemow_Set_Parameters Set global parametsrs for NetFlow export o
3 ISIS_interface_Configuration

Step 10. Click to deploy changes.

Q Advanced Deploy V=]

WP-FTD1 I Ready for Deployment

Step 11. A validation warning appears when deploying a FlexConfig policy. Click on it to review the
message.

Q Advanced Deploy

WP-FTD1 I Validation Warnings gy

Step 12. Review the message about FlexConfig validation, then click Proceed with Deploy when ready.

Q Advanced Deploy

WP-FTD1 I Validation Warnings & (

Validation messages on device WP-FTD1

»

Policy Name: ZT_FlexConfig

FlexConfig policies intentionally do not contain
extensive input validation. Please ensure that the
configurations in this FlexConfig policy are correct. >

Step 13. Confirm successful deployment.

Q Advanced Deploy
I.L.,

WP-FTD1 I Completed
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Step 14. Flex Config is intended as a one-time change, and the Flex Config objects should be removed
from the Flex Config policy after they are applied. This will also free up generic objects to be modified
and applied to other firewalls, as needed. Return to the Flex Config policy and click the trash icons to
remove the Netflow_Add_Destination and Netflow_Set_Parameters objects.

1, Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy Q @ & @ adminv " secure

ZT_FlexConfig [ Preview Contg |
Enter Description
Policy Assignments (1)

*a Selected Prepend FlexConfigs

SN FlexConfig Object ®  Neme Description

X
T 2]
“3 Netflow_Add_Destination_Copy
*3 Netflow_Destination
 System Defined
“3 Detaut_DNS_Confgure
8 Detautt_inspection_Protocol_Disable
*3 Detaut_inspection_Protocol_Enable
“3 DHCPV6_Prefix_Delegation_Configure
8 DHCPV6_Prefix_Delegation_UnConfigure
“3 DNS_Configure

8 DNS_UnConfigure

"
"8

’ 7 Selected Append FlexConfigs
KT A 7 Name Description
3 Inspect_IPvS_Configure 1 Netflow_Add_Destination Create and configure a NetFlow export destination
8 Inspect_IPv6_UnConfigure

2 Netflow_Set_Parameters Set global parameters for NetFlow export.

"3 ISIS_Contgure

Note: This does not overwrite the previously applied configuration.

Step 15. Click Save, then Deploy the changes again.

o F‘ref”a'l‘y‘_a,'_’igfﬂ‘%rff_(_:e”[e’ Overview  Anslysis  Policies  Devces  Objects  Integration Depioy Q @ & @ adminv

‘Wi SECURE

ZT_FlexConfig You have unsaved changes | Preview Config

Enter Description
Palicy Assignments (1)

3 Selected Prepend FlexConfigs

Avalable FlexConfg . [IEeTrm—g
vai SV FicxConfig Object . | m— Description

X
8 Inspect_IPvé_UnConfigure - \j
3 ISIS_Confgure
3 ISIS_intertace_Connguration
8 ISIS_Unconngure
< 1S1S_Unconngure_all
"3 Netflow_Aad_Destination
o8 Netflow_Clear_Parameters
8 Netflow_Delste_Destination
3 Netflow_Sét_Parameters
o8 NGFW_TCP_NORMALIZAT
*3 Policy_Based_Routing
8 Policy_Based_Routing_Ciear
"3 Sysopt_AAA_radius
3 Sysopt_AAA_radius_negete 2 Selected Append FlexConfigs
"3 Sysopt_basic " Name Description
8 Sysopt_basic_negate

8 Sysopt_clear_all

“3 Sysopt_noproxyarp

Note: If there is ever a need to clear the applied Flex Config objects, use the Netflow_Clear_Parameters
and Netflow_Delete_Destination objects on the left side menu.
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Firewall Management Center
Devices [ Flexconfig Policy Editor

ZT_FlexConfig

Enter Description

Available FlexConfig - FlexConfig Object

X

= >
"& MNetflow_Adcd_Destination I_I

=2 Metflow_Clear_Parameters

=2 MNetflow_Delete_Destination

"& Netflow_Set_Parameters

CTB Manager: Verify Netflow Sources

In the prior sections, the Secure Firewall and Catalyst switch were configured to send Netflow data to the CTB
Node telemetry interface. These flows can be verified from the Sources tab of the CTB Manager.

.Icllls'élcl)‘ Telemetr ) Broker Overview  Destinations Broker Nodes = Manager Node Integrations

Sources

UDP Sources @ VPC Flow Logs NSG Flow Logs

All (3) Active (2) Inactive (1) No Destinations (1) ’ ’0\ Search X
Source IP Address Receiving UDP Port Telemetry Type Status
10.0.0.205 2055 NetFlow v9 © | Active
Last Seen
10.0.200.2 2055 NetFlow v9 © | Active
Last Seen

Confirm all configured Netflow sources have the green check mark and show Active status in the CTB Manager,
then continue to the next section.
CTB Manager: Configure Netflow Destinations

CTB is now aggregating Netflow data from two devices. The first destination for that Netflow will be the Secure
Network Analytics Netflow Collector.

Step 1. In the CTB Manager GUI, navigate to Destinations, click the Add Destination button, and select
UDP Destination.
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.élllsl élc;' Telemetry Broker Overview Sources  Broker Nodes  Manager Node  Integrations

Destinations

No destinations have been configured

You can export your current UDP Director destination and rules configuration as an
XML file and import it into Telemetry Broker.

Upload XML File

Alternatively, you can manually add a destination to Telemetry Broker.

Add Destination v/

UDP Destination

SCA Destination @

Step 2. Enter a name for the Netflow destination, set the IP for the Secure Analytics Flow Collector,

and set the default Netflow port of 2055. Leave the option to Check Destination Reachability checked
so that CTB can verify that the destination is reachable. Click Save.

Add Destination X

Destination Name

| Netflow for Secure Analytics |

Destination IP Address Destination UDP Port
110.0.4.24 | [ 2055

Use either IPv4 or IPvE format.

() Check Destination Reachability
Allows Telemetry Broker to detect non-responsive destinations. Disable
this if your destination or firewall rule configuration will result in false
positive alerts.

Step 3.  With the Netflow destination added, we need to configure a rule that specifies what source
logs will be fed to that destination. First, verify that CTB can reach the Netflow destination by
confirming the green Reachable box highlighted below. If the destination is reachable, click on Add

Rule.
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il Telemetry Broker Overview  Destinaions  Sowces  BrokerNodes  ManagerNode  Integrations & 4k
Destinations Most Recently Added
Netflow for Secure Analytics 10.0.6 242055 7
A Add a minimum of 1 rule to send telemetry to this destination

Step 4. Set the receiving port to the Netflow default of 2055. For the ‘Include sources in these
subnets’ field, enter subnets that include the hosts that are sending Netflow data to the CTB (in this
example, the Secure Firewall and Catalyst switch). The subnets specified can either be broad to
capture an entire network site or limited to specific hosts. Click Save.

Add Rule X

Receiving UDP Port|
| 2055

|include sources in these subnets
[10.0.0.0/16

Include sources only in these subnets; if left biank, all sources (the 0.0.0.0/0 subnet) will be
included.

We now have a created destination and rule.

Note: The destination IP and port is listed in the top left (the Secure Analytics Flow Collector), and the

rule for Netflow sources is in the lower left (this also shows the number of sources that are matching the
rule, the switch and firewall).

Step 5. Confirm that the Sent Rate (the blue line) begins populating after the rule is created.

"':ll‘s'élc‘,‘ Telemetry Broker Overview  Destinations ~ Sources  Broker Nodes  Manager Node  Integrations o4
Destinations Unreachable on Top v
Metflow for Secure Analyties foosze7055] == /

Sent Last 24h -
377 kB .

W Total (kbps

uDP | 2055
360 kB + Add Rule
2 Sources

Secure Analytics: Validate Flow Data

In the last section, the CTB shows that the Secure Analytics Flow Collector is reachable, and that flow data is
being sent.
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Step 1.  To confirm that flow data is being received, connect to the Secure Analytics Manager, and
navigate to Dashboards - Network Security.

'§j Network Aﬂaly’tiCS lab1six1.com = Dashboards +  Monitor »

Network Security

The Network Security page has a Flow Collection Trend chart that will display flows per second.

f;gj Network Analy‘tiCS lab1six1.com » Dashboards ~ Monitor = Analyze ~ Jobs ~ Configure ~ Deploy =
U U U U U U U
Top Alarming Hosts -4 Alarms by Type -

No data to display

No data to display

Flow Collection Trend -7

6

Flows Per Second
@

8:00 PM Oct-8 4:00 AM B:00 AM 12:00 PM 4:00 PM 8:00 PM Oct-7 4:00 AM 8:00 AM 12:00 PM 4:00 PM

Deselect All Select All

Step 2. Confirm that flows per second are > 0.
Configure TrustSec
ISE: Create TrustSec AAA Server

Step 1. Click the Menu icon (=) and navigate to Work Centers - TrustSec - Components.
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Step 2. Expand the Trustsec Servers dropdown arrow, then click on Trustsec AAA Servers.

= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups

Security Groups

IP SGT Static Mapping

Security Group ACLs For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Network Devices

+ Add Ly Import Ty Export ~ ﬁ Trash @ Push IC) Verify Deploy
Trustsec Servers e
Trustsec AAA Servers O Icon Name ~  SGT (Dec [ Hex) Description
HTTPS Servers
0 @ Auditors 9/0009 Auditor Security Group

Step 3. Click on an existing AAA server to confirm details or click the Add button to create one.

= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups

AAA Servers

IP SGT Static Mapping

Security Group ACLs

Network Devices + Add ' v t Q) Push
Trust S
rustsec Servers N 0O Name Description IP Address
Trustsec AAA Servers
D gl-isel 10.0.4.17

HTTPS Servers

Step 4. Set a name, specify the IP of the ISE node that will serve as the TrustSec AAA server (this will
probably be the primary node, and some deployments will want to configure multiple nodes), set the
port to 1812, then click Save.

= Cisco ISE Work Centers - TrustSec ® ¢
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Security Groups AAA Servers List > gl-isel
1P SGT Static Mapping AAA Servers
Security Group ACLs
Network Devices —— gl-ise1
Trustsec Servers v
Trustsec AAA Servers Description
HTTPS Servers
4
-9 10.0.4.17 (Example: 10.1.1.1)

* Port 1812 (Valid Range 1 to 65535)

-

ISE: Add Switches as Network Devices

Step 1. Click the Menu icon (=) and navigate to Administration - Network Resources - Network
Devices.
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Click the Add button (or select an existing switch and click Edit).

Step 2.
Administration - Network Resources

= Cisco ISE
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Network Devices .
Default Device Network DeVICeS
Device Security Settings

-+ Add L, Import

O Name IP/Mask Profile Name Location Type

Step 3. Enter a name, set the IP address of the interface or VLAN that will connect to Cisco ISE, select
Cisco as the Device Profile, set model and software information if desired, and set Location, IPSEC,

and Device Type values.
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= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences
Network Devices Network Devices List » New Network Device
Defauit Devics Network Devices

Device Security Settings
Name Iztwpfsw1 I

Description

IP Address . IP: 10.0.200.2 - V] &
Device Profile  J& Cisco v O
Model Name Catalyst3300 e
Software Version} 17.9.1 hd

Network Device Group

Device Type switch v Set To Default
IPSEC No v Set To Default
Location Campus v Set To Default
[] -~ RADIUS Authentication Settings

(J -~ TACACS Authentication Settings

[J ~ SNMP Settings

(] - Advanced TrustSec Settings

Note: New locations and device types can be created by clicking the dropdown arrows and then clicking
the gear icon, as shown below.

Location Branch Set To Default
All Locations
Q
[J - RADIUS Authentication Settings =
[J ~ TACACS Authentication Settings & Branch Create New Network Device Group

Step 4. Check the box for RADIUS Authentication Settings and expand the dropdown arrow.
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= Cisco ISE

Network Devices

Network Devices
Default Device

Device Security Settings

Step 5.

Network Device Groups

Network Device Profiles

Network Devices List > ztwp-sw1

Network Devices

External RADIUS Servers

Name ztwp-sw1
Description

IP Address . " IP: 10.0.200.2 /32 &
Device Profile #& Cisco ®
Model Name Catalyst9300
Software Version 17.9.1
Network Device Group
Location Campus v
IPSEC No v
Device Type switch v

RADIUS Authentication Settings

Administration - Network Resources

RADIUS Server Sequences

Set To Default
Set To Default

Set To Default

Enter a Shared Secret and record it for later use, as it will be needed for the switch side

configuration. Leave the CoA Port with the default value of 1700. DTLS can be configured for
additional security if desired, and KeyWrap should be used for FIPS deployments.
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= Cisco ISE Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences
Network Devices B - RADIUS Authentication Settings

Default Device

RADIUS UDP Settings

Device Security Settings

Protocol RADIUS

IShared Secret  eeseeesees I Show

C] Use Second Shared Secret (1)

orkDevices.secondSharedSecret Show

I CoA Port 1700 I Set To Default

RADIUS DTLS Settings ()

(] DTLS Required (O

Shared Secret radius/dtls [©)]

CoA Port 2083 Set To Default
Issuer CA of ISE CertifiSaleetfifrréqéired (optional) v @

DNS Name

General Settings

() Enable KeyWrap (O

Key Encryption Key

Message Authenticator Code Key

Key Input Format

© ASClIl (O HEXADECIMAL

Step 6. Collapse the RADIUS dropdown and check the box next to Advanced TrustSec Settings, then
click the dropdown arrow to expand the settings.
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= Cisco ISE

Network Devices
|

Network Devices
Default Device

Device Security Settings

Step 7.

Network Device Groups MNetwork Device Profiles External RADIUS Servers

# - RADIUS Authentication Settings
(] -~ TACACS Authentication Settings

(] ~ SNMP Settings

Advanced TrustSec Settings

record the password for the later switch configuration.

= Cisco ISE

Network Devices
O ———————————————

Network Devices
Defauit Device

Device Security Settings

Step 8.

Network Device Groups

B - Advanced TrustSec Settings

v Device Authentication Settings

Use Device ID for TrustSec Identification

Device Id ztwp-swi

PASSWORD sssvisssisinivssnansvanissanass

Administration - Network Resources

RADIUS Server Sequences

Check the box for “Use Device ID for TrustSec Identification”, set a Device ID (the example
below uses the Device Name), and create a password for the device authentication to ISE. Again,

Administration - Network Resources

Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Show

Scroll down and check the box for ‘Other TrustSec devices to trust this device’. Also check

the box for ‘Send configuration changes to device’ and select the radio button for CoA.

© 2023 Cisco and/or its affiliates. All rights reserved.

Page 132 of 251



= Cisco ISE

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

Network Devices Vv
Default Device
Device Security Settings

v

HTTP REST API settings
(] Enable HTTP REST API

Username

Password

(] Support TrustSec Verification reports

TrustSec Notifications and Updates

Administration - Network Resources

Download environment data every 1 Days v
Download peer authorization policy o
every 1 Days
Reauthentication every 1 Days v ®
Download SGACL lists every 1 Days v
u Other TrustSec devices to trust this device
' Send configuration changes to device
© CoA
(O CLI(SSH)
Send from gl-isel v Test connection

Ssh Key

RADIUS Server Sequences

Step 9.  Scroll further down and check the box for ‘Include this device when deploying Security Group
Tag Mapping Updates’. Set an EXEC Mode username and password that can access the switch, then

click Submit.

Note: Itis recommended to use a service account for this connection in production networks.
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= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM

e
Network Devices © CoA
Default Device O CLI(SSH)
Device Security Settings
Send from  al-ise1 v Test connection
Ssh Key

“ Device Configuration Deployment
@ Include this device when deploying Security Group Tag Mapping Updates

Device Interface Credentials

EXEC Mode Username admin

EXEC Mode Password ----seeeeee Show

Enable Mode Password ssessesess Show

~ Qut Of Band (OOB) TrustSec PAC

Issue Date
Expiration Date

Issued By

Generate PAC

Step 10. Confirm the new entry populates.

Location Services

= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

Network Devices ]
Network Devices

Default Device

Device Security Settings

RADIUS Server Sequences

-+ Add te < Import T Export @ Delete
(@) Name o IP/Mask Profile Name Location Type
O Iztwp—sm 10.0.200.... &% Cisco (i) Campus switch l

Step 11. Repeat the above steps to add additional switches.

ISE: Assign TrustSec Switches to TrustSec Security Group

Step 1. Click the Menu icon (=) and navigate to Work Centers = TrustSec - TrustSec Policy.

Step 2. Click on Network Device Authorization.
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Work Centers - TrustSec

= Cisco ISE
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Egress Policy . Production Matrix

Matrices List Populated cells: 0

Matrix

Source Tree Edit -+ Add ﬁ Clear @ Deploy @ Verify Deploy @ Monitor All - Off ¥, Import ¥, Export  View

Destination Tree

5
: £
2 = n @ 2
- — Destination» & g g § 5 ¢ e
Network Device Authorization 5 o =3 = n @ =3 x> = = = ”
= =3 =3 b =3 - =3 = =3 £ S = =3
: = 8 = g : B s = 2 i S g
- &8 - 8§ = & & & ¢ 5 ¢ £ ° 3

Step 3. On the Default Rule, click the dropdown arrow near Edit and select ‘Insert new row above’.

Work Centers - TrustSec

= Cisco ISE
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Egress Policy - Network Device Authorization

Matrices List
Define the Network Device Authorization Policy by assigning SGTs to network devices. Drag and drop rules to change the order.

Matrix
Default Rule If  no rules defined or no match then TrustSec_Devices Edit

Source Tree
Insert new row above

Destination Tree

Network Device Authorization

Step 4. Set the Security Group to TrustSec_Devices, change the name if desired, click the dropdown
arrow under Conditions and select Create New Condition.

= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

> Network Device Authorization

Egress Policy

Matrices List
Define the Network Device Authorization Policy by assigning SGTs to network devices. Drag and drop rules to change the order.

Matrix
Rule Name Conditions Security Group
Source Tree
Destination Tree i @ - nNpac policy I Condition(s) !v IVErI I TrustSec_Devices v I Done
Default Rule If Edit
Network Device Authorization N )
Create New Condition (Advance Option) 0]

Step 5. Set the Condition to Device Type, leave the Expression on Equals, and select the switch
device type configured previously.
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= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Egress Policy -~ Network Device Authorization

Matrices List
Define the Network Device Authorization Policy by assigning SGTs to network devices. Drag and drop rules to change the order.

Matrix
Rule Name Conditions Security Group
Source Tree
Destination Tree " ﬂ . NDAC Policy It Condition(s) s then TrustSec_Devices v  Done
Default Rule If Condition Name Expression - t
Network Device Authorization
4! DEVICE:Devic... - Equals All Devic -

All Device Types

All Device Types#switch

Note: In this example all devices of type switch are added to the TrustSec_Devices Security Group.

Step 6. Additional criteria can be set as needed by clicking the gear icon and selecting ‘Add
Attribute/Value’ to create another condition.

= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Soress Policy -~ Network Device Authorization

Matrices List
Define the Network Device Authorization Policy by assigning SGTs to network devices. Drag and drop rules to change the order.

Matrix
Rule Name Conditions Security Group
Source Tree
peatyatonlres & “ NDAC Policy If DEVICEDevice Type equals to. o then  TrustSec_Devices v Done
Default Rule If Condition Name Expression a t
Network Device Authorization m]
DEVICE:Devic... Equals - All Devic
-
Add Attribute/Value
Duplicate
Delete

Step 7. Click the main page to collapse the Condition window. If the Default rule is set to the
TrustSec_Devices Security Group, set the rule to Unknown. Click Save.
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= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Egress Policy - Network Device Authorization

Matrices List
Define the Network Device Authorization Policy by assigning SGTs to network devices. Drag and drop rules to change the order.
Matrix

Rule Name Conditions Security Group
Source Tree

Destination Tree % @ ~  NDAC Policy If DEVICE Device Type equals to... « then TrustSec_Devices v~  Done

Network Device Authorization

]

ISE: Disable Protected Access Credential (PAC) (Optional)
PAC provisioning can fail and remain in a hung state if an invalid device ID is provided. As a workaround to this
failure point, the PAC feature can be disabled. See ‘Restrictions for Cisco TrustSec’ in the Cisco TrustSec
Configuration Guide.

Step 1. Click the Menu icon (=) and navigate to Administration = System - Settings.

Step 2. On the left side menu, click the dropdown for Protocols, click the dropdown for EAP-FAST,
and click EAP FAST Settings.

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Client Provisioning

FIPS Mode Client Provisioning

Security Settings

Alarm Settings * Enable Provisioning: Enable  ~
Posture ? ~
* Enable Automatic Download: Disable v (O)
Profiling
* Update Feed URL: https://www.cisco.com/web/secure/spa/p ®

* Native Supplicant Provisioning Policy Unavailable:  Apply Defined Autherization Policy  ~

Protocols

EAP-FAST

EAP FAST Settings

Generate PAC

Step 3. If desired, set a recognizable value for the Authority Identity Info Description, tick the box for
‘Enable PAC-less Session Resume’, then click Save.
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= Cisco ISE Administration - System

Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks ~ Backup & Restore  Admin Access  Settings

Sl EAP FAST Settings

Alarm Settings * Authority Identity Info Description
lab1six1 ISE|

* Master Key Generation Period

Revoke all master keys and PACs

PAC-less Session Resume
EAP-FAST

EAP FAST Settings
Enable PAC-less Session Resume

Generate PAC
* PAC-less Session Timeout
7,200 (in seconds)

EAP-TLS

PEAP

EAP-TTLS
Save Reset

RADIUS

Switch: Configure AAA

Note: This section will configure the switch to authenticate via AAA, which can change the local auth
configuration on the switch for CLI access. It is recommended to save configuration and open an SSH
session before starting this configuration from the GUI. Optional steps for re-enabling local CLI access are
provided at the end of this section.

Step 1. Navigate to Configuration = Security > AAA.

B luhe Cisco C9300-24UX

cisco

Step 2. Click the AAA Wizard button.

cisco

g Cisco C9300-24UX

Servers / Groups AAA Method List AAA Advanced
——

Step 3. Populate the ISE server details and tick the box for PAC Key. Enter the PAC Key and CoA
Server Keys (these must both match the key configured for the switch in ISE under Administration =
Network Resources - Network Devices > Add/Edit Device > RADIUS Authentication Settings »>
Shared Secret in the ISE: Add Switches as Network Devices section). Ensure RADIUS is checked in
the upper left and Support for CoA is enabled. Click Next.
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Add Wizard x

SERVER

RADIUS Tacacs+ O ar O

LAAD AAA
VAH AAL

(® Basic

RADIUS

MNarme™ ‘ zt-ise ‘
Server Address™ “IUOTI
PAC Key

PAC Key Type | Clear Text v |
PAC Key* @ ‘ ........ ‘
Confirm PAC Key™ ‘ ........ ‘

Support for CoA @
CoA Server Key Type

CoA Server Key (@
Confirm CoA Server Key

Automate Tester

| Clear Text

(O Advanced

Step 4. Enter a name for the RADIUS group and add the RADIUS server configured on the prior page

to the Assigned Servers box. Click Next.
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Add Wizard

‘

(® Basic (O Advanced

@ © s

SERVER SERVER GROUP ASSOCIATION

RADIUS

Name* zZt-ise-group

Group Type ‘ RADIUS ‘

MAC-Delimiter ‘ none - !

MAC-Filtering ‘ none - ‘

Dead-Time (mins) ‘ 5 ‘

Load Balance . DISABLED }
Available Servers Assigned Servers

zZt-ise -

[3
-

i

‘- B

Step 5. We’ll now create a series of mappings for the RADIUS server. From the Authentication tab, set
the Type to dot1x and add the group created on the prior page to the Assigned Server Groups box.
Note: do not click Apply to Device until all three AAA sections are completed.
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Add Wizard

‘

@® Basic (O Advanced

SERVER SERVER GROUP ASSOCIATION MAP AAA
Authentication Authorization Accounting
Authentication Authorization Accounting
Method List Name™* ‘ default ‘
T\jpe* |I dot1x I L |
Group Type | group v |
Fallback to local ]
Available Server Groups Assigned Server Groups
radius - lzt— se-group | -
Idap
tacacs+

Step 6. Click the Authorization tab, set the Type to network, and add the zt-ise-group to Assigned
Server Groups.
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Add Wizard »

® Basic () Advanced

O O

SERVER SERVER GROUP ASSOCIATION MAP AAA
Authentication Autharization Accounting
Authentication Authorization Accounting
Method List Name* ‘ default
Group Type \ group v |
Fallback to local D
Authenticated O
Available Server Groups Assigned Server Groups
[‘radius -

Idap E‘

zt-ise-group | )
tacacs+
B

€ Previous [=| Apply to Device

Step 7. Click the Accounting tab, select identity as the Type, set the zt-ise-group to the Assigned
Server Groups, enter a name, and click Apply to Device.

Add Wizard x

® Basic (O Advanced

o 4 o

SERVER SERVER GROUP ASSOCIATION MAP AAA
Authentication Authorization Accounting
Authentication Authorization
Method List Name* default ‘
Type* dentity v |
Available Server Groups Assigned Server Groups
radius - Izt- se-qroupl )
Idap =] ‘

tacacs+
=

€ Previous [=l Apply to Device
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Step 8. The configuration changes can be confirmed by clicking on the save icon in the top right and
then the Show Diff button.

Welcome admin e # RIS B o . [

I

Save Configuration

Are you sure you want to save the configuration?

The above configuration adds the following lines to running-config.

AAA configuration is replaced.

"% no aaa new-model % aaa new-model
190y
20y
aaa group server radius zi-ise-group
22| server name zt-ise
23| deadtime 5
24|y
aaa authentication dot1x default group zt-ise-group
26| aaa authorization network default group zt-ise-group
27 aaa accounting identity default start-stop group zt-ise-group
28(
2904

=]

aaa server radius dynamic-author

client 10.0.4.17 server-key radiusSecratkey
'

=]

w Wl wl w

=]

aaa session-id common

RADIUS server is configured, and PAC key is set.

radius server zt-ise
329 address ipv4 10.0.4.17 auth-port 1812 acct-port 1813

329 pac key radiusSecretkey
3314

332

333}

Local login is disabled.

319 line viy 0 4 356 line vty 0 4

320 exec-timeout 0 0 357 exec-timeout 0 0
32 logging synchronous level all limit 1000 358
322

logging synchronous level all limit 1000

35!

o

323| transport input ssh

324 Jine vty 5 31 360/ line wty 5 31
325

transport input ssh

Below are notes on the functionality of each command.
aaa new-model - Create a new AAA instance.

aaa group server radius zt-ise-group - Create a group of RADIUS servers.
server name zt-ise - Assign a previously created RADIUS server to the group.

deadtime 5 - marks the RADIUS server as dead if 5 minutes pass without communication from the RADIUS server.
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aaa authentication dot1x default group zt-ise-group - Assigns the created zt-ise-group as the authentication method for 802.1X ports.
aaa authorization network default group zt-ise-group - Specifies the authorization RADIUS server group for all network related service requests.

aaa accounting identity default start-stop group zt-ise-group - Configures the switch to send AAA Accounting logs to the configured RADIUS group

when an 802.1X session begins or ends.
radius server zt-ise - Create a new RADIUS server.

address ipv4 10.0.4.17 auth-port 1812 acct-port 1813 - Specifies the IP address of the RADIUS server and port numbers for Authorization and

Accounting.

pac key Admin123 - Sets the PAC key used to retrieve the PAC from the RADIUS server.
Below are the commands in a format that can be pasted into the CLI:
conf t

aaa new-model

radius server zt-ise

address ipv4 10.0.4.17 auth-port 1812 acct-port 1813

pac key radiusSecretKey

exit

aaa group server radius zt-ise-group

server name zt-ise

exit

aaa server radius dynamic-author

client 10.0.4.17 server-key radiusSecretKey

exit

aaa authentication dot1x default group zt-ise-group

aaa authorization network default group zt-ise-group

aaa accounting identity default start-stop group zt-ise-group

end

Switch: Configure Local Authentication (Optional)

The configuration in the prior section set up AAA, which automatically disables local authentication on the VTY
lines. This section can optionally be used to re-enable local CLI access after configuring AAA.

Note: In a production environment it is preferable that all CLI access use TACACS, with static credentials
being reserved for break-glass scenarios.

Step 1. From the switch GUI, navigate to Configuration > Security > AAA.
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cisco

n bl Cisco C9300-24UX

Step 2. Click on AAA Method List, select Authorization, then click the Add button.

CIsco

n alial Cisco C9300-24UX

Configuration ™ > Security ™ > AAA

+ AAA Wizard
Servers [ Groups AAA Method List AAA Advanced
Authentication

il

Step 3. Leave the name as default, set Type to exec, set Group Type to local, and click the Apply to
Device button.

Quick Setup: AAA Authorization

Method List Name™ default

Tl.'_,lue"’ exec v

Group Type ocal v

Authenticated D
Available Server Groups Assigned Server Groups

radius -
Idap
facacs+

Zt-ise-group

t<J L o) B

1) 1] |

| O Cance =l Apply to Device

The above configuration adds the following config to running-config.
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<5 aaa authorization exec default local

The above in text form.

aaa authorization exec default local

Step 4. Use an SSH client to test a known local account and verify access.

Switch: Enable TrustSec

Step 1. Navigate to Configuration > Security > Trustsec.

[&] Sservices

Step 2. Click Modify next to CTS Credentials.

B e Cisco C9300-24UX

CISCO

* > Trustsec

Global SGT Mappi SXP CTS Policies CTS Link Configuration

o CTS Credentials[\iodiry |
AAnitar

Step 3. Enter the CTS Device ID and the password from the Device Authentication Settings configured
previously in ISE [under Administration = Network Resources - Network Devices = Add/edit device
- Advanced TrustSec Settings = Device Authentication Settings (as covered in the ISE: Add
Switches as Network Devices section)]. Click Apply.

B .l Cisco C9300-24UX ' #B%MOZC
> Trustsec
Global

CTS Credentials Apply

CTS Device ID Ztwp-sw1

Step 4. Click on Add AAA Method List.
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B .l Cisco C9300-24UX

cisco

Configuration~ > Security ™ > Trustsec

Global SGT Mapping SXP CTS Policies CTS Link Configuration

CTS Credentials Modify
CTS Device ID Ztwp-swl

CTSPassword | e

CTS Authorization List none v »'l' Add AAA Method List

CTS Device SGT 2 ®

Step 5. Give the RADIUS server a name, enter the IP address of the ISE node, and create names for
the RADIUS Server Group and Method List Name. For the PAC Key, enter the RADIUS Shared Secret
configured previously in ISE under Administration > Network Resources - Network Devices > Add
device > RADIUS Authentication Settings = Shared Secret. Click Apply to Device.

Add AAA Method List x

Radius Server Mame™* zt-ise

IPvd | IPvE Server Address® 10.0.4.17

PAC Key" a
Confirm PAC Key™

Radius Server Group Name* Zt-ise-group

MNetwork Authorization Method List Name™® cts-list

"D Cance |=] Apply to Device

Step 6. The list name configured in the prior step will now populate in the CTS Authorization List
dropdown. Click Apply.
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@ Uub Cisco C9300-24UX Welcome admin | && | # &+ hec
Configuration~ > Security* > Trustsec
Global ~ SGTMapping ~ SXP  CTSPolicies  CTS Link Configuration
CTS Credentials Modi el
CTS Device ID Ztwp-sw1
CTS Passwort 4 e
CTS Authorization List + Add AAA Method List
CTS Device SGT 2 ®

Step 7. Click the floppy disk icon in the top right to review the applied configuration.

Welcome admin e w & M e O «

I Save Configuration \

Click on Show Diff.

Save Configuration x

Are you sure you want to save the configuration?

Review the modified running configuration and note that local login configuration may have been removed. It is
recommended to verify successful SSH authentication before saving the config to startup.

AAA auth object cts-list is added under the AAA config.
27| aaa authorization network cts-list group zt-ise-group
The cts-list is defined.
10U cts authorization list cts-list
Below is the applied configuration in text form:
aaa authorization network cts-list group zt-ise-group
cts authorization list cts-list

Switch and ISE: Verifying Successful TrustSec Connection

The configuration in the prior section will cause the switch to initiate a connection to ISE for TrustSec
authentication. Successful authentication can be verified via the CLI or ISE logs.

Step 1. From the switch CLI, run the following command:
H show cts pacs

If the switch to ISE connection was successful, then the PAC will be displayed.
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Step 2. In addition to the PAC, also verify the CTS environment data via the following command:

H# show cts environment-data

The output should show information from ISE, including the Security Group Name Table.

Step 3. If the PAC or environment data is not available on the switch, access the ISE GUI and check
the RADIUS Live Logs via Operations > RADIUS - Live Logs.

x ' Cisco ISE Q_ What page are you looking for?

- Dashboard Context Visibility Operations

Recent Pages

RADIUS
MNetwork Devices

Live Logs

There should be successful authentication logs from the configured switch, as shown below.
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= Cisco ISE

Live Logs Live Sessions

Misconfigured Supplicants

0

£~ Refresh £5 Reset Repeat Counts (%) Export To
Time Status Details
X v
Aug 30, 2022 02:28:30.9... a
Aug 30, 2022 02:28:28.9... Q

Misconfigured Network Devices

0

Repea... Identity Endpoint ID
Identity Endpoint ID
ztwp=-sw 84:8A:8D:A5:E2....
rtwp-sw]l 84:8A:8D:A5:E2:...

Drilling down on the logs will show that the PAC was successfully provisioned.

Cisco ISE
Overview
I Event 5206 PAC provisioned I
Username Zwp-swi
Endpoint Id 84:8A:8D:A5:E2:00 &

Endpoint Profile

Authorization Result

Note:

Steps

11001 Received RADIUS Access-Request
11017 RADIUS created a new session
11117 Generated a new session |D
15012 Selected Access Service

11507 Extracted EAP-Response/ldentity

Prepared EAP-Request proposing EAP-FAST with
12100
challenge

11006 Returned RADIUS Access-Challenge

After the switch registers to ISE for TrustSec, ISE will attempt to send a Dynamic Authorization

connection to the switch over UDP port 1700. This will fail as shown in the screenshots below until 802.1X
is configured on the switch, which we will configure in a later section.
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= Cisco ISE
Live Logs Live Sessions

Misconfigured Supplicants

0

G Refresh € Reset Repeat Counts

" Export To

Time Status Details
X v

Aug 30, 2022 06:12:41.2... [ ] o

Aug 30, 2022 06:12:40.2... ] o)

Aug 30, 2022 06:12:18.2... Q

Aug 30, 2022 06:12:16.1... o
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Misconfigured Network Devices

0

Repea... Identity Endpoint ID
Identity Endpoint ID
ztwp-swi 84:8A:8D:A5:E2:...
ztwp-swi 84:8A:8D:A5E2:...
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Cisco ISE
. Steps

Overview g
RADIUS-Client about 10 send request - ( port = 1700,

Event 5417 Dynamic Authorization failed 11100 ) q (p
type = Cisco CoA)

Username 11104 RADIUS-Client request timeout expired (¥J Step
latency=10001 ms)

Endechitic 11213 No response received from Network Access Device after

Endpoint Profile sending a Dynamic Authorization request

Authorization Result

Authentication Details

Source Timestamp 2022-08-30 18:12:41.295
Received Timestamp 2022-08-30 18:12:41.295

Policy Server gl-isel

Event 5417 Dynamic Authorization failed

11213 No response received from Network Access Device

Failure Reason ) . -
after sending a Dynamic Authorization request

Configure SXP

SXP is used to deliver SGT mappings to different areas of the network. SXP can be used to bridge gaps in the
network left by devices that are not TrustSec compatible (either for enforcement or passthrough) and can also
be used to send specific static SGTs to only the switches that need them for destination SGT enforcement—a
must to conserve memory for TrustSec devices in large networks with many IP to SGT maps and SGACLs.

For this guide, SXP is used to deliver static SGT assignments to the Secure Firewall for enforcement. SXP is
also used to segment SGACLs into different SGT Domains for the Branch and Data Center switches. In this
example, ISE serves the role as speaker for all devices, with the switch and firewall acting as receivers.
ISE: Confirm SXP Service is Enabled

Step 1. Click the Menu icon (=) and navigate to Administration - System - Deployment.

Step 2. Select a node that will be serving as SXP speaker, then click Edit.

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore
Deployment Deployment Nodes
o= =

=]
=1

% Deployment
7 Edit

4% PAN Failover
D Hostname Personas

gl-isel Administration, Monitoring, Policy Service, pxGrid

Step 3. Scroll down and confirm that SXP is enabled. If configuration changes are made, click Save in
the lower right.
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Role STANDALONE l Make Primary J

@ )  Administration

@D +  Monitoring

Role PRIMARY W

Other Monitoring Node

(] Dedicated MnT ()

@& v Ppolicy Service

v Enable Session Services ()

Include Node in Node Group  None v O

Enable Profiling Service (7)

[] Enable Tnreat Centric NAC Service (1)

@ - Enable SXP Service ()

Use Interface GigabitEthernet 0 v

(] Enable Device Admin Service (7)

B Enable Passive Identity Service (1)

@O o pxGrid O
(] Enable pxGrid Cloud ()
Step 4. Repeat the above steps for any other ISE nodes that will serve as SXP speakers.

ISE: Configure SXP Settings
Step 1. Click the Menu icon (=) and navigate to Work Centers = TrustSec - Settings.
Step 2. Click on SXP Settings.
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= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

General TrustSec Settings

General TrustSec Settings

TrustSec Matrix Settings

Work Process Settings

Verify TrustSec Deployment

Step 3. Check the box to ‘Publish SXP bindings on PxGrid’, set a global password and record it for the
switch configuration in the next section, then click Save.

= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
General TrustSec Settings SXP Settings

TrustSec Matrix Settings

Work Process Settings I . Publish SXP bindings on PxGrid I. Add radius mappings into SXP IP SGT mapping table

SXP Setti:
e Global Password

ACI Settings

Global Password

This global password will be overriden by
the device specific password

Timers

Minimum Acceptable Hold Time
120

Seconds (1-65534, 0 to disable)

Reconciliation Timer
120

Seconds (0-64000)

Minimum Hold Time
90

Seconds (3-65534, 0 to disable)

Maximum Hold Time
180

Seconds (4-65534)

Retry Open Timer
120

Seconds (0-64000)
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ISE: Create SXP Domains

SXP domains are used for two purposes in this design. (1) They serve as a mechanism to push Destination SGT
mappings to the FMC managed firewalls across the network. (2) Pushing static SGT mappings to the TrustSec
access switch closest to the end device that the SGT is mapped to.

For the primary traffic path example used in this guide there are three groups of endpoints, two of which are
statically mapped. (1) The user (employee or contractor) endpoint that initiates a connection to the application
server; (2) the application server that receives the connection from the user endpoint; and (3) the DNS server
that resolves the lookup for the application server URL on behalf of the user endpoint.

The user endpoint is dynamically assigned an SGT upon 802.1X authentication, at which point the
authenticating switch (in this example, the branch switch) will see whatever SGT the user was assigned as a
connected Security Group. The application server and DNS server are both virtual machines that do not
authenticate to the TrustSec network, so they must be statically mapped to a Security Group (this is covered in
the next section) and manually associated with their nearest access switch; for the application server this is the
DC application switch, and for the DNS server this is the DC management switch.

Once a static destination Security Group has been assigned to a switch, ISE will also distribute it to the FMC
which we registered via pxGrid earlier in this guide, and the FMC will in turn distribute the static IP to Security
Group map to its firewalls. Destination Security Groups are not pushed to the FMC unless their associated SXP
domain is associated with at least one SXP device.

Step 1. From the TrustSec Work Center, click on SXP then click on Assign SXP Domain.

= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
—
SXP Devices .
SXP Devices

All SXP Mappings

@ Refresh -!‘- Add ‘j Trash Assign SXP Domain

Step 2. Click on Create New SXP Domain.

SXP Domain Assignment

Pick a SXP Domain to assign to the selected Peers

Create
New
SXP
Domain

default Delete

Step 3. Enter a name for the SXP domain, then click create. For this example, we’ll create an SXP
domain for the application servers in the data center.
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SXP Domain Assignment

Pick a SXP Domain to assign to the selected Peers

Create
New
Del
elete SXP
Domain
DC Application Servers Cancel
Close

Step 4. Repeat the above steps to create SXP domains for different areas of the network. For this
example, we’ll create a second SXP domain for the DC management network. This will cover Security
Group assignments for all three devices in our workflow (endpoint, DNS server, application server), as
the endpoint SGT is dynamically assigned. When finished, click Close.

SXP Domain Assignment

Pick a SXP Domain to assign to the selected Peers

Create
New
SXP
Domain

As! Delete

default

DC Application Servers

DC Management

ISE: Configure SXP Devices

We’ll now add TrustSec switches as SXP devices and associate them with the applicable SXP domains. For this
example, the datacenter access switch closest to the application servers will be associated with the DC
Application Servers domain, and the datacenter access switch closest to the DNS server will be associated with

the DC Management domain.

Step 1. From the SXP section of the TrustSec Work Center, click on Add.
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= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
SXP Devices .
SXP Devices

All SXP Mappings

S Refresh ‘+‘ Add ﬁ Trash Edit Assign SXP Domain

Step 2. Enter a name for the switch and set an IP address; set the Peer Role (here it is set as a
Listener to ISE, but it can also be set to Both if the switch will perform a speaker function to other
switches); specify one of the SXP domains configured in the prior section; leave the password type as
default to use the password configured in the TrustSec SXP settings (note: you don’t enter a
password on this screen when selecting default); click Save.
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= Cisco ISE
Overview Components
SXP Devices

All SXP Mappings

Step 3.

TrustSec Policy Policy Sets

» Upload from a CSV file

~ Add Single Device

SXP

ACI

Input fields marked with an asterisk (*) are required.

Name
dcappsw

IP Address *
10.0.210.2

Peer Role *

LISTENER

Connected PSNs *
gl-isel =

SXP Domains *

dc application servers =

Status *
Enabled

Password Type *

DEFAULT

Password

Version *
Va

» Advanced Settings
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Troubleshoot

Review the saved configuration and note that the status shows OFF.

Work Centers - TrustSec

Reports

Settings
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= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
SXP Devices .
SXP Devices

All SXP Mappings

} Refresh - Add 0 Trash Assign SXP Domain

Name IP Address Status Peer Ro... Pass.. Neg.. 5. Connected To Duration ... SXP Do...

O [:cappsw] 10.0.210.2 OFF LISTENER DEFA va gl-ise1 00:00:00:00  dc applicat

Step 4. The switch will reach an ON status after the configuration in the next section. Repeat the
above steps to add additional switches and associate them to SXP domains. For this example, we’ll
add a second switch associated with the DC Management domain.

= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
SXP Devices .
SXP Devices

All SXP Mappings

-~ Refresh d ) gn SXP Domain
Name IP Address Status Peer Ro... Pass.. Neg... o Connected To Duration ... SXP Do...
0O demgmtswi 10.0.0.203 OFF LISTENER DEFA.. VL] gl-isel 00:00:00:00 dc manage...
(] dcappsw 10.0.210.2 OFF LISTENER DEFA.. V4 gl-isel 00:00:23:15 dc applicat...

Switch: Configure SXP
Step 1. Navigate to Configuration - Security > TrustSec.

n il Cisco C9300-24UX

CISCO e

Step 2. Click on SXP.
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CiIsco

B .l Cisco C9300-24UX

Configuration~™ > Security™ > Trustsec

Global SGT Mapping SXP CTS Policies CTS Link Configuration

Step 3. Set SXP Status to Enabled, enter the IP of the switch interface or VLAN that will connect to
ISE, and enter the password that was configured in the ISE SXP settings in the Configure SXP
Settings section. Click Apply in the top right, then click the Add button beneath Peer Connections.

B .l Cisco C9300-24UX Welcome aomin | @@ | # #mec
S
Configuration™ > Security * > Trustsec
Global ~ SGTMapping ~ SXP  CTSPolicies  CTS Link Configuration
—
SXP Status enasLeD
Default Source IP 10.0.200.2 ) 120
Default Password 120
Peer Connections
+ Add

Step 4. Set the Mode to listener (or both, if this switch will also function as a speaker), set the Peer IP
to the IP of the ISE node, set the Source IP that the switch will use to connect to ISE, and leave the
password as default to use the password configured in the last screenshot. Set a VRF if applicable,
then click Apply to Device.

Add Peer Connection »

Mode of Local Device listener v
Peer |IP* 10.0.4.17

Source IP 10.0.210.2

Password default v
VRF MNone v

Step 5. To review or save the added running-config, click the Save Configuration icon.

Welcome admin oo A &£ h 0 e

| Save Configuration I

Step 6. Click the Show Diff button to review configuration changes made since the last time running-
config was copied to startup.
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Save Configuration x

Are you sure you want to save the configuration?

The above adds the following configuration to running-config.

115] cts sxp enable

'17! cts sxp default source-ip 10.0.210.2

118 ets sxp default password sxpistheoneforme

119 c1s sxp connection peer 10.0.4.17 source 10.0.210.2 password default mode local listener
hold-time 0 0

Step 7. To save the running-config to startup-config, click Apply to Device.

Firewall: Confirm SXP Configuration
This step was already covered in the prior pxGrid configuration section.

Step 1. To verify the configuration, navigate to Integration > Other Integrations from the FMC.

‘ [F::rerllelM?rlela?e]ment C‘:_e‘_r:‘tre[: i Overview Analysis Policies Devices Objects
[ itegration / Other Integrations / identity Sources

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software SecureX

Security Analytics & Logging
Other Integrations

Step 2. Click on Identity Sources.

F|rewa” Management Center Overview Analysis Policies Devices Objects Integration

|dentity Sources

Cloud Services Realms | Identity Sources I High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Step 3.  Confirm that SXP topic is checked under the Identity Services Engine configuration.
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= Flrewall Management Center
*_‘| gration / Other Integrations / Identity Sources

Overview Analysis Policies Devices

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client

Service Type:

) None (e Identity Services Engine

Primary Host Name/IP Address*

| 10.0.4.17

pxGrid Client Certificate*

| fme_pxGrid_client

ISE Network Filter

| ex. 10.89.31.0/24

Subscribe To:
Session Directory Topic

Configure 802.1X

Switch: Configure 802.1X

Secondary Host Name/IP Address

MNT Server CA*
| + | lab1six1.com_root_CA | -+

Objects Integration

Smart Software Manager On-Prem

pxGrid Server CA*

| lab1six1.com_root_CA

The Authentication and Authorization servers necessary for 802.1X were configured in the prior Configure AAA

section.

Step 1.  With the AAA configuration in place, navigate to Configuration - Interface - Ethernet to

configure interfaces.
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B il Cisco C9300-24UX

CISCO

Step 2. Click a single interface or select multiple interfaces and click the Multi Port Configuration
button (note: Multi Port Configuration will return the selected interfaces to a default configuration and
is best used for initial setup). For this example, we will modify the Te1/0/1 interface.

& M

2
L)

B Uuth CiscoCa300-24UX

o

e~ > Ethernet

i Staws Status IPv4 Address i IPv6 Address i Layer i Description

1000
)10 © O

Step 3. Click Advanced.

Configure Interface TenGigabitEthernet1/0/1

General
Interface TenGigabitEthernet1/0/1
Description (1-200 Characters)
Speed auto v
OO0 O o000 O 10000 Ozs00 Oso00
Duplex auto v
Admin Status up J

Step 4. Scroll down to the 802.1X Configuration section. In the below example, Authenticator Enabled
configures the port for 802.1X and sets it to Access Port; Access-Session is set to closed for pre-
authentication access; Authentication Order is set to use dot1x only, without MAB as a fallback
option; Port Mode is set to Auto, which enables 802.1X authentication and sets the port to closed
until an authentication is made; Host Mode is set to allow only a single host to access the port at any
given time; finally, IP Device Tracking is set to enabled in order to maintain a table of IP and MAC
addresses that access the port. After setting the config, click Update & Apply to Device.
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Configure Interface TenGigabitEthernet1/0/1 x

General Advanced

FUlL oTuUnILy
Port Security @ oisasLeD
Maximum MAC Count 1

MAC Address +

Static MAC Table MAC Address Y Remove _

MNo items to display

Port Threshold
Broadcast Threshold Level
Multicast Threshold Level
Unicast Threshold Level

Unknown Unicast Threshold
Level

O O O O O

Outgoing Threshold Level %

802.1x Configurations

Authenticator [ ENABLED .]
Access-Session [CLOSED .]
Authentication Order | dot1x - |
Port Mode | Auto - |
Host Mode | Single Host - |
IP Device Tracking

IP Device Tracking I ENABLED = I

[=] Update & Apply to Device
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Step 5. We also need to enable 802.1X globally, which can only be done via command entry. To run
the command from the GUI, navigate to Administration > Command Line Interface.

Cisco

a bl Cisco C9300-24UX

Step 6.  Select the Configure radio button and enter the following configuration to globally enable
Dot1x: dot1x system-auth-control

Step 7. Click the Run Command button.
B .l Cisco C9300-24UX

CISsco

Administration ~ > Command Line Interface

= =2
dot1x system-auth-contro|

Control+X: Clear | Control+M: Switch Mode | Control+Return(.): Execute Command | Control+Y: Copy | Confrol+Shift+E

The above configuration adds the following lines in green to running-config.

dot1x system-auth-control

} policy-map type control subscriber DOT1X
| event session-started match-all
‘ 1 class always do-until-failure

1 authenticate using dot1x
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< interface TenGigabitEthernet1/0/1 <<l interface TenGigabitEthernet1/0/1
switchport access vian 1600 e switchport access vian 1600
' switchport mode access 214) switchport mode access

215 device-tracking
-1672990185 input 218| iy flow monitor dsw_Gi0_0_-1672990185 input
0

167299018

ip flow monitor dsw_Gi0_

a0

m M

a_
% ip flow monitor dsw_Gi0_0_- output = ip flow monitor dsw_Gi0_0_-1672990185 output

= access-session host-mode single-host

< access-session closed

<<~ access-session port-control auto

<< dot1x pae authenticator

<< gervice-policy type control subscriber DOT1X

Configure ISE Security Groups and Static Mapping

We’ll now configure the ISE Security Groups (SGs) that will be used for the TrustSec Matrix, 802.1X, ISE AA
policies, and Secure Firewall source and destination SGTs. These groups will form the backbone of the RBAC
configuration in the remainder of the guide.

ISE: Configure Security Groups

Step 1. From the Cisco ISE GUI, click the Menu and choose Work Centers - TrustSec -
Components.

Cisco ISE

Cisco ISE Q_ What page are you looking for?

Dashboard Context Visibility Operations Policy Administration Work Centers

Recent Pages
Network Access Device Administration

Components

The Components page should open with the Security Groups tab selected.

Note: ISE has default groups for Contractors, Employees, and Guests.
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= Cisco ISE

Overview Components TrustSec Policy

Security Groups

IP SGT Static Mapping

Security Group ACLs

Network Devices

~+ Add

Trustsec Servers ?

Icon

®

O0O0OO0OO0OOo0OOoo o
® &€« © ® & ® @O

Policy Sets SXP

Security Groups

Ly Import T Export

Name

Auditors

BYOD

Contractors

Developers

Development_Servers

Employees

Firewall_Admins

Guests

ACI Troubleshoot

ﬁ Trash
SGT (Dec [/ Hex)
9/0008
15/000F
5/0005
8/0008
12/000C
4/0004
16/0010

6/0006

Work Centers - TrustSec

Reports Settings

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

@- Push @ Verify Deploy

Description

Auditor Security Group

BYOD Security Group

Contractor Security Group

Developer Security Group

Development Servers Security Group
Employee Security Group

Security Group for the Firewall Admin r...

Guest Security Group

To give more granular control of user access and improve device validation, we’ll create Trusted and Untrusted
groups for employees and contractors. We’ll also create a Machine Security Group that allows restricted access
for devices that pass machine authentication but have not yet passed user authentication, and a
Guest_Registration Security Group to cover the initial guest to ISE connection that occurs during guest
registration, but before the Guest SGT is assigned. We’'ll also create static destination SGs for ISE, DNS servers,

and application servers.

Step 2. Click the Add button.
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= Cisco ISE

Overview

Security Groups

IP SGT Static Mapping

Security Group ACLs

Network Devices

Trustsec Servers

Step 3.

= Cisco ISE

Overview Components

Security Groups
IP SGT Static Mapping
Security Group ACLs

Network Devices

Trustsec Servers >
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Components

TrustSec Policy

Policy Sets SXP

Security Groups

ACI Troubleshoot

Work Centers - TrustSec

Reports Settings

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

O0O0O0ooao o

O

TrustSec Policy Policy Sets SXP

Security Groups List > New Security Group

Security Groups

* Name

Employee_Trusted_Devic

= lcon

Description

This SGT tracks members of the
Employees AD group who have

connected with a trusted device.

() Propagate to ACI
Security Group Tag (Dec / Hex): 18/0012

Generation Id: 0

IAssodiated Virtual Networks and Subnet/IP Address Pools

Virtual Network Name

-|- Add 4 Import T Export *

Icon

®

€« ® ® © ® O

®

ACI

Name

Auditors

BYOD

Contractors

Developers

Development_Servers

Employees

Firewall_Admins

Guests

ﬁ Trash

SGT (Dec / Hex)

9/0008

15/000F

5/0005

8/0008

12/000C

4/0004

16/0010

6/0006

Work Centers - TrustSec

Troubleshoot Reports Settings

Subnet/IP Address Pool Name

@- Push

@ Verify Deploy

Description

Auditor Security Group

BYOD Security Group

Contractor Security Group

Developer Security Group

Development Servers Security Group
Employee Security Group

Security Group for the Firewall Admin r...

Guest Security Group

Name the group Employee_Trusted_Device, select an Icon, and enter a Description if desired.
Click Submit at the bottom of the page.

Type Is Default Max Value
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Step 4. Repeat the steps to create trusted and untrusted groups for employees and contractors.

= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups

Security Groups

IP SGT Static Mapping
Security Group ACLs For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Network Devices

-|- Add v Import Ty Export ° ﬁ Trash @ Push @ Verify Deploy
Trustsec Servers >
O Icon Name - SGT (Dec | Hex) Description
O @ Auditors 9/0009 Auditor Security Group
O @ BYOD 15/000F BYOD Security Group
O Ll Contractor_Trusted_Device 20/0014 This SGT tracks members of the Contr...
O =] Caontractor_Untrusted_Device | 21/0015 This SGT tracks members of the Contr...
0 @ Contractors 5/0005 Contractor Security Group
O @ Developers 8/0008 Developer Security Group
O @ Development_Servers 12/000C Development Servers Security Group
O .l Employee_Trusted_Device 18/0012 This SGT tracks members of the Emplo...
O 1 Employee_Untrusted_Device 19/0013 This SGT tracks members of the Emplo...

Step 5. Create an additional SGT for machine authentication.

Note: The NAM endpoint deployment will attempt an initial machine authentication, at which point we can
assign an SGT. If a user then attempts a user login using the same endpoint, they will be assigned one of
the Contractor or Employee SGTs based on the results of their combined machine and user auth.
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= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups Security Groups List » New Security Group

IP SGT Static Mapping Security GI’OUpS

Security Group ACLs

Network Devices * Name

Machine_Authenticated
Trustsec Servers >

* lcon

@@.xmog
s Dwms>a®
D2 E®® A& 5

Description

An SGT assignad to endpoints that have passed maching authentication using a local

device certificate. This SGT will be replaced with a user specific SGT after a user

successfully authenticates using the endpoint.

Step 6. Create SGTs for Guest_Registration and ISE, which will give us a cleaner firewall rule for the

initial guest redirect to ISE during guest registration. SGs for Guest_Registration, the default Guests
SG, ISE, and Machine_Authenticated are shown below.

= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups

IP SGT Static Mapping SeC U rlty G rou ps

Security Group ACLs For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Network Devices

+ Add v Import Ty Export ﬁ Trash @ Push @ Verify Deploy
Trustsec Servers >
Icon Name -~ SGT (Dec [/ Hex) Description
O P
O 1 Guest_Registration 26/001A Used for the initial guest to ISE redirec...
0 @ Guests 6/0006 Guest Security Group
O [ ] ISE 23/0017
O ] Machine_Authenticated 25/0019 An SGT assigned to endpoints that hav...

Step 7. Create an SGT to statically assign to our application servers, which will be the destination

used in Dynamic SGT connection testing, and to our DNS servers, which will be needed to resolve the
URLs associated with the application servers.

Repeat the Add steps to create a DC_Application_Servers group and a DC_DNS_Servers group (the
DC naming convention reflects that both resources are in the datacenter for this example).
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= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups

Security Groups

IP SGT Static Mapping

Security Group ACLs For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Network Devices

+ Add L, Import s Export ] Trash ® Push © Verify Deploy
Trustsec Servers >
O Icon Name . SGT (Dec / Hex) Description
O ® Auditors 9/0009 Auditor Security Group
O ® BYOD 15/000F BYOD Security Group
O J Contractor_Trusted_Device 20/0014 This SGT tracks members of the Contr...
O J Contractor_Untrusted_Device  21/0015 This SGT tracks members of the Contr...
O ® Contractors 5/0005 Contractor Security Group
D @ DC_Application_Servers 17/0011
D ® DC_DNS_Servers 22/0016

Step 8. Push the updated groups to connected devices.

= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups S . G
IP SGT Static Mapping e C u r I ty ro u ps
SlcuptySins = For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Network Devices

Edit —+— Add +; Import T Export o Trash @ Verify Deploy
Trustsec Servers >

Switch: Validation

Step 1. To confirm the security groups are populated to the switches, run the cts show environment
data command.
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Step 2. If the expected security groups have not synced yet, run the following command to prompt the
switch to retrieve the security groups from ISE:

# cts refresh environment-data

ISE: Configure Security Group Static Mapping

The application servers configured in the last section have a reserved pool of IP addresses, which we can
statically map now. In addition, the ISE servers needed for Guest registration and the DNS servers needed to
resolve the hostnames of the applications have static IP assignments.

Step 1. Click the IP SGT Static Mapping tab, then click Add.

= Cisco ISI Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

roups

IP SGT static mapping

I IP SGT Static Mapping

Trustsec Servers E

Step 2. Specify the IP address(es), leave the radio selection on Map to SGT Individually, select the
DC_Application_Servers SGT, send the mapping to the DC Application Servers SXP domain, and
select TrustSec devices to deploy the mapping to. Click Save.
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= Cisco ISE

Work Centers - TrustSec

Overview Components

Security Groups
IP SGT Static Mapping
Security Group ACLs

Network Devices

Trustsec Servers >

Step 3.

TrustSec Policy

Policy Sets

IP SGT static mapping » New

Add IP SGT Mapping

SXP

ACI Troubleshoot

Reports Settings

You can use the IP-SGT static mappings to deploy the mappings on TrustSec devices and SXP domains in a unified manner.

IP address(es)

10.25.100.0/24 =

(") Add 10 a mapping group

I @ Map 10 SGT indi\muallyl

SGT *

DG _Application_Servers (17/00...

Virtual Networks

Send to SXP Domain
dc application servers =

Deploy to devices
All TrustSec Devices

Repeat the steps to add the DNS servers.
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= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings
Security Groups IP SGT static mapping > New

IP SGT Static Mapping
Security Group ACLs

Network Devices

Trustsec Servers

Step 4.
Deploy.

Cisco ISE

Overview Components

Security Groups
IP SGT Static Mapping
Security Group ACLs

Network Devices

Trustsec Servers >

Step 5.

TrustSec Policy

£ Refresh

B

[m]
[m]
(m]
[m]

Add IP SGT Mapping

You can use the IP-SGT static mappings to deploy the mappings on TrustSec devices and SXP domains in a unified manner.

IP address(es)

10.0.4.12 =

10.0.4.13 =

(©) Add to a mapping group
|@ Map to SGT individu.allyrl

SGT*

DC_DNS_Servers (22/0016)= N

Virtual Networks

Send 1o SXP Domain
dc management =

Deploy to devices

All TrustSec Devices

Policy Sets SXP

IP SGT static mapping

+Add  { Trash ™

IP address/Host SGT

ACI Troubleshoot

Reports

Work Centers - TrustSec

Settings

Rows/Page 4

Cancel

Manage groups  Import  Export ™ Check status [Deploy

Mapping group

Virtual Networks

Deploy via

Repeat the steps to add static mappings for ISE. Review the mapping details, then click

4 Total Rows

Y Filter &

Deploy to

10.0.4.12

10.0.4.13

10.0.4.17 ISE (23/0017)

10.25.100.0/24

DC_DNS_Servers (22/0016)

DC_DNS_Servers (22/0016)

DC_Application_Servers (1

dc management

dc management

dc management

dc application servers

All TrustSec Devices

All TrustSec Devices

All TrustSec Devices

All TrustSec Devices
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Confirm the applicable switches are checked, then click Apply.
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Deploy IP SGT static mapping

Y Filter v &}
Name IP/Mask Type

ztwp-swi 10.0.200.2/32 switch

Close
Step 6. Click OK at the warning.
WARNING

Are you sure you want to proceed selected devices?

Cancel OK

Step 7. Confirm successful mappings, then click Close.

Found 1 device to process

Deployment process started

About to connect to: ztwp-swl 10.0.200.2
ztwp-sw1-IP(10.0.200.2) New mappings were successfully sent
Deployment process finished

- 00000
Configure TrustSec SGACLs

The example flows we covered at the start of this document include employees and contractors accessing
private applications, and guest users accessing the internet. The employee and contractor connections will both
be made over HTTPS and require an internal DNS resolution. Prospective guest users will also need to make an
initial connection to the ISE Guest Registration portal to complete registration before accessing the internet. In
this section we’ll add basic rules to allow the necessary HTTPS, DNS, guest portal, and internet connectivity,
and set an implicit deny for all other connections.

Switch: Configure CTS Role-Based Enforcement

In addition to the prior TrustSec configuration, there is an additional configuration necessary for the switch to
receive and enforce SGACLs.
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Step 1. From the GUI, navigate to Configuration > TrustSec.

B il Cisco C9300-24UX

CIsco

Step 2. Click on CTS Policies.

n il Cisco C9300-24UX

cisco
Configuration~™ > Security~ > Trustsec

Global SGT Mapping SXP

Step 3. Enter the VLAN associated with the SGACL (note: this can be set to include all VLANs on the
CLl, if needed) and toggle the Global setting to Enabled. Click Apply.

B .l Cisco C9300-24UX
Configuration™ > Security™ > Trustsec
Globa SGT Mapping SXP CTS Policies CTS Link Configuration
Policy Enforcement

Step 4. Click the save icon to review the configuration change details.

Welcome admin S & 8 e « (=

Step 5.  Click Show Diff.

Save Configuration x

Are you sure you want to save the configuration?

‘ Cancel | | Show Diff ‘ “

The above config applies the following change to the backend.

“~ cts role-based enforcement
>4 cts role-based enforcement vian-list 1600
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Step 6. Click Apply to Device to copy the running-config to startup-config.

m| [E Apply to Device

Note: it’s also possible to configure TrustSec switches in a monitor only mode to verify connections are
permitted and denied as expected. For configuration steps, please see the Cisco TrustSec Configuration Guide.

ISE: Configure Security Group ACLs
Step 1. Navigate to Work Centers - TrustSec - Components.

X Cisco ISE Q_ What page are you looking for?

Dashboard Con V Ope Policy Administration Work Centers

Recent Pages
Network Access TrustSec Profiler

)

Components

Step 2. On the left side, click on Security Group ACLs.

= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

| Security Groups

IP SGT Static Mapping Securlty Groups
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
Step 3. Click the Add button.

= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups Security GrOUpS ACLs

IP S5GT Static Mapping

Security Group ACLs

Network Devices = ~ — :
T A iy Delete (2) Push (~) Verify Deploy

Step 4. Create a basic rule to allow an outbound HTTPS connection. Name the rule
Permit_HTTPS_Request and enter ‘permit tcp dst eq 443’ for the rule content. Click Submit.
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= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups Security Groups ACLs List > New Security Group ACLS

19T SRR L2 Security Group ACLs
Security Group ACLs
Network Devices Name POp— Generation ID: 0
Trustsec Servers > Description
Y
IP Version O IPva O IPvE O Agnostic

* Security Group ACL content
permit tcp dst eq 443

Note: SGACLs are not stateful, so we’ll also need a rule to allow the return traffic.

Step 5. Click Add again to create an ACL for the return traffic.
= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups Securlty Groups ACI—S

IP SGT Static Mapping

Security Group ACLs

Network Devices " Add Duplicate fi Delete () Push () Verify Deploy
Trustsec Servers > . .

C] Name s Description IP Version

O Permit_HTT... IPv4

Step 6. Name this rule Permit_HTTPS_Response and give it criteria ‘permit tcp src eq 443’. Click

Submit.
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= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

Security Groups Security Groups ACLs List > New Security Group ACLS

IP SGT Static Mapping Security Group ACLs

Security Group ACLs
Network Devices Name permit HTTPS R Generation ID 0

Trustsec Servers > Description

IP Version O Pua Q Ve (O Agnostic

* Security Group ACL content
permit 1cp §1¢ ea 443

Step 7.  Click Add again.

= Cisco ISE Work Centers - TrustSec

Troubleshoot Reports Settings

Overview Components TrustSec Policy Policy Sets SXP ACI

Security Groups SeCurity Groups AC I—S

IP SGT Static Mapping

Security Group ACLs

Network Devices =
—{»— Add t {j Delete '® Push @ Verify Deploy

Trustsec Servers > SR o
O Name 2 Description IP Version
O Permit_HTTPS_Request IPv4
[:] Permit_HTTPS_Response IPv4

Step 8. Name the rule Permit_DNS_Request and add ‘permit udp dst 53’ in the content area. Click
Submit.
Note: DNS can also use TCP for requests or responses that exceed UDP byte limits; while this isn’t

common, DNS over TCP can also be allowed here if desired.
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= Cisco ISE

Overview Components TrustSec Policy Policy Sets SXP

Security Groups Security Groups ACLs List > New Security Group ACLs

IP SGT Static Mapping Security Group ACLs

Security Group ACLs

Network Devices Neme
Trustsec Servers > Description
IP Version O Pva

* Security Group ACL content

Work Centers - TrustSec

Reports Settings

Generation ID: 0

Step 9. Click Add again and create a rule titled Permit_DNS_Response with content ‘permit udp src

53’. Click Submit.

= Cisco ISE

Overview Components TrustSec Policy Policy Sets SXP

Security Groups. Security Groups ACLs List > New Security Group ACLS

IP SGT Static Mapping Security Group ACLs

Security Group ACLs

Netwark Devices Name
Trustsec Servers > Description
IP Version © Pva

* Security Group ACL content

‘Work Centers - TrustSec

Reports Settings

Generation ID: ]

Step 10. Confirm the created rules appear, then click on TrustSec Policy.
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= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot

Reports Settings

Security Groups

S oing Security Groups ACLs

Security Group ACLs

Network Devices

+ Add t i Delete @ Push @ Verify Deploy
sshens Baa s “ O Name ~  Description IP Version

D Permit_DNS_Request IPv4

[:] Permit_DNS_Response IPv4

O Permit_HTTPS_Reguest IPv4

[:] Permit_HTTPS_Response IPv4

ISE: Configure TrustSec Matrix

Step 1. From the TrustSec Policy page, click Matrix.

= Cisco ISE Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot

Reports Settings

Egress Policy LY

| Matrices List

Step 2. It can save time to create a custom view with only groups we will be modifying. Click the
dropdown on the right side and select ‘Create custom view’.

= Cisco ISE Work Centers - TrustSec ® QA ® =
Overview  Components  TrustSec Policy ~ Policy Sets ~ SXP  ACI  Troubleshoot ~ Reports  Settings

Eqress Policy . Production Matrix
Matrices List Populated celis: 0 7 Refresh
Matrix

Source Tree 4 Add  § Clear ~ () Deploy (D VerifyDeploy @ Monitor All - Off L Import L, Export  View

=R
All
Destination Tree : : [Croate custom vew ]

Step 3. Give the view a name and add the Security Groups created previously to both Source and
Destination. Choose Name in the Sort Matrix By dropdown. Click Save.
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Edit View ¥

View name |ZT View I

Source Security Group
Hide

[show::: |

[Filter by name or SGT |  [Filter by name or SGT |

() Relevant for destinations *;’

Production_Servers -
Production_Users
Quarantined_Systems
Test_Servers

Contractor_Trusted_Device -
Contractor_Untrusted_Devics
DC_Application_Servers
DC_DNS_Servers

TrustSec_Devices - Employee_Trusted_Device «
Destination Security Group
Hide 16 Isnow: | 1 1]

IFiIter by name or SGT ‘ IFiILe-l by name or SGT |

[ Relevant for sources "

Production_Servers - Conn'actor_frusted_ Device -
Production_Users —| Contractor_Untrusted_Devici |——
Quarantined_Systems DC_Application_Servers §
Test_Servers DC_DNS_Servers
TrustSec_Devices - Employee_Trusted_Device =

Step 4. The custom view will load automatically and can be selected from the right dropdown. Click
the box for source Contractor_Trusted_Device and destination DC_Application_Servers, then click

the pencil icon to edit.

Production Matrix

Populated cells: 0

/ Edit 4 Add ij Clear () Deploy () VerifyDeploy (@ Monitor All - Off L, Import oLy Export  View
e g 5 s £
4 &
=Tl 5‘ % £ :
estination » 5 3 AL J P
i i 5z £z £ s
2 = € = T 2 2 s 2
S E & S H 5 H =
Source » =] =] @ @ ]

[ Contractor._Trus...
20/0014

|

Step 5. Set the ACL to Permit_HTTPS_Request, then click Save.

o] Employee_Untrus...

19/0013

#® Guest_Registrat...

26/0014

@ cuests

6/0006

ISE

23j0017

" Refresh

*
i
z 2
= 8
=]

Note: In this example we leave the Catch All rule set to None for the rules and rely on a Default Deny for
the policy, but the Catch All rule can be configured by rule if preferred.
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Edit Permissions...

Source Security Group Contractor_Trusted_Device (20/0014)

Destination Security Group DC_Application_Servers (17/0011)

Status Enabled

Description

Assigned Security Group ACLs

P ® |Permit_HTTPS_Reque v |

Final Catch All Rule  pope

The matrix updates the cell with a blue color and the text of the applied ACL.

Production Matrix

Populated cells: 0

/ Edit + Add ﬁ Clear @ Deploy @ Verify Deploy <@ Monitor All - Off

Destination »| = _ = . = .
2z LI :
§ = § X g =
Source = U U @
[ Contractor_Trus...
20/0014
Step 6. Repeat the steps to allow HTTPS requests for all four contractor and employee Security
Groups.
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Production Matrix

Populated cells: 4

/ Edit + Add ﬁ Clear @ Deploy @ Verify Deploy @ Monitor All - Off
= = i
= = s
Destination» 3 _ - El

£ 2 : s g =
§ = § = 8 B

Source v J ) @ \

Q Contractor_Trus...
20/0014

;I Contractor_Untr...
210015

(@ 0C_Application_..,
17/0011

(&) DC_DNs_Servers
22/0016

L] Employee_Truste...
18/0012

] Employee_untrus...

190013

Step 7. Permit DNS requests from the four employee and contractor Security Groups to the
DC_DNS_Servers Security Group.
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Production Matrix

Populated cells: 8

/ Edit + Add ﬁ Clear @ Deploy @ Verify Deploy (@ Monitor All - Off vy Import & Export

w = A ]
2 5 £ g
- 8

Destination » .3 5 % n —g o e o

E B £ B . B 2

& = 5 & 8 5 [T
Source « ] - @ @

[ contractor_Trus...
20/0014

] Contractor_untr..
210015

@ DC_Application_...
17/0011

@ DC_DNS_Servers
22{0016

[ Employee_Truste...
18/0012

[ Employee_Untrus...
15/0013

Step 8. Allow the return traffic for the HTTPS and DNS requests. These connections will have the DNS
and Application servers as the source, the employee and contractor groups as the destination, and

use the DNS_Response and HTTPS_Response ACLs.

Production Matrix

Populated cells: 16

/' Edit -+ Add ﬁ Clear @ Deploy @ Verify Deploy @ Monitor All - Off L, Import L, Export View
. g i 8 2 3
g 5 £ : H ]
Destiiation») & : . £ - e g o ¢ o
: L L 5 = 2 3 g 3
8§ = 3 = & 5 g W 5 2 & 5
Source - (- @ @ L [

[ Contractor_Trus...
20/0014

[ Contractor_untr...
21/0015

@) DC_Application_...
17/0011

@) DC_DNs_servers
22/0016

R

Step 9. Permit the Guest_Registration Security Group to connect to the ISE Security Group over
HTTPS and permit the HTTPS Response from ISE to Guest_Registration.
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Production Matrix

Populated cells: 18

¢/ Edit < Add ij Clear (3) Deploy (2) Verify Deploy @ Monitor All - Off 1, Import L, Export  View
K i i 8 £ H d
5 B =
£ 5 £ : E ] H
| I 2 = = q =
Destination» & = = g = £ o £ = g < e
5 3 ¥ 2 5 = A = g = =z = = 2z 2 =
B = 5 = S -] B = = = §E = : = b=3
5O g & R H K g5 g = 3 = 20s 4 3
Source = = . @ @ = = L @ L I
(@D DC_DNS_Servers
220016
[ Employee Truste...
18/0012
[ Employee_Untrus...
19/0013
& Guest_Registrat..
26/001A
(@) Guests
/0006

¥ IsE
23f0017

Allow the Guests and Machine_Authenticated Security Groups to access the Unknown Security Group. Rather
than map all public IP spaces to an Internet Security Group, common practice is to map all internal IP space to
Security Groups and then use the Unknown Security Group to represent ‘not internal’.

Step 10. Click the cell for Guests to Unknown, then click the pencil to edit.

Production Matrix

Populated cells: 18 £ Refres
J Edit < Add {ij Clear (® Deploy () Verify Deploy @ Monitor All - Off L, Import L, Export  View ZT View
g . g $ £ = %
i : s : H £ H 5
Destination > & g = £ =2 o H Fi & < o ¢ = <
£ 3 2 3 = Z2 2 5z s 2 ¥ 2 3 2 2 £ 3 H
2 2 . 2 . 2 s 2 s 2 2 2 2 £ =
& = 8 = R £ A 5 8 G 3 # s 3 S E ]
Source v o =] @ @ =] =] 2 ] @ =] ?

(@) DC_DNS_servers
22/0016

I
I

[ Employee_Truste...
18/0012

[ Employee_Untrus...
19/0013

L Guest Registrat...
26/001A

@ Guests
6/0006

II

Step 11. Set the Final Catch All Rule to Permit IP, then click Save.
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Edit Permissions...

Source Security Group  Guests (6/0006)

Destination Security Group  Unknown (0/0000)

Status Enabled

Description

Assigned Security Group ACLs

s Select an SGACL v

Final Catch All Rule Permit IP '

Step 12. Repeat the process to permit traffic from the Machine_Authenticated Security Group to the
Unknown Security Group and permit the return traffic from Unknown to Guests and
Machine_Authenticated.

Production Matrix

Populated cells: 22  Refres

&7 Edit 4 Add {ij Clear () Deploy (O) Verify Deploy ¢(® Monitor All - Off (L, Import (4, Export  View ZT View

§ i ] 8 & E] i %
£ 5 H H H e g E
Destination » _3 = % " i 2 - § o £ = E: = 5 £ = £
= 2 £ 2 L & = SWE I 2 § 2 § £ g £ £ z
5 = § = g 5 g A a5 8 = 3 = i = 4 q I E
Source = (=] =] @ =] =] 1 @ L] =] ?

] Employee_Untrus...
19/0013

Ien

A Guest_Registrat...
26/001A

@) Guests

6/0006

) 15E
23/0017

[ Machine_Authent...
25/0019

2 -

Note: Although the Matrix allows all traffic from Unknown IPs to Guest and Machine_Authenticated SGTs,
stateful firewalls will deny any inbound connections to the Guest and Machine_Authenticated Security
Groups. Only return traffic to outbound connections will be permitted by the firewall.

Step 13. Click on the Default link and set the default SGACL to Deny_IP_Log. Click Deploy.
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= Cisco ISE Work Centers - TrustSec e Q o =

Overview Compenents TrustSec Policy Palicy Sets SXp ACI Troubleshoot Reports Settings

. Production Matrix

Populated cells: 22 ) Refresn

PEdt 4 Add § Clesr © Verify Deploy @ Monitor Al - Off Export Vi T View v
£ 5 H £ £ E} 4 Z
Destination» 5 L i - - F P g - 5 Y £
work Device A iz i R £ 2 z 2 L 3 = 4% E £z £
5 F B = H S 8 § g = H & d B é = g = H b z
Source + =] =] ® @ =] =] l'S @ ® =] ?
[ Employee_Untrus..
19/0013
2 Guest Registrat..
25001
@ Guests
6/0006
@se
23/0017
[ Machine_Authert...
2570019
P Unknown - -
Enabled SGACLS : Deny_IP_Log Deseription : Default egress rule

ISE Authentication and Authorization Policy Preparation

In addition to the ISE Profile checks, we will also perform both user and machine authentication for each 802.1X
connection. Combining user and machine authentication requires EAP Chaining, which we’ll accomplish using
the AnyConnect NAM and EAP-FAST.

Our AA configuration will leverage several certificates and endpoint configurations, specifically:

o A CA signed ISE certificate used for EAP connections. This will serve the function of server validation for
the endpoint. Configuration is given in this section.

o The EAP certificate must be trusted by the endpoint. Steps to upload the certificate to the
NAM profile configuration and distribute via Meraki MDM are provided in the Zero Trust User
and Device guide.

o Trusted devices have a CA signed client authentication certificate installed.
o Steps to distribute machine certificates via GPO from an Active Directory CA are provided in
the companion Certificate Guide under the section Active Directory: Distribute Machine
Certificates via Group Policy Object.
¢ ISE must trust the root and any intermediary certificates in the client auth certificate chain on the
endpoint. These will be used to validate the client certificate during EAP-FAST negotiation. Configuration
is given in this section.

o Trusted devices have the NAM AnyConnect module installed with a profile that specifies server and client
certificate validation. The NAM and profile settings are provisioned via Meraki MDM as covered in the
Zero Trust: User and Device Security Design Guide.

o The NAM configuration will supersede any existing 802.1X configuration on the endpoint.
NAM will initiate 802.1X connections using EAP-FAST.

ISE: Configure EAP Certificate
Step 1. Navigate to Administration > System - Certificates.
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X Cisco ISE Q, What page are you looking for?

Dashboard ibility Operations Administration

Recent Pages
Network Resources

Certificates

Step 2. Click on Certificate Signing Requests.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Ac
Certifi M 1F1

S D SySte m C e rt |f| C ate S For disaster recovery it is recommended to export certificate and private key pairs of all sy

System Certificates

Trusted Certificates - Generate Se Signed Certificate - Import

OCSP Client Profile X
Friendly Name Used By Portal group tag Issued To

[Certlﬁcate Signing Reques!s]

Step 3. Click on the Generate Certificate Signing Requests button.

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Ac
Certificate Management - Certificate Signing Requests

Systemn Certificates

LS R R Generate Certificate Signing Requests (CSR)

OCSP Client Profile
A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they n

Certificate Signing Requests CSR is bound, it will be removed from this list

Step 4. Set the Usage to EAP Authentication and select the node(s) to generate the CSR for. Set
Subject, SAN, and Key settings. Click the Generate button.
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore A

Certificate Signing Request
Certificate types will require different extended key usages. The list below outlines which extended key usages are required for e

ISE Identity Certificates:

Certificate Management v
System Certificates

Trusted Certificates
iti- Admin, , P 5 id) - Cli Authenticati
OCSP Client Profile * Multi-Use (Admin, EAP, Portal, pxGrid) - Client and Server Authentication
* Admin - Server Authentication
Certificate Signing Requests
* EAP Authentication - Server Authentication

Certificate Periodic Check Se... « DTLS Authentication - Server Authentication

* Portal - Server Authentication

* pxGrid - Client and Server Authentication
Certificate Authority N7
*« SAML - SAML Signing Certificate

Overview « ISE Messaging Service - Generate a Signing Certificate or generate a brand new Messaging Certificate.

ISE Certificate Authority Certificates:

Issued Certificates

Certificate Authority Certificat... o o . .
* ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA funct

Internal CA Settings « ISE Intermediate CA - This is an Intermediate CA Signing Request.
Certificate Templates 5 * Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certifi
External CA Settings Usage

Certificate(s) will be used for I EAP Authentication .

Allow Wildcard Certificates (] (O

< Node(s)

Generate CSR's for these Nodes:

Node CSR Friendly Name

. gl-isel gl-ise THEAP Authentication
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Subject

Common Name (CN)
SFQDN$ 0]

Certificate Management v
System Certificates
Trusted Certificates
Organizational Unit (OU)
OCSP Client Profile Solutions Architecture ®

Certificate Signing Requests

Certificate Periodic Check Se... Organization (0)
Cisco 0]
Certificate Authority v
City (L)
Overview San Jose

Issued Certificates

Certificate Authority Certificat State (ST)

Internal CA Settings CA

Certificate Templates

External CA Settings Country (C)
us

Subject Altemative Name (SAN)

I 1P Address 10.0.4.17
i DNS Name gl-isel.lab1six1.com (6]
* Key type
RSA v 0O
* Key Length
4096 v o

* Digest to Sign With

SHA-512 v

Certificate Policies

Generate

Step 5. Click the Export button and save the CSR.

Successfully generated CSR(s)

Certificate Signing request(s) generated:
gl-ise TREAP Authentication

Click Export to download CSR(s) or OK to return to list of CSR(s) screen

OK

Step 6. Use a CA server to generate a Base 64 encoded certificate in a format that will be accepted
by ISE, such as .cer. For a Windows CA, the Web Server template is adequate. For full certificate
generation procedures using a Windows CA, please refer to the Create Certificates from CSRs using
an AD Certificate Authority section in the Appendix.

Step 7. Return to the Certificate Signing Requests page in ISE. Check the box next to the CSR
request, then click Bind Certificate.
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore At

Certificate Management b Certiﬁcate Signing RequeStS

System Certificates

[Riiediaaiicaias Generate Certificate Signing Requests (CSR)

OCSP Client Profile
A Certificate Signing Requests (CSRs) must be sent to and signed by an extemnal authority. Click “export” to download one or more CSRs so that they n
CSR is bound, it will be removed from this list

| I Certificate Signing Requests I

Certificate Periodic Check Se... ) -
Q View ™ Export il Delete Bind Certificate

O Friendly Name Certificate Subject Key Length Portal gro... Tim

Certificate Authority N

e E gl-ise THEAP Authentication CN=gl-isel.lab1six1.co... 4096 Th

Step 8. Upload the certificate file retrieved from Active Directory, set a Friendly Name, confirm the
EAP Authentication box is checked, then click Submit.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Bind CA Signed Certificate

* Certificate File Choose File | eap.p7b|

Trusted Gertificates
Friendly Name -
EAP CA Signed 6]
OCSP Client Profile

Validate Certificate Extensions (] (D

Certificate Management

System Certificates.

Certificate Signing Requests

Certificate Periodic Check Se..
Usage

I 8 EAP Autnentication: Use certificate for EAP protocols that use SSLITLS tunneling I

Certificate Authority v

Certificate Authority Certificat...
Step 9. A prompt will appear if there is a prior EAP certificate (ISE generates a default self-signed
certificate, which this certificate will replace for EAP connections). Click Yes to replace the prior

certificate.

Warning

Only one system certificate can be used for EAP. Assigning EAP to this certificate will
remove the assignment from another certificate.

Note: Make sure required Certificate Chain is imported under Trusted Certificates

No Yes

Step 10. To verify certificate install, click on the System Certificates link.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore At

Certificate Management o Certificate Signing RequeStS
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Step 11. Confirm the uploaded certificate is associated with EAP Authentication.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Ac

Cartionte Mmagmment e SySte m C e ft lfl C ate S A For di recovery itis d to export certificate and private key pairs of all sy:

System Certificates

Trusted Certificates -+ Generate Self Signed Certificate -~ Import

OCSP Client Profile

Friendly Name Used By Portal group tag Issued To
Certificate Signing Requests
Certificate Periodic Check Se... gl-isel
0 Admin CA Signed Admin gl-isel.labl1six1.com
Certificate Authority > CN=gl-ise1.lab1six1.com, OU=IS ISE Messaging gl-ise1.lablsix1.com
O E Messaging Service#Certificate  Service
Services Endpoint Sub CA - gl-is
1400001
] pxGrid CA Signed pxGrid gl-isel.lablsix1.com
0 Default self-signed server certific Portal, RADIUS DTLS  Default Portal Certificate Group @ gl-ise1.lab1six1.com
ate
Default self-signed saml server ¢ SAML SAML_gl-ise1.lablsix1.com
(] ertificate - CN=SAML_gl-ise1.lab
1six1.com
] I EAP CA Signed EAP Authentication | gl-isel.lab1six1.com

ISE: Configure EAP Chaining Settings
Step 1. Click the Menu icon (=) and navigate to Policy = Policy Elements - Results.
Step 2. From Authentication = Allowed Protocols, click on Default Network Access.
= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Authentication

<

Allowed Protocols Services

Allowed Protocols

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Authorization > <4 Add
Profiling ’ (J  Service Name *  Description
Posture > O Default Allowed Protocol Service

Scroll down to the EAP-FAST section and verify the following settings are enabled.
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= Cisco ISE Policy - Policy Elements

Dictionaries Caonditions Results

» [ Allow EAP-FAST

Authentication r
EAP-FAST Inner Methods
Allowed Protecols . Allow EAP-MS-CHAPvZ
H Allow Password CGhange | Retries 3 (Valid Range 0 to 3)
Authorization b & Aiow enp-aTC
. Allow Password Change Retries 3 (Valid Range 0 to 3)
S & B Allow EAP-TLS
. Allow Authentication of expired certiicates 10 allow certilicale renewal in Authorization Policy
Posture ? (T
O Dot se PACs
Client Provisioning » unnel PAC Time To Live a0 Days W
Froactive PAC update will occur after 90 % of PAC Time To Live has expired

[ Anow Anonymeus In-Band PAC Provisioning

. Allow Authenticated In-Band PAC Provisioning
a Server Retums Access Accept After Authenticated Provisioning
[] Accept Clent Certificate For Provisioning

n Allow Machine Authentication

Machine PAC Time To Live
1 Weeks W

B cnanie Stateless Session Resume
Authorization PAC Time To Live

¥ Enable EAP Chaining

Step 3. Scroll down and click Save when finished.

1 Hours ~ (D

ISE: Verify Certificate Authentication Profile Settings

Step 1. Click the Menu icon (=) and navigate to Work Centers - Network Access - Ext Identity
Sources.

Step 2. Click on Preloaded_Certificate_Profile.

= Cisco ISE Work Centers - Network Access
Overview ldentities Id Groups Ext Id Sources Network Resources Policy Elements Palicy Sets Troubleshoot
External identity Sources Certificate Authentication Profile
(=] &

» 7 Certificate Authentication F .
" Edit - Add {] Duplicate Dalate
™ Active Directary

l Mame -~ Description
% GL-AD1

= LDAP D I Preloaded_Certificate_Profile I Precreated Certificate Authorization Profile,

Step 3.  Verify that the Certificate Attribute is set to the Subject Common Name. Click Save when
finished.
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= Cisco ISE Work Centers - Network Access

Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements Policy Sets Troubleshoot

Reports Settings Dictionaries

Centificate Authentication Profiles List > Preloaded_Centificate_Profile
External Identity Sources

& Certificate Authentication Profile

1 Certificate Authentication F

- * Name
7 Active Directory >reloaded_Certificate_Profile
%4 GL-AD1 1
2 Desciionon Precreated Cerificate Authorization Profile.
1 LDAP
£ oDBC
7 RADIUS Token
£ RSA SecurlD Identity Store [not applicable] v .©
) SAML Id Providers
3 Social Login
Use Identity From [o Certificate Atribute Subject - Common Narr v IO
O Any Subject or Alternative Name Atiributes In the Certificate {for Active Directory Only) (D)
Match Client Certificate © Never

Against Certificate In

O Only to resolve identity ambiguity
Identity Store (D

O Aways perform binary comparison

Save

Step 4. Click the Identities tab, then click Identity Source Sequences. Edit All_User_ID_Stores.

= Cisco ISE Work Centers - Network Access

Overview Id Groups Ext Id Sources Network Resources Policy Elements Policy Sets Troubleshoot

Endpoints .
Identity Source Sequences
Network Access Users
I“ ity Source S I For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

O Name ~  Description Identity Stores

O

A built-in Identity Sequence to include all Use... Preloaded_Certi

Step 5. Confirm that the Preloaded_Certificate_Profile configured in the prior step is selected for
Certificate Based Authentication. Click Save.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 195 of 251



= Cisco ISE Waork Centers + Network Access Q
Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements Policy Sets Troubleshoot Reports Settings Dictionaries
—
Endpaints Descriptian

A buit-in Tdentity Sequence to include all Uses Tdentity Stares
Network Access Users

Identity Source Sequences

~ Certificate Based Authentication

I B select Certificate Authentication Profile Preloaded_Certific I

~ Authentication Search List

A set of identity sources that will be accessed in until first authentication succee; d
Available Selected
Internal Endpoints - Internal Users -
GL-AD1 All_AD_Join_Points
Guest Users
&«

~ Advanced Search List Settings
If a selected identity store cannot be accessed for authentication

(O Do not access other stores in the sequence and set the " AuthenticationStatus™ attribute 1o " ProcessError”

© Treat as if the user was not found and proceed to the next store in the sequence

Windows: Confirm Machine Auth Certificate Details

Instructions for deploying certificates for machine authentication via Group Policy Object (GPO) are given in the

companion Certifcate Guide under the Acitve Directory: Distribute Machine Certificates via Group Policy Object
section. Steps to verify the location and details of a machine certificate are given below.

Step 1. From a Windows workstation, search for the term ‘cert’ and select the ‘Manage computer
certificates’ entry to review local certificates that apply to all users on the endpoint.
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Best match

Manage computer certificates

Control panel

Settings

£ Manage user certificates

&% Manage file encryption
certificates

Search the web

L cert-se

L certify login
certificate
certify
certainteed
certified mail
certemy login

certainteed shingles

certemy

A

Step 2. Click the dropdown arrow next to Personal, then click the Certificates subfolder. Any
certificates in the folder appear in the right window pane. Note that the certificate is personalized for
the specific endpoint it is installed on (in this example, computer name JOPDU4H). Double click the
certificate to open it.

é certlm - [Certificates - Local Computer\Personal\Certificates] -

File Action View Help

e 2@ 0|/c=H-m
5} Certificates - Local Computer Ar Issued To . Issued By
v Personal 231127.0.0.1 127.0.0.1
Lot [7;] DESKTOP-J0PDU4H Iab 15ix1.com | lab1six1-GL-AD1-CA-2

Trusted Root Certification

Step 3. Click the Details tab and then scroll down and click on Enhanced Key Usage. Verify there is an
entry for Client Authentication.
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n Certificate X

General Certification Path

Field Value A
DESKTOP-30PDU4H.lab 1six1.com
RSA (2048 Bits)
0500

Machine

Clhent Authentication (1.3.6.1....
5 |Subject Key Identifier 3e957f5b498b4cf3931ce 765¢. ..

51 | Authority Key Identifier KeyID=e3fe056f20318830175...
J1re1_nictriby thinn Bnints 11001 Nigtriby thinn Paints Nictr

v

Step 4. Click on the Certification Path tab and review the certificate chain details. Click OK when
finished.

n  Certificate X

General Detals Certification Path

[Certficaton path

5] lab1six1-GL-AD1-CA-2
(5] DESKTOP-JOPDU4H. lab 1six 1.com |

Certificate status:

’ms certificate is OK.

In this case our certificate is signed by only a root CA, which was already added to the ISE Trusted Certificates
store in a prior section. For steps to export an AD root certificate (or intermediary certificate) and add it to the
ISE Trusted Certificates store, see the Export a Root Certificate section in the companion Certificate Guide.

Step 5. Continue to the next section for steps to verify the certificates in the ISE Trusted Certificates
store and configure them for client authentication.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 198 of 251


https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/safe-ops-dg-mgmt-certs.html#ActiveDirectoryDistributeMachineCertificatesviaGroupPolicyObject

ISE: Configure Trusted Certificates for Client Authentication

With the NAM profile configuration set in the Zero Trust User and Device guide, each endpoint will present a
client certificate during 802.1X machine authentication. For ISE to accept the client certificate presented by an
endpoint, the root and any intermediate certificates in the client certificate chain must be set to trust for client
authentication within ISE.

Step 1. Click the Menu icon (=) and navigate to Administration - System - Certificates.
Step 2. Click on Trusted Certificates.

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Ac
Cortificats Mameaemet >/ SySte m C e rt 'f' C ate S A\ For disaster recovery it is recommended to export certificate and private key pairs of all sy

I System Certificates

t -+ Generate Self Signed Certificate -+ Import
Step 3. Select the root certificate that signed the client certificate used by the endpoint then click Edit.

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Ac

Certificate Management -+
Tr U S t e d C e rt Ifl C 8 te S A\, For disaster recovery it is recommended to export and backup all your trusted certificates.

Systemn Certificates

Trusted Certificates _/ Edit + Import T Export ﬁ Delete Q View

OCSP Client Profile

O Friendly Name -~ Trusted For Serial Number Issued To 1
Certificate Signing Reguests
— Tt T T Infrastructure ST T T T Ty
Certificate Periodic Check Se...
O Cisco Root CA 2099 Cisco Services 01 9A 33 58 7... Cisco Root CA 20...
O Cisco Root CA M1 Cisco Services 2E D2 OE 73 4... Cisco Root CA M1
Certificate Authority >
(]  Cisco Root CA M2 Infrastructure 01 Cisco Root CA M2
Endpoints
O Cisco RXC-R2 Cisco Services 01 Cisco RXC-R2
. . Endpoints . .

O Default self-signed server certificate Infrastructure 355028 43 1... gl-isel.lab1six1....

O DigiCert Global Root CA Cisco Services 08 3B EO 56 9... DigiCert Global R...

O DigiCert Global Root G2 CA Cisco Services 03 3AF1 E6... DigiCert Global R...

L Endpoints L. )
O DigiCert root CA Infrastructure 02 AC 5C 26 ... DigiCert High Ass...
o . Endpoints . .

O DigiCert SHA2 High Assurance Server ... Infrastructure 04 E1 E7 A4 ... DigiCert SHAZ2 Hi...

O IdenTrust Commercial Root CA 1 Cisco Services 0A 01 42 80 0... IdenTrust Comme...

O lab1six1 Intermediary CA Infrastructure 44 00 00 00 0... lab1six1-GL-AD2...
lab1six1 Root CA Infrastructure 70 35 DC AE ... lab1six1-GL-AD1...

Step 4. Check the box for ‘Trust for client authentication and Syslog’, then click Save.
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Usage

Trusted For: ()

B3 Trust for authentication within ISE
I @ Trust for client authentication and Syslogl

(] Trust for certificate based admin

(] Trust for authentication of Cisco Services

Certificate Status Validation

To verify certificates, enable the methods below. If both are enabled, OCSP will always be tried first.
OCSP Configuration
[[] validate against OCSP Service v

[CJ Reject the request if OCSP returns UNKNOWN status

C] Reject the request if OCSP Responder is unreachable

Certificate Revocation List Configuration

[ oownload CRL

CRL Distribution URL

© Automatically 5 Minutes v before expiration.
Retrieve CRL

O Every 1 Hours v
If download failed, wait 10 Minutes v before retry.

[ Eenable Server identity Check (D)
[C] Bypass CRL Verification if CRL is not Received

[CJ 1gnore that CRL is not yet valid or expired

Step 5. Repeat the process above for any intermediate CAs in the client certificate chain.

ISE: Confirm Machine Authentication is Enabled
Machine Authentication must be enabled for ISE to validate the endpoint based on the client certificate.

Step 1. Click the Menu icon (=) and navigate to Work Centers = Network Access = Ext Id Sources.

Step 2.  Select an Active Directory instance.

Cisco ISE Work Centers - Network Access

Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements Policy Sets Troubleshoot

External dentity Sources Certificate Authentication Profile

= &

=

7 Certificate Authentication F
-+ Add

3 Active Directory

- 0 Name "~ Description
< GL-AD1

Step 3. Click Advanced Settings.
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= Cisco ISE

Overview Identities Id Groups

External Identity Sources
IS
1 Certificate Authentication F
5 Active Directory

< GL-AD1

Step 4.
= Cisco ISE

Overview Identities Id Groups

External Identity Sources

o=

=

1 Certificate Authentication F
1 Active Directory
“ GL-AD1

=1 LDAP

£1 oDBC

Note:

Work Centers - Network Access

Domain

Ext Id Sources Network Resources Policy Elements Policy Sets Troubleshoot
—
Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
S
* Join Point Name GL-AD1 ®
* Active Directory
lab1six1.com ®

Confirm that Enable Machine Authentication is checked.

Ext Id Sources Network Resources

Connection Allowed Domains PassivelD

v Advanced Authentication Settings

B Enable Password Change

[‘ Enable Machine Authentication ]

|:] Enable Machine Access Restrictions

Aging Time * 5§ hours

Work Centers - Network Access

Policy Elements Policy Sets Troubleshoot

Groups Attributes Advanced Settings

Machine Access Restrictions (MAR) is not needed for this configuration because EAP-FAST can

perform the client authentication and machine authentication together; this allows us to reliably authorize
the user, even if there is not a machine authentication cached via MAR within the Aging Time window.

Configure ISE Policy Sets

Configure the Authentication and Authorization rules that will be used to provide AA for 802.1X connections
(configured in the next section), and assign dynamic SGTs to permitted 802.1X connections for enforcement via

Secure Firewall and SGACLs.

ISE: Create New Policy
Step 1.
Step 2.

= Cisco ISE

Policy Sets

Status Policy Set Name

Step 3.
icon.

Description Conditions

© 2023 Cisco and/or its affiliates. All rights reserved.

Click the Menu icon (=) and navigate to Policy = Policy Sets.

Edit an existing policy or click the + icon to create a new one.

Policy - Policy Sets

Name the policy and set the Allowed Protocols to Default Network Access, then click the +
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= Cisco ISE Policy - Policy Sets

Policy Sets Reset Reset Policyset
() Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence
Q Search

Step 4. Drag the Wired_802.1X library condition to the NEW | AND | OR box.
Conditions Studio

Library Editor
®
Search by Name ) _
Click to add an attribute
(m] & ‘ L4
[9‘@‘ ‘l‘@‘g‘ﬁl r@“ﬁ‘@‘&‘e‘b‘ ] 3 Equals v Attribute value HH
.. — Catalyst_Switch_Local_Web_Aut _
= = hentication ~
s Switch_Local_Web_Authenticatio NEW AND OR
= = p WU
it [5 Switch_Web_Authentication 0!
I}} Bl Wired_302.1x| ®
i[5 Wired_MAB ®
i[5 Wireless_802.1X 0
Step 5. Drag the Wireless_802.1X library condition to the NEW | AND | OR box.
Conditions Studio
Library Editor
®
Search by Name ] wired_802.1X

(0[=[c]s]e|rjzlp|=|2]z|c]s/0]t]+) st ner ©

. — Catalyst_Switch_Local_Web_Aut _
& E e 0] NEW AND OR
« — Switch_Local_Web_Authenticatio _
£ = - 0)
i [5] Switch_Web_Authentication ®
* [5] wired_802.1X @
% [F] wired_MAB 0]
i [5] Wireless_802.1X @
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Step 6. Set the condition to OR. If desired, mouse over the Wired_802.1X and Wireless_802.1X and
click edit to change the premade conditions to their expanded format.

Conditions Studio

Library Editor
_®
Search by Name ®
= wired_802.1X
(e[=[o]a]e[]w[r|=[2]E]c]1]0]t]<] _ ®
=) Wireless_802.1X
. ~— Catalyst_Switch_Local_Web_Aut _ Set to 'Is not (
** = hentication ~ OR «
. ~— Switch_Local_Web_Authenticatio
= B, L + NEW  AND OR
=] Switch_Web_Authentication S ! ' m
L et to 'ls not Duplicate

The expanded conditions are shown below for reference (the behavior will be the same regardless of whether
they are expanded). Click Use at the bottom of the page.
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Library Editor
Search by Name @
Normalised Radius-RadiusFlowType
(o]z[0]a]e [R[F|=[e]z[c]2]0]:]) &
Equals w Wired802_1x
. — Catalyst_Switch_Local_Web_Aut _ ®
* = hentication =
Normalised Radius-RadiusFlowType
.. — Switch_Local_Web_Authenticatio OR k
B n =7 Equals v Wireless802_1x -
2 [F] Switch_Web_Authentication ®
+ NEW AND OR
i [F] Wired_802.1X @
i [F] Wired_MAB ®
i [5] Wireless_802.1X @®
i [5] Wireless_Access ®
i [F] wireless_MAB ®
i [5] WLC_Web_Authentication @
Close Use
Step 7. Click Save.
= Cisco ISE Policy - Policy Sets Q ® 8 @&
Policy Sets Reset
@ Status  Policy Set Name D ipti iti Allowed Protocols / Server Sequence Hits Actions View
(Q search
-1 Normalised Radius-RadiusFlowType EQUALS Wired802_1x
@  Zero Trust Dotix OR Default Network Access \ & >
1 Normalised i i EQUALS Wi x ]
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Step 8.  Click on the > icon for the new policy.

= Cisco ISE Policy - Policy Sets Q ® @ &
Policy Sets Reset Reset Policyset Hitcounts
(¥ Status Policy Set Name ipti it Allowed Protocols | Server Sequence  Hits  Actions  View
Q Search
E  Normalised RadiusRadiusFlowType EQUALS Wired802_1x
] Zero Trust Dotix oR Default Network Access {?"}
k  Normalised Radi Type EQUALS _x

ISE: Create Authentication Policy Rules

Step 1. Expand the Authentication Policy, then click the + icon.
= Cisco ISE Policy - Policy Sets

Policy Sets» Zero Trust Dot1x

Status Policy Set Name Description Conditions

( Q Search

kE Normalised Radius-RadiusFlowType EQUALS Wired802_1x
° Zero Trust Dot1x OR
k Normalised Radius-RadiusFlowType EQUALS Wireless802_1x

uthentication Policy (1)

@ Status Rule Name Conditions

( Q Search

Step 2. Name the rule and set the Use column to All_User_ID_Stores (other options can be selected
with more narrow criteria, if desired). Click the + icon to set conditions.

= Cisco ISE Policy - Policy Sets Q ® 3 @
Policy Sets» Zero Trust Dot1x Reset Reset Policyset Hitcounts m
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
(' Q search
E Normalised Radius-RadiusFlowType EQUALS Wired802_1x
[} Zero Trust Dotlx ORr Default Network Access <& 503
& Normalised Radi i Type EQUALS _1x _—

 Authentication Policy (2)

(©) Status Rule Name Conditions Use Hits  Actions

Q, Search

All_User_ID_Stores

(] Approved EAP
[0 soceron |  Options @

Step 3. Click to add an attribute.
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Conditions Studio

Library Editor

Search by Name
I Click to add an atmhuml

Equals v Attribute value HH

0[=[o]s[e[2[[r|=]e[z]c|tlole]e)

— Catalyst_Switch_Local_Web_Aut
- hentication

Step 4. Select Protocol (highlighted in blue), set the Dictionary to Network Access, and select the
EapAuthentication attribute.

Select attribute for condition e

DEEOENEE @ BEROEE

Dictionary Attribute 1D Info
I Network Access WV X I Attribute D
Network Access EapAuthentication iz) B
Network Access EapTunnel iz)
Network Access Protocol iz)

Step 5. With the Network Access-EapAuthentication criteria set, click the drop-down and select EAP-
TLS (this will match our NAM configuration for machine and user auth).

Conditions Studio
Library Editor

Search by Name o
Network Access-EapAuthentication

(o]=]o]s|e|n]=z|r|=|]a]c|1|0]:]<) o .
Equals v Choose from list or type =2
.. — Catalyst_Switch_Local_Web_Aut _ Set to 'lIs not' I
* = hentication - EAP-GTC
=] EAP-MSCHAPv2 0 EAP-MD5
EAP-MSCHAPv2
] EAP-TLS 0
EAP-TLS

Step 6. Click the New option.
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Conditions Studio

Library

Search by Name

Editor

#l=|o]e]e[=l=le]=]e[z]c]2]0]t]<]

—, Catalyst_Switch_Local_Web_Aut _

hentication

=] EAP-MSCHAPV2

Step 7.
Conditions Studio

Library

Search by Name

Click to add an attribute.

Editor

(¢[=[o|e]e]z]=

SEECNONS

— Catalyst_Switch_Local_Web_Aut _

hentication

= EAP-MSCHAPv2

E EAP-TLS

5 MAC_in_SAN

— Switch_Local_Web_Authenticatio

= n

Step 8.
EapAuthentication.

Select attribute for condition

AND ~

Network Access-EapAuthentication

Equals ~ EAP-TLS

Set to 'Is not'

Network Access-EapAuthentication

Duplicate m

5
Equals v EAP-TLS 2
I Click to add an attribute I
=3
Equals v Attribute value HH
+ NEW AND OR
Set to'ls not’

b 4

[O‘E‘D‘m‘&l"@“E‘@‘L|O‘h‘?]

Dictionary

I Network Access Vv X I

Attribute

Attribute

ID Info

D

Network Access

EapAuthentication

Network Access

Network Access

Step 9.

EapTunnel

Protocol

~ =
Ly

oy

f'
oy

Duplicate m

As with the prior step, set the Dictionary to Network Access and the Attribute to

Set the condition to OR and select EAP-MSCHAPvV2 for this EapAuthentication (this will allow

untrusted devices that do not have the NAM installed to pass Authentication, while restricting less

secure protocols).

© 2023 Cisco and/or its affiliates. All rights reserved.

Page 207 of 251



Conditions Studio

Library Editor

Search by Name ®

Network Access-EapAuthentication

QEENEEEEREERREE 3
Equals v EAP-TLS 2
— Catalyst_Switch_Local_Web_Aut _ ®
~— hentication 4 )
MNetwork Access-EapAuthentication
] EAP-MSCHAPv2 o OR v <
Equals ~ I EAP-MSCHAPv2 - IEEE
5] EAP-TLS @
= . o NEW AND OR
5] MAC_in_SAN 0
. Switch_Local_Web_Authenticatio Set to 'ls not' m
&l 0

Step 10. Scroll down to the bottom of the page and click Use. Verify the rule details and set the Default
rule to DenyAccess. Click Save.

= Cisco ISE Policy - Policy Sets Q @ @ @
Policy Sets» Zero Trust Dot1x Reset Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits
Q search
k& Normalised Radius-RadiusFlowType EQUALS Wired802_1x
(] Zero Trust Dotlx OR Default Network Access 503
13 Normalised i Type EQUALS _1x e
v Authentication Policy (2)
(©) Status Rule Name Conditions Use Hits  Actions
Q search
All_User_ID_Stores
"] Network Access-EapAuthentication EQUALS EAP-TLS .
[} Approved EAP oRrR {:c}}
@  Network Access-EapAuthentication EQUALS EAP-MSCHAPv2 > Options
DenyAccess
©  oecour o
> Options {Q}

ISE: Create Authorization Policy Rules

Expand the Authorization Policy - Global Exceptions section and note that there is a default rule from the ANC
Policy that sets a Quarantine match to Deny Access. This is the mechanism that will block endpoints that are
quarantined in Secure Analytics using the ANC feature.
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= Cisco ISE

Policy Sets— Zero Trust Dot1x

Status  Policy Set Name Description Conditions

( Q Ssearch

Policy - Policy Sets

Q 0 B @

Reset Reset Policyset Hitcounts

Allowed Protocols / Server Sequence  Hits

L}
©  Zero Trust Dotix OR

> Authentication Policy (1)

> Authorization Policy - Local Exceptions

I\/Il ization Policy - Global Q)]

Normalised Radius RadiusFlowType EQUALS Wired802_1x

pe EQUALS 1%

Default Network Access & t 0

Results
() Status Rule Name Conditions Profiles Security Groups Hits  Actions
Q Search
| (] Quarantine k  Session-ANCPolicy EQUALS Quarantine DenyAccess | Select from list o o1m @

Step 1.
= Cisco ISE

Policy Sets— Zero Trust Dot1x

Status Policy Set Name

Description

Expand the Authorization Policy and click the + icon to create a new rule.

Policy - Policy Sets

Conditions
[ Q Search
2] Normalised Radius-RadiusFlowType EQUALS Wired802_1x
° Zero Trust Dotlx OR
b

> Authentication Policy (2)
> Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions (1)

uthorizaticm Policy (1)

Status Rule Name

Conditions

Normalised Radius-RadiusFlowType EQUALS Wireless802_1x

( Q Search

Step 2.
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Name the rule and click the + icon under the Conditions column to modify the rule criteria.

Page 209 of 251



s Authorization Policy (1)

(¥) Status Rule Name Conditions

[ Q Search

° I Employee Trusted Device I E

Step 3. Click to add an attribute.
Conditions Studio

Library Editor

Search by Name y
Click to add an attribute

#[=[o]e[e|zzlpl=l2[z/c]2]e]t]+]

Equals w Attribute value

it [5] BYOD_is_Registered O]

Step 4. Select the Protocol set, select Network Access under Dictionary, then click the EapTunnel

attribute.
Select attribute for condition X
(e[=]cfeele[=]s[cEl=lc2]ec]~]
Dictionary Attribute 1D Info
Attribute D
Network Access EapAuthentication @ -
Network Access EapChainingResult iz)
Network Access EapTunnel iz)
Network Access Protocol iz)

-

Step 5. Click the dropdown and select EAP-FAST. This will match the 802.1X connection initiated by
the NAM installation.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 210 of 251



Conditions Studio
Library Editor

Search by Name

0[=[o]a[e[=[w[F|=]e]s|c|tlofe]) o

=] BYOD_is_Registered

©

Step 6. Click on NEW.
Conditions Studio

Library Editor

Search by Name

0[=[o]s[e[z[=[F=[z|slc|tlelels) 5

=] BYOD_is_Registered ()

— Catalyst_Switch_Local_Web_Aut _
** = hentication :

Step 7. Click to add an attribute.

Conditions Studio
Library Editor

Search by Name

(o]=[o|e|e|z|z|r|=|z|2|c|s|0]|k <]

=
=

(=] BYOD_is_Registered

— Catalyst_Switch_Local_Web_Aut

** = hentication AND v

E Compliance_Unknown_Devices
] Compliant_Devices

=] Dot1X Employees

Step 8.
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Network Access-EapTunnel

Equals v Choose from list or type DEE

Set to 'ls not’' ‘l

®
Network Access-EapTunnel
Equals v EAP-FAST ~ &2
AND OR
~®
®
Network Access-EapTunnel
=
Equals v EAP-FAST - 3
I Click to add an attribute l
k
Equals v Attribute value HH
+ NEW AND OR

Select Protocol, filter the Dictionary by Network Access, and click on EapChainingResult.
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Select attribute for condition X

?hztlﬁ\@\x\e\h\s]

(¢ [m]o]ae[a]=

Dictionary Attribute 1D Info
Attribute D
A Network Access EapAuthentication :I) -
B Network Access EapChainingResult :I)
| Network Access EapTunnel 0]
Network Access Protocol 0]

Step 9. Click the drop-down and select ‘User and machine both succeeded’. This will restrict rule
matches to only 802.1X attempts that submit both a machine and user auth and pass both.

Conditions Studio

Library Editor
®
Search by Name ®
Network Access-EapTunnel
(o[z[o]e]e[2]elr|=|z[e|c|2]e]t]=) 3
Equals v EAP-FAST ~ =2
it [F] BYOD_is_Registered @ ®
Network Access-EapChainingResult
« — Catalyst_Switch_Local_Web_Aut _
= B icath 0] AND ~ A
hentication
Equals v Choose from list or typeDEE
it [F] Compliance_Unknown_Devices (1) |\ |
L _ - NE\ No chaining
st [5| Compliant_Devices B
IUser and machine both mcoeededl
i [E Dot1X Employees @ Sei to 'Is not User failed and machine succeeded I

- User succeeded and machine failed
=/ Dot1x Template

Step 10. Click New again.
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Conditions Studio

Library Editor
®
Search by Name @
Network Access-EapTunnel
o[=lo]s[e[z|=lp|=[2[#[c]s]0]t[<] 2
Equals v EAP-FAST - &
] BYOD_is_Registered () ®
MNetwork Access-EapChainingResult
— Catalyst_Switch_Local_Web_»Aut _ A
= hentication = AND

Equals v User and machine both succeeded - 22

=| Compliance_Unknown_Devices

. _ . aND | OR
=| Compliant_Devices ()

©

Step 11. Select the Identity category and click on the AD join point under Dictionary and ExternalGroups
as the Attribute.

Select attribute for condition x
Pl=cEMe[e[=[e[=]a]e o 21]e] 7]
Dictionary Attribute 1D Info
All Dictionaries v Attribute ID
& CWA CWA_ExternalGroups @ -
_£ GL-AD1 ExternalGroups :I)
- IdentityGroup Description :T)

Step 12. Click the drop-down and select the Employee group.
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Conditions Studio

Library Editor

Search by Name ®

Network Access-EapTunnel

EEFEFEERERRCER a
Equals v EAP-FAST - &2
=] BYOD_is_Registered 0 ®

MNetwork Access-EapChainingResult

—. Catalyst_Switch_Local_Web_Aut _ R
= hentication = .
Equals v User and machine both succeeded - 2=
=] Compliance_Unknown_Devices (1) AND (O]

GL-AD1-ExternalGroups

=] Compliant_Devices Q) -

Equals v Choose from list or type EF

= Dot1X Employees

=

lab1six1.com/Workplace/Groups -

Security/Computers
=] Dot1x Template ® =

lab1six1.com/Workplace/Groups -
o B Security/Contractors
= EAP-MSCHAPv2 0 Sattorlsnot

lab1six1.com/Workplace/Groups -
[E EAP-TLS Security/Employees

Step 13. Scroll down and click Use. Verify the Conditions, set the Profile to PermitAccess, and set the
Security Group to Employee_Trusted_Device. Finally, click the gear icon and select ‘Duplicate below’.

 Authorization Policy (2)

Results

(@) Status Rule Name Gonditions Profiles Security Groups Hits  Actions

(Q search

@ Network Access-EapTunnel EQUALS EAP-FAST

©  Employee Trusted Device AND @ Network Access EapChainingResult EQUALS User and machine both succeeded I PermitAccess x } " Employee_Trusted_Dev.. ] )

A GL-AD1 ExternalGroups EQUALS lab1six1.com/Workplace/Groups - Security/Employees
Insert new row above

(] Default DenyAccess x + Select from list Insert new row below

Duplicate above

Duplicate below

Step 14. Click the Conditions of the duplicate rule to edit.
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~ Authorization Policy (2)

(¥) sStatus Rule Name Conditions

-:'. Q Search

2 Network Access-EapTunnel EQUALS EAP-FAST

° Employee Trusted Device AND 2] Network Access:-EapChainingResult EQUALS User and machine both succeeded

2 GL-AD1-ExternalGroups EQUALS lablsix1.com/Workplace/Groups - Security/Employees

° Employee Trusted
Device_copy

Step 15. Click the x to remove the Employees group.
Conditions Studio

Library Editor

Search by Name

Network Access-EapTunnel

FEERFERFERECECER)

Equals v EAP-FAST - i

:+ [F] BYOD_is_Registered (D)

Network Access-EapChainingResult

. — Catalyst_Switch_Local_Web_Aut _ R
** = hentication ¥
Equals v User and machine both succeeded - &2
¢ [F] Compliance_Unknown_Devices 0
GL-AD1-ExternalGroups
i+ [F] Compliant_Devices ® i
Equals N lab1six1.com/Workplace/Groups -  [=]
:: [5] Dot1X Employees 0) - SecuriyfEmpiayeda i

i+ [F] Dot1x Template @

*t [l EAP-MSCHAPv2 N

Step 16. Click the drop-down and select the Contractors group. This will perform a Trusted Device
check against users in the Contractor group.
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Conditions Studio

Library Editor

Search by Name

Network Access-EapTunnel

FEERFEEEERERESE) 2

Equals v EAP-FAST - &%

:+ [5] BYOD_is_Registered 6

Network Access-EapChainingResult

. -~ Catalyst_Switch_Local_Web_Aut _ r,
** = hentication a
Equals v User and machine both succeeded - i
=] Compliance_Unknown_Devices
AND
GL-AD1-ExternalGroups
=] Compliant_Devices N
“ Equals v Choose from list or type D;E
it [F] Dot1X Employees 0
% £ lab1six1.com/Workplace/Groups -
Security/Computers
i+ [F] Dotix Template i
lab1six1.com/Workplace/Groups -
. B Security/Contractors
st [5] EAP-MSCHAPv2 T

Step 17. Scroll down and click Use. Change the rule name to Contractor Trusted Device and change
the Security Group to Contractor_Trusted_Device. Click Save.

v Authorization Policy (2)

Results

() Status Rule Name Gonditions Profiles Security Groups Hits Actions

Q. Search

@ Network Access-EapTunnel EQUALS EAP-FAST

@  Employee Trusted Device AND B Network AccessEapChainingResult EQUALS User and machine both succeeded PermitAccess } Employee_Trusted_Dev. o &

A GL-AD1:ExternalGroups EQUALS lab1six1 . D!

@ Network Access-EapTunnel EQUALS EAP-FAST

[ AND B  Network Access:EapChainingResult EQUALS User and machine bath succeeded PermitAccess x i IComrac\ur,Trusmd,De I " o @

A GL-AD1-ExternalGroups EQUALS lab1six1.com/Workplace/Groups - Security/Contractors

©  Defauit DenyAccess } Select from list } o brers

od

Step 18. Create two new rules that use only the AD group criteria and assign the Untrusted SGTs to
Employees and Contractors. These should be placed below the Trusted rules so that users are
evaluated against the Trusted rules first, then drop down to the Untrusted rules if they fail the Trusted
rule checks.
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v Authorization Pelicy (2)

Results
() sStatus Rule Name Conditions Profiles Security Groups
Q Search

2 Network Access EapTunnel EQUALS EAP-FAST

(] Employee Trusted Device AND @  Network AccessEapChainingResult EQUALS User and machine both succeeded PermitAccess x Employee_Trusted_Dev.
A GL-AD1ExteralGroups EQUALS labisixi.com Groups - y
2 Network AccessEapTunnel EQUALS EAP-FAST

] Contractor Trusted Device AND @  Network AccessEapChainingResult EQUALS User and machine both succeeded PermitAccess x Contractor_Trusted_De
A& GL-AD1-ExternalGroups EQUALS lab1six1.com/Workplace/Groups - Security/Contractors

] Employee Untrusted Device A GL-AD1-ExternalGroups EQUALS lab1six1.com/Worl s - Security, PermitAccess x Employee_Untrusted_D..

(] Contractor Untrusted Device A& GL-AD1-ExternalGroups EQUALS lab1six1.com/Waor s - Security/Ci PermitAccess » Contractor_Untrusted_...

Step 19. Create a new rule for the Machine authentication. This will be the same format as the
Untrusted Device rules, but it will perform a check against an AD group for computers rather than

users.

The final policy configuration is shown below. Note that the policy order should be Trusted Devices at the top
and Machine Authentication at the bottom. Because ISE policies are evaluated top to bottom, this allows us to
match a login to a Trusted User if that criteria is met, then an Untrusted User if that criteria is met, and then
finally a Machine Authentication if no user login is provided. If the login attempt is not from a user or machine in

an accepted AD group, then the Default of DenyAccess is applied.

Step 20. After reviewing the policy details, click Save.

 Authorization Policy (6)

(¥) Status Rule Name

Conditions

Results

Profiles

Security Groups

Hits  Actions

Q_ search
@ Network Access-EapTunnel EQUALS EAP-FAST
@ | Employee Trusted Device AND B Network Access-EapChainingResult EQUALS User and machine both succeeded PermitAceess Employee_Trusted_Dev. 1 fie)
A GL-AD1-ExternalGroups EQUALS labisix1
@ Network Access-EapTunnel EQUALS EAP-FAST
© | contractor Trusted Device ~ AND @ Network Access-EapChainingResult EQUALS User and machine both succeeded PermitAccess x Contractor_Trusted_De | 0 e
& GL-AD1-ExternalGroups EQUALS labisix] - ty/Contractors
(-] Employee Untrusted Device A GL-AD1 EQUALS lablsix1 o s - PermitAccess » Employee_Untrusted_D. 0 {@}
(] Contractor Untrusted Device A GL-AD1 EQUALS lab1six1 Dl ps - Security/Contractors PermitAccess x Contractor_Untrusted_... 0 {@}
(-] Machine Authentication & 6L-AD1 EQUALS lablsix1 ol - Security/Computers PermitAccess » Machine_Authenticated ¢z | 0 {:;}
[ Default DenyAccess x Select from list 0 {{3}

ISE: Enable Guest Wireless Rules

The Default policy has two rules for Guest Wireless access that we’ll use, with one modification.

Step 1. Return to the Policy Sets page and view the Default policy.
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= Cisco ISE Policy - Policy Sets e Q o 3
Policy Sets Reset [ Reset Policyset Hitcounts
(D) Status Policy Set Name Allowed Protocols | Server Sequence  Hits  Actions  View

Q Search
k  Normalised Radius-RadiusFlowType EQUALS Wired802_1x
[ Zero Trust Dotlx OR Default Network Access 86 >
& Normalised R: R FlowType EQUALS _1x _—
[ Default Default policy set Default Network Access 1 {@} E
Step 2.

Expand the Authorization Policy and locate the rules for Wi-Fi_Guest_Access and Wi-
Fi_Redirect_to_Guest_Login. Enable both rules and set the Security Group for Wi-
Fi_Redirect_to_Guest_Login to Guest_Registration.

u(hollzaliun Palicy (13)

Results
(3 Status Rule Name Conditions

Profiles Security Groups

Q_ Search

E  Guest_Flow
Wi-Fi_Guest_Access AND

PermitAccess x Guests
[F  wireless_mas
e -
D F'wRewm 1o Guest Login El  wireless_maB Cisco_WebAuth IGuesl,ﬂeglsnauonI
© Enabled [F]  Network_Access_Authentication_Passed
pliance_Redir

AND Cisco_Tempeoral_Onbo... x Select from list
Disabled [F] Compliance_Unknown_Devices

Step 3. Click Save when finished.
Secure Firewall Access Control with Dynamic SGT

We previously configured Secure Firewall to receive Dynamic SGT information from ISE via pxGrid, and to
receive destination SGT mappings via SXP domain. Now that we have end users successfully authenticating via
802.1X and receiving SGT assignments upon login, we can use both source and destination SGT assignments
in Secure Firewall rules. The example rules given below are for outbound connections leaving a branch without
a local DNS or ISE server destined for applications hosted at a data center over SD-WAN.
We’ll create rules to allow the following connections.

1. Employees with the Trusted Device SGT can connect to an internal case portal. Because the portal
contains sensitive customer information, only users with trusted devices are allowed access.

2. Users with the Contractor Untrusted Device SGT can connect to an internal Sock Shop app that offers
premium, discounted socks to users regardless of device trust.
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OFFER OF THEDAY ' Buy 1000 socks, get a shoe for free! Login | Register

) Weavewsris- CATALOGUE -

3. Allow guests to access the internet regardless of device trust.

Supplementary rules to permit DNS resolution for the internal apps and to allow prospective guest users to
access an ISE registration portal are also covered.

While these rules are intentionally overfitted to their respective allowed users, they serve as clear examples of
applying least privilege to different connections. The example rules below are all configured with an allow by
exception, deny by default philosophy.

Secure Firewall: Create Access Control Policy

Step 1. From the FMC GUI, navigate to Policies 2> Access Control.

afadn F”?P_O\Ner Managemem anter Overview Analysis Policies Devices

CiISco Po

Access Control

| Access Control

Intrusion

Step 2.  Either edit a currently applied policy or click the New Policy button to create one.
Deploy Q @ &t @ adminv b g

Object Management | Intrusion | Network Analysis Policy | DNS | Import/Export

New Policy
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Step 3. Enter a name for the policy and assign a Secure Firewall device as the target using the Add to
Policy button. As a best practice this guide uses the ‘Block all traffic’ option as the Default Action,
meaning that any traffic that is not allowed by a rule will be blocked (implicit deny, permit by
exception). Click Save.

New Policy (7]

Name:

[ Zero Trust ACP |

Description:
[ |

Select Base Policy:

[ None v |

Default Action:
(@) Block all traffic

() Intrusion Prevention

() Network Discovery

Targeted Devices

Select devices to which you want to apply this policy.
Auvailable Devices Selected Devices

| Q, Search by name or value | WP-FTD1

Workplace [ Add to Policy

Secure Firewall: Rule Creation Walkthrough

Step 1. From the edited or newly created policy, click the Add Rule button. Note that the following
screenshots use the new Ul layout set by the toggle switch highlighted below.

Deploy Q @ 1 @ adminv i SECURE

@ ) | Switch to Legacy Ul

Analyze Hit Counts | Discard |m

Targeted: 1 device

A W | (o) TN

Step 2. Enter a name for the rule and select where in the policy to Insert it.
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Step 3. On the left side, set the action to Allow so that matching connections will be permitted with
subsequent inspection.

Step 4. Set the Intrusion Policy (the default Balanced policy is shown below)
Step 5. Set a default or custom Variable Set

Step 6. Select a File Policy (for steps to create a file policy and integrate it with Secure Malware
Analytics Cloud, please see Appendix D)

Step 7. It is recommended to enable beginning of connection logging for initial testing, after which
logging can be switched to end of connection to collect more connection details. Alternatively, both
beginning and end of connection logging can be enabled if storage of duplicate logs is not a concern.

Step 8. Finally, click the middle of the page to add object and group criteria.

Create Rule

Name Insert

[Trusted Users to Case Portal into Mandatory

Action Sources + Destinations and Appli
| © Allow

W Intrusion Palicy

| Balanced Security and C...

= Variable Set
Default-Set ra

Ey File Palicy

| Zero Trust File Policy x

Iy Time Range

None 7

B Logging ON

X Click to add objects and groups
Logging: & Enabled

Log at beginning of connection
Log at end of connection

Log Files
Destination:
Firewall Management Center

The Network page loads first by default. We can follow two different philosophies for networks when using
SGTs:

1. Specify network criteria in addition to SGTs for firewall policy auditing purposes

2. Utilize SGTs exclusively to reduce network object maintenance and overhead across the firewall
deployment

For this example, we will supplement our SGT criteria by also adding a source object that defines the host
subnet allocated to user endpoints. The effect of this is an AND condition—the firewall rule will match a session
that is sourced from an IP within the host subnet AND which also has a designated SGT attached to the packet,
confirming a successful auth and device validation. We’ll leave the destination network blank and rely strictly on
destination SGT attributes from ISE to reduce IP groups maintenance and use ISE as a single source of truth.

The screenshot below shows the action of searching for a premade network range object and adding it as
Source criteria.

Step 9. Alternatively, new objects can be created by clicking the Create Network Object link in the
lower left. When finished, click the Zone tab.
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Create Rule

Name Insert
‘ Trusted Users to Case Portal into Mandatory

Action @ Alow @ B B

Available Objects: Showing 1 out of 285 Selected Sources: 1

4 Return to Rule Summary

Selected Destinations and Applications: 0

[ o] x || Collapse All

+ 1object

ALL(1) ZONE NET PORT APP USER URL DYN vian | N

=) Branch_Users

10.0.200.5-10.0.200.254

+ Create Network Object Manually Enter IP; j

Branch_Users

Remove All

Cancel Apply

Security Zones are mapped to firewall interfaces and serve as a mechanism to specify traffic flow for a rule.

Step 10. In this example, we want to allow end users to connect to the data center over SD-WAN, so
we will set the Workstations Security Zone (which is connected to the access switch) as the source,
and the SD-WAN Security Zone (which is connected to the edge router) as the destination.

Step 11. When finished, click on the Port tab.

Create Rule
Name Insert
‘ Trusted Users to Case Portal | into Mandatory

Acton @ Alow @ B B

Available Objects: Showing 8 out of 8 Selected Sources: 2

3 Return to Rule Summary

Selected Destinations and Applications: 1

[ search Zone Objects || Coliapse All

Remove All  Collapse All Remove All

ALL (3) ZONE (2) NET PORT APP USER URL DYN VLAN | ZONE | v 1 object ZONE | v 1 object
s Workstations SD-WAN
[CIDMZ (Security Zone]

NET + 1 object
Branch_Users

() Guest_Wireless

urity Zone,

() Internet (Sect

] Management (Sec

) SDC-Outside (Se

=) Workstations (Sec

Cancel Apply

Step 12. Search for 443 and add the HTTPS TCP/443 object as a destination port (or use the Create
Port Object link in the lower left, if needed). The source port for HTTPS connections is drawn from the
ephemeral port range, and these are typically left as ‘any’ criteria in practice. However, a port range

of 1024-65535 can be added for the Source port if desired.
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Step 13. When finished, click on App.

Note: HTTPS destination ports other than 443 can also be added here, such as 8443.

Create Rule

Name Insert
‘ Trusted Users to Case Portal into Mandatory
Action @ Alow @ B B

“ Return to Rule Summary
Available Objects: Showing 1 out of 29

Selected Sources: 2 Selected Destinations and Applications: 2
143 x || Collapse Al Remove AllCollapse All Remove All
ALL (4) ZONE (2) NET PORT (1) APP USER URL DYN VLAN | (ZONE[| v 1 object ZONE | - 1 object
SD-WAN
B tep (6)/443
NET | o 1 object PORT | . 1 object]
Branch_Users HTTPS

+ Create Port Object Select Protocol: | Select i)

Step 14. From the Application page, search for HTTPS and add the HTTPS application to the
Destination column.

Step 15. When finished, click on the URL tab.

Note: While there is some redundancy to specifying destination port 443 and HTTPS application
detection in the same rule, there are some beneficial security outcomes in doing so. Specifying only port
443 will allow protocols other than HTTPS to match the rule and be allowed, which isn’t our intent here.
Alternatively, specifying only HTTPS with no destination port also has a drawback. Application detection
typically relies on a unique packet or string for identification, and for a TCP session this will occur at least
after the three-way handshake and perhaps even later in the session. Specifying both 443 and HTTPS
application tells the firewall to only wait for HTTPS application detection for sessions that have destination
port 443, and to deny the session if the port 443 connection turns out to be something other than HTTPS

(for an HTTPS session the earliest that application detection can occur is on the 4" packet, the Client
Hello).
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Create Rule

Name Insert

‘ Trusted Users to Case Portal into Mandatory

Acton @ Allow @ B B

Available Objects: Showing 2 out of 4,925

Selected Sources: 2

4 Return to Rule Summary

Selected Destinations and Applications: 3

| https | x || Collapse All
ALL(5) ZONE (2) NET PORT (1) APP (1) USER URL DYN vian | G | v 1object
e — Workstations
Q_ Search by Filter Name | ) DNS over HTTPS
NET ~ 1 object

v User-Created Filters

v Risks

[ Very Low 1408
() Low 888
[J Medium 1255
() High 992
(CJ Very High 382
v Business Relevance

() Very Low 1001
() Low 1006
() Medium 1805
[J High 796
(] Very High 317
v Types

(] Application Protocol 1924
() Client Application 607
(] Web Application 3629
v Categories

([] active directory 8
(] ad portal 408 +

Step 16.

4 B

Branch_Users

Remove Al Collapse All Remove All
ZONE | . 1 object

SD-WAN

PORT | . 1 object
HTTPS

APP | . 1 object]
HTTPS

From the URL page, enter the URL and click the Add URL button to add it to the Destination

column (or use an object, if preferred). The example below shows a case portal address. URL
matching is done via string match, and we want to be as specific as possible without leaving out any
wanted matches. For example, if we wanted to match both HTTPS and HTTP, we could remove the
https:// from the start of the URL string, but that isn’t our intent here. When finished, click on the

Dynamic Attributes tab.
Create Rule

Name Insert

| Trusted Users to Case Portal into Mandatory

Acton @ Allow @ B B

Available Objects: Showing 126 out of 126

Selected Sources: 2

‘ ), Search URL Category Objects

45 Return to Rule Summary

Selected Destinations and Applications: 4

Collapse All

ALL (5) ZONE (2) NET PORT (1) APP (1)
Category  URL

("] Any (Except Uncategorized)
[ Uncategorized

[Z) Adult

(7] Advertisements

(7] Alcohol

() Animals and Pets

) Arts

(7] Astrology

[ Auctions

("] Bogon

(7] Botnets

[C) Business and Industry

(7] Cannabis

(] Chat and Instant Messaging

(] Cheating and Plagiarism

+ Create URL Object

Step 17.

USER URL DYN viAN | G| v 1 object
Workstations
NET | o 1 object

Any Reputation Branch_Users

5 — Trusted

4 — Favorabl

1 - Untrus

@ Apply to unknown reputation

IManuaIIy Enter URL: | https://caseportal.lat l

Remove All  Collapse All Remove All
ZONE | . 1 object
SD-WAN
PORT | 1 object
HTTPS
ABB | . 1 object
HTTPS

URL v 1 object
https://caseportal.lab1six1.com

Add URL

Cancel Apply

Use the search bar to find the Dynamic SGTs from ISE and add them to the Source and

Destination columns. For this example, we use source of Employee_Trusted_Device and Destination
of DC_Application_Servers. When finished, click Apply.
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Create Rule

Name Insert

‘ Trusted Users to Case Portal into Mandatory

Action @ Allow @ B B

Available Objects: Showing 5 out of 729

Selected Sources: 3

4 Return to Rule Summary

Selected Destinations and Applications: 5

[t x || Collapse Al Remove All  Collapse Al Remove Al
ALL(7) ZONE (2) NET PORT (1) APP (1) USER URL DYN (2) VIAN | (ZONE[| v 1 object ZONE | v 1 object
— Workstations SD-WAN
() Contractor_Trusted_Device (ISE Security Group Tag)
NET | + 1 object PORT | | 1 object
7] Contractor_Untrusted_Device (ISE Security Group Tag) N HTTPS
IE; Employee_Trusted_Device (ISE Security Group Tag>| DYN + 1 object APP ~ 1 object
() Employee_Untrusted_Device (ISE Security Group Tag) Employee_Trusted_Device HTTPS
- URL ~ 1object
() TrustSec_Devices (ISE Security Group Tag)
https://caseportal.lab1six1.com
DYN v 1 object
DC_Application_Servers
+ Create Dynamic Attribute Object Meanually Enter Location IP: | @ | Add Source Dynamic Atribute.
Cancel (YN
Step 18. Review the rule, then click Save.
iy, Firewall Management C?'i“?’ Overview  Analysis  Policies  Devices  Objects Integration Deploy Q @ % @ adminv ECURE
> Retum to Access Control Poiicy Management &) Switchto Legacy Ul
e TustACP @/ You have unsaved changes  Analyze Hit Counts | Discard J
Packets -» @ Prefiter Rules -+ () SSL -» @ Security Intelligence -+ () Identity -» @ Access Control | @ More Targeted: 1 device
Y|a @ Total 11 rule A B W | [RedCawgory)
Source Destination
Name Action Zones Networks Ports Dynamic Attributes Zones Networks Ports Dynamic Attributes Applications URLs
0~ (1-2) E
1 Trusted Users to Case Port. @ Allow @O0 B Workstations ‘Branch_Users Employee_Trusted_Devi. _ SD-WAN HTTPS DC_Application_Servers _ HTTPS hips./ica | :

Secure Firewall: Complete Access Control Policy Rule Creation

Step 1.
each rule are shown below.

Overview  Analysis  Policies  Devices  Objects

Firewall Managemgnt Cﬁ?t?r Integration

Click Add Rule to configure additional rules and click Save when finished. Complete criteria for

Depioy Q @ # @ adminv 3

¢ ECURE
—
*3 Return to Access Control Poiicy Management @) Switch to Legacy Ul
[ PeroTustACP @ # You have unsaved changes Analyze Hit Counts [ Discard |JSCEMY
-+ @ Prefilter Rules SSL -+ @ Security Intelligence -» Identity -+ @ Access Control © More Targeted: 1 device
—_—
Yi[a @ Total 14 rules A B M| [FodCaenon)
Source Destination
Name Action Zones Networks Ports Dynamic Attributes Zones Networks ~ Ports Dynamic Attributes Applications URLs
"1 ~ Mandatory (1-5) H
1 | Trusted Users to Case Portal @ Allow @ B B Workstations Branch_Users Employee_Trusted_Device SD-WAN HTTPS DC_Application_Servers HTTPS https://caseportal labisx1 .com |/ :
2 | Untrusted Users to Socks © Allow @ By @ Workstations Branch_Users Contractor_Untrusted_Device SD-WAN HTTPS DC_Application_Servers HTTPS https://front-end-sock-shop.apps} /
3 | Guests to Internet © Alow ® @ Guest_Wireless Guest_ip_range Guests Intemet Unknown Vel
h - T
¢ |intemai Users 10 ONS © Alow 9B B Workstations Branch_Users Contractor_Trusted_Device SD-WAN DNS_over_TCP DC_DNS_Servers. DNS ’:
+3 more DNS_over_UDP
n 5 | Guest Registration to ISE © Alow @ B B Guest_Wireless  Guest_ip_range Guest_Registration SD-WAN HTTPS ISE HTTPS https://10.0.4 17-443/portaligate / :

1.

2.

Configuration and logic of the first rule were given in the prior section

The second rule allows users who were assigned the Contractor_Untrusted_Device SGT during the ISE
AA process to access a sock-shop URL hosted by the application servers mapped to the
DC_Application_Servers SGT. This rule is very similar to rule 1, with the only differences being selection
of a different source SGT and destination URL.
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3. The third rule permits users assigned the Guests SGT during the ISE AA process to access destinations
that have the Unknown SGT, which will match any IP space not used by the internal network. Zones are
used to force the traffic path of Guest_Wireless to Internet—while the configuration is not shown in this
guide, the separation of an Outside firewall interface into internet and SD-WAN Security Zones could be
accomplished via a logical sub-interface and separate VRF, with corresponding sub-interface and VRF
on the edge router. Alternatively, both SD-WAN and internet traffic can be sent to a single edge router
interface, with routing decisions left to the router. The rest of the rule is left intentionally broad, as the
intention is to provide general web access to guest users without restriction. However, the Intrusion
Policy has been enabled to provide some visibility and protection against the possibility of users
launching malicious activity from the company IP space. The File policy has been disabled to reduce
firewall resource overhead on guest connections.

4. The fourth rule allows the four Contractor and Employee SGTs to access internal DNS servers over TCP
and UDP ports. This rule allows end users to perform name resolution for the URLs allowed in rules one
and two. As with rules one and two, a destination SGT is specified, in this case corresponding to the
DC_DNS_Servers static SGT assignment performed in the Configure ISE Security Groups and Static
Mapping section.

5. The fifth rule permits the connection for a prospective guest user to connect to ISE and complete the
Guest Portal process. The allowed URL is in the default format used by the Cisco_WebAuth profile,
which was used in the ISE: Enable Guest Wireless Rules section. Because the connection is HTTPS,
matching port and application criteria is used. Note that decryption capabilities are needed to match on
path beyond the URL (e.g. /portal/gateway).

Step 2. With the policy saved, click Deploy.

Deploy| Q. @ 3¢ @ adminv b SECURE

Step 3. Click the Deploy button for the firewall associated with the saved Access Control Policy from
this section.

Q Advanced Deploy TR

WP-FTD1 I Ready for Deployment

Step 4. Verify that the Deployment completes successfully.

Deploy Q @ $* @ adminv b SECURE

Deployments Upgrades Health Tasks ‘:) Show Notifications
m 0 running 1 success 0 warnings 0 failures | Q. Filter
© WP-FTD1 IDeponmem to device successful. 58s

Validation Tests

Validation and verification steps are given throughout this guide for individual sections and configurations. The
tests below incorporate multiple areas of integration and should be performed when all areas of configuration
are complete.
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ISE: Validate Machine and User 802.1X Authentication and Authorization

In the ISE Authorization Policy section we created five rules to track AA for Employees, Contractors, and device
posture. We’ll test the most complex sequence of Machine AA - Trusted Employee/Contractor + Machine AA
in this section.

To start, we want to force a new Machine AA attempt from a Trusted device. The easiest way to force a new
Machine AA attempt is to have the user sign out and then sign back in again (note: a user resuming a locked
session won’t trigger a new Machine AA attempt). After the endpoint signs on, from ISE navigate to Operations
- RADIUS - Live Logs.

X Cisco ISE (Q, What page are you looking for?

Dashboard Operations

Recent Pages
RADIUS

Live Logs

ISE RADIUS logs show a sequence of machine auth (host/Desktop in the screenshot below) followed by
machine + user auth (lee,host/Desktop in the screenshot below), both from the same Endpoint ID. Click the
view icon under the Details column to view the machine auth report.

= Cisco ISE Operations - RADIUS
Live Logs Live Sessions

N

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops

0 0 0

& Refresh 3 Reset Repeat Counts T Export To
Time Status Details Repea... Identity Endpoint ID Endpoint...  Authenti... Authoriz...

= ~ Identity Endpaoint ID Endpoint Pr Authenticat Authorizatic

Dec 07, 2022 11:01:58.4... 0 a 0 lee, host/DESKT 24:F5:A2:F1:F1:6E Windows1... Zero Trust... Zero Trust...
Dec 07, 2022 11:01:58.4... a I lee,host/DESKT.. 24:F5:A2:F1 F'].v’.’\l:l Windows1... Zero Trust... Zero Trust...
Dec 07, 2022 11:01:42.9... a HCTSREQUEST#H

Dec 07, 2022 11:01:42.9... E I host/DESKTOP-.. 24:F5:A2:F1:F1 -'_'\I:I Windows1... Zero Trust... Zero Trust...

Machine Authentication and Authorization

The Overview section of the report shows the username as the desktop name of the endpoint, which is
expected for machine authentication.
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Overview

Event 5200 Authentication succeeded

Username | host/DESKTOP-JOPDU4H.lab1six1.com |

The Username field in the above screenshot matches the name of the issued computer certificate on the

endpoint.
ﬁ certlm - [Certificates - Local Computer\Personal\Certificates]

File Action View Help

O] - I

[f)l Feniﬁcates - Local Computer A || |ssued To - Issued By
v @ Pgrsgnailﬁ ¥g1127.0.0.1 127.0.0.1
| Certificates ] DESK'IDP-JOPDU4H.Iab1sb<1.com| lab1six1-GL-AD1-CA-2

» | Trusted Root Certification

The Authentication and Authorization fields in the overview section also match the expected AA policy rules we
configured previously, with result of Permit Access.

Overview

Event 5200 Authentication succeeded

Username {host/DESKTOP-J0PDU4H lab1six1.com |
Endpoint Id 24:F5:A2:F1:F1:6E &

Endpoint Profile Windows10-Workstation

Authentication Policy Zero Trust Dot1x >> Approved EAP
Authorization Policy Zero Trust Dot1x >> Machine Authentication
Authorization Result PermitAccess

Reviewing the Authentication Details section of the report, we can see that the Authentication Protocol is the
EAP-FAST configured on the NAM install, and the Machine_Authenticated SGT has been assigned.
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Authentication Method

dot1x

IAuthemicalion Protocol

EAP-FAST (EAP—TLS)I

Service Type
Network Device
Device Type
Location

NAS IPv4 Address
NAS Port Id

NAS Port Type

Authorization Profile

Framed

Ztwp-sw1

All Device Types#switch
All Locations#Campus
10.0.200.2
TenGigabitEthernet1/0/1
Ethernet

PermitAccess

|Security Group

Machine_Authenticated |

Response Time

213 milliseconds

The Other Attributes section shows an EapChainingResult of ‘User failed and machine succeeded’—this is
expected, as the host has submitted machine credentials via certificate but no user credentials. We also see

that matched AD group is the Computers group, not a user group.

IEapChainingResuIt

User failed and machine succeeded |

ISEPolicySetName

IdentitySelectionMatchedRule

TotalAuthenlatency
ClientLatency

AD-Host-DNS-Domain

Zero Trust Dot1x
Approved EAP
444

23

lab1six1.com

|AD-Groups-Names

lab1six1.com/Workplace/Groups - Security/Computers |

Going through a few points of the Steps section of the report, after initial EAP-FAST and TLS negotiation we
see EAP chaining begin for the user type, which the client rejects and prompts for machine type instead.
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Extracted EAP-Response containing EAP-FAST

12104
challenge-response

12209 Starting EAP chaining

12218 ISeIected identity type 'User’ I

12125 EAP-FAST inner methed started

11521 Prepared EAP-Request/ldentity for inner EAP method
12105 Prepared EAP-Request with another EAP-FAST challenge
11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-FAST

12104
challenge-response

Identity type provided by client is not equal to requested
type
12215 |Client suggested 'Machine' identity type instead

12213

Later logs show the extraction and evaluation of the client certificate.
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12571

12811

12812
12813
12803
12804
12801
12802
12816
12509

12527

12105
11006
11001
11018

12104

12526

61025
15041
15048
22072
22070
22037
12528

A check of the machine is also performed against Active Directory, which succeeds.

ISE will continue to CRL verification if it is configured for
specific CA - certificate for DESKTOP-
JOPDU4H.lab1six1.com

Extracted TLS Certificate message containing client

certificate

Extracted TLS ClientKeyExchange message
Extracted TLS CertificateVerify message
Extracted TLS ChangeCipherSpec message
Extracted TLS Finished message

Prepared TLS ChangeCipherSpec message
Prepared TLS Finished message

TLS handshake succeeded

EAP-TLS full handshake finished successfully

Prepared EAP-Request for inner method with another
EAP-TLS challenge

Prepared EAP-Request with another EAP-FAST challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-FAST
challenge-response

Extracted EAP-Response for inner method containing TLS
challenge-response

Open secure connection with TLS peer
Evaluating Identity Policy

Queried PIP - Network Access.EapAuthentication

Selected identity source sequence - All_User_ID_Stores
Identity name is taken from certificate attribute

Authentication Passed

Inner EAP-TLS authentication succeeded
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24433

24325
24313
24319
24323
24325
24313
24319
24323
24355
24435
24355

24439

Looking up machine in Active Directory - host/DESKTOP-
JOPDU4H . lab1six1.com

Resolving identity

Search for matching accounts at join point

Single matching account found in forest

Identity resolution detected single matching account
Resolving identity

Search for matching accounts at join point

Single matching account found in forest

Identity resolution detected single matching account

LDAP fetch succeeded

LDAP fetch succeeded

Machine Attributes retrieval from Active Directory
succeeded

Machine Groups retrieval from Active Directory succeeded

Return to the Live Log page and drill down on the user + machine log.

= Cisco ISE
Live Logs Live Sessions

Misconfigured Supplicants

0

S Refresh £ Reset Repeat Counts T Export To

Time Status Details Repea...

Dec 07, 2022 11:01:58.4...

Misconfigured Network Devices

0

Operations - RADIUS

RADIUS Drops

0

]

Dec 07, 2022 11:01:58.4...

Dec 07, 2022 11:01:42.9...

<]
o

Dec 07, 2022 11:01:42.9..

<]
o

Identity Endpoint ID Endpoint...  Authenti... Authoriz...
Identity Endpoint ID Endpoint Pr Authenticat Authorizatic
lee, host/DESKT... 24:F5:A2:F1:F1:6E Windows1... Zero Trust... Zero Trust...
lee,host/DESKT... 24:F5:A2:F1:F1:6E Windows1... Zero Trust... Zero Trust...
#CTSREQUEST#

host/DESKTOP-... 24:F5:A2:F1:F1:6E Windows1.. Zero Trust.. Zero Trust..

Machine + User Authentication and Authorization

The Overview section is like the machine auth results, with two notable differences—the username (lee) appears
before the host details, and the Authorization Policy match is the Employee Trusted Device rule.
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Overview

Event 5200 Authentication succeeded

Username I lee,host/DESKTOP-JOPDU4H lab1six1.com I
Endpoint Id 24:F5:A2:F1:F1:6E &

Endpoint Profile Windows10-Workstation

Authentication Policy Zero Trust Dot1x >> Approved EAP
Authorization Policy Zero Trust Dot1x >> Employee Trusted Device
Authorization Result PermitAccess

In the Authentication Details we see that both EAP-TLS and EAP-MSCHAPv2 were used as inner methods by
EAP-FAST, and the assigned SGT is Employee_Trusted_Device.

Authentication Method dot1x

huthemication Protocol EAP-FAST {EAP—MSCHAPUZ,EAP—TLS]I
Service Type Framed

Network Device Ziwp-swl

Device Type All Device Types#switch
Location All Locations#Campus

NAS IPv4 Address 10.0.200.2

NAS Port Id TenGigabitEthernet1/0/1
NAS Port Type Ethernet

Authorization Profile PermitAccess

Fecurity Group Employee_Trusted_Device I
Response Time 85 milliseconds

Reviewing additional Authentication Details, we see that the EapChainingResult is now successful for both user
and machine, and AD queries were performed for both the user and machine.
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SelectedAuthenticationlden...
AuthenticationStatus
IdentityPolicyMatchedRule
AuthorizationPolicyMatched. ..
Serial Number

Subject - Common Name

Subject Alternative Name

IssuedPacinfo

EndPointMACAddress

Preloaded_Certificate_Profile

AuthenticationPassed

Approved EAP

Employee Trusted Device

44 000000 11 68 33 63 80 BE 75 6E 7D 00 00 00 00 00 11
DESKTOP-JOPDU4H.lab1six1.com

DESKTOP-JOPDU4H lab1six1.com

Issued PAC type=User Authorization with expiration time:
Wed Dec 7 12:01:58 2022

24-F5-A2-F1-F1-6E

IEapChainingResult

User and machine both succeeded I

ISEPolicySetName

IdentitySelectionMatchedRule

Zero Trust Dot1x

Approved EAP

l’-\D—Usel—Resolved—Idemities

lee@lab1six1.com I

AD-User-Candidate-
Identities

lee@lab1six1.com

'AD— Host-Resolved-Identities

DESKTOP-JOPDU4HS@Ilab1six1.com I

Reviewing the Steps section, the client this time proceeds with the user auth rather than suggesting machine
auth; the user auth succeeds.
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12104

12212
11522

11806

12105
11006
11001
11018

12104

11808

15041
15048
22072
15013

24210

24216
15013

24430

24325
24313
24319
24323
24343

24402

22037

Extracted EAP-Response containing EAP-FAST
challenge-response

Identity type provided by client is equal to requested

Extracted EAP-Response/ldentity for inner EAP method

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

Prepared EAP-Request with another EAP-FAST challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-FAST
challenge-response

Extracted EAP-Response containing EAP-MSCHAP
challenge-response for inner method and accepting EAP-
MSCHAP as negotiated

Evaluating Identity Policy
Queried PIP - Network Access.EapAuthentication
Selected identity source sequence - All_User_ID_Stores

Selected Identity Source - Internal Users

Looking up User in Internal Users IDStore -
lee host/DESKTOP-JOPDU4H lab1six1.com

The user is not found in the internal users identity store

Selected Identity Source - All_AD_Jain_Points

Authenticating user against Active Directory -
All_AD_Join_Points

Resolving identity - lee

Search for matching accounts at join point - lab1six1.com
Single matching account found in forest - lab1six1.com
Identity resolution detected single matching account

RPC Logaon request succeeded - lee@lab1six1.com

User authentication against Active Directory succeeded -
All_AD_Join_Points

Authentication Passed

A check of the machine against AD is then performed.
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Looking up machine in Active Directory -

24433 lee,host/DESKTOP-JOPDU4H. lab1six1.com

74325 Resolving identity

24313 Search for matching accounts at join point

24319 Single matching account found in forest

24323 |dentity resolution detected single matching account
24325 Resolving identity

24313 Search for matching accounts at join point

24319 Single matching account found in forest

24323 |dentity resolution detected single matching account

24355 LDAP fetch succeeded

24435 |Machine Groups retrieval from Active Directory succeeded
24355 |LDAP fetch succeeded

Machine Attributes retrieval from Active Directory

24439 succeeded

Secure Firewall: Validate Access Control with SGTs

With the rules configured and successfully applied, use an endpoint to generate traffic that matches one of the
allow rules. Once the traffic has been generated, Navigate to Analysis > Connections = Events, then click on
Edit Search.

L, Firewall Management Center

- ) ) Overview Analysis Policies Devices
Analysis [ Connections [ Events

Context Explorer

) Unified Events
Connection Events st worson

Connections

No Search Constraints [Edit Search) Events

For this example, we’ll search for a DNS query to our caseportal.lab1six1.com application server. Click the
Networking category on the left side, enter search criteria in the DNS Query field, then click Search.

Overview Analysis Policies Dewices Objects Integration Deploy Q @ ¥ @ adminv i secure

1 Firewall Management Center

Search

(unnamed search) Private Save AsNew | [ Cance Search

Protocol*

[onis query [ caseportal lab1six1.com |

The default search results show us most of the fields we’d expect for this connection. Note that there are two
connection events, one that has a Last Packet field and another that only has a First Packet field. These two
events are due to us checking both beginning and ending Connection Event logging. In this case, the beginning
log was generated when the DNS request was seen, then the ending log was generated after the DNS
response was seen and Secure Firewall detected that the DNS session was complete.

Click on Table View of Connection Events for more details.
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Firewall Management Center

. . ) Events Overview Analysis Policies Devices Objects Integration
Analysis | Connections |/ Events
I
Connection Events i woron
» Search Constraints (Edit Search Save Search)
Connections with Application Details ﬁable View of Connection Events|
[ Jumpto... |
. " . Initiator Responder Ingress Security Egress Security
|_\ 4 First Packet Last Packet Action Reason |Initiator IP Country Responder IP Country Zone Zone
v [ ] |2022-11-0808:33:39 2022-11-08 08:33:39 | Allow 10.0.200.49 10.0.4.12 Workstations SD-WAN
v [ ] |2022-11-08 08:33:39 Allow 10.0.200.49 10.0.4.12 Workstations SD-WAN

The Table View of Connection Events has many columns. We only need some of them to confirm a solid match
of our expected Access Rule, and it can be helpful to collapse those useful columns into one view. Click the ‘X’
on any column, then uncheck any columns that are not needed. Click Apply. Note: disabling columns is a

temporary change and will reset when the FMC session ends.

Firewall Management Center

Analysis / Connections / Events

Qverview Analysis Policies Devices

Connection Events fausen wontion)

* Search Constraints (Edit Search Save Search)

Connections with Application Details Table View of Connection Events

[ Jumpto... ‘
- Ingress
[] ¥ FirstPacket x Last Packet x Action X  Reaso Initiator IP x Security X
] AncColumns |
Ad \:| 2022-11-08 08:33:389 2022-11-08 08:3 Enabled Columns “ ations
v \:| 2022-11-08 08:33:39 | Access Control Policy ations
Access Control Rule
Action
. Application Protocol
| Application Risk
Page| 1 | of 1 Displaying rol || Business Relevance
. | Client
| Client Category
View All
XN oS Query

Destination IP Dynamic Attribute) or

o TN

From the Table View we can confirm that the traffic matched the previously configured DNS rule, that the DNS
Application was successfully detected for the port 53 traffic, and that the Source and Destination SGTs are both
correct for the flow. Also note that our End of Connection event has an additional Responder Packet and
associated Responder Bytes—by waiting until the end of the connection (DNS Request + DNS Response) to

generate an event, additional packet information was collected.
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riy Firewall Management Center ooy, ansysis  poicies  Devoes  Obiects

Integration Deploy Q @ ¢ @ adminv &% secure
Bookmark This Page | Reporting | | View | Search
Connection Events s
1 2022-11-08 07:33:00 - 2022-11-08 09:08:17
Expanding
» Search Constraints (Edit Search Save Search)
Connections with Appiication Detals  Table View of Connection Events
Jump to.
Source
Ingress Egress Destination
4 First Packet x Last Packet x Actionx  Initiator IP x Secuty x| Securiy x o x| porticmp  x  pedcaton. | o query x picess Control N source 6T x Hotation' | w RISty | Retcoacit, :‘;"‘:“"' x :;"."f“""
m
v | 2022-11-08 08:33:39  2022-11-08 08:33:39  Allow 10.0.20049 Workstations SD-WAN 64434 / udp | 53 (domain) /udp [T DNS caseportal lab1six1.com | internal Users 10 DNS [l Employee_Trusted_Device DC_DNS_Serverslil 1 1 83 9
v [] 2022-11-0808:33:39 Allow 10.0.200.49 Workstations SD-WAN 64434 / udp | 53 (domain) fudp [ DNS caseportal lab1six1.com | Internal Users to DNS J| Employee_Trusted_Device DC_DNS_Serversff 1 o 83 o

ISE and Secure Analytics: Validate User Quarantine

We can test a quarantine block by manually setting an authenticated user to quarantine in Secure Analytics and
then re-attempting a connection.

Step 1. From Secure Analytics, navigate to Analyze - Flow Search.

@ Network Analytics lab1six1.com ~

Dashboards « Monitor Analyze ~ Jobs

Flow Search

The ANC quarantine action is performed from the host page, so we’ll search for the source IP seen in the last
section.

Step 2. Enter the IP address, change the time window if necessary, then click Search.

f;:\'“ Network Analytics jabTsix1.com Dashboards = Monitor~  Analyze - Jobs~  Configure ~  Deploy ~ Q 4@ 4 &% + dilsecure

Flow Search @

Subject 10.0.200.49 x | Ether (Orentaton)

Restore Defautts | | Load Saved Search v | ‘ Save |

Search Type Time Range @ * Search Name * Max Records Returned
Flow v B Last 5 minutes Flow on 11/B/2022 at 12:27 PM 2,000

Subject Connection

Peer
Flost P Address

Port / Protacol Hast IP Address

ex. 192 166.10.10 or 1192.168.10.1

Step 3.  Click the IP address in any flow event.
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Flow Search Results (19)

Edit Search
Subject:

lab1six1.com

@ Network Analytics

Al (Flow Direction)

Connection:

Start Duration
8 ex 06/09/201 Ex
Nov 8, 2022 12:23:54 5min 42s

P PM

(7min 47s ago)

Step 4.
to ISE ANC Policy.

Monitor =

Dashboards =

Last 5 minutes (Time Range) [ 2,000 (Max Records)
10.0.200.49 | Either (Orientation)

Subject IP Address

Subject Port/Prot...
DP

00/UL

57100/U

Ex

54860/TCP

Analyze ~

Subject Host Grou...

Ex. "catch A

RFC 1918

© 2023 Cisco and/or its affiliates. All rights reserved.

Jobs ~ Configure ~

Subject Bytes

1.67K

Deploy ~

Application Total Bytes
Ex. "Corporate Em Ex. <=50M
5011 K

HTTPS (unclassified)

Scroll down the page to verify the target user is still logged into the host, then click Edit next
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,{-_j Network Analytics  taoisixl.com «

Status:
Haostname:
Host Groups:
Location:

First Seen:
Last Seen:
Policies:

MAC Address:
ISE ANC Policy:

Active

RFC 1918

RFC 1918
10/7/22 8:35 AM
11/8/22 12:34 PM
Outside

Dashboards

24:f5:a2:f1:f1:6e (Belkin International Inc.)

~E

Top Security Events for 10.0.200.49

Security Event
¥ Ping
»  Ping

P Flow_Denied - 443
P Flow_Denied - 40669
»  Flow_Denied - 49667
»  Flow_Denied - 443
»  Flow_Denied - 443
»  Flow_Denied - 443
P  Flow_Denied - 443

»  Flow_Denied - 443

Users & Sessions

Count

3,018

2,658

56

49

22

21

MAC Address: MAC Vendor: Belkin Device Type: Windows10-
24:f5:a2:11:f1:6e International Inc. Workstation
User Date | Time

Start: 11/8/22 12:29 PM
LAB1SIX1\lee

End: % Current

Step 5. Reconfirm the username, select Quarantine from the ANC Policy dropdown, then click Save.
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I ——————————
Select the ANC Policy to apply to ISE cluster for this
host: 10.0.200.49

ISE Server: lab1six1-ise-p
Username: LAB1SIX1\lee
MAC: 24:F5:A2:F1:F1:6E

ANC Policy: IQuarantine e I
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Generate some traffic on the quarantined user’s endpoint. The expected result is that all traffic fails.

Step 6. From ISE, navigate to Operations - RADIUS - Live Logs.

X Cisco ISE Q. What page are you looking for?

Dashboard

Operations

Recent Pages
RADIUS

Live Logs

Step 7. Confirm an auth event for the quarantined user with result DenyAccess. Click on the details

option.
= Cisco ISE Operations - RADIUS
Live Logs Live Sessions
—
Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops

0 0 0

: Refresh O Reset Repeat Counts ; Export To
Time Status Details Repea... Identity Endpoint ID Endpoint... Authenti... Authoriz... Authoriz...
X Auth Failed “ X lee x Endpoint ID Endpoint Pr Authenticat Authorizatic Authorizatic

24:F5:A2:F1:F1:6E Windows1 Zero Trust Zero Trust

Dec 07, 2022 12:12:20.0 -] E

Step 8. Review the Overview details. The connection should match the ANC Quarantine rule, which
has the result DenyAccess.

Overview

Event 5400 Authentication failed

Username lee,host/DESKTOP-JOPDU4H . lab1six1.com
Endpoint Id 24:F5:A2:F1:F1:6E &

Endpoint Profile Windows10-Workstation

Authentication Policy Zero Trust Dot1x >> Approved EAP
Authorization Policy [Zero Trust Dot1x >> Quaranline]
Authorization Result DenyAccess

The Steps section provides a detailed breakdown of the ANC evaluation.
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15036 Ewvaluating Authorization Policy

Looking up Endpoint in Internal Endpoints IDStore -

24200 lee, host/DESKTOP-JOPDUA4H lab1six1.com

24211 Found Endpoint in Internal Endpoints IDStore

15048 |Queried PIP - Session. ANCPolicy

15016 |Selected Authorization Profile - DenyAccess

15039 |Rejected per authorization profile

Step 9. Return to Secure Analytics. To restore access to the quarantined user, navigate to Monitor >
ISE ANC Assignments.

@ Network AﬂaNUCS lab1six1.com = Dashboards = Monitor +  Analyze ~

Hosts
Host Repon ‘ 10.0.200.49 Host Groups

Users

Alarm Categories
Step 10. Click the ellipses underneath the Assign ANC Policy column and select None.

@ Network Analytics  iabisix1.com « Dashboards *  Monitor~  Analyze ~  Jobs~  Configure ~  Deploy *

ISE ANC Policy Assignments

Assignment Requested ANC Assign
] M T I
Host IP Address ISE Cluster IAC Address oy Requested By ime Policy Effective ANC Pollcy | o ey
10.0.200.49 lab1six1-ise-primary 24:15:a2:11:11:6e Manual Admin User (admin) 11/8/2022 2:28 PM Quarantine Retrieve O E

None

Quarantine

Step 11. Reload the page and confirm that the quarantine entry is removed.

é’ij Network Ana|ytiCS lablsix1.com v Dashboards +  Monitor+  Analyze~  Jobs~  Configure v  Deploy v

ISE ANC Policy Assignments

Assignment

Host IP Address ISE Cluster MAC Address
Mode

Requested By Time

No records available.

The method of quarantine used in this guide results in an 802.1X attempt with result of DenyAccess, so there is
not an active 802.1X session for the host after the quarantine is removed. In Operations > RADIUS - Live
Sessions, ISE will show the Session Status as Terminated.
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= Cisco ISE

Live Sessions

Live Logs

G Refresh T Export To

Initiated Updated Session Sta... | Action Endpoint ID

Endpoint ID

Operations - RADIUS

Identity IP Addre

Identity IP Addre:

Dec 07, 2022 12:05:58.6... Dec 07, 2022 12:12:15.3... Terminated Show CoA Actions 24:F5:A2:F1:F1:6E

There are no CoA actions available for a terminated session.

= Cisco ISE

Live Logs Live Sessions

S Refresh Ty Export To ™

lee,host/DESKTOP-JOP 10.0.200..

Operations - RADIUS

Identity IP Addn

Identity IP Addre

Initiated Updated Session Sta... Action Endpoint ID
h 4 Endpoint ID
Actions )
Dec 07, 2022 12:05:58.6... De ﬂ24:}5:£\2:|1:|1:ﬁf: .

No Data Available

The end user will need to initiate a new login event to restore access.

Appendix
Appendix A - Acronyms Defined

lee,host/DESKTOP-JOP 10.0.200

ACP Access Control Policy

AVC Application Visibility and Control
BYOD Bring Your Own Device

CA Certificate Authority

CN Common Name

CoA Change of Authorization
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CSR Certificate Service Request

CTB Cisco Telemetry Broker

CTS Cisco TrustSec

DC Data Center

DNG Duo Network Gateway

DNS Domain Name System

FMC Firewall Management Center

FQDN Fully Qualified Domain Name

FTD Firepower Threat Defense

GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure
ISE Identity Services Engine

MAR Machine Access Restriction

MDM Mobile Device Management

MFA Multi-Factor Authentication

MnT ISE node with Monitoring designation
MSRPC Microsoft Remote Procedure Call
NGFW Next Generation FireWall

(O Operating System

PAC Protected Access Credential

RADIUS Remote Authentication Dial-In User Service
RBAC Role Based Access Control

SAN Subject Alternative Name

SD-WAN Software Defined Wide Area Network
SOC Security Operations Center

SG Security Group

SGT Security Group Tag
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SGACL Security Group Access Control List
SXP SGT Exchange Protocol

TLS Transport Layer Security

URL Uniform Resource Locator

WMI Windows Management Instrumentation

Appendix B - Software Versions

Cisco Catalyst 9300 Hardware Switch 17.9.1
Cisco Identity Services Engine Virtual Machine 3.1
Cisco Firepower Threat Defense 4140 Hardware Firewall 7.2
Cisco Secure Firewall Management Center Virtual Machine 7.2
Cisco Secure Network Analytics Flow Collector Virtual Machine 7.4
Cisco Secure Network Analytics Management Center Virtual Machine 7.4
Cisco Telemetry Broker Manager Virtual Machine 1.2.3
Cisco Telemetry Broker Node Virtual Machine 1.2.3

Appendix C - Secure Malware Analytics Integration

Secure Malware Analytics is a cloud and on-prem malware sandbox that performs dynamic analysis on
submitted files. In this guide, we configure Secure Firewall to automatically send files to Secure Malware
Analytics for sandbox analysis. Note: these steps require a Secure Malware Analytics cloud account.

Create a File Policy

Step 1. Navigate to Policies > Malware & File.

Al Firepower Management Center

- Overview Analysis Policies Devices
€1sco  AMP / Dynamic Analysis Connections y
I
Access Control
Access Control
Cloud Name Host Intrusion

Malware & File

Step 2. Clink on New File Policy.
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‘tlsllls.::l!;. :FIFGEJO\?IGI:M_anagemﬁ:te%iltel’ Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ & @ akigorev

Access Control

Compare Policies New File Policy

Step 3. Enter a name for the File Policy, and a description if desired. Click Save.

New File Policy 7]

Name
[ Workplace File Policy] ]

Description

Step 4. Click on Add Rule.

alah, Firepower Management Center
CISCO  Policies / Access C

antrol / File Palicy Edit Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ I+ @ akilgorev
Access Contro olicy
—
Workplace File Policy m
Enter Description
Rules Advanced
—
No access control policies use this Malware & File policy + Add Rule
File Types Application Protocol Direction Action

Step 5. Set the Action to Block Malware, which will block the final packet of an identified malware file,
resulting in transfer failure.

Step 6. Check the box for Dynamic Analysis so that eligible files can be submitted to Secure Malware
Analytics for further analysis.

Step 7. Add file categories for malware inspection—for this example, we’ve added the file types that
are eligible for Dynamic Analysis. Set the other options as desired.

Step 8. Click Save.
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Edit Rule )
Application Protocol Action Store Files
|' Any v ‘ ‘ 1 Block Malware v ‘ Malware
Direction of Transfer ] Spero Analysis for MSEXE [] Unknown
I Any M ‘ Dynamic Analysis (] Clean
Capacity Handling @ [] Custom

[ Local Malware Analysis

Reset Connection

File Type Categories File Types Selected File Categories and Types
[ ] Executables 0 = ‘ Q, Search name and description ‘ Category: Dynamic Analysis ... W
() Encoded 0 MSEXE (Windows/DOS exec...
(| Graphics 1 MSOLE2 (Microsoft Object Li.. W
[ System files 4 NEW_OFFICE (Microsoft Offic.
Dynamic Analysis Capable 4 PDF (PDF file ) M
["] Local Malware Analysis ... 5

Step 9. Click Save again to save the File Policy.

alval Flrepower Mf’,",a':gemem Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ 4+ @ akigorev
€15€0  Policies / Access Control / File Policy Edit
—
Workplace File pOlIC\j You have unsaved changes
Enter Description
Rules Advanced
—
No access control policies use this Malware & File policy. ~+ Add Rule
File Types Application Protocol Direction Action

L Block Malware with Reset

Dynamic Analysis -
Capacity Handling £u
Store files of disposition: Malware

Category: Dynamic Analysis Capable Any Any

The File Policy will be associated to an Access Control Policy in the Creating Access Control Policies section.

Associate FMC to Secure Malware Analytics Cloud
Step 1. Navigate to AMP = Dynamic Analysis Connections.

Al Firepower Management Center

cisco  Policies / Access Control / Malware & File Overview Analysis Policies Devices Objects AMP Intelligence

AMP Management

Dynamic Analysis Connections
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The cloud connection to Secure Malware Analytics is preconfigured, but you’ll need to associate it to a cloud
account to view details of sandbox analysis in the Malware Analytics cloud portal.

Step 2.  Click the Associate button (chain icon) on the right side.

"Ell's‘;‘o“ F.Ireppwe,r,Mam,ag,err_\ﬂ_eﬂtr Cemer Overview Analysis Policies Devices Objects AMP Intelligence

Deploy Q It @ akilgore v

‘Add New Connection

Actions

Cloud Name Host Purpose

Cisco Sandbox AP, US Cloud fmc.api threatgrid.com File Submissions, Public Report Lookups

e =

Step 3.  Click Yes on the prompt.
Associating Device

Are you sure you want to associate this
device?

You will be redirected to the
ThreatGRID web site.

|Nc| Yes

Step 4. Enter credentials for the online portal and click Log In.

Secure Malware Analytics
Formerly Threat Grid

Username

Password

Have a Cisco Security Account?

Have a SecureX Sign-On Account?

with SecureX Sign-

Step 5.

Click the green Submit button to associate (scroll to the right to see the full association ID).
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»— Malware Analytics .
Q"E Formeriy Threat Grid Submit Sample Dashboard Samples Search Reports Indicators

Associate Devices

Devices | 05000000000000 |

On Submission the Device IDs and submitting organization
will be verified. Upon verification the submitted devices will
be associated with your account. Device Association can take
up to 24 Hours.

Association may take up to 24 hours for the public cloud.

r— Malware Analytics .
W= Formerly Threat Grid Submit Sample Dashboard Samples Search v Reports Indicators

Associate Devicesyour request has been submitted!

On Submission the Device IDs and submitting organization
will be verified. Upon verification the submitted devices will
be associated with your account. Device Association can take
up to 24 Hours.

Appendix D - References
o Cisco Zero Trust Architecture Guide

e Zero Trust Frameworks Guide

o Cisco Zero Trust: User and Device Security Design Guide
o Cisco SAFE

o Cisco SAFE Certificate Management Design Guide
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-arch-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-frameworks.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-user-device-dg.html
http://www.cisco.com/go/safe
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/safe-ops-dg-mgmt-certs.html

Appendix E - Feedback

If you have feedback on this design guide or any of the Cisco Security design guides, please send an email to

ask-security-cvd@cisco.com.
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