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Scope

In scope

Cisco SASE design guide with Viptela covers the following components:
o Cisco Viptela SD-WAN

o Cisco Umbrella Secure Internet Gateway
o DNS Security
o Secure Web Gateway
o Cloud Delivered Firewall including IPS
o Data Loss Prevention
o Remote Browser Isolation
e Cisco Secure Access by Duo
o Multi-factor authentication
o VPNIless access to private applications (Duo Network Gateway)
o Single sign on
o Cisco Remote Access VPN
o Cisco AnyConnect
o Cisco Firepower Threat Defense
o Cisco Secure Endpoint

e Cisco ThousandEyes

o Cisco SecureX
o Visibility Dashboard
Out of scope
Cisco SASE design guide with Viptela does not cover the following topics:
o The Viptela scope has been limited to basic WAN connectivity and the creation of IPsec tunnels to

Umbrella from a high availability pair. Capabilities such as quality of service, TCP flow optimization or
service chaining have not been evaluated in this design

o Security has been assumed to exist in the Data Center, but the level of security, and the use of those
tools have not been included in this design guide

o Cisco Secure Endpoint has been included in its most basic form. Creation of custom policies is out of
scope for this guide

o Cisco Secure Malware Analytics, the file sandboxing engine used by Cisco Secure Endpoint, is not in
scope for this design guide

o Laptops and desktop clients are the only sources of traffic. No smartphones or internet of things devices
were used in the creation of this guide
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Introduction

Today’s workforce expects seamless access to applications wherever they are, on any device. It is now
common practice to provide remote employees with direct access to cloud applications such as Office 365 and
Salesforce with additional security. The need for cloud-delivered security service expands daily as contractors,
partners, loT devices and more each require network access. IT needs to protect users and devices as if they
were located at a corporate office or branch. Each requires secure access to applications and must now be
treated as a ‘branch of one’.

Cloud Services

SASE

Roaming Headquarters Branch

Figure 1.
High level SASE Architecture

In this new paradigm, IT requires a simple and reliable approach to protect and connect with agility. This is
forcing a convergence of network and security functions closer to users and devices, at the edge—and is best
delivered as a cloud-based, as-a-service model called secure access service edge (SASE).
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Solution Overview
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Figure 2.
Three Cs for SASE

The SASE architecture has three core components:

e Connect - Unleash your workforce by delivering a seamless connection to applications in any
environment from any location

o Control - Simplify security, streamline policy enforcement, and increase threat protection by combining
multiple functions into a single, cloud-native service

o Converge - Unite security and networking through a flexible, integrated approach that meets multi-cloud

demands at scale
For a full breakdown of the architecture, see the Cisco SASE Architecture Guide.

SASE Business Flows

In the Cisco SASE Architecture guide, the concept of SAFE business flows was introduced. Cisco SAFE uses
the concept of business flows to simplify the analysis and identification of threats, risks, and policy
requirements for effective security. This enables the selection of very specific capabilities necessary to secure

them.

This design guide addresses the following business flows for a SASE network:
« An unmanaged device accessing business critical SaaS applications
« A managed device browsing the public Internet, such as researching product information
 An unmanaged device accessing corporate applications that are publicly accessible

« A managed device accessing corporate applications that are not publicly accessible
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Figure 3.
SASE Business Flows

Not all business flows have the same requirements. Some use cases are subject to a smaller attack vector and
therefore require less security to be applied. Some have larger and multiple vectors and require more.
Evaluating the business flow by analyzing the attack surfaces provides the information needed to determine and
apply the correct capabilities for flow specific and effective security. This process also allows for the application

of capabilities to address risk and administrative policy requirements.
2
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SASE Business Flows with required capabilities
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SASE Design

Figure 5.
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Software-defined WAN (SD-WAN) is a suite of features designed to allow the network to dynamically adjust

to changing WAN conditions without the need for manual intervention by the network administrator. By
providing granular control over how certain traffic types respond to changes in WAN availability and
performance, SD-WAN can ensure optimal performance for critical applications and help to avoid disruptions of
highly performance-sensitive traffic, such as VolP. Additionally, SD-WAN can be a scalable and often much
cheaper alternative to traditional WAN circuits like multiprotocol label switching (MPLS) lines. Cisco provides a
flexible deployment architecture to extend SD-WAN to any environment. Whether you deploy your product in
the cloud or on-premises, Cisco SD-WAN automatically discovers, authenticates, and provisions both new and

existing devices.
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Cisco Secure SD-WAN
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Figure 6.
Cisco SD-WAN

Enabling direct internet access (DIA) from the branch is simplified with Cisco SD-WAN technology. The Cisco
SD-WAN and Umbrella integration enables you to infuse effective cloud security throughout your SD-WAN
fabric. Cloud security can be deployed to thousands of branches in a matter of minutes, instantly gaining
protection against threats on the internet.
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Figure 7.
Viptela/Umbrella Integration
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AnyConnect

Cisco AnyConnect is unified security endpoint agent that delivers multiple security services to the roaming
workforce.

o & 4

Basic VPN Advanced VPN Endpoint Compliance Enterprise Access Cloud Edge Threat Protection Network Visibility

Cisco AnyConnect

Figure 8.
Cisco AnyConnect Secure Mobility Client

Cisco AnyConnect not only provides VPN access through Secure Sockets Layer (SSL) and IPsec IKEv2 but also
offers enhanced security through various built-in modules. Modules used in this guide include:

o Off-Network Protection - Cisco Umbrella Roaming module protects devices while not connected to a
trusted network. This module forces all traffic through Umbrella SIG, enabling consistent policies to be
applied to users on and off net

¢ AMP Enabler - Cisco AnyConnect AMP Enabler is used as a medium for deploying Cisco Secure
Endpoint, formerly Advanced Malware Protection (AMP). This approach provides the roaming workforce
with an additional security agent that detects potential malware threats, allowing for removal of said
malware and the quarantine of devices from doing further harm in the network when they try to connect
back to the enterprise

For information on additional AnyConnect features, such as the ability to do NetFlow analysis for the roaming
workforce, see Cisco AnyConnect Secure Mobility Client.
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Duo Network Gateway

Duo Network Gateway (DNG) allows users to access on-premises websites, web applications, and SSH servers
without having to worry about managing VPN credentials, while also adding security with Duo MFA (discussed
in the Control section below).

Internal
Intern
ternet DMZ Network
Duo Network gateway
=
< > == >
= Internal Web
= Applications
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[ L N |
[ § § |
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=3 Company Intranet
=
= X Confluence
SAML 2.0 splunk >
Identity Provider o
o o XIJIRA
e e
Perimeter Firewall Internal Firewall

Figure 9.
Cisco Duo Network Gateway

DNG gives you granular access control per web application, set of SSH servers, and user groups. You can
specify different policies to make sure only trusted users and endpoints are able to access your internal
services. For example, you can require that SharePoint users complete two-factor authentication at every login,
but only once every seven days when accessing Confluence. Duo checks the user, device, and network against
an application's policy before allowing access to the application.

Control

Umbrella

With the advent of the cloud era, network architectures designed to provide robust connectivity to a corporate
data center is increasingly inefficient and must evolve. Most of the network traffic today occurs either within the
data center itself (East-West traffic) or from an organization’s various locations to the cloud via the Internet
(North-South traffic). As a result, backhauling network traffic from remote or branch locations over MPLS wide-
area network (WAN) links, or roaming user traffic over virtual private network (VPN) connections, is no longer an
efficient or viable option. Organizations are increasingly providing DIA broadband links for their remote, branch,
and roaming users to access their SaaS applications without the slow performance and latency associated with
backhauling traffic to a corporate office with a single security stack. To alleviate the inconvenience of separately
managing security settings at each branch location, Umbrella Secure Internet Gateway (SIG) provides a cloud
managed solution.
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Cisco Umbrella SIG unifies multiple functions in a single solution that traditionally required a set of on-premises
security appliances (firewalls, proxies, gateways) or single function cloud-based security solutions. Umbrella
combines secure web gateway (SWG), firewall, DNS-layer security, cloud access security broker (CASB)
functionality, remote browser isolation (RBI), data loss prevention (DLP), plus interactive threat intelligence in
one cloud-delivered service.

Cisco Umbrella

DNS-layer pd Se%ure M  Cloud-delivered Cloud access
security we firewall (w/ IPS) ﬁ security
Jy" gateway broker SeC u reX
Integrated security
Interactive S Remote 101 Data Cloud platform
threat &= browser 101 loss » ) nalware
intelligence Isolation ® ® e  prevention ii detection

- o e I
L $ L - : e =-[—
SD-WAN ON/OFF NETWORK DEVICES

Meraki MX
Viptela

Figure 10.
Umbrella

Brief summaries of key Cisco Umbrella functions:

DNS Security

(55

) Application
DNS Firewall Web - pnti-Malware  Threat Data Loss sgibility

Identit ient-
Y Client-Based Filtering Security Intelligence ;
9 Prevention g control

Security

Figure 11.
SAFE Capability - DNS Filtering

By enforcing security at the DNS and IP layers, Umbrella blocks requests to malicious and unwanted
destinations before a connection is even established — stopping threats over any port or protocol before they
reach your network or endpoints. Highlights include:

« The visibility needed to protect internet access across all network devices, office locations, and roaming
users

o Detailed reporting for DNS activity by type of security threat or web content and the action taken
« Ability to retain logs of all activity for as long as needed

o Fast rollout to thousands of locations and users to provide immediate return on investment
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Secure Web Gateway (SWG)
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Figure 12.
SAFE Capability - Web Security

Umbrella includes a cloud-based full proxy that can log and inspect all your web traffic for greater
transparency, control, and protection. IPsec tunnels, PAC files and proxy chaining can be used to forward traffic
for full visibility, URL and application-level controls, and advanced threat protection. Highlights include:

« Content filtering by category or specific URLs to block destinations that violate policies or compliance
regulations

o The ability to efficiently scan all uploaded and downloaded files for malware and other threats using the
Cisco Secure Endpoint (formerly Cisco AMP) engine and third-party resources

o Cisco Secure Malware Analytics (formerly Threat Grid) rapidly analyzes suspicious files
o File type blocking (e.g., block download of .exe files)

o Full or selective SSL decryption to further protect your organization from hidden attacks and time-
consuming infections

« Granular app controls to block specific user activities in select apps (e.g., file uploads to Dropbox,
attachments to Gmail, post/shares on Facebook)

o Detailed reporting with full URL addresses, network identity, allow or block actions, plus the external IP

address
©0 e

Cloud-Delivered Firewall (CDFW)

. . Application
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Figure 13.

Web Capability - Firewall
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The Umbrella CDFW provides visibility and control for traffic that originated from requests going to the internet,
across all ports and protocols. Highlights include:

« Deployment, management and reporting through the Umbrella single, unified dashboard

o Customizable policies (IP, port, protocol, application and IPS policies)

o Layer 3/ 4 firewall to log all activity and block unwanted traffic using IP, port, and protocol rules

o Layer 7 application visibility and control to identify and control access to thousands of applications

o Intrusion Prevention System (IPS) to examine network traffic flows and prevent vulnerability exploits with
an added layer of threat prevention using SNORT 3 technology

« Detection and blocking of vulnerability exploitation

o Scalable cloud compute resources eliminate appliance capacity concerns Cisco Talos threat intelligence
to detect and block more threats

Cloud Access Security Broker (CASB)

’ Lod
App

) _ Application
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Figure 14.
SAFE Capability - Application Visibility & Control

Umbrella helps expose shadow IT by detecting and reporting on cloud applications in use across your
environment. Insights can help manage cloud adoption, reduce risk, and block the use of offensive or
inappropriate cloud applications. Highlights include:

e Reports on vendor category, application name, and volume of activity for each discovered app

o App details and risk information such as web reputation score, financial viability, and relevant compliance
certifications

¢ Cloud malware detection to detect and remove malware from cloud-based applications and ensure that
applications remain malware-free

« Ability to block/allow specific apps

e Tenant restrictions to control the instance(s) of SaaS applications that all users or specific
groups/individuals can access.

Data Loss Prevention (DLP)

. . Application
Identity  Client-Based ONS — Firewall \Web o Anti-Malware Threat Data Loss mibimy
Security Filtering ecurity Intelligence Prevention g control

Figure 15.
SAFE Capability - Data Loss Prevention
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As more companies move toward cloud-based services, company data becomes more vulnerable to both
malicious exfiltration and unintentional misuse by inexperienced users. Umbrella DLP analyzes data in-line to
provide visibility and control over sensitive data leaving your organization. Highlights include:

Easy enablement as part of Umbrella secure web gateway

80+ built-in content classifiers including personally identifiable information (Pll), payment card industry
(PCI), and personal health information (PHI)

Content classifiers are customizable with threshold and proximity to tune and reduce false positives
Create user-defined dictionaries with custom phrases (such as project code names)
Detection and reporting on sensitive data usage and drill-down reports to help identify misuse

Inspection of cloud application and web traffic content and enforcement of data policies

Remote Browser Isolation (RBI)

©c

. . Application
Identity  Client-Based DNS — Firewall Web - Anti.Malware _ Threat Data Loss srsihility
Security Filtering Security Intelligence Prevention ¢ control
Figure 16.

SAFE Capability - Remote Browser Isolation as a feature of Web Security

By isolating web traffic from the user device and the threat, Umbrella Remote Browser Isolation (RBI) delivers an
extra layer of protection to the Umbrella secure web gateway so that users can safely access risky websites.
Highlights include:

Isolation of web traffic between user device and browser-based threats
No performance impact on end users

Protection from zero-day threats

Granular controls for different risk profiles

Rapid deployment without changing existing browser configuration

On-demand scale to easily protect additional users on all devices, browsers, and operating systems

Cisco Secure Access by Duo

. . Application
Identity  Client-Based :?NS Firewall s WEb. ; Anti-Malware Th_reat Data Loss \plFsibiIity
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Figure 17.
SAFE Capability - Identity
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Multi-factor authentication (MFA) from Cisco's Duo protects your applications by using a second source of
validation, like a phone or token, to verify user identity before granting access. The modern workforce is more
mobile than ever before. Users and devices can connect from anywhere — so companies must protect them
everywhere. A zero-trust security model establishes trust in users and devices through authentication and
continuous monitoring of each access attempt, with custom security policies that protect every application.

Secure Access by Duo

= ? o A

1
- —— ——
Adaptive Device posture | Least privileged Continuous Behavior
\MFA and health access verification analytics
Figure 18.

Cisco Secure Access by Duo

Zero trust can be summed up as “never trust; always verify.” This security approach treats every access
attempt as if it originates from an untrusted network — so access won’t be allowed until trust is demonstrated.
Once users and devices have been deemed trustworthy, zero trust ensures that they have access only to the
resources they absolutely need, to prevent any unauthorized lateral movement through an environment.
Highlights of Cisco Secure Access by Duo include:

« MFA - Enforce secure identity verification methods, like Duo Push
o User Access Policies - Options to set policies for specific user groups either globally or by application

e Cloud Based Single Sign-On (SSO) - Enable SSO for any SAML2-enabled app, to consolidate users’
login workflows under a single set of credentials protected by strong MFA

o Duo Device Health - Monitor laptop and desktop devices to ensure they have the right security protocols
in place

e Secure Endpoint integration - When Duo and Cisco Secure Endpoint have shared visibility into a
Windows or macOS endpoint, user access can be blocked to applications protected by Duo from
endpoints deemed compromised by Cisco Secure Endpoint

Cisco Secure Endpoint with Secure Malware Analytics

OC

. . Application
Identity Client-Based IDNS Firewall s Web Anti-Malware Tll;_reat Data Loss \pfi';ibility
Security Filtering ecurity Intelligence Prevention g control
Figure 19.

SAFE Capability - Client-Based Security & Network Anti-Malware
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Cisco Secure Endpoint offers cloud-delivered endpoint protection and advanced endpoint detection and
response across multi-domain control points. Capabilities include:

« Prevention - Block known malware automatically leveraging the best global threat intelligence and
enforce Zero Trust by blocking risky endpoints from gaining access to applications

« Detection - Run complex queries and advanced investigations across all endpoints, and continuously
monitor all file activity to detect stealthy malware

o Response - Rapidly contain the attack by isolating an infected endpoint and remediating malware across
PCs, Macs, Linux, servers, and mobile devices (Android and iOS)
For files that have unknown disposition to Cisco Secure Endpoint, Secure Malware Analytics (formerly Threat
Grid) combines advanced sandboxing with threat intelligence into one unified solution to protect organizations
from malware. With a robust, context-rich malware knowledge base, you will understand what malware is
doing, or attempting to do, how large a threat it poses, and how to defend against it.

Cisco Secure Malware Analytics is out of scope for this guide. For more information, see the Cisco Breach
Defense Design Guide.

Converge

Seamless integration between Umbrella and Viptela

While both products have their own separate management clouds, the integration between Umbrella (security
as a service) and Cisco SD-WAN (networking as a service) is done in minutes to instantly gain protection
against threats like malware, ransomware, and C2 callbacks. You gain the cost-savings and improved
performance of DIA at branch offices, without sacrificing security or the burden of managing devices
individually.

With this integration, tunnels are automatically created from SD-WAN routers to the Umbrella cloud, enabling
administrators to create routing policies for DIA while managing security centrally for all Internet bound traffic
across the full SD-WAN network.

Cisco SecureX

Cisco has been on a mission for several years to simplify security. That mission culminated in the launch of the
Cisco SecureX platform, which integrates the entire Cisco security portfolio as well as additional security,
networking, and IT technologies from both Cisco and third parties. It is included with all the Cisco security
products, so once you have one, you can begin using SecureX.

[ N .
’,/— Integrated and = . . Unified in one Maximized
.oii0 open for .- location for operational
simplicity - visibility efficiency
SECURE X
integrations ribbon & sign-on dashboard threat response orchestration device insights
built-in, pre-built never leaves you customizable for what is at the core drag-drop GUI device inventory
or custom maintains context matters to you of the platform for noflow code with the contextual

awareness

Figure 20.
Cisco SecureX
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Cisco SecureX brings together key security technologies considered fundamental for SASE with unified visibility
and control through one console. Highlights include:

« Unified visibility - Experience simplicity with a customizable dashboard that included operational
metrics, visibility into emerging threats, and access to new products in a single click

« Threat Response - Accelerate threat investigations and incident management by aggregating and
correlating global intelligence and local context in one view

o Orchestration - Automate routine tasks using prebuilt workflows that align to common use cases, or
build your own workflows with a no-to-low code, drag-and-drop canvas

« Ribbon and single sign-on - Use the dashboard ribbon for quick access to Cisco SecureX features. SSO
helps share and maintain context around incidents in one location

e« SSO across all Cisco platforms - Easily access all your Cisco Security products, with one set of
credentials, from any device.

Cisco ThousandEyes

With the increased reliance on the internet and cloud services, more networks are outside your ownership or
direct control. Organizations need to ensure the performance and integrity of the underlying transport, even
when you don’t own the infrastructure or control how service providers route traffic.

ThousandEyes Internet and Cloud Intelligence

|ﬁ8%ﬁ

(&)

App Path Internet and BGP route Remote
performance | Visualization WAN health maonitoring worker
experience

Correlated insights to take action

Figure 21.
Cisco ThousandEyes

Cisco ThousandEyes is a network intelligence SaaS platform that allows users to run a variety of tests using
global vantage points to monitor DNS resolution, browser response characteristics, detailed aspects of network
pathing and connectivity, the status of network routing, and VolP streaming connection quality. Highlights
include:

« Reduce Mean Time to Identify and resolve by immediately pinpointing the source of issues across internal
network, ISPs, and cloud and application providers

o Gain successful escalations with service providers based on data that can be easily shared across
internal and external stakeholders

« Eliminate wasteful finger pointing and effectively manage OLAs/SLAs across internal teams and external
providers
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Cisco ThousandEyes Enterprise agents can be deployed natively as a container application on supported Cisco
IOS XE SD-WAN devices to integrate Cisco SD-WAN with Cisco ThousandEyes. The enterprise agent can be
installed and activated through vManage.

SASE Deployment

Connect - Branch Networks

Viptela SD-WAN Introduction

This design guide consists of an ISR4461 pair in the branch site and an ASR1002-X in the data center. The
hardware installation for these appliances can be found in the following guides:

o Hardware Installation Guide for Cisco 4000 Series Integrated Services Routers

o Cisco ASR 1000 Series Router Hardware Installation Guide
For a full list of devices that are compatible with Cisco SD-WAN, see Cisco SD-WAN Device Compatibility.

There are multiple, flexible controller deployment options available for customers. Controllers can be deployed
in a:

¢ Cisco-hosted cloud (recommended): Most customers opt for Cisco cloud-hosted controllers due to
ease of deployment and flexibility in scaling. Cisco takes care of provisioning the controllers with
certificates and meeting requirements for scale and redundancy. Cisco is responsible for
backups/snapshots and disaster recovery. The customer is given access to vManage to create
configuration templates and policies for their devices.

« Managed Service Provider (MSP) or partner-hosted cloud: The MSP or partner is typically responsible
for provisioning the controllers and responsible for backups and disaster recovery.

« On-prem data center: The customer is responsible for provisioning the controllers and responsible for
backups and disaster recovery.

For this design guide, controllers were installed in an on-prem data center that is connected to both the data
center and branch over a WAN interface to mimic the scenario for cloud hosted controllers. For more
information on Cisco’s cloud-hosting subscription for Cisco SD-WAN controllers, see Cisco SD-WAN

CloudOps.

Note: If you plan on using Cisco CloudOps, skip to the section titled ‘Onboard Router into SD-WAN
Fabric’ as the immediate next steps will detail the deployment of the SD-WAN controllers.

SD-WAN Controller Setup (On-Prem)

This configuration example covers the process of installing the SD-WAN controller software images on a
VMWare ESXI instance, establishing the transport and management networks for the three controllers to
communicate, and ensuring that each controller has a valid certificate installed. This guide should be used in
conjunction with the Cisco SD-WAN Design Guide, which provides an overview of the Cisco SD-WAN solution,
including control plane, data plane, routing, authentication, and discusses many WAN edge deployment
considerations and common scenarios.

Step 1. Download the OVA image for vManage, vBond and vSmart.
Step 2. In the ESXI management dashboard, navigate to Virtual Machines and click Create/Register VM.
Step 3. Click Deploy a virtual machine from an OVF or an OVA file.
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#31 New virtual machine

v(ECSTETITINED  Select creation type

2 Select OVF and VMDK files

How would you like to create a Virtual Machine?

3 Select storage

4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

‘ Create a new virtual machine

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

This option guides you through the process of creating a
‘ virtual machine from an OVF and VMDK files.

Back l Next ‘ Finish l Cancel ‘
Step 4. Starting with vManage, enter a name for the virtual instance and select the downloaded file for
vManage.
Step 5. Select the datastore where the VM is going to be stored.
Step 6. Select the VM Network for the controller network and select Thick Provisioning for Data
provisioning. Uncheck Power on automatically.
Step 7. Click Finish.
Step 8. In ESXI, navigate to Networking and click Add port group.

“T% Navigator 1 || €3 EsXi-11.anmcpheelab - Networking
~ EI Host ‘ Port groups ‘ Virtual switches Physical NICs VMkernel NICs TCP/IP stacks Firewall rules
Manage
Monitor / Editsettings | € Refresh | -
N &) Virtual Machines m Name v | Active ports ~  VLANID ~
» 3 Storage m 2] 2 0
£ Networking 15 2] 1 0
Step 9. In the pop-up window, give a meaningful Name and click Add.

Step 10. Navigate to Virtual Machines, right-click vManage and click Edit Settings.

“I% Navigator 5] | (s vManage

v [ Host

" [ Console & Monitor | Poweron @ Shutdown 1§ Suspend ® Restart ||  Edit || G Refresh | &} Actions
anage

Monitor vManage
Guest 0S Red Hat Enterprise Linux 6 (64-bit)
| . (%1 Virtual Machines E Compatibility ESXi 5.0 virtual machine
I i LT TR SN LV
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Step 11. Click Add Network Adapter and select the defined SD-WAN network for Network Adapter 2.
Step 12. Click Add Hard Disk and select New Standard Hard Disk.
Step 13. Update Hard disk 2 to 100GB so vManage has sufficient space to store all controller logs.

@ Edit settings - vManage (ESXi 5.0 virtual machine)

[FVirtuai Hardware | VM Options |

3 Add hard disk MM Add network adapter =) Add other device

» | CcPU .| @

16
» ¥ Memory 32768 MB .

» 2 Hard disk 1 21.000000" GB >

» {3 Hard disk 2 100 GB v

» SCsI Controller 0 v

» MM Network Adapter 1 InternetAccess v Connect
» MM Network Adapter 2 SDWAN v Connect
» M Network Adapter 3 SDWAN v Connect

» [ Floppy drive 1

[ Save H Cancel

Step 14. Click Save.

Step 15. Repeat steps 2-7 for vSmart and vBond, ensuring that the first network adapter is the VM
management network, and the second network adapter is the SD-WAN network.

Note: For this design guide, the controllers were managed over the WAN interface, resulting in Network
Adapter 1 being the WAN interface.

Configure Controller IP Addresses

Step 1. Start all three VM instances for vManage, vBond, and vSmart.
Step 2. Log in to each VM instance using the default username/password (admin/admin).
Step 3. Using the configure terminal command, configure the system with the following:
vManage

system

host - nane vManage

systemip 1.1.1.1

or gani zati on- nane sasecvd
sp-organi zati on- nanme sasecvd
site-id 1

vbond <VBOND_PUBLI C_| P>
conmi t

end
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vSmart

system
host - name vSnart
systemip 1.1.1.2
or gani zati on- nane sasecvd
sp-organi zati on- nane sasecvd
site-id 1
vbond <VBOND PUBLI C | P>
conmi t
end

vBond

system
host - name vBond
systemip 1.1.1.3
organi zati on- nane sasecvd
sp-organi zati on- nane sasecvd
site-id 1
vbond <VBOND PUBLIC | P> | ocal vbond
conmi t
end

Step 4. Once the controllers are setup, configure the transport VPN using the following commands:

vManage & vSmart
vpn O
interface ethO
i p address <PUBLIC_I| P>
no shut
tunnel -interface
al | owservice all
conmi t
exit
exit
ip route 0.0.0.0/0 <PUBLI C_| P_GATEWAY>
conmmi t
end

© 2021 Cisco and/or its affiliates. All rights reserved. Page 21 of 145



vBond

vpn O
interface ge0/0
i p address <PUBLIC_| P>
no shut
tunnel -interface
encapsul ation ipsec
al | owservice all
conmi t
exit
exit
ip route 0.0.0.0/0 <PUBLI C_| P_GATEWAY>
conmmi t
end

Configure Controller Certificates

Controller identity is provided by a Symantec/Digicert or Cisco-signed certificate, or alternatively, an Enterprise
CA certificate. Each controller in the network must have a certificate signed and installed. In addition, the root
certificate chain for the corresponding CA must also be installed on each controller before the controller
certificates can be installed.

For this design guide, an Enterprise CA is used to provide controller certificate authorization. For more technical
guidance on the steps needed to successfully install controller certificates, see Cisco SD-WAN Controller

Certificates and Authorized Serial Number File Prescriptive Deployment Guide.

Step 1. Login to the vManage dashboard by navigating to https://<VMANAGE_PUBLIC IP>:8443 in a web
browser.
Step 2. Navigate to Administration > Settings.

Cisco vManage

[l] Dashboard

Monitor > Manage Users

Configuration Cluster Management

Tools Integration Management

. Root CA Management
Maintenance

Disaster Recovery

VPN Groups

Step 3. Configure the Organization Name to match the one configured on each controller during setup.
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= Cisco vManage () Select Resource Groupw Administration - Settings O = 08

Administration Settings

Step 4. Enter the vBond IP address with the default port 12346 unless an alternate was configured.
Step 5. Edit the Controller Certificate Authorization and click Enterprise to use a custom Root CA for

signing controller certificates.

Controller Certificate Authorization Enterprise

Certificate Signing by: () Cisco (Recommended) () Symantec (O Manual @) Enterprise Root Certificate

Certificate

MIIDpTCCA02gAwWIBAgIBATANBgkghkiGOWOBAQsFADBcMQswCQYDVQQGEwJVUZEL
MAKGA1UECBMCQOExCzAJBgNVBACTAINKMRAWDgYDVQQKEwdzYXNIY3ZkMRAWDgYD
VQQLEwdzYXNIY3ZkMQ8wDQYDVQQDEWZSb290QOEWHhcNMExMDIzMDAZODAWWhHCN
MzExMDIzMDAzODAWW]BcMQswCQYDVQQGEwJVUZELMAKGA1UECBMCQOEXCzAJBgGNV
BACTAINKMRAWDgYDVQQKEwdzYXNIY3ZkMRAwDgYDVQQLEwdzYXNIY3ZkMQ8wDQYD
VQQDEWZSb290QOEwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWgGEKACIBAQCSFrbO
CH1Z8gTed/ov6+B6aJGPgeDhvPJ11/8P6Fg3BQHK8BOKRIjNdQIkgSkFaaZCDtyR
bugeulfynhmvrFzAjvTAocfz+EICKEXWWGthOfipthOK2RZd TrEFCUZ 1MUcPykNa
wQhohhnXggCU2kn4wboLhW6EtR+IMN/PNCVISAcAUgmPYKAQaWI4i+CLKdhmOoBPK
EILIG/6tsAVRxh3OMawl ISCVD W GuSHMES174cD 41 OHOO1E3DL e

Note: There are many options for creating and signing certificates, and each will work with the SD-WAN
controllers, however, this guide will cover how to do so using the XCA certificate-signing software as it is
available for free.

Step 6. In XCA, select File > New Database and specify a name to create a new .xdb database. Click
Save.
X Certificate and Key management - O X
File Import Token Extra Help
Lol s ists Certificates  Templates ~ Revocation lists
Open DataBase Ctrl+0
Recent DataBases ... 4 New Key
Set as default DataBase -
Close DataBase Ctrl+F4 =
Options Import
Language b Import PFX (PKCS#12)
Exit Show Details
Delete
Step 7. In the Certificates tab, click New Certificate.
X Certificate and Key management - a X
File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
commonMName I
New Certificate
Step 8. In the Source tab, in the Template for the new certificate field, select [default] CA. Click Apply

extensions, Apply subject, and Apply all.
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X Certificate and Key management ? X

Create x509 Certificate ﬁ@\

Source Subject Extensions Key usage Netscape Advanced

Signing request
[[] sign this Certificate signing request vedge-ISR446 1--K9-FLM2422 10NT-1. viptela.com v
Copy extensions from the request Show request

Modify subject of the request

Signing

(® Create a self signed certificate with the serial |1

O Use this Certificate for signing RootCA .
Signature algorithm |SHA 256 &
Template for the new certificate
[default] CA v

lAppiyemnsions] lAppIys.lbject}: Apply all l

o ][ comcel |

Step 9. In the Subject tab, enter the name RootCA in the field for Internal Name. Fill out the remaining
details in correspondence with your organization.

X Certificate and Key management ? X
B \
Create x509 Certificate .
Source Subject Extensions Key usage Netscape Advanced
Distinguished name
Internal name IRootCA I organizationName Isasecvd I
countryName IUS I organizationalUnitName Isasecvd I
stateOrProvinceName |CA | commonName |RootCA |
localityName |SJ | emailAddress | |
Type Content Add
| Delete
[
Private key
[ = [ used keys too [Generate a new key'
[ o ]| conce
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Note: The organizationName and organizationalUnitName fields must be identical and should match the
organization name configured previously in each of the controllers, as well as the vManage dashboard.

Step 10. Click Generate a new key. Click Create and OK.

Step 11. After the certificate has been created, select it, and click Export to save the certificate in PEM (.crt)
format.

# X Certificate and Key management - O X
File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
commonName
RoOtCA l New Certificate ]
l Export |
X Certificate and Key management ? X j
: = [l
Certificate export )
Name [RootCA | ]
Filename IC:AJsers/anmcphee/DownIoads‘RootCA.crt I E ‘ :l
]
PEM Text format with headers
Export Format
PEM (=.crt) v
v
€| [ox || concel
Step 12. Using a text editor, or terminal window, open the file and copy all the certificate text, including the
Begin Certificate and End Certificate line.
Step 13. In the vManage console, paste the contents of the root certificate into the setting for Controller

Certificate Authorization. Click Import & Save.

Certificate Signing by: () Cisco (Recommended) (O Symantec (O Manual @) Enterprise Root Certificate

Certificate

MIIDpTCCA02gAwWIBAgIBATANBgkghkiGIWOBAQsFADBcMQswCQYDVQQGEwJVUZEL
MAKGA1UECBMCQOExCzAJBgNVBACTAINKMRAWDgGYDVQQKEwWdzYXNIY3ZkMRAWDgYD
VQQLEwdzYXNIY3ZkMQ8wDQYDVQQDEwWZSb230QOEwWHhcNM]ExMDIzZMDAZODAWWhCN
MzExMDIzMDAzODAWW]BcMQswCQYDVQQGEwJVUzELMAKGATUECBMCQOEXCzAJBgNV

D/SAQNS5qG01pa6nAgMBAAGjciBWMABGA 1UJEWEB/wQF MAMBAf8wHQYDVROOBBYE
FPF1ij191zbKUoOv+gDKALcJ7HSyMAsGA1UdDwQEAWIBBjARBgIghkgBhvhCAQEE
BAMCAAcwHgYJYIZIAYb4QgENBBEWD3hjYSBjZXJ0aWZpY2FO0ZTANBgkghkiGIw0B
AQsFAAOCAQEADITh9nc20N3vvWhYPsQwlldUmV7ZqBqFJsdwxcZHFjmol+GZfUcY
tk82spo0zdit1TC+kObkwqglKGNAsFAmwIywP1Vo/tTM7Sz6 9AwWtWDWT3Wy6vgqW

(0 set CSR Properties

Import & Save Cancel

Step 14. SSH into vManage using the same IP address and credentials used to login to the vManage
dashboard.

Step 15. Enter the command vshell to enter the virtual shell on vManage.
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Step 16. Enter the command cd /home/admin to navigate to the admin directory.

Step 17. Enter the command vim root.crt to enter the VIM text editor and create a new blank file titled
root.crt.
Step 18. Enter the command i to enter insert mode in VIM and paste the contents of the RootCA certificate

(right clicking the console will copy the contents from the clipboard).

————BEGIN CERTIFICATE

II1DpTCCAo2gAWIBAg IBATANBgkqhk iGIWBBAUSFADBcMUsWCAYDVAUGEWJVUZEL
AkGA1UECBMCOBEXCzAJBgNUBACTAINRMRAWDgYDUQQAREWdzYXN1Y3ZkMRAWDg YD
NOLEwdzYXN1Y3ZkMA8WDAYDVQAADEWZSb298UBEWHhcNM jExMD IzMDAz0DAWHhcN
zExMD IzMDAzZODAWK jBcMUsWCAYDVAAGEWJVUZELMAKGATUECBMCUBEXCZzAJBgNY
AcTAINEMRAWDg YDUQQREWdZYXN1Y3ZKkMRAWDgYDUQOLEWdzYXN1Y3ZkMO8wWDAYD

 k82spo0zditl1TC+kBbkug IKGNAsSF4MWIywP1Vo/tTM75z69AKW j tHDHUT3Hy6ugqUl
Ewsz20Ek31RPzf6CMeSNaSNzCdZ20akBLqULEiR jSLq2BNXs+t718/XebJhfBHLu
kQG/xYWwunBL5ReM19izfvIihlBr 1GMNEY/Md jFazcC jx+Q8vfr+Bgkgq Irg2903
L2rL5x8/Uqu21R6resSH4Pp3p3Etuvl +NiBR2GS5 j56Uv1kAASYEMABArnt4J2SIShB
PHjCYAdhLHq7J3s2Nof0iYfH19VUQiJmMBA==

————END CERTIFICATE

"root.crt" 23 lines, 1327 characters

Step 19. Press esc to exit insert mode in VIM and enter the command to :wq to save the file and close the
VIM editor.

Step 20. Enter the command exit to exit the virtual shell.

Step 21. Enter the command request root-cert-chain install /home/admin/root.crt to install the root

certificate chain.

manage# request root-cert-chain install shomesadmin/root.crt

Step 22. Repeat steps 14-21 for establishing an SSH session with vSmart and vBond to install the root
certificate on each controller.

Step 23. In the vManage dashboard, navigate to Configuration > Certificates and select Controllers.

Cisco vManage Configuration - Certificates

[m] Dashboard > Devices

[~ Monitor > TLS/SSL Proxy WAN Edge List " TLS Proxy

Certificates

Tl configuration

Step 24. Click the three dots at the right of the vManage line to open the options menu for the vManage
certificate. Click Generate CSR to generate a certificate signing request for vManage.
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®  Controller Type Hostname System IP

®  vBond vbond 1113

®  vSman vsmart 1102

®  vManage vmanage 1110

Expiration Date uuid

22 Oct 2022 5:53:00 PM PDT

22 Oct 2022 5:54:00 PM PDT

22 Oct 2022 5:49:00 PM PDT

7b87880-4ff1-4b9d-... Installed

d5669abd-4bec-456¢.

Operation Status

vBond Updated

Site ID Certificate Serial

1 03

799dd469-9822-4f05... vBond Updated 1 04

1 02

vEdge List Status

Sync

Sync

Sync

Device IP

1113

1102

1114

View CSR
View Certificate
Generate CSR
Reset RSA

Invalidate

Step 25.
Step 26.

was downloaded from the vManage dashboard.

X

Step 27. Once imported, right click the name of the CSR and click Sign.
- X Certificate and Key management - m]
File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name
. New Request ‘
JJE‘_ vbond-£7b87880-4££1-4b9d-b1l0c-3e058ads5€6le-0.vip
g vedge-ASR1002-X-SSI16150DLD-1.viptela.com B |
J_v vedge-ISR4461--K9-FLM242210NT-1.viptela.com Import ‘
J“" vedge-ISR4461--K9-FLM242210NU-1.viptela.com Show Details ‘
- vmanage-—< —aad9%-béladc4bed29-0.v|
New Delete |
vsmart-7¢ a996-e8d582459d1d-0.vi,
Import
Paste PEM data
Rename
Delete
Export 4
Transform 4
Sign
Columns ’ /\

Step 28.

Step 29.

extensions, Apply subject, and Apply all.
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Under Template for the new certificate, select [default] HTTPS_client then click Apply

Click Download. Rename the CSR file to match the name of the controller (i.e., vManage.csr)

In XCA, navigate to the Certificate Signing Requests tab and click Import to import the CSR that

In the Source tab, under the field Signing, ensure that the RootCA certificate that was created
earlier is selected as the certificate used for signing.
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X Certificate and Key management ? X

Create x509 Certificate ﬁ@

Source Extensions Key usage Netscape Advanced

Signing request
Sign this Certificate signing request vmanage-d5669ab4-4bec-456c-aadd-b6 1adc4bed29-0. viptela,com \
Copy extensions from the request , Show request ‘

[ Modify subject of the request

Signing
() Create a self signed certificate with the serial 1

@ Use this Certificate for signing :RootCA R

Signature algorithm |SHA 256 v

Template for the new certificate
| [default] HTTPS_dlent -

Apply extensions| | Apply subject| | Apply all \

[Toc || cance

Step 30. In the Extensions tab, to ensure that the certificate becomes valid immediately once installed on
the controller, the time displayed in the Not before window should be updated to be the current time on the
respective controller (the time on the controller can be checked by typing the command show clock on the
command line).

Step 31. Click OK to sign the certificate.

Step 32. In the Certificates tab, click the drop-down arrow to the left of the RootCA certificate generated in
a previous step.

Step 33. Right click the certificate whose name corresponds to the controller for which the certificate is
being signed for and select Export > Clipboard.

X Certificate and Key management - [m] X
File Import Token Extra Help
Private Keys  Certificate signing requests Certificates ~ Templates ~ Revocation lists
Internal name  commonName CA Serial  Expirydate  CRL Exp -
v Agp Roo.. RootCh  Yes 01 2031-10-23 = Esrlisi |
=
Ag# - vbond-£7b. No 03 2022-10-23 Export |
Je# - vedge-ASR. Ne 05 2022-10-23 [ Import ‘
J_v .. vedge-ISR.. No 06 2022-10-23 Show Details ‘
.. vedge-ISR. No 07 2022-10-23
et Delete \
M 02 2022-10-23 )
Pes - 04 2022-10-23 LT S A |
Import PKCS#7 \
Plain View \
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Step 34. In the vManage dashboard, return to the Configuration > Certificates page, click Controllers and
click Install Certificate.

= Cisco vManage Select Resource Groupv Configuration - Certificates O = 0 8

Wan Edge List @ TLS Proxy

Send to vBond

Step 35. Paste the contents of the signed certificate and click Install.

Step 36. After the certificate installation has finished, there will be a message indicating it was successful.
Step 37. Navigate to Configuration > Devices and select the Controllers tab.

Step 38. Click Add Controller and select vBond.

= Cisco vManage () Select Resource Groupw Configuration - Devices O = 60 8

Q. search
Add Controller Change Mode
vBond

vSmart

Controller Type Hostname System-ip site 1D Mode Assigned Template Draft Mode Device Status Certificate Stat... Policy Name Policy Version uuip

Step 39. Enter the vBond public IP address and credentials for logging on to the console.
Step 40. Ensure that the Generate CSR is NOT checked and click Add.
Step 41. Repeat steps 37-40 to add the vSmart controller.

Step 42. Repeat steps 23-36 to generate the CSRs, as well as sign and install the certificates for both
vBond and vSmart.
Step 43. Upon completing the controller setup and certificate installation, the vManage dashboard should
indicate that each of the three controllers are up and reachable.

= Cisco vManage °) Select Resource Groupw

SUMMARY

1 3 1 1
vSmart WAN Edge vBond vManage

Onboard Router into SD-WAN Fabric

In this design guide, all routers that have been added to the fabric are running IOS-XE v17.06.01. The router’s
software image version can be checked by issuing the show version command on the router’s CLI.

This design guide makes use of an ASR1002-X at the data center and the ISR4461 platform in the branch. For
image upgrade instructions see:

o Cisco 4000 Series ISRs Software Configuration Guide
o Cisco ASR 1000 Series Aggregation Services Routers Software Configuration Guide
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Note: If the devices are running an older version of SD-WAN compatible software, the device can be
upgraded through the vManage dashboard. For more information see Manage Software Upgrade and

Repository.

There are several options available to securely onboard SD-WAN edge devices.

o Plug-and-Play (PnP): A Day-zero process that provides a simple, secure procedure to discover, install
and provision Cisco I0S-XE SD-WAN edge devices.

o Zero-Touch Provisioning (ZTP): A Day-zero process that provides a simple, secure procedure to
discover, install and provision vEdge devices.

« Bootstrap deployment: An alternate option to deploy IOS-XE WAN edge devices. The configuration
needed to securely onboard the device is loaded into the bootflash memory (or via USB) which is then
used during initial bootup.

« Manual deployment: WAN edge device is given the bare minimum configuration needed to reach the
vBond SD-WAN controller using the CLI.

For this design guide, a manual deployment was chosen (steps shown below). For more deployment options
see WAN Edge Onboarding.
Step 1. Connect to the router’s console using an admin account.

Step 2. Enter configuration mode by entering config-t and enter the following commands to establish
basic connectivity to vBond

iproute 0.0.0.0 0.0.0.0 <GATEWAY | P>
interface G gabitEthernet0/0/0
i p address <WAN | P> <SUBNET NASK>
no shut
conmi t
end

Step 3. Ping the vBond IP address to test connectivity can be achieved.

Step 4. Once the route is verified, enter the configuration mode again (config-t) and enter the
following command to establish control connections with the SD-WAN controllers.
host nane sasebranch_isr1l
system
systemip 3.1.1.1
site-id 3
organi zati on- nane sasecvd
vbond <VBOND PUBLI C | P>
exit
interface Tunnel O
i p unnunbered G gabit Et hernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node sdwan
interface G gabitEthernet0/0/0
tunnel -interface
col or default
encapsul ati on i psec
conmi t
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end

Step 5. Copy the Root Certificate file that was added to vManage for Controller authentication into the
routers bootflash. For an example see Appendix C.

Step 6. Once the file has transferred, issue the following command
request platform software sdwan root-cert-chain install bootflash: <ROOT CERT FI LENAME>

Note: For the edge router to appear in the devices list on vManage, a valid WAN edge device list will
need to be signed and uploaded to vManage. On vManage 17.x and newer, the WAN edge serial file is a
signed, binary file that can only be obtained through Cisco. These WAN edge serial files can be
downloaded from the Network Plug and Play Connect portal, using a valid Cisco Smart Account. For
information on connecting both the WAN edge devices and the vBond SD-WAN controller to the PnP
Connect portal, see Appendix C in the Cisco SD-WAN Deployment Guide.

Step 7. In vManage, navigate to Configuration > Devices.

Step 8. Click Sync Smart Account.

= Cisco vManage () Select Resource Groupv Configuration - Devices O = 60 &
Q search Y
Change Mode v Upload WAN Edge List Export Bootstrap Configuration Sync Smart Account Add PAYG WAN Edges

Step 9. Enter the Username and Password for the smart account in which the WAN edge devices
and appropriate vBond controller profile exist and click Sync to load the device list into vManage.

Note: For most platforms, such as vEdge or the ISR 4000 series I0S-XE devices, no further configuration
is needed to authenticate to the network. However, this design guide consists of the ASR1002-X platform
which does not contain a SUDI certificate for automatic authentication by the controller network. To
authenticate the ASR device, the user has the option of generating a bootstrap configuration which
contains a one-time password to use at bootup, or, as this design guide will show, make use of an
Enterprise CA.

Note: The following steps are only required if using Enterprise CA for Hardware WAN Edge Certificate
Authorization.

Step 1. In vManage, navigate to Administration > Settings.

Step 2. Next to Hardware WAN Edge Certificate Authorization click Edit.

Step 3. Click Enterprise Certificate and paste the RootCA used to sign the Controller Certificates in
the previous section.

Hardware WAN Edge Certificate Authorization Enterprise

Security:  (0) On Box Certificate(TPM/SUDI Certificate) @) Enterprise Certificate (signed by Enterprise CA)
Enterprise Root Certificate

MIIDPTCCA02gAWIBAGIBATANBgkghkiGIWOBAQsFADBEMQswCQYDVQQGEWJVUZEL
MAKGA1UECBMCQOEXCzAJBgNVBACTAINKMRAWDGYDVQQKEWdzYXNIY3ZKMRAWDGYD
VQQLEwdzYXNIY3ZkMQ8wDQYDVQQDEWZSb290QOEWHhcNMJEXMDIZMDAZODAWWHCN
MzExMDIzZMDAZODAWW]BCMQswCQYDVQQGEWJVUZELMAKGA 1UECBMCQOEXCZAJBGNY
BACTAINKMRAWDgYDVQQKEwdzYXNIY3ZkMRAWDGYDVQQL EwdzYXNIY3ZkMQSwDQYD
VQQDEWZSb290QOEWggEIMAOGCSqGSIb3DQEBAQUAAAIBDWAWGGEKACIBAQCSFrbO
CH128gTed/ov6+B6aJGPgeDhvPJ11/8P6Fg3BQHKBBOKRINAQIkgSkFaaZCDtyR

L £ L Sz Bk EXAANAIGEE Ot h QK 2D 74T EECIIZ ML LCDUL S

Step 4. Navigate to Configuration > Certificates.
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Step 5. Click the three dots at the right of the WAN edge device and click Generate Device CSR.
Step 6. Download the CSR. Make sure the name matched the edge device.

Step 7. In XCA, navigate to the Certificate Signing Requests tab and click Import to import the CSR
that was downloaded from the vManage dashboard.

Step 8. Once imported, right click the name of the CSR and click Sign.

Step 9. In the Source tab, under the field Signing, ensure that the RootCA certificate that was created
earlier is selected as the certificate used for signing.

Step 10. Under Template for the new certificate, select [default] HTTPS_client then click Apply
extensions, Apply subject, and Apply all.

Step 11. In the Extensions tab, to ensure that the certificate becomes valid immediately once installed
on the controller, the time displayed in the Not before window should be updated to be the current
time on the respective controller (the time on the controller can be checked by typing the command
show clock on the command line).

Step 12. Click OK to sign the certificate.

Step 13. In the Certificates tab, click the drop-down arrow to the left of the RootCA certificate
generated in a previous step.

Step 14. Right click the certificate whose name corresponds to the controller for which the certificate is
being signed for and select Export > Clipboard.

Step 15. In the vManage dashboard, return to the Configuration > Certificates page and click Install
Certificate.

Step 16. Paste the contents of the signed certificate and click Install.

Step 17. After the certificate installation has finished, there will be a message indicating it was
successful.

Step 18. Repeat for all WAN edge devices.

St.. Device Model Chassis. Number Serial No./Token Enterprise Cert Serial No Certificate Expiration Date Subject SUDI serial # Hostname System IP 1P Address

@ ASR1002-X ASR1002-X-SS116150DLD DA23B63C NA Oct 21 04:26:27 2031 UTC - sasecampus... 2.1.1.1 FARRI
@ ISR4461 ISR4461/K9-FLM242210NT 05450607 06 Oct 23 16:17:00 2022 UTC FLM242210NT sasebranch... 3.1.1.2 3112

@ ISR4461 ISR4461/K9-FLM242210NU 05450677 07 Oct 23 16:18:00 2022 UTC FLM242210NU sasebranch... 3.1.1.1 3.1

Verify Control Connections

Step 1. In the vManage dashboard, navigate to Dashboard > Main Dashboard.
Step 2. Check for information on overall fabric health such as Control Status and Site Health
indicators.
Control Status (Total 4) Site Health (Total 2)
Control UD 4 WAN Connectivity Site
@ Full WAN Connectivity 2
Partial
A Partial WAN Connectivity 0
Control Down 0 No WAN Connectivity 0
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Configuring Devices using vManage Templates

Device templates define a device’s complete operational configuration. A device template consists of several
feature templates. Each feature template defines the configuration for a particular Viptela software feature.
Some feature templates are mandatory, indicated with an asterisk (*), and some are optional. Each mandatory
feature template, and some of the optional ones too, have a factory-default template. For software features that
have a factory-default template, you can use either the factory-default template or you can create a custom
feature template.

For this design guide, two device templates are created. One device template is used to configure the ISR 4461
pair at the branch and will be configured to connect to both the default color tunnel for controller connectivity
and Data Center network access, and a SIG breakout tunnel for internet connectivity. The second device
template will be configured to only connect to the default tunnel, where its connected subnets are advertised to
connected sites.

/"
Internet | |
vBond

I

vSmart |

I

vManage |

s . J
r— — - N
I I I I
I I I I
| ISR4461_1 ISR4461_2 | | ASR1002_X_1 ASR1002_X_2 |
I I I I
I I I I
I I I I
: 192.168.129.0/24 : : 192.168.128.0/24 :
Branch _ _ __ __ __ J e _ _ J

Figure 22.
Cisco SD-WAN deployment

Configuration Template for vSmart Controller

After the Cisco vBond Orchestrator authenticates WAN edge devices, vBond provides the WAN edge devices
information to connect to vSmart. A Cisco vSmart Controller controls the flow of data traffic throughout the
network via data and application-route policies. For the vSmart controller to function, it must be configured by a
vManage device template.

The following configuration steps is a represents the same configuration that has already been applied to the
vSmart during initialization. Replace the below with the configuration applied to your vSmart.
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Step 1. In the vManage dashboard, navigate to Configuration > Templates and click Feature to
navigate to feature templates.

Step 2. Click Add Template.

Configuration - Templates

Device @

= Cisco vManage () Select Resource Groupw

Q' search

Step 3. Click vSmart > VPN.

ste > Add Template

Select Devices OomMP Security System

Q vsmart

vSmart

VPN VPN Interface Ethernet

Management ~ WAN  LAN

OTHER TEMPLATES

Step 4. Give a meaningful Template Name and Description.

Step 5. Under Basic Configuration, choose VPN 0.

eature Template > VPN > vSmart_vpnO

Device Type vSmart

Template Name

vSmart_vpn0

Description
Basic Configuration DNS IPv4 Route IPv6 Route
v BASIC CONFIGURATION
VPN @ veNo v
Name @~

Step 6. Under IPv4 Route, click New IPv4 Route.
Step 7. Add 0.0.0.0/0 to the Prefix and Add Next Hop gateway.
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v IPV4 ROUTE

‘ New IPv4 Route ‘

[ Mark as Optional Row ()

Prefix @~ 00000

Gateway O NextHop (O Nullo O VPN (O DHCP

Next Hop 1 Next Hop

m et

Step 8. Click Save.
Step 9. Back in the Feature templates section, click Add Template.
Step 10. Click vSmart > VPN Interface Ethernet.

Step 11. Give a meaningful Template Name and Description.

Step 12. Under Basic Configuration, click No Shutdown and the Interface Name for VPN O is ethO.

Feature Template » VPN Interface Ethernet > vSmart_vpnO_interface

Device Type vSmart

Template Name

Description vSmart_vpn0_interface

Basic Configuration Tunnel ARP Advanced

v  BASIC CONFIGURATION

Shutdown @~ Yes O No
Interface Name @~  etho
Description @ -

Step 13. Under IP Configuration click Static and enter the IPv4 Address of the vSmart Controller.

Step 14. Under Tunnel, click On next to Tunnel Interface and leave Color as default.

Tunnel Interface @ v Off

Color @~

Step 15. Click Save.
Step 16. Navigate to Configuration > Templates and stay on the Device tab.

Step 17. Click Create Template > From Feature Template.
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= Cisco vManage () Select Resource Groupw Configuration - Templates O = 0O &
Q search
Create Template v
From Feature Template 5
Total Rows: 5 (5 {5
CLI Template s ‘Z}
Name Descri iption Type Device Model Device Role Resource Group Feature Templates Draft Mode Devices Attached Updated By Last Updated Template Status

Step 18. Under Device Model choose vSmart.

Step 19. Give a meaningful Template Name and Description.

Step 20. Under Transport & Management VPN, choose the newly created template for VPN 0.
Step 21. Under Additional VPN O Templates, click + VPN Interface.

Step 22. Add the newly created template for the VPN 0O Interface.

Transport & Management VPN

VPNO * vSmart_vpn0 - Additional VPN 0 Templates

(® VPN Interface
VPN Interface vSmart_vpn0_interface - 0

VPN 512 * Factory_Default_vSmart_vManage_VP... v Additional VPN 512 Templates

@ VPN Interface

Step 23. Click Create.

Step 24. Once created, click the three dots at the right of the vSmart device template and click Attach
Devices.

vSmart vSmart Feature vSmart SDWAN Edge global 8 Disabled 1 admin 23 Oct 2021 9:2. In Sync
Edit
View
Delete
Copy
Attach Devices
Detach Devices
Export CSV

Change Device Values

Step 25. Choose the vSmart Controller and click Attach.
Step 26. Enter the necessary variables and click Next.
Step 27. Click Configure Devices.

Step 28. After the configuration has finished, there will be a message indicating it was successful.

Basic Configuration Templates

Devices in the overlay network that are managed by Cisco vManage must be configured from Cisco vManage.
Since the basic configuration procedure mimics what has already been shown for vSmart (Create feature
templates > Create Device templates > Attach Device templates to individual devices), the step-by-step
instructions will not be shown. Instead, the feature templates will be shown in the following tables.

Note: Variables marked with [] are device specific variables and must be specified when being attached
to the device. All other variables have been defined as global variables in the template.
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ASR1002-X > Cisco VPN

Template Name asr_vpn0

Description VPN 0 template for ASR1002-X

Basic Configuration

VPN

Primary DNS Address (IPv4)

Secondary DNS Address (IPv4)
IPv4 Route

Prefix

Gateway

Next Hop

ASR1002-X > Cisco VPN Interface Ethernet

192.168.128.3

208.67.222.222

0.0.0.0/0
Next Hop

<WAN GATEWAY>

Template Name asr_wan_interface

Description Ethernet interface template for ASR1002-X WAN port

Basic Configuration
Shutdown
Interface Name
IPv4

IPv4 Address/ prefix-length

Tunnel
Tunnel Interface
Color
NAT
NAT
NAT Type

© 2021 Cisco and/or its affiliates. All rights reserved.

No
GigabitEthernet0/0/0
Static

[vpn_wan_if_ipv4_address]

On

default

On

Interface
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ASR1002-X > Cisco VPN

Template Name asr_vpnl
Description VPN 1 template for ASR1002-X

Basic Configuration

Advertise OMP
Protocol
Protocol
IPv4 Route
Prefix
Gateway

Enable VPN

ASR1002-X > Cisco VPN Interface Ethernet

Connected

Static

0.0.0.0/0

VPN

On

Template Name asr_lan_interface

Description Ethernet interface template for ASR1002-X LAN port

Basic Configuration

Shutdown

Interface Name

IPv4

IPv4 Address/ prefix-length
VRRP

Group ID

Priority

Track OMP

IP Address

No
GigabitEthernet0/0/1
Static

[vpn_lan_if_ipv4_address]

1
[vpnl_if_vrrp_priority]
On

[vpnl_lan_gateway_ip]

Note: The basic feature templates for the ISR4461 are identical to those found above. Repeat the above
templates, but choose ISR4461 instead of ASR1002-X. The only change made in this design guide is the
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Data Center was configured to advertise static routes. Only the connected subnets are advertised in the
branch network.

Verify connectivity between Branch and Data Center by pinging the private subnet of the Data Center from a
device in the Branch network.

Configuration Templates for SASE

Cisco Umbrella auto tunnel support on SD-WAN-enabled WAN edge routers enables redirection of SIG traffic
to the nearest Umbrella Data Center. Auto tunnel is supported on IOS-XE 17.2.1 / Viptela 20.1 or later (I0OS-XE
17.4.1 / Viptela 20.4.1 or later for active/active tunnel pairs).

Step 1.
Step 2.
Step 3.
Step 4.

In vManage, navigate to Configuration > Templates > Feature > Add Template.
Select ISR4461 > Cisco Secure Internet Gateway.
Give a meaningful Template Name and Description.

If running a version with the Tracker (BETA) section, enter a Source IP Address. This will be

disabled in a future step but is required for now.

= Cisco vManage

il
(©]
@

() Select Resource Groupv Configuration - Templates &)

ISR446

@~ 192168.130.1/32

Step 5.
Step 6.

Under Configuration click Add Tunnel (ensure SIG Provider set to Umbrella).

Next to Interface Name, type ipsecl and choose the WAN interface as the Tunnel Source

Interface. Click the Primary radio button next to Data Center.
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SIG Provider Umbrella Zscaler Generic
Add Tunnel
Tunnel Type IPsec
Interface Name (1..255) @ v  ipsecl
Description @ -
Tracker ©~
Tunnel Source Interface @ v  GigabitEthernet0/0/0
Data-Center © Primary (O Secondary

Note: If running a version of code that has the tracker enabled, click the Advanced Options dropdown
menu and change Track this interface for SIG to Off. The tracker feature is out of scope for this design
guide while undergoing beta tests.

Advanced Options v

General
Shutdown ©~ Yes No
Track this interface for SIG @~ On

Step 7. Click Add.
Step 8. Repeat steps 5-7, specifying ipsec2 and connection to the Secondary Data Center.
Step 9. Under High Availability, enter ipsecl as the Active tunnel and ipsec?2 as the Backup tunnel.

Vv High Availability

Active Active Weight Backup Backup Weight

air @ | ipsect v ® @ | ipsec2 v ® o
Step 10. Click Save.
Step 11. In the Umbrella Dashboard, navigate to Admin > API Keys.
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Cisco Umbrella

Reporting

Inve:

Admin

Accounts

User Roles

Log Management

Authentication

Bypass Users

Bypass Codes

API Keys

Step 12. If there is no existing key for Umbrella Management, click Create.
Step 13. Select Umbrella Management and click Create.

Step 14. Copy both the Key and Secret. Note: make sure to store the secret somewhere secure as it will
only ever be shown once.

Step 15. In the vManage dashboard, navigate to Configuration > Templates > Feature > Add
Template.

Step 16. Select ISR4461 > Cisco SIG Credentials.

Step 17. Enter the Organization ID along with the Registration Key and Secret for the Umbrella
Management API.

re Template > C S redentials > sig_credentials
Device Type ISR4461
Template Name
Description sig_credentials

\/ Basic Details

SIG Provider Umbrella Zscaler

Organization ID @~ o

Registration Key @ ~  f6dc2d51163248c39f487a8badz
Secret @~
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Note: To find your Organization ID from Umbrella, navigate to your Umbrella dashboard. The organization
ID is part of the URL: https://dashboard.umbrella.com/o/<ORG ID>/#/

Step 18. Click Save.

Step 19. Navigate to Configuration > Templates > Device and edit the ISR4461 device template.

Step 20. Under Transport & Management VPN > Additional Cisco VPN 0 Templates click + Cisco
Secure Internet Gateway.

Step 21. Add the newly attached Cisco SIG feature template.

Transport & Management VPN

Cisco VPN O * isr_vpn0 - Additional Cisco VPN 0 Templates

@ Cisco BGP
Cisco Secure Internet Gateway sase_umbrella > @

@ Cisco OSPF
A Ot
Cisco VPN Interface Ethernet @

Cisco VPN Interface Ethernet
Cisco VPN Interface GRE

@ Cisco VPN Interface IPsec
@® VPN Interface Cellular

@ VPN Interface Multilink Controller
‘ =1~ @ VPN Interface Ethernet PPPoE

Create Template View Template (@ VPN Interface DSL IPoE

Step 22. Scroll down to Additional Templates and add the Cisco SIG Credentials feature template.

Cisco SIG Credentials * sig_credentials -

- sig_credentials

Switch Port (3) Switch Port v

] »

Create Template View Template

Step 23. Click Update and push changes to the devices.
Step 24. In the Umbrella dashboard, navigate to Deployments > Core Identities > Network Tunnels.

Step 25. Check the Tunnel Status is Active between the devices.

?EES;SY?Di“STVFT“”"‘e 10 Viptelackdge @ Active €6701798-78¢1-43ad Los Angeles, California Established Just Now
STESSYSIXXIXIFTUMENO--  viptela cEdge @ Active  0863624a-f9d3-dec2..  Palo Allo, CA - US Established Just Now
?‘VTVE?SYVS;X”TT%‘FT““"‘e 10 Viplelackdge @ Active c4dbdd62-457-4212 Los Angeles, California Established Just Now
STESSYSIXXIXAFTUMENO--  Viptela cEdge @ Active  8afbB456-5751-498C-..  Palo Allo, CA - US Established Just Now

After the tunnels are established, service routes need to be configured to forward traffic through the tunnel.

Step 1. In the vManage Dashboard, navigate to Configuration > Templates > Feature and edit the
feature template for VPN 1.

Step 2. Under IPv4 Route, delete the existing VPN route for prefix 0.0.0.0/0.

v IPv4 ROUTE

‘ New IPv4 Route ‘

Optional Prefix Gateway Selected Gateway Configuration Action

No data available
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Step 3. Under Service Route, click New Service Route.

Step 4. Enter the prefix 0.0.0.0/0 and click Add.

v SERVICE ROUTE
ice Ro

Prefix @~  o0000
Service @~
Step 5. Update the feature template and push changes to the device.

Step 6. Validate connectivity by connecting to an Internet service from a branch side computer and
checking the activity log in the Umbrella Dashboard.

Note: If the tunnel to Umbrella is up, but the traffic is not being redirected through the Umbrella tunnel, try
toggle the NAT configuration. During this lab setup, it was found that the NAT configuration got deleted
unintentionally although the feature template was still configured for it. Deleting NAT and reconfiguring on
VPN 0 re-created the NAT router required for Umbrella connectivity.

Connect - Roaming Workforce

This design guide makes use of Cisco Firepower Threat Defense (FTD) devices to terminate VPN connections.
Other deployment options include the use of the Cisco Adaptive Security Appliance (ASA). For configuration
guidance on the ASA, see Remote VPN Client Load Balancing on ASA 5500 Configuration Example.

AnyConnect

The Cisco AnyConnect Secure Mobility Client software package contains a profile editor for all operating
systems. The only profile editor that will be configured for this guide is the AMP Enabler. For details on the other
editors, including creating Always On VPN profiles for users in untrusted networks, see the Cisco AnyConnect
Secure Mobility Client Administrator Guide.

Step 1. Download and install the stand-alone AnyConnect Profile Editor for Windows. Note: When using a
Cisco ASA as the VPN headend, the Cisco Adaptive Security Device Manager (ASDM) activates the profile
editor when you load the AnyConnect client image on the ASA. This design guide is using an FTD, which has no
native support for the profile editor.

Step 2. In Secure Endpoint cloud, navigate to Management > Download Connector.

Secure Endpoint
Premier

Dashboard Analysis ~  Outbreak Control -~ Accounts -

Quick Start

Dashboard

Computers
Dashboard Inbox Overview Events I Groups
Policies

) Auto-Refresh o

Exclusions

Download Connector
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Step 3. Select the group that this policy applies. Note: If no group exists, navigate to Management >
Groups and click Create Group.

Secure Endpoint
Premier

Dashboard Analysis ~ QOutbres

Download Connector

Group | Select a Group

SASH

SASE Design Guide

Step 4. For both Windows and Mac, click on Show URL and copy them for use in further steps.

Download URL

You can emaill this URL to users so they can download and install the Connector

https://console.amp.cisco.com/install_packages/
'/download?product=WindowsProduct

Step 5. On the windows machine that the AnyConnect profile editors have been installed, open the
AnyConnect AMP Enable Standalone profile editor.
Step 6. Click Install AMP Enabler.
G AnyConnect Profile Editor - AMP Enabler Profile - O *
File Help

AMP Enabler Profile
Profile: Untitled

AMP Mode @i

(C) Uninstall AMP Enabler

Step 7. Paste the URL for both Windows and Mac from step 4. Note: Make sure to remove the Https://
from the copied URLSs.
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“#1 AnyConnect Profile Editor - AMP Enabler Profile
File Help
AMP Enabler Profile
Profile: Untitled
AMP Mode () Uninstall AMP Enabler
Windows Installer https:/f \consale.am.dsca.mmmmal_pad:agesflmsbe-aebmze-boco-ﬁl
Mac Installer https:// \console.an‘n.dsca.com;‘l"ls’ml _padagesmﬁaua?fqae4ma%gﬂl
Windows Options (] Add To Start Menu
[] Add To Desktop
[] Add To Context Menu
| Save | | Reset |
Step 8. Click Save. Note: If you press Check beside each URL and Invalid entry is returned, copy and

paste the link into any browser and check if the file successfully downloads. There is an error with the tool.

Duo Authentication Proxy

The Duo Authentication Proxy is an on-premises software service that receives authentication requests from
local devices and applications via RADIUS or LDAP, optionally performs primary authentication against your
existing LDAP directory or RADIUS authentication server, and then contacts Duo to perform secondary
authentication. The Duo Authentication Proxy is used in this guide to facilitate MFA for VPN connectivity.

The configuration of the proxy may differ depending on the application you wish to protect and the environment
that it is being run in. This design guide used Cisco FTD VPN with AnyConnect - Install the Duo Authentication
Proxy when installing and configuring the proxy. The proxy is installed on an Ubuntu virtual machine and primary
credentials are checked against Active Directory. The configuration can be seen below.

[ad_client]

host =ad. sasecanpus. com

servi ce_account _user nane=adni ni strat or
servi ce_account _passwor d=XXXXXXXXXXXXXX
sear ch_dn=DC=sasecanpus, DC=com

[radi us_server _aut o]

i key =Dl XXXXXXXXXXXKKXXKX

skey =z SOL XXX
api _host =api - aXXXXXXX. duosecurity.com

radi us_i p_1=192. 168. 128. 6

radi us_secr et _1=XXXXXXXXXXXXXX

fail node=saf e
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I ——————————
client=ad_client
port=1812

Cisco Secure Firewall - Firepower Threat Defense (FTD) VPN

Cisco Firepower Management Center (FMC) provides a remote access VPN policy wizard to guide you through
the required minimal steps to configure the policy. Before you start, complete the following pre-requisites to
ensure the configuration elements are in place for use in the policy wizard.

AnyConnect Client Package

Step 1. In Cisco Software Central, download the AnyConnect Headend package for Windows and Mac.
Step 2. In FMC, navigate to Objects > Object Management > VPN > AnyConnect File.
'Icllls'élc;' Fweﬁpowerql\{l?nag?ment Center Overview Analysis Policies Devices Objects AMP Intg
LDJeCts [ VDjeCT Management
Interface . .
. AnyConnect File Object Management
Key Chain Intrusion Rules
Network File objects represent files used in configurations, typically for remote acct . - |
> PKI
Policy List
Name
Port
> Prefix List AC-4.10-macos
Route Map AC-4.10-win
> Security Intelligence
AC48
Sinkhole
SLA Monitor AC49-MACOS

Time Range AMP_Enabler_SASE

Time Zone
breachdefensevpn.xml

Tunnel Zone
URL NVM-Splunk
Variable Set

VLAN Tag
~ VPN test-profile

SASE_VPN_Profile

AnyConnect File UmbrellaRoamingSecurity
Certificate Map

Step 3. Click Add AnyConnect File.
rilualy. Fireqov??r Mgnageign‘ent Center o view  Analysis  Policies  Devices  Objects  AMP  Intelligence
r:r:;:" AnyConnect File Add AnyConnect File
Step 4. Give a meaningful name to the AnyConnect File, add the headend package using the Browse

button, and on the File Type dropdown menu click AnyConnect Client Image.
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Add AnyConnect File Q

Name:*
| AC-4.10-win |

File Name:*

| anyconnect-win-4.10.01075-webdeploy | l Browse..

File Type:*
| AnyConnect Client Image v |
Description:
=3
Step 5. Repeat for all headend packages that have been downloaded.
Umbrella Roaming Security Module
Step 1. In Umbrella, navigate to Deployments > Roaming Computers and click Roaming Client.
Cisco Umbrella Deployments / Core Identities
N
asco Roaming Computers e m"?mm s;
Roaming Computers are those that are protected by either the Umbrella Roaming Client, or the Umbrella Roaming Security module for AnyConnect. This area of the Dashboard gives you the ability to deploy and manage your Roaming
Core Identities Computers. To deploy either agent type, click the * Download" button in the upper-right. Once installed, use the search to find computers and check the status of your clients. Each Roaming Computer can be expanded for more
detail about its state and tags can be added to group computers together.
I D ‘ Q search Advanced Vv ‘
Step 2. Under AnyConnect Umbrella Roaming Security Module, click Download Module Profile.

AnyConnect Umbrella Roaming Security Module

Cisco AnyConnect can be configured to enable an Umbrella Roaming Security
module which provides similar functionality to the roaming client. There are many
deployment options, and each reguires the customized profile downloaded below.
For full documentation, read here.

Download Module Profile

@ The Umbrella module requires AnyConnect for Windows or macO3, version
4.3 MR minimum. 4.3 MR4+ is recommended.

The AnyConnect 4.x client download can be found here (requires contract).

Duo Authentication Proxy

Step 1. In FMC, navigate to Objects > Object Management > AAA Server > RADIUS Server Group.
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'Iclllsl;:lc;l .F.:lrepow.er Management Center Overview Analysis Policies Devices Objects AMP Intelligence
—
/ AAA Server RADIUS Server Group |  Obiect Management
RADIUS Server Group Intrusion Rules
= - - RADIUS Server Group objects contain one or more references to RADIUS | re used to au
Single Sign-on Server
Step 2. Click Add RADIUS Server Group.
"l'sélo' FY[VGPVOV\HJGKMHHHQ?TEH[ Center Overview Analysis Policies Devices Objects AMP Intelligence
1 Objects / Object M; 'ment
/ BA S RADIUS Server Group
RADIUS Server Group
Single Sign-on Server RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in through Remote Access VPN conne

Step 3. Give a meaningful name to the server group and add the IP Address/Hostname where the Duo
Authentication Proxy resides.

Edit RADIUS Server Group (7}

Name:*
| SASE-CAMPUS-DUO-PROXY |

Description:

Group Accounting Mode:

| Single v |

Retry Interval:* (1-10) Seconds
L 10 |

Realms.

M |

(] Enable authorize only

[ ] Enable interim account update

|:| Enable dynamic authorization

RADIUS Servers (Maximum 16 servers) —+
IP Address/Hostname

192.168.128.4 r

L 1]

Step 4. Click Save.

VPN Address Pool

Step 1. In FMC, navigate to Objects > Object Management > Address Pools > IPv4 Pools.
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alial, Firepower Management Center

c1s€o  Objects | Object Management Overview Analysis Policies Devices Objects AMP Intel
———
> AAA Server IPv4 Pools I Object Management

» Access List

IPv4 pool contains list of IPv4 addresses, it is used for diagnostic interface

Intrusion Rules

# Address Pools

IPv4 Pools

Step 2. Click Add IPv4 Pools.

Al Firepower Management Center
Cisco Object:

s | Object Management

Overview Analysis Policies Devices Objects AMP Intelligence

> AAA Server IPv4 Pools

> Access List
IPv4 pool contains list of IPv4 addresses, it is used for diagnostic interface with clustering, or for VPN remote access profiles

~ Address Pools

IPv4 Pools

Add IPv4 Pools

Step 3. Give a meaningful name to the address pool and add the IPv4 Address Range you wish to assign

to VPN users.

Edit IPv4 Pool (2}

Name*
[ ISASE-CAMPUS-VPN-POOL ]

IPv4 Address Range*
| 192.168.128.50-192.168.128.99 |

Mask
| 255.255.255.0 |

Description

Allow Overrides

. Configure device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

Step 4. Click Save.
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|
VPN Split Tunnel List

Step 1. In FMC, navigate to Objects > Object Management > Network.
'Icllls'éloh Flr_eﬂpower“M?na???“lem Center Overview Analysis Policies Devices Objects AMP Intel
> AAA Server Network Object Management
P et Intrusion Rules
i Do A network object represents one or more IP addresses. Network objects a . ud
i searches, reports, and so on.
Application Filters
AS Path Name
Cipher Suite List
10_0_0_1
Community List
> Distinguished Name 10011
DNS Server Group 10_0_2_253
> External Attributes
10_0_2_254
File List
> FlexConfig 10_0_5_254
Geolocation
any
Interface
Key Chain TLFEE
Network any-ipv6
Step 2. In the Add Network drop down, click Add Object.
'é‘l‘s';g' Fi_repov}fﬂ Managen_’_]'em Center Overview Analysis Policies Devices Objects AMP Intelligence
Y BEEETED Network Add Network v
> Access List
D ATy }:ezfxggkrzzjsrct;rzﬁ::?;i one or more P addresses. Network objects are used in various places, including access control policies, network variables, intn Add Object es)
Application Filters ‘ ‘ Import Object
Add Group
AS Path Name Value
Step 3. Add the Network subnet that you would like roaming users to reach through the tunnel. In this

design guide, roaming users will only use the VPN tunnel to access private applications, all other traffic will be
sent through Umbrella.

Edit Network Object @

Name
SASE_Campus_Subnet

Description

Network
Host Range (@ Network FQDN

192.168.128.0/24

Allow Overrides

) I
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Step 4. Repeat for each subnet or host that you would like to be reachable by roaming users.
Step 5. Navigate to Objects > Object Management > Access List > Standard.
alialn F[repower Man?gemem Center Overview Analysis Policies Devices Objects AMP Intelligence
c1sco  Objects /| Object Management
—
> AAA Server Standard I Object Management
< Access List Intrusion Rules
Extende An access list object, also known as an access control list (ACL), selects t. ill apply. Sta
xtended . :
when configuring particular features, such as route maps.
Standard
> Address Pools Name
Step 6. Click Add Standard Access List.
"(ll‘s""o" FIFepOVg?gCM? ge;?[em Center Overview Analysis Policies Devices Objects AMP Intelligence
s Standard
~ Access List
Step 7. Give a meaningful name to the split tunnel and add the network object(s) from the previous steps.
Edit Standard Access List Object 7]

Name
SASE_Campus_TunnelList |

v Entries (1)

Sequence No Action MNetwork

1 © Allow SASE_Campus_Subnet |

[] Allow Overrides

Step 8. Click Save.
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Remote Access VPN Policy Wizard

The Remote Access VPN Policy wizard in the Firepower Management Center can be used to quickly and easily
set up SSL and IPsec-IKEv2 remote access VPNs with basic capabilities. Then, enhance the policy configuration
if desired and deploy it to your Firepower Threat Defense secure gateway devices. For this deployment guide, it
is assumed that all the above pre-requisites have been completed before getting to this point.

Step 1. In FMC, navigate to Devices > VPN > Remote Access.
Al Firepower Management Center ) : . ) : )
C1Sco  Devicws / VPN | Remots Access Overview Analysis Policies Devices Objects AMP Intelligence
I
Device Management QoS
Device Upgrade Platform Settings
Name Status NAT FlexConfig c
| Certificates |
Targeting 1
RA_VEN Up-to-dal VPN
SASE_Campus_RA_VPN B*:?&tjggl Site To Site §
Remote Access
Dynamic Access Policy
Troubleshooting
Step 2. Click Add.
'é'.';'é'o" :Fi'e:?f)ws' “gf?_??iﬂ?m Center o ovew Analysis Policies Devices Objects AMP Intelligence Deploy o, € %+ @ adminv

Step 3. Add a meaningful name and click the FTD(s) that this policy will apply. Click Next.

Al Flreprowrerr\\/iléna.garﬁenl Center o view  Anaysis  Poicies  Devices  Objects  AMP inteligence Deploy o, € ¥ @ admif

Remote Access VPN Policy Wizard

oPnllcyAss\gnmenl 2 | Connegtion Profile 3 AnyConnect 4 Access & Certificate 5 Summary

Targeted Devices and Protocols
Before You Start
This wizard will guide you through the required minimal steps to configure the Remote

| Before you start, ensure the following configuration
Access VPN policy with a new user-defined connection profile.

elements to be in place to complete Remote Access
. VPN Policy.
Name:

| sAsE_campus_RA_VPN | Authentication Server

Description: Configure LOCAL or Realm or RADIUS Server Group
‘ | or SSO to authenticate VPN clients

AnyConnect Client Package
VPN Protocols:
Make sure you have AnyConnect package for VPN
Client downloaded or you have the relevant Cisco

ssL credentials to download it during the wizard

IPsec-IKEv2

Device Interface
Targeted Devices:

Interfaces should be already configured on targeted
Available Devices Selected Devices devices so that they can be used as a security zone
or interface group to enable VPN access.

[ & search | SASE Campus VPN §

NAT_FTD
RA_FTD

SASE Campus VPN

Sandbox_FTD

Cancel =3

Step 4. Under Authentication Server, choose the Duo Authentication Proxy that was configured in a
previous step.
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Al Firepower Management Center

Cisco PN wp Wizard Overview Analysis Policies Devices Objects AMP Intelligence

Remote Access VPN Policy Wizard

1 ) Policy Assignment ° Connection Profile 3 | AnyConnect 4 Access & Certificate 5 | Summary
;3 - + o A ==
Remote AnyConnect Outsde VPN Inside Corporate
User Client Internet Device Resources
AAA

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the
tunnel itself, how AAA is ed and how are They also include user attributes, which
are defined in group policies.

Connection Profile Name:* | SASE_CAMPUS_RA_VPN

I © This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Authentication Method: ‘ AAA Only - ‘

Authentication Server:*

SASE-CAMPUS-DUO-PROXY v ‘ +
(LOCAL or Realm or RADIUS)
E| Fallback to LOCAL Authentication

Authorization Server: Use same authentication server ‘ -+
(Realm or RADIUS)

Step 5. Add the IPv4 Address Pool that was created for VPN users.
.sltllls'él:;' ﬂre?owfr M?T‘?%g‘mem Center QOverview Analysis Policies Devices Objects AMP Intelligence

Remote Access VPN Policy Wizard

(1) Policy °(‘ \ Profile 3 AnyConnect 4 Access & Certificate 5  Summary

Authorization Server: ‘ Use same authentication server v | e
(Realm or RADIUS)

Accounting Server: ‘ v | “+
(RADIUS)

Client Address Assignment:

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool

(] Use AAA Server (Realm or RADIUS only) @

(TJ Use DHCP Servers

Use IP Address Pools

IPv4 Address Pools: ‘ SASE-CAMPUS-VPN-POOL

‘ rd
IPv6 Address Pools ‘ ‘ rd

Step 6. Under Group Policy, click +.

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* DfitGrpPolicy v .

Edit Group Policy

Step 7. Give a meaningful name to the policy.
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Step 8. In the General > DNS/WINS tab, add the DNS server for the internal network. Note: If this network
object does not already exist in FMC, it can be added using the + button.

Edit Group Policy Q

Name:*
| SASE_VPN_Group_Policy |

Description:
General AnyConnect Advanced
VPN Protocols Primary DNS Server:
IP Address Pools | SASE_Campus_DNS_Server v | +
Banner Secondary DNS Server:
DNS/WINS | |+
Split Tunneling Primary WINS Server:
| |+
Secondary WINS Server:
| |+
DHCP Network Scope:
| Y|+

Only network object with ipv4 address is allowed (Ex: 10.72.3 5)

Default Domain:

Cancel Save

Step 9. In the General > Split Tunneling tab, click IPv4 Split Tunneling dropdown and choose Tunnel
networks specified below. Repeat for IPv6 if applicable.

Edit Group Policy (2]

Name:*

| SASE_VPN_Group_Policy |

Description:

Advanced

General AnyConnect

VPN Protocols
IP Address Pools
Banner
DNS/WINS

Spilit Tunneling

IPv4 Split Tunneling:

I unnel networks specified belowgg l

Allow all traffic over tunnel

Tunnel networks specified below

Exclude networks specified below

SEITC TUTIST NGOl Rk LISt TypPe-

a Standard Accecs | jst

Extended Accece | ist
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Step 10. Under Standard Access List, choose the Split Tunneling list that was created in a previous step.
This will ensure that only the traffic that has been specified will use the tunnel.

General AnyConnect Advanced
|

VPN Protocols IPv4 Split Tunneling:

IP Address Pools | Tunnel networks specified below» |

Banner IPv6 Split Tunneling:

DNS/WINS | Tunnel networks specified below» |

Split Tunneling Split Tunnel Network List Type:
@ Standard Access List  Extended Access List
Standard Access List:
| SASE_Campus_TunnelList v | +

Step 11. Under DNS Request Split Tunneling, click DNS Requests dropdown and choose Send only
specified domains over tunnel.

Spiit Tunneling Split Tunnel Network List Type:

@ Standard Access List Extended Access List

Standard Access List:

| SASE_Campus_TunnelList A |+

DNS Request Split Tunneling
DNS Requests:

I end only specified domains ovey l

Send DNS requests as per split
tunnel policy

Always send DNS requests over
tunnel

Send only specified domains over

tunnel

Step 12. Enter the domain list for the internal network. All other DNS requests will be sent to Umbrella
(when configured).

DNS Request Split Tunneling
DNS Requests:

| Send only specified domains ovev |

Domain List:

Sasecampus.com ‘
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Step 13. Navigate to the AnyConnect tab.

Edit Group Policy

Name:*
| SASE_VPN_Group_Policy |

Description:

General AnyConnect Advanced

Step 14. In the Client Modules tab, click the + button.

General AnyConnect Advanced
—

Profile Download optional client modules to the endpoint. AnyConnect client

requests download from the FTD of only the modules that are configured
here.

Step 15. Under Client Module, choose AMP Enabler and upload the AMP Enabler profile created in a
previous step.

Management Profile

Edit Client Module Q

Client Module

[ AMP Enabler v |

Profile to download
| AMP_Enabler_SASE v| 4

Enable module download

Step 16. Click Enable module download and click Add.
Step 17. In the Client Modules tab, click the + button.

Step 18. Under Client Module, choose Umbrella Roaming Security and upload the Orglinfo.json file
downloaded from Umbrella in a previous step.
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Edit Client Module (7]

Client Module

| Umbrella Roaming Security v |

Profile to download

| UmbrellaRoamingSecurity v| +

Enable module download

Step 19. Click Enable module download and click Add.

Step 20. Click Save on the Group Policy.
Step 21. Click Next on the Remote Access VPN wizard.

Remote Access VPN Policy Wizard

"1 Policy Assignment ° Connection Profile 3 AnyConnect 4 Access & Certificate 5 Summary
Authorization Server: | Use same authentication server v | +
Rea DIUS) o
Accounting Server \ v \ +

(RADIUS)
Client Address Assignment:

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

[T) Use AAA Server (Realm or RADIUS only) @

[C) Use DHCP Servers

Use IP Address Pools

IPv4 Address Pools: ‘ SASE-CAMPUS-VPN-POOL

1PV Address Pools: |

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object

Group Policy:* SASE_VPN_Group_Policy v ‘+

Edit Group Policy

Step 22. Select the AnyConnect Client images that were uploaded in a previous step. Click Next.

AnyConnect Client Image

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download AnyConnect Client packages from Cisco Software Download Center.

Show Re-order buttons ==

|_| AnyConnect File Object Name AnyConnect Client Package Name Operating System
AC-4.10-macos anyconnect-macos-4.10.01075-webdeploy. .. | Mac OS v |
AC-4.10-win anyconnect-win-4.10.01075-webdeploy-k9... | Windows v |
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Step 23. On the Interface group/Security Zone dropdown, choose the FTD interface that users will access
for VPN connections.

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* ‘ vpn v ‘ +

Enable DTLS on member interfaces

Step 24. In the Certificate Enrollment dropdown, choose the device certificate that will be used to
authenticate the VPN gateway. Note: This design guide used a self-signed certificate that was created using the
+ button.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* | SASE-Campus-VPN-Self-Signed~ | +

Enroll the selected certificate object on the target devices

Step 25. Click Next.
Step 26. Validate the policy information and click Finish.
Step 27. Click Deploy to send remote access policy to the FTD.

Note: While out of scope for this design guide, it is recommended to create access control rules on the firewall
to limit access to VPN users. This can be achieved by using the IPv4 address pool reserved for VPN users and
creating an allow list of services they should be able to reach on the network.

Duo Network Gateway

The Duo Network Gateway allows users to access internal web applications without having to join a VPN. Users
will be able to access the internal web applications after verifying their identity with a first factor and Duo MFA.
For installation and configuration of the DNG see Install Duo Network Gateway.

For this design guide, DNG was installed on an Ubuntu virtual machine and the primary authenticator used was
Duo SSO.

Control - Deployment

Cisco Viptela SD-WAN Security Policy

Cisco SD-WAN offers integrated security, including full-stack multilayer security capabilities on 10S XE routers.
This integrated security provides real-times threat protection where and when it is needed; for branches
connecting to multiple SaaS or laaS clouds, data centers, or the Internet, further accelerating the transition to a
SASE-enabled architecture.

However, this design guide has made the architectural decision to route all internet bound traffic through
Umbrella, and all internal traffic will be sent back to the data center. To simplify the creation and management
of security policies, all internet bound security will be performed by Umbrella, and it is assumed in this guide
that the data center has the necessary security to protect its network and applications.
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Note: This design guide assumes the use of Umbrella as the centralized enforcement point for the branch. Cisco
IOS-XE appliances also have the capability to enforce security at the branch but its usage is out of scope for

this design guide, For more information see Security Policy Design Guide for Cisco I0S-XE SD-WAN Devices.

Cisco Umbrella Security Policy

DNS Policies

Domain name system (DNS) resolution is typically the first step when connecting to a service on the Internet.
Thus, enforcing security at the DNS and IP layers is the first line of defense against threats and is a great way to
stop attacks before users connect to bad destinations.

Step 1. In the Umbrella Dashboard, navigate to Policies > Management > DNS Policies.

Cisco Umbrella

Deployments

Paolicies

Management

DNS Palicies

Step 2. Click Add. Note: Your default policy in Umbrella (bottom of the list) is the catch-all for identities
you haven’t defined a specific policy for. While a new policy will be created that covers all branch and roaming
users, ensure that this policy is defined and enforced for all connections that have not yet been defined.

Cisco Umbrella Policies  Management
© Ui DNS Policies o Q pﬁw
Step 3. Choose which type of access control or threats to block. For this design guide, since we have

access to the full SIG suite of capabilities, we will only Block Threats in the DNS policy. Click Next.
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How would you like to be protected?

Choose which type of access control or threats to block. Your selection will determine what features are available to the policy,
what level of visibility is provided in your reports, and should match how Umbrella is deployed in your environment. For more
information, click here.

Select Your Protection:

B  Access Control
Restrict access with broad category based blocking and/or surgical block and allow destination lists.
(0 Content Category Blacking
Block access to destinations based on content category.
() Apply Destination Lists

Create or modify lists to explicitly block or allow destinations. Note: global block and global allow
destination lists are applied by default.

[0 Application Control

Block or allow access to applications individually or by group.

Block Threats

Secure your network and endpoints using a variety of antimalware engines and threat inteligence.
Security Category Blocking
Ensure domains are blocked when they host malware, command and control, phishing, and more.

File Analysis
Inspect files for malware using signatures, heuristics and file reputation (powered by Cisco Advanced
Malware Protection).

IP-Layer Enforcement
Block threats that bypass DNS lookups by tunneling suspect IP connections. Note: this is only available
for roaming computer identities.

» Advanced Settings

-

Step 4. Select the identity for Roaming Computers. This covers all identities that will be enabled through
the AnyConnect Roaming Module. Branch identities will be added later after building our integration with

Viptela. Click Next.

What would you like to protect?

Select ldentities

| Search Identities 3 Selected REMOVE ALL

All Identities =1 Roaming Computers 3
[C] =1 AD Computers 4 |
(] u AD Groups 15
(] &L AD Users 10
[C] & Chromebooks
] & G Suite OUs
[ & G Suite Users
[ O Mobile Devices

(] /& Network Devices 2

M % Mlakemelon ] b e e e mmmmmm i mmmmmmmmmmmmmmmmmmmmmmmmmmmmmm e mmm N

CANCEL PREVIOUS m

Step 5. On the Security Settings tab, leave as default and click Next.
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Security Settings

Ensure identities using this policy are protected by selecting or creating a security setting. Click Edit Setting to make changes to any
existing settings, or select Add New Setting from the dropdown menu.

Select Setting
Default Settings -
Categories To Block
U Malware

Websites and other servers that host malicious software, drive-by downloads/exploits, mobile threats and more.

v Newly Seen Domains
Domains that have become active very recently. These are often used in new attacks.

U Command and Control Callbacks
Prevent compromised devices from communicating with attackers' infrastructure.

U Phishing Attacks
Fraudulent websites that aim to trick users into handing over personal or financial information.

U Dynamic DNS
Block sites that are hosting dynamic DNS content.

U Potentially Harmful Domains
Domains that exhibit suspicious behavior and may be part of an attack.

DNS Tunneling VPN
U VPN services that allow users to disguise their traffic by tunneling it through the DNS protocol. These can be used to bypass corporate
policies regarding access and data transfer.

U Cryptomining
Cryptomining allows organizations to control cryptominer access to mining pools and web miners.

INTEGRATIONS
— =3
Step 6. Disable File Analysis (File inspection will occur in the web policies). Click Next.
File Analysis

Inspect files for malicious behaviors using a combination of static and dynamic analysis methods, in addition to file reputation and advanced
heuristics.

'::;'. File Inspection
Inspect files for malware using signatures, heuristics and file reputation (powered by Cisco Advanced Malware Protection).

CANCEL PREVIOUS m

Step 7. This design guide will leave the Block Page as default. To modify, see Customize Block and Warn
Pages. Click Next.

Step 8. Give a meaningful name to the policy and review the configuration. Note: Ensure the Intelligent
Proxy is disabled under Advanced Settings. If there is no option to disable, edit the policy after it has been
saved and the button will appear. Click Save.
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Policy Name
SASE Design Guide

U 4identities Affected U 2Destination Lists Enforced

Edit Identity
Edit

U Security Setting Applied: Default Settings
File Analysis Not Enabled

Edit Disable

U Umbrella Default Block Page Applied
No Content Settings Applied Edit  Preview Block Page
Enable

U Application Setting Applied: Default Settings

Edit Disable

A Advanced Settings
(OI® Enable Intelligent Proxy
Gain visibility into threats, content, or apps by proxying web connections for risky domains.

SSL Decryption
Enabling SSL decryption allows the intelligent proxy to inspect traffic over HTTPS and block custom URLs in destination lists.
Turning on SSL decryption allows HTTPS URL blocking.

Enable IP-Layer Enforcement
Gain visibility into threats that bypass DNS lookups by tunneling suspect IP connections. Note: this is only available for Roaming
Computer identities.

Integrate Cisco Umbrella & Cisco Viptela SD-WAN using API keys

The Cisco 4000 Series ISR acts as a DNS forwarder on the network edge, transparently intercepts DNS
traffic, and forwards the DNS queries to the Cisco Umbrella cloud.

Step 1. In the Umbrella Dashboard, navigate to Admin > AP| Keys.

Step 2. Copy the Legacy Network Devices token (If none exists, click Create).

Cisco Umbrella

© i APIKeys o

Cisco Umbrella generates authentication keys for several types of integrations. These include software, Umbrelia-enabled devices, and Cisco network hardware. Click Create, then specify the type of integration key
you need.

Keys Created:
Umbrella Network Devices ’ ~

Tokens Created!
Legacy Network Devices ~

Network Devices may authenticate directly with your Cisco Umbrella account credentials, or they may authenticate using an API token. You can obtain your API token below (all
devices under your account use the same token). If you wish to revoke access for your current token, use the " Refresh Token” link to obtain a new one.
Check out the documentation for step by step instructions.

Toker

F65470579F 2FOEAE2F 306A6EB7377CB 73] Oct 29, 2021 REFRESH

Step 3. In the vManage Dashboard, navigate to Configuration > Security.

Step 4. Click Add Security Policy > Custom.
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Add Security Policy

Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance
Application Firewall | Intrusion Prevention | TLS/SSL Decryption

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access
Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

Direct Internet Access
Application Firewall | Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security |

TLS/SSL Decryption

Application Quality of Experience
TLS/SSL Decryption

Custom

Build your ala carte policy by combining a variety of security policy blocks

B BEEE

Step 5. Click Next until you get to DNS Security.
Step 6. Click Add DNS Security Policy > Create New.

Security > Add Security Policy
@ Firewall @ Intrusion Prevention @ URL Filtering @ Advanced Malware Protection @ DNS Security

vy

/
4/ o

Configure your DNS direct traffic from your network to the Cisco Umbrella global network.

[ Add DNS Security Policy v

Step 7. Give a meaningful Policy Name.

Step 8. Click Manage Umbrella Registration to Legacy Network Devices API next to Registration
Token.

Step 9. Next to Local Domain Bypass List, add the domain(s) to be excluded from the Umbrella
tunnel.
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Policy Name

Umbrella Registration Status:

Local Domain Bypass List

DNS Security - Policy Rule Configuration O

O Match AllVPN (O Custom VPN Configuration

Target Policy Behavior
AL L ... VPNsAttached: ALL
Domain List: ~ sasecampus. Registration:  Umbrella Defauit
DNS Server:  Umbrella Default -
VPNs
Local Domain Bypass . Umbrella Registration
Action

umbrella

M Configured  Manage Umbrella Registration

sasecampus X

NS S O Unibrelo Defout O Custom NS

Step 10. Click Save DNS Security Policy.

Step 11. Click Next until you get to Policy Summary.

Step 12. Add a meaningful Security Policy Name and Description.

Step 13. Click Save Policy.

Step 14. Navigate to Configuration > Templates > Device and edit the device template for the
ISR4461.

Step 15. Under Additional Templates > Security Policy add the newly created DNS policy.

Security Policy

Cisco SIG Credentials *

Switch Port () Switch Port v

umbrella_dns -
None umbrella_dns

umbrella_dns

Step 16.
Step 17.

Click Update and push changes to the devices.

To verify connectivity, navigate to Deployments > Core Identities > Network Devices in the

Umbrella dashboard. The ISR4461 will show up as a network device and can be used as an identity in
DNS policies.

Q_ Search by device name or serial number.

4 Total

Device Nam: Serial Number Primary Policy Status
mx_default_SJC17-2_-_appliance mx_default_SJC17-2_-_appliance SASE Design Guide © Active
sasebranch_isr1-vpn1 FLM242210NU SASE Design Guide © Active
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Add Cisco Umbrella DNS policy to Cisco SD-WAN network

At this point, DNS policies configured in Cisco Umbrella can now be applied to the WAN Edge devices.

Step 1. In the vManage Dashboard, navigate to Policies > Management > DNS Policies.
Step 2. Select the policy that was created in a previous section and click Edit Identity.
Cisco Umbrella - rotection jed To Sontains ast Modifie
SASE Design Guide ENtS I;o\icy gﬁz‘e:ﬁ;es ? P;\icy Setting t)c; zo,dQO; ~

Overview

Policy Name

SASE Design Guide

[

U 8Identities Affected

U 2Destination Lists Enforced

DNS Policies o
Step 3. Scroll down to Network Devices and select the ISR4461 devices that have been added through
the API.

What would you like to protect?

Select Identities

Search Identities

All ldentities | Network Devices

[ & mx_default_SJC17-2_-_appliance
., sasebranch_isr1-vpn1

.1, sasebranch_isr2-vpn1

(J & vedge-vpn1

7 Selected REMOVE ALL
1 Roaming Computers
5, sasebranch_isr2-vpn1

I, sasebranch_isr1-vpn1

CANCEL SET & RETURN

Step 4. Click Set & Return on the identity page and Save the policy.
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|
\Web Policies

A cloud-based web proxy or SWG provides security functions such as malware detection, file sandboxing and
dynamic threat intelligence, SSL decryption, app and content filtering, and DLP.

There are two parts to configuring the web policy:

o Configuring a ruleset: enable a ruleset by selecting identities and then configuring ruleset settings to
determine protection options for that ruleset.

o Add rules to a ruleset: add rules to set actions (allow, block, and warn) against individual identities and

the destination those identities attempt to access.
Step 1. In the Umbrella Dashboard, navigate to Policies > Management > Web Policy.

Cisco Umbrella

Deployments

Policies

Management

DNS Policies

Firewall Policy

Web Policy
Step 2. Click Add.
Cisco Umbrella Policies / Management
© ik Web Policy e g G‘wﬁ)ﬂms
Step 3. Expand the newly created rule set.
Step 4. Give a meaningful name to the ruleset by clicking the Edit button in the Ruleset Name row. Click

Save.

A Ruleset Settings

Ruleset settings affect the rules within the ruleset and are not applied globally throughout your Web policy. Various settings listed must be configured through their respective components
before being set here.

Ruleset Name ‘ SASE Branch | Save
Step 5. Click the Edit button next to Ruleset Identities.
Step 6. Choose the Identity that this ruleset applies to. For this design guide, the identities chosen were

the Network Tunnels associated with our branch and all Roaming Computers. Click Save.
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Ruleset Identities

You must select ruleset identities for them to be added to this ruleset and have this ruleset enabled.
Identities matching the ruleset can then be evaluated against the rules within the ruleset. This has the
effect of a logical AND between the ruleset identity and the rule identity. Identities are first added to
Umbrella through the Identities page. For more information, see Umbrella's Help.

Search Identities | 4 Selected REMOVE ALL

All Identities | o Roaming Computers 3

() w AD Groups P= SASE Branch

w

() 1 AD Users 10
B = Tunnels 6
[ & Networks 3

%]

o Roaming Computers

CANCEL
Step 7. Next to File Analysis, click Edit.
Step 8. Enable both File Inspection and Threat Grid Malware Analysis.
File Analysis

Inspect files for malicious behavior using a combination of static and dynamic analysis methods, in
addition to file reputation and advanced heuristics. For more information, see Umbrella's Help.
@O File Inspection

Inspect files for malware using signatures, heuristics and file reputation. Powered by Cisco Advanced
Malware Protection.

@) Threat Grid Malware Analysis

Analyze files for malicious behavior using advanced sandboxing with static and dynamic
threat intelligence. Requires File Inspection.

Sandbox Region @

North America A

By checking this box, you acknowledge that once saved you cannot change
your sandbox region.

Step 9. Next to File Type Control, click Edit.

Step 10. Choose the file types to block for this ruleset. For validation purposes, Batch files will be blocked.

For more information, see Manage File Type Control. Click Save.
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File Type Control

Select file types to block for this ruleset. Umbrella checks a file based on its file extension and also uses
a detection engine to evaluate the file and determine its type. For more information, see

Umbrella's Help.

Q_ Search File Types 1 Selected REMOVE ALL

All File Types / Executables bat !

) apk
bat
[ bin
O cai
() com
) an
[ exe
[ nta
O jar
Mis

Step 11. Next to HTTPS Inspection, click Edit.

Step 12. Click Enable HTTPS Inspection. Note: A root certificate is required in any circumstances where
Umbrella must proxy, and decrypt HTTPS traffic intended for a website. For certificate installation see Appendix

A.

HTTPS Inspection
@ Enable HTTPS Inspection

bypass HTTPS inspection, add a Selective Decryption List.

Select how Umbrella handles HTTPS traffic for this ruleset. For more information, see Umbrella's Help.

HTTPS traffic is intercepted and decrypted to provide security and ruleset enforcement at the URL layer,
and visibility into the URL path. By default, HTTPS inspection attempts to decrypt all HTTPS traffic. To

Step 13. Select the Web Selective Decryption List. Note: Umbrella’s Selective Decryption List component
excludes selected content categories, applications, and domains from inspection when HTTPS Inspection is
enabled for a ruleset. For more information on the excluded list for this design guide, see Appendix B.
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SASE Design Guide ~

0 Categories 1 Applications 1 Domains

Office 365 thousandeyes.com

Step 14. Click Save.
Step 15. Scroll back to the top of the policy and click Add Rule.

Contains Applied To Last Modified
~
SASE Branch 4 ldentities 1 Rule Aug 08, 2021

Ruleset Rules

Step 16. Give a meaningful Rule Name. For this rule we will block specified content categories.

Step 17. Under Rule Action, select Block.

Priarity Rule Name Rule Action Identities Destinations
Social Media Block ‘ l © Block No Selections No Selections
Add Identity Add Destination

@ Allow - Security Enforced

Allows selected ruleset identities access to
4 Ruleset Settings destinations unless Umbrella detects a

Ruleset settings affect the rules within the ru security issue.

before being set here.

@ Wwarn
Warns selected ruleset identities before
Ruleset Name allowing access to destinations.
Ruleset Identities @ Block
Blocks selected ruleset identities from v
Block Page accessing destinations.
Tenant Controls O Isolate

Isolates selected ruleset identities’ web
File Analysis requests in a virtual cloud-based browser.

Step 18. Under Identities, click Add Identity and choose the option to Inherit Ruleset Identities. Click
Apply.
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IDENTITIES 1 Selected
(C) AD Groups 155
() AD Users 105
(O] Network Tunnels 6>
(O] Networks 3y
(J) Roaming Computers 3y
@ () Inherit Ruleset Identities @

Step 19.
validation testing, all Social Networking will be selected. Click Apply.

Any Day, Any Time
Change Schedule
No additional configuration applied

114 Applications ...

3 ‘ Social Media Block Edit Destination

‘ | @ Block ‘ Ruleset Identities

Edit Identity

o Ruleset Setti
uleset Settings | Select Application Setting g ‘

Ruleset settings affect the rules within the ruleset and are not applied glebally throt

'ough their respective compenents before being set here.

| Q, social networking ‘

CANCEL SAVE

Under Destinations, click Add Destination and choose an Application Setting to block. For

Ruleset Name SASEE Edit
1 Selected

Ruleset Identities 4 |dent Social Networking 114> Edit

Block Page Umbrel Edit

Tenant Controls Global Edit
Step 20. Rule Configurations will not be used in this design guide. For more policy options, such as
enforcing during a specified time of day, see Add Rules to a Ruleset.
Step 21. Click Save on the rule.

Step 22.

Web policies will be enforced on the first match. To allow specific social media sites, such as

LinkedIn, create an Allow rule and place it above the Block rule. Note: An alternate approach is to modify the
Application Settings for a web policy. This would allow a user to remove LinkedIn from the Social Media

category for a given policy. For more information, see Manage Application Settings.

Any Day, Any Time

Ruleset Identities 2 Applications ...

- . ‘ ® Alow v Change Schedul
B ‘ Hinkedin ‘ Edit Identity Edit Destination enge Schedule )
No additional configuration applied
‘Override Security
- . N fay, Any Time
BE] Social Media Block © Block | Q Linkedin ¥ Any

[ditional configuration applied

< Destinations / A... | Social Networking 1 Selected

o Ruleset Settings
Ruleset settings affect the rules within the ruleset and are not applied globally throl Linkadin 'ough their respective components before being set here.

LinkedIn Posts/Shares

CANCEL SAVE |

Ruleset Name SASEE Edit
Advanced controls (uploads, posts, shares) have no
Ruleset Identities 4 |dent impact in "Allow", "Warn" or "Isolate” rules. ‘ Edit
Block Page Umbrel Edit
Tenant Controls Global Edit
Step 23. At the bottom of the policy, click Close to save the policy.
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Priority Rule Name Rule Action Identities Destinations Rule Configuration

Any Day, Any Time
Bl Social Media Block @ Block Ruleset Identities 1 Category ... No additional configuration ves
applied

> Ruleset Settings

Cloud Firewall Policies

With Cisco Umbrella’s cloud-delivered firewall, all activity is logged, and unwanted traffic blocked using IP,
port, and protocol rules. Rules are automatically applied to any tunnel connected to Umbrella. For this design
guide, the firewall will be used to block any peer-to-peer (P2P) traffic such as BitTorrent. BitTorrent is a P2P
protocol design to transfer files. Since these networks do not use HTTP(s), they would not fall under web traffic
and therefore bypass web inspection.

Step 1. In the Umbrella Dashboard, navigate to Policies > Management > Firewall Policy.

Cisco Umbrella

Deploym

Policies

Management

DNS Policies

Firewall Policy

Step 2. Click Add.
Cisco Umbrella Policies | Management
© &% Firewall Policy e 2
Doployments Use this policy to control network traffic based on IP, port, and protocol. Rules are evaluated from the top down. For more information about Firewall Policy, see Manage Firewall.
Step 3. Give a meaningful Rule Name and apply priority to the firewall rule. Note: Rules are applied

sequentially, with the Default Rule always in the last position.

Rule Details

Provide a name, description, and priority order for the rule. Priority Order positions rules in the Firewall Policy in the order that rules are evaluated and
then applied. Rules are applied sequentially, with the Default Rule always in the last position.

Rule Name Priority Order
SASE Design Guide ‘ ‘ 1 N
Step 4. Under Applications, click Specify Applications from the drop-down menu.
Step 5. Click the + icon in the search bar and navigate down to P2P. Click to Enable.
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Rule Criteria
Specify the protocols, IPs, network tunnels, and ports to be allowed or blocked.

Protocol

‘ Any Protocol % ‘ a PP

Applications REMOVE ALL Applications (2 Results Found)

| @ pep 74>
+ =

‘ Specify Applications ‘
- |

p2p ‘ Any X

statistical-p2p (P2P)

Source Tunnels

o >

Source IPs/CIDRs

e 2
IPs/CIDRs (0)

| Enter IP address using CIDR notation ‘

Step 6. Under Rule Action, click Block Traffic and ensure Logging is Enabled.

Rule Action

Choose Block Traffic or Allow Traffic to specify what happens to traffic matching these Firewall policy rules.

@ Block Traffic
O Allow Traffic

L (@ Logging Enabled
Logs for this firewall rule will be captured in Activity.

@) Firewall Rule Enabled
This rule is active.

Step 7. Click Save.

Intrusion Prevention System

IPS, based on SNORT 3 technology, uses signature-based detection to examine network traffic flows and take
automated actions to catch and drop dangerous packets before they reach their target. AnIPS capability is only
as effective as the cyberattack dictionaries. Umbrella IPS uses extensive signatures (40,000+ and growing) from
Cisco Talos, the largest private security threat intelligence organization in the world.

Step 1. In the Umbrella Dashboard, navigate to Policies > Management > Firewall Policy.

Step 2. Next to Umbrella’s Intrusion Protection System, click Configure.

Policies

Management FILTERS Q Search Firewall Rule names or descriptions

DNS Policies

lbrella’s Intrusion Protection System not configured. Configure it to protect your network from threats or attacks. CONFIGURE

Firewall Policy

Step 3. Click the Intrusion System Mode dropdown menu and choose either Detection or Protection.
Detection mode will not block traffic, only alert on rules. Protection, if a rule is configured to do so, will block
based on IPS detection. This design guide is configured with Detection.
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< FIREWALL POLICY

IPS Settings

To protect against known threats, configure your Intru

Setting
®O) on

Intrusion System Mode

Detection M

Detection
Detect threats in your network that match your
signature database.

Protection
Protect your network from known threats.

Step 4. Click the Apply to IPS Signature List dropdown menu and choose the level of protection required:

« Connectivity Over Security places emphasis on network connectivity and throughput at the possible

expense of security

o Balanced Security and Connectivity attempts to balance network connectivity and security to keep
users secure while being less obtrusive toward normal traffic. Note: This design guide is configured using

Balanced Security and Connectivity

e Security Over Connectivity results in traffic to be inspected more deeply and more rules are evaluated

« Maximum Detection places all emphasis on security, such that network connectivity and throughput are

compromised. Only select this setting when total protection is required
Step 5. Click Save.

< FIREWALL POLICY

IPS Settings

To protect against known threats, configure your Intrusion Prevention System. Choose an Intrusion System mode and then apply an IPS Signature list to it.

Setting
®C) on

Intrusion System Mode

| Detection N

Apply to IPS Signature List

| Balanced Security and Connectivity A4

= - |
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|
Data Loss Prevention

The DLP policy monitors content classified as personally identifiable or sensitive information. When necessary,
content is blocked from an upload or a post. Rules are added to the policy to define what traffic to monitor
(identities and destinations), the data classifications that require monitoring, and whether content should be
blocked or only monitored. For example, an office may want to monitor its network for file uploads that include
credit card numbers, because the uploads are a breach of company privacy and security policies. A rule
designed to monitor the network and uploads to domains can block these files.

Note: HTTPS Inspection must be enabled (see Appendix A for details on the Umbrella root certificate) on the
web policy ruleset where this DLP policy applies. DLP cannot be applied to encrypted traffic. For destinations
that have been excluded from the decryption list, such as Office 365, it is recommended to use an API based
solution such as Cisco Cloudlock or use the DLP policies included in Office 365.

Step 1. In the Umbrella Dashboard, navigate to Policies > Policy Components > Data Classification.

Cisco Umbrella

Management

DNS Policies

Firewall Policy

Web Policy

Data Loss Frevention Policy

Policy Components

Destination Lists

Content Categories

Application Settings

Tenant Controls

Schedule Settings

Security Settings

Block Page Appearance

Integrations

Selective Decryption Lists

Data Classification

Step 2. Click Add.

Cisco Umbrella Polcies / Policy Cor s
alualy, P0I00S ey Componerts
© i Data Classification e e

Add

Step 3. Give a meaningful Data Classification Name.

Step 4. Select Built-in-Data Identifiers and choose the identifiers. For this design guide, Credit Card
Number - Strict is selected. For a full list of identifiers, along with their description, see Built-In Data |dentifiers.
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Additionally, to create custom identifiers such as classified project code names, see Create a Custom
Dictionary.

. : Data Identifier Last Updated
SASE Design Guide 1 Jul 12, 2021 ~
Data Classification Name Description (Optional)
SASE Design Guide ‘ ‘
Selected Data Identifiers
Credit Card Number - Strict >

» Built-in Data ldentifiers

» Custom Data Identifiers

DELETE CANCEL

Step 5. Click Save.

Step 6. Navigate to Policies > Management > Data Loss Prevention Policy.

Cisco Umbrella

Management

DNS Policies

Firewall Policy

‘Web Policy

Data Loss Prevention Policy

Step 7. Click Add Rule.

e Palicies | Management

s’ Data Loss Prevention Policy e

When enabled through its rules, the Data Loss Prevention policy can menitor or block data being uploaded to the web. Data to monitor and block is set through Umbrella’s data
classifications. For more information about the Data Loss Prevention policy, see Umbrella’s Help.

ADD RULE

Step 8. Give a meaningful Rule Name.

Step 9. Choose an Action. This guide will Monitor traffic that matches the DLP policy.
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Action

Choose to monitor or block content for this rule.

& Monitor ~

@ Monitor

Monitor content through destination and
identity traffic.

@ Block
Block content uploads and posts
through destination and identity traffic.

Step 10. Under Identities, select identities that will be monitored. This design guide will monitor all
Roaming Computers and the network tunnel from our Branch.
Identities
Select identities to add them to this rule.
Select Identities
Search Idenities C4Selected ——
All Identities = Roaming Computers
[ = AD Groups == SASE Branch
[0 4 AD Users |
B = Tunnels 6
[ i Networks
- Roaming Computers
Step 11. Under Data Classifications, select the data classification that was created in the previous steps.

Data Classifications

Select data classifications to add them to this rule.

SASE Design Guide EEEN SASE Design Guide

Data Identifiers
Credit Card Number - Strict
DATA CLASSIFICATION
Step 12. Under Destinations, select All Destinations. Note: If blocking traffic, not all destinations are

supported. The level of support for each application can be found at Supported Applications.
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Destinations

Manage destination lists and verified applications for this rule.

® All Destinations
Scans all destination lists and verified applications.

(O Select Destinations
Scans all selected destination lists and verified applications.

Step 13. Click Save.

Remote Browser Isolation (RBI)

RBI protects identities from potential malware and other threats by redirecting browsing to a cloud-based host.
Destinations supported by an RBI add-on can be isolated when added to a rule in a Web policy’s ruleset. When
you add a rule and choose Action > Isolate, the selected destination in the rule will create a remote browser
when users attempt to access those destinations. Instead of blocking identities from the destination endpoints,
a cloud-based browser hosts the browsing session for that destination.

Step 1. In the Umbrella Dashboard, navigate to Policies > Management > Web Policy. We will modify the
policy created in a previous section.
Step 2. Click the policy in which RBI will apply.
Contains Applied To Last Modified

SASE Branch 4 Identities Aug 07, 2021 e
Step 3. Click Add Rule.
Step 4. Give a meaningful Rule Name.
Step 5. Under Rule Action, select Isolate.
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Priority  Rule Name Rule Action Identities Destinations
REI ‘ l O Isolate No Selections No Selections
Add Identity Add Destination
@ Allow - Security Enforced
Allows selected ruleset identities access to
= Social Media Block destirTatifms unless Umbrella detects a
security issue.
@ Warn
4 Ruleset Settings Warns selected ruleset identities before
Ruleset settings affect the rules within the ru allowing access to destinations. d
before being set here.
@ Block
Blocks selected ruleset identities from
Ruleset Name accessing destinations.
Ruleset Identities © Isolate
Isolates selected ruleset identities' web -
Block Page requests in a virtual cloud-based browser.
Step 6. Under Identities, click Add Identity and choose the option to Inherit Ruleset Identities.
Priority Rule Name Rule Action Identities IDENTITIES 1 Selected
() AD Groups 153
REI ‘ ‘ O Isolate Ruleset Identiti¢
Add Identity () AD Users 10
() Network Tunnels 65
] Social Media Block @ Block Ruleset Identiti¢
[ Networks 3>
A Ruleset Settings - [0 Roaming Computers 3y
Ruleset settings affect the rules within the ruleset and are not applied globally throughout y E
before being set here.
!O | Inherit Ruleset Identities @
Step 7. Under Destinations, click Add Destination. For this validation, RBI will be used to access Dropbox

so that if any malware is accidentally downloaded when browsing a cloud storage website, it does not get
downloaded onto the client’s machine. Click Apply.

© 2021 Cisco and/or its affiliates. All rights reserved. Page 78 of 145



Priority Rule Name Rule Action Identities Destinations Rule Cq
Any D

. Ruleset Identities 2 Applications ... Chan
i RBI ‘ ‘ O Isolate V‘ esetid ppication M
Edit v Edit Destination Securi
Chang
. : ) [
2 Social Media Block © Block ‘ Q dropbox I

< Destinations [ A... | Cloud Storage 1 Selected

A Ruleset Settings

Ruleset settings affect the rules within the ruleset and are not applied globally throi Dropbox [

Dropbox Uploads

Ruleset Name SASEE
Step 8. Click Save on the rule.
Any Day, Any Time
o [m o= ] e 2o o o, o
Change Security
Step 9. Click Close on the policy.

Cisco Duo Network Gateway (DNG) Application protection

Since many large organizations already rely on an on-premises Active Directory (AD) server, OpenLDAP
Directory, or a cloud-hosted Azure AD directory to manage their users, Duo offers tools to import users and
groups from those identity stores into Duo, with the option of automatically sending an enrollment email to
every user imported without an attached phone who has a valid email address.

To automatically enroll users from AD into Duo, see Synchronizing Users from Active Directory. For this design
guide, a group called SASECampus was created, and an option was chosen to only synchronize users who
belong within that group.

[ Y| [
—4 - Q Search for users, groups, applications, or devices m Solutions Architecture | ID: 2738-0359-36 Andrew McPhee v

[BEELLEG
Dashboard » Users » Directory Sync

Device Insight

Directory Sync 347 days left

Policies

Applications

Azure Active Directory  Active Directory ~ OpenLDAP
Single Sign-On

Users + Add New Active Directory Sync Q search

Add User

e by ElhEa Name Servers Base DN Sync Phones? Send Enroliment? Last Scheduled Sync (UTC)

Bulk Enroll Users

Import Users DC=sasecampus,DC=co
AD Sync 192.168.128.3:389 No No 19 hours ago

Directory Sync m

Bypass Codes

Now that a group of users has been classified, applications in Duo can be restricted to only allow members of
the group to access.

Step 1. In the Duo Dashboard, navigate to Applications.
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Dashboard

Device Insight
Policies

Applications

Protect an Application

Step 2. Select the application used to enforce 2FA on the VPN.

-'I' Q, Search for users, groups, applications, or devices m

Dashboard
Dashboard > Applications > SASE Campus VPN

SASE Campus VPN

Follow the Cisco Firepower Threat Defense (FTD) Remote Access VPN application instructions [4.

Device Insight
Policies

Applications

Protect an Application

Step 3. Scroll down to the bottom of the page and beside Permitted Groups, click the checkbox for Only
allow authentication from users in certain groups.
Step 4. In the search bar, choose the group(s) that should have access to the VPN. All other users will be
denied.

Permitted groups Only allow authentication from users in certain groups

* SASECampus (from AD sync “AD Sync") (1 user)

When unchecked, all users can authenticate to this application.

Step 5. Click Save.

Step 6. Repeat the process for the application protections for DNG.

='Ie @ Search for users, groups, applications, or devices E Solutions

Dashboard
Dashboard > Applications > SASE Campus - Duo Network Gateway

Device Insight

SASE Campus - Duo Network Gateway

Policies

L See the Duo Network Gateway documentation [ to integrate Duo into your Duo Network Gateway deployment.
Applications

Protect an Application

Permitted groups Only allow authentication from users in certain groups

* SASECampus (from AD sync "AD Sync”) (1 user)

When unchecked, all users can authenticate to this application

The Global Policy in Duo applies to all applications. If certain applications require policy and controls that differ
from the Global policy, you can create a Custom Policy and assign it to those applications (for example, VPN
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policy may allow access from non-trusted devices, but DNG may require Cisco Secure Endpoint). For this
design guide, since we are already restricting policy access at a user level, the Global Policy will be configured
and applied to all applications protected by Duo (i.e., remote access VPN and the Duo Network Gateway).

Step 1. In the Duo Dashboard, navigate to Policies.

Step 2. Click Edit Global Policy.

r 3 )
— 4 I' Q Search for users, groups, applications, or devices m Solutions Architecture | ID: 2738-0359-36 Andrew McPhee v

Dashboard
Dashboard > Policies

Device Insight

Policies iaysin

Duo’s policy engine gives you the ability to control how your users authenticate, from
Applications where, using which types of devices. Policies can be defined system-wide, per

Policies

application, or for specific groups.
Learn more about using policies. [7

This policy always applies to all applications.

Single Sign-On

Users

Groups

Step 3. Under New User policy, click Require enrollment (default).

New User policy
@ Require enroliment
Prompt unenrolled users to enroll whenever possible.

Allow access without 2FA

Allow users unknown to Duo to pass through without two-factor authentication. Users who exist in Duo

and have not enrolled will be required to enroll.

Deny access

Deny authentication to unenrolled users.

This controls what happens after an unenrolled user passes primary authentication.

Step 4. Under Authentication policy, click Enforce 2FA (default).

Authentication policy

@ Enforce 2FA

Require two-factor authentication or enrollment when applicable, unless there is a superseding policy

configured.

Bypass 2FA

Skip two-factor authentication and enrollment, unless there is a superseding policy configured.

Deny access

Deny authentication to all users.

When enabled, this affects all users.

Step 5. Under User location, enter all countries that you expect to receive authentication from and choose
No action from the dropdown list. For all other countries choose Deny access. Note: Access attempts from
Internal Ips and unknown countries will default to “No action”.
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User location

Duo will do a country lookup on the host IP address and can apply actions based on the

country.
| % United States ‘ ‘ No action v‘ G‘)
All other countries ‘ Deny access V‘

MNote: Access attempts from internal IPs (some applications don't report the user's IP) and unknown

countries will default to “*No action.”

Step 6. Under Trusted Endpoints, click Require endpoints to be trusted and Allow AMP for Endpoints to
block compromised endpoints. This allows Duo to block devices that have been deemed to be compromised

by Cisco Secure Endpoint.

Note: To create the integration between Duo and Cisco Secure Endpoint, see Trusted Endpoints - Cisco

AMP for Endpoints.

Trusted Endpoints

A Trusted Endpoint is an endpoint that exists in a management system such as your EAM or
MDM. It can be matched to your management system using Duo certificates or information
provided by Duo Mobile.

Allow all endpoints

@ Require endpoints to be trusted
Only Trusted Endpoints will be able to access browser-based applications.

Allow AMP for Endpoints to block compromised endpoints

Endpoints that AMP deems to be compromised will be blocked from accessing browser-based
applications.

Note: This option only applies to trusted endpoints.

Endpoints will be checked for trustworthiness to aid reporting, but un-trusted endpoints will be allowed.

Step 7. Under Device Health application, choose if you want your application to require the Duo Device
Health application. This allows us to restrict user access for device metrics such as if the device firewall is off or
if a password has not been set on the device. For this design guide, we will click Don’t require users to have

the app. For more information, see Enabling the Device Health Application Policy.

Device Health application

This section only affects applications protected by Duo’s Device Health application.
Learn More (5

‘ macOS Reporting ~

@ Don't require users to have the app (1)

Require users to have the app (1)
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Step 8. Under Remembered devices, click Do not remember devices (default). Remembered devices
allow users to skip subsequent 2FA requests.

Remembered devices

Remembered devices allow users to skip subsequent 2FA requests. Remembered devices can
only be enabled on browser-based applications.
@ Do not remember devices

Users may choose to remember their device for 30 days ~

() Per each application

() For all protected web applications

Step 9. Under Operating systems, leave all settings as default. This section allows us to do version
control, such as forcing users to update their operating system to a specified version or by completely blocking
an operating system from the network.

Step 10. Scroll down to Authentication methods and choose which methods to use for authentication. For
this design guide, only Duo Push and SMS passcodes will be enabled.

Authentication methods

Only allow users to authenticate with:

Duo Push
Duo Mobile passcodes
Phone callback
SMS passcodes
Security Keys (U2F)
WebAuthn
Security Keys (WebAuthn)
Touch ID

Hardware tokens

Step 11. The remaining policies refer to enforcement of specific smartphone features. Smartphone access
is out of scope for this design guide. For more information on configuring these policies, see Policy & Control.

Step 12. Click Save Policy.

Cisco Secure Endpoint

Cisco Secure Endpoint contains a comprehensive database of every file that has ever been seen and
maintains a corresponding good or bad disposition. As a result, known malware is quickly and easily
quarantined at the point of entry without any processor-intensive scanning. For this design guide,
custom policies will not be created, and Secure Endpoint alerts will be triggered using the EICAR file.

NOTE: EICAR is safe to pass around because it is not a virus and does not include any fragments of viral
code. It is a file that has been created for Anti-virus products to react to for test purposes. Cisco
Umbrella also blocks access to this file.

For a more comprehensive analysis of both Secure Endpoint and Secure Malware Analytics, see Cisco
Breach Defense Design Guide.
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SaaS App protection

Cisco Duo Single Sign-On is a cloud hosted SAML identity provider that adds two-factor authentication to
popular clous services like Salesforce and Microsoft 365 using SAML 2.0 federation. This design guide will use
Microsoft 365 for testing and validation.

Cisco Duo authenticates your users using existing on-premises AD credentials and prompting for two-factor
authentication before permitting access to Microsoft 365. The solution requires deployment of the Duo
Authentication Proxy on your internal network to verify primary logon credentials against AD. End users will sign
in and perform 2FA at Duo’s cloud-hosted SSO service, and do not contact the on-premises authentication
proxy servers directly.

For step-by-step deployment, see Duo SSO for Microsoft 365.
Converge - Deployment

Cisco ThousandEyes

Cisco ThousandEyes’ global vantage points are Linux-based software agents that allow users to run a variety of
layered monitoring tests, to gain insight into network and application performance and user experience.

Cloud and Enterprise Agents are hosts containing Cisco ThousandEyes software capable of running instant or
scheduled tests and device discoveries. The main (and almost only) difference between Cloud and Enterprise
Agents is who deploys and manages them. Cloud Agents are deployed by Cisco ThousandEyes, on many
locations across the globe, instantly available for your new tests. Enterprise Agents, on the other hand, are
deployed by you, our customer, in locations of interest (branch offices for example). For this design guide, an
Enterprise Agent will be installed in the branch network.

For step-by-step installation of the ThousandEyes enterprise agent, see installing the enterprise agent. For this
design guide, an enterprise agent was installed as a container on the ISR4461 in the branch network. For

further details see Extended Visibility with Cisco SD-WAN and Cisco ThousandEyes.
Note: Communication between the enterprise agent and the cloud will flow through Umbrella which has been

configured to proxy all web traffic. As a result, the domain for ThousandEyes should be added to the selective
decryption list so communication between agents and dashboard are not proxied.

Add Cisco ThousandEyes to the Selective Decryption List in Cisco Umbrella

Step 1. In the Umbrella Dashboard, navigate to Policies > Policy Components > Selective
Decryption Lists.

Step 2. Click the dropdown button next to the list that is attached to the web policy.
Step 3. In the Domains tab, click Add.
Step 4. Type thousandeyes.com and click Add.
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List Name

SASE Design Guide

0 Categories Selected ADD 1 Applications Selected ADD 0 Domains ADD
Office 365

Domains

| thousandeyes.com |

Step 5. Save the policy.

Endpoint Agents are your Windows or macOS workstations that have ThousandEyes Endpoint Agent software
installed. These agents, whenever they are present in one of the defined networks, collect network and
application layer performance data as your users are accessing websites or applications on configured
domains. In addition to that, Endpoint Agents provide basic support for running scheduled tests. Pulse version
of Endpoint Agents are also available dedicated to running scheduled tests, these can be installed on customer
hosts.

For a step-by-step installation of the ThousandEyes endpoint agent, see installing the endpoint agent. For this
design guide, an endpoint agent was manually installed by directly downloading the agent on to the device. To
install on multiple devices, a group policy can be created in Active Directory.

Cisco ThousandEyes Tests

ThousandEyes tests are classified into categories based on layers of operation:
e Routing Layer tests provide methods for collecting internet routing-related information.
« Network Layer tests measures network performance and path between agent and a target device.
o DNS Layer tests provide record validation and service performance metrics.

« Web Layer tests touch on various web technologies starting from the most basic measurement of
availability of web server all the way up to performing precision transactions on a target.

o Voice Layer tests look at whether a connection can be established, as well as testing the exchange of
packets after the connection is made.
This design guide will focus attention on DNS and Web layer testing.

Step 1. In the ThousandEyes Dashboard, navigate to Cloud & Enterprise Agents > Test Settings.

Cloud & Ente
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Step 2. Click Add New Test.

Step 3. Using the default Web > HTTP Server test, add the URL for Salesforce.

Add New Test

New Test

Layer
Test Type
Test Name

Test Description

Basic Configuration

Routing Network

L= Page Load

Salesforce

Optional

Advanced Settings

s I o

Transaction FTP Server

URL  https://salesforce.com
Interval | 2 minutes v
Step 4. In the Agents drop-down menu, click the Enterprise label and select the ISR4461 installed in the
branch network.
Salesforce . Searching...
Show All | Selected | Enabled  Built-In Labels
Basic Configuration
v North America O Cloud
3 agents g Enterprise
Test Name te-sasebranch-isr4461-1 a —_ )
== Enterprise Cluster
Test Description te-sasebranch-isr4461-2 =
thousandeyes-va-335286 m-n IPv4 Compatible
@ IPv6 Compatible
URL [ Mobile
G Proxied
Interval H Single Homed
Step 5. Additionally, add some Cloud Agent connections for latency comparisons with the branch.
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O, San Jose
= Show All | Selected | Enabled ~ Built-In Labels
Cloud
¥ [=] North America =

7 of 9 agents = Enterprise

San Jose, CA (AT&T) OoE P
ATET zm Enterprise Cluster

San Jose, CA (AWS us-west-1) [ - |Pv4 Compatible
Amazon

San Jose, CA (CenturyLink) oom @ IPv6 Compatible
CenturyLink D Mobile

San Jose, CA (Charter) [N -
Charter (¥ Proxied

San Jose, CA (Comcast) [y -] B single Homed
Comcast

San Jose, CA (Cox) O @ M|
Cox

San Jose, CA (Verizon) O o |
Verizon US

] San Jose, Costa Rica Om

[C] San Jose, Costa Rica - IPv6 O m

Step 6. In the Advanced Settings tab, click the checkbox next to Verify Content.

Desired Status Code Default {2xx or 3xx)
Verify Content Enable

www.salesforce.com

Enter a FOSI|X Extended Regular Expression to match against the content of the response.
Non-matching responses will be marked as errors.

Limit Download Size [_] Enable

Step 7. In the textbox, enter the value www.salesforce.com. Note: This extra validation is added when
sending tests through the Umbrella web proxy. When content is blocked, Umbrella returns a blocked content
page which results in a 200-status code which would normally indicate to the client that the connectivity has
succeeded. We want the ThousandEyes test to fail on policy block, therefore we must check that the content is
valid.

Step 8. Click Create New Test.

Step 9. Repeat for each test. For this design guide, the following additional tests were created
o https://office.com
o https://facebook.com
o https://linkedin.com

o http://app.cvdtest.net:3000 (private application in the data center)
Step 10. To create a DNS test, navigate to Cloud & Enterprise Agents > Test Settings and click Add New
Test.

Step 11. Click the DNS Layer and choose DNS Server as the Test Type.
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Add New Test
New Test
Layer Routing MNetwork m Web Voice
Test Type BT S DNS Trace | DNSSEC

Test Name  Internal DNS Test A

Test Description | Optional

Step 12. Under Basic Configuration, choose a Domain that is commonly accessed by the organization.
Basic Configuration Advanced Settings
Domain | cisco.com IM - A -
Interval 2 minutes e

Step 13. In the Agents drop-down menu, choose the ISR4461 located in the branch network.
Step 14. Enter the DNS Server IP address for the private network.

Agents | 1 of 1 selected hd
DNMS Servers | 192.168.128.3 x % Q Lookup Servers

Alerts Enable

3 of 4 alert rules selected « | Edit Alert Rules

Cancel Run Once Create New Test

Step 15. Click Create New Test.

Step 16. Click Add New Test, but this time choose the Cloud Agent(s) for your region and enter the DNS
Server addresses for Umbrella. This allows us to check the availability of Umbrella outside the local network in
the case that the DNS is failing internally.
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New Test

Layer

Test Type

Test Name

Test Description

Basic Configuration

Domain

Interval

Agents

DNS Servers

Alerts

Routing Network m Web
ONS Trace | DNSSEG

Umbrella DNS Test

Optional

Advanced Settings

cisco.com

2 minutes

T of 416 selected

208.67.222.222 » 208.67.220.220 =

Enable

3 of 4 alert rules selected

Voice

% | Q Lookup Servers

Edit Alert Rules

Run Once Create Mew Test

Note: All tests can be repeated for the endpoint agents located in the network.

Cisco SecureX

This deployment guide will primarily focus on the unified visibility and SSO capabilities of Cisco SecureX, by
demonstrating the integrations it has with other products in the Cisco security portfolio. Other capabilities of
SecureX, such as threat response and the dashboard ribbon can be explored further in the Cisco Breach

Defense Design guide.

Cisco Umbrella

Step 1. In the Umbrella Dashboard, navigate to Investigate > API Keys.
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Cisco Umbrella

Smart Search
Pattern Search

APl Keys

Step 2. Click Create New Token.

nvestigat:

© W& APIKeys o

The Umbrells Investigate AP| |= organzed around the princiles of REST. Our AP iats you gatner resulis from investigate with anything that can send an HTTF reguest, Including cURL and modern ntemet browsers. For mare Infarmation on
Irwestigate REST AR, view Investigate AF1.

AP| Access Tokens

Step 3. Enter a meaningful Title and click Create.

APl Access Tokens © CREATE NEW TOKEN

To create a new APl access token enter a title

Title | SASE Design Guide

CREATE CANCEL

Step 4. Take note of the Investigate API Token.

SASE Design Guide

e |
August 8th 2021, 9:28:30 pm

anmcphee@cisco.com

Step 5. In the Umbrella Dashboard, navigate to Admin > AP| Keys.
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Cisco Umbrella

Deployments

Policies

Reporting

Investigate

Admin

Accounts

User Roles

Log Management

Authentication

Bypass Users

Bypass Codes

AFl Keys

Step 6. If an Umbrella Reporting API Key does not already exist, click Create. Note: Only one instance of
the API Key can exist for each function.

Cisco Umbrella e "c'.'s'élo" API Keys ® 52‘2
Step 7. Under What should this API do? click the Umbrella Reporting audio button and click Create.
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What should this API do?

Choose the API that you would like to use.

O Umbrella Network Devices
Integrate Umbrella-enabled hardware with your organization's networks. This also enables you to create, update, list, and delete identities in Umbrella.

@ voucan only generate one token. Refresh your current token to get a new token.

(O Legacy Network Devices

A Network Devices token enables hardware network devices such as Cisco Wireless Lan Controllers and Cisco Integrated Services Routers 4000 series to integrate with
Umbrella.

@ voucan only generate one token. Refresh your current token to get a new token.

® Umbrella Reporting

Enables APl access to query for Security Events and traffic to specific Destinations

) Umbrella Management
Manage organizations, networks, roaming clients and more using the Umbrella Management API

© ou can only generate one token. Refresh your current token 1o get a new token.

Step 8. Take note of both the Reporting APl Key and API Secret. Note: The secret will only be shown
once. Make sure to store it in a secure location for future use.
Umbrella Reporting Key. i 7 - Created: A

b4965af9f80fdab Aug 8, 2021

The API key and secret here are used to perform AP| requests against your Umbrella organization.

Your Key: b2965 I
Your Secret: cas2« S )

To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick
this box to acknowledge this.

Check out the documentation for step by step instructions.

Step 9. In the Umbrella Dashboard, navigate to Policies > Policy Components > Integrations.
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Cisco Umbrella

DNS Policies

Firewall Policy

Web Policy

Data Loss Prevention Policy

Policy Components

Destination Lists

Content Categories

Application Settings

Tenant Controls

Schedule Settings

Security Settings

Block Fage Appearance

Integrations

Step 10. Click Add.

Cisco Umbrella R e— (o]
6 & Integrations

Add

Step 11. Give a meaningful Integration Name and click Create.

Create a custom integration between Umbrella and other parts of your security stack (e.g. SIEM, threat intelligence platform (TIP), or homegrown systems) using the Cisco Umbrella API to instantly operationalize your threat
intelligence into visibility and enforcement. Learn more | Instructions

‘ SASE Design Guide ‘

Step 12. Click the newly created integration, check the Enable box and click Save.

Name Stats -

o SASE Deslgn Gulde Disablec .

Create a custom integration between Umbrella and other parts of your security stack (e.g. SIEM, threat intelligence platform (TIP), or homegrown systems) using the Cisco Umbredla API to instantly eperationalize your threat
Intelligence into visibllity and enforcement. Learm more

SASE Design Guide

Enable

Create an integration for & custom threat intelligence feed using the Cisco Umbrella AP and the URL below. Instr 5

SEE DOMAINS
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Step 13. Click the integration to display the Custom Umbrella Integration URL.

Step 14. In the SecureX Dashboard, navigate to Integration Modules > Available Integration Modules.
"C|I'SI élc;' SecureX Dashboard  Integration Modules  Orchestration  Administration

My Integration Modules Available Integration Modules

Step 15. Under Cisco Products, search for Umbrella and click + New Module.
'::Ills'::g' SecureX Dashboard  Integration Modules ~ Orchestration ~ Administration
- - . .
[@®) Umbrella DE] Web Security Appliance
Umbrella is Cisco's cloud security product, The Cisco Web Security Appliance (WSA)
enforcing security via DNS and selective proxy. protects your organization by automatically
Threat Response supports multiple Umbrella detecting and blocking web-based threats
functions, which are linked to Threat Respon... before users can click on them.
+ New Module Learn More
© Free Trial + New Module Learn More
Step 16. Enter a meaningful Integration Module Name.
Step 17. Using the values generated in the previous steps, enter the required fields in the Investigate,

Enforcement and Reporting forms.
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Integration Module Name

Umbrella =)

—Investigate
API Token

—Enforcement

Custom Umbrella Integration URL

.......... ®
—Reporting
APl Key
b4 96|
API Secret
.......... m

Request Timeframe (days)
300

<>

Organization ID

d |
Delete Cancel ‘

Step 18. Click Save.

To enable SSO with SecureX in Umbrella, make sure the SecureX account is the same across all environments.
If the user is not in the Umbrella organization, please add it under Admin > Accounts. Once completed, follow
these deployment steps to enable SSO:

Step 1. In the Umbrella Dashboard, navigate to Admin > Authentication.

Cisco Umbrella

Deployments

Poli

Reporting

Adrnin

Accounts

User Roles

Log Management

Authentication

Step 2. Under SAML Dashboard User Configuration, click Configure.
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SAML Dashboard User Configuration

6 Cisco Umbrella supports Security Assertion Markup Language or SAML for logins to the Umbrella dashboard. This allows you to provide single sign-on (SSO) access to Umbrella using enterprise
identity providers such as Okta, OneLogin, Azure and Ping Identity. SAML SSO is available to all Cisco Umbrella dashboard users. For more detailed information, read here.

Status @ Enabled
Provider Cisco SecureX sign-on

DISABLE

Step 3. Select Cisco SecureX sign-on and click Next.

SAML Dashboard User Configuration

Step 10f 3
Select Umbrella SAML Provider

Select the SAML provider you'd like to authenticate users 1o Umbrella.

@ Cisco SecureX sign-on
O PinglD

O Okta

(O OneLogin

O Azure

O Other

Step 4. Click Test Configuration to verify the setup and click Next.

SAML Dashboard User Configuration

Step20of 3

Verify Cisco SecureX sign-on

Using Cisco SecureX sign-on as your SAML provider for Umbrella requires all accounts in this organization to already have existing Cisco SecureX sign-on accounts, and for those accounts to
have the Cisco Umbrella app assigned. You can create Cisco SecureX sign-on accounts and assign the Cisco Umbrella app at https://sign-on.security.cisco.com.

Please verify your Cisco SecureX sign-on account by clicking the " Test Configuration” button below.

© Your SAML settings have been properly configured!

Step 5. Agree to the conditions and click Save and Notify Users.

SAML Dashboard User Configuration

w

Step 3 of

Save and Notify

After clicking 'Save', all users in your organization will be required to use the single sign-on service rather than a password. Umbrella will send an email to every administrative user in the

dashboard, stating their password has been removed from their account.

If you disable the single sign-on service in the future, all users in your dashboard will be emailed a link 1o reset their passwords and their old passwords are not restored.

Block page bypass users will no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

Two step verification with Umbrella is not available when SAML is enabled. Instead, use the two factor options available with your SSO provider.

‘SAVE AND NOTIFY USERS
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Cisco Secure Endpoint

Step 1. In the Cisco Secure Endpoint Dashboard, navigate to Accounts > API Credentials.

Secure Endpoint

Premier

Dashboard LET

Dashboard

AP| Credentials

Step 2. Click New API Credential.

Secure Endpoint & 2 @m e 4. |amn

il o g
SECUR
Premier asco SECURE

Dashboard Analysis~  Outbreak Control ~» Management~ Accounts v

API Credentials

Step 3. Enter a meaningful Application name and choose the desired Scope. Note: This design guide will
only require the Read-only scope, however, the Read & Write scope has been chosen for readers who will also
be using the Breach Defense guide and would like to take response actions with Secure Endpoint. Click Create.

SASE Design Guide

@ Read-only
O Read & Write

Enable Command line
Allow APl access to File Repository download audit logs
An APl credential with read and write SCope can make changes to your

Secure Endpoint configuration that may cause significant problems with
your endpoints.

Some of the input protections built into the console do not apply to the
APL

Step 4. From the API Key Details page, copy both the 3rd Party API Client ID and the APl Key. Note: Do
not close the tab without retrieving these values. The API key is not retrievable once the tab is closed.
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@ The API credentials have been generated. Keep the new API credentials in a password manager or encrypted file.

API Key Details

3rd Party API Client ID
et

API Key
03 4 JE

API credentials (API Client ID & API Key) will allow other programs to retrieve and modify your Secure Endpoint data. It is functionally equivalent to a username and
password, and should be treated as such.

Delete the API credentials for an application if you suspect they have been compromised and create new ones.
Deleting API credentials will lock out any clients using the old ones so make sure to update them to the new credentials.

Your API credentials are not stored in plain text and can only be displayed once. If you lose the credentials you will have to generate new ones.

Step 5. In the SecureX Dashboard, navigate to Integration Modules > Available Integration Modules.
.lclllslil:lc;l SecureX Dashboard  Integration Modules ~ Orchestration ~ Administration

My Integration Modules Available Integration Modules

Step 6. Under Cisco Products, search for AMP for Endpoints (former name to Secure Endpoint) and click
+ New Module.

Ilclllsléloh SecureX Dashboard Integration Modules Orchestration Administration

My Integration Modules Available Integration Modules

Available Integration Modules

Select an integration module you would like to add, or click here to learn more about modules configuration.

‘ Filter by Capability

Cisco Products

AMP for Endpoints Cisco Defense Orchestrator

/ICé manager yo

yolicy changes across

+ New Module Learn More

© Free Trial © Free Trial ‘
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Step 7. Add the 3 Party API Client ID and the APl Key from the previous steps.

Edit AMP for Endpoints Module

@ This integration module has no issues.

Integration Module Name
| AMP for Endpoints B

URL*
‘ https://api.amp.cisco.com v

3rd Party API Client ID*
| c8c8f24fd77e59201f9

API Key*

[ Actin the name of Active User

iministrator credentials. More information is available in our module documentation

Step 8. Click Save.

Note: SecureX SSO was enabled by default for the organization used in validating this design. If SSO is not
enabled under Accounts > Organization Settings in the Secure Endpoint Dashboard, see Enabling Cisco

SecureX Sign-0On for Secure Endpoint.

SecureX Dashboard

Step 1. In the SecureX Dashboard, click Customize.

'IEIIISIll:lolI SecureX D: ion Modules O i Administration

Applications & Integrations e eSS
Step 2. Give a meaningful Dashboard Name.
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Customize Dashboards

My Dashboards

£ SASE Design Guide

Shared Dashboards

No Dashboards

l —+ Create Dashboard ]

Dashboard Name*

SASE Design Guide

Dashboard name is required

Share this dashboard with my organization

Available Tiles
> B AMP for Endpoints (1 selected) Remove All

> B Cisco Tetration - Application-First Workload Pro... Add All

> B Firepower (0 selected) Add All
> [ Private Intelligence (0 selected) Add All
> B Stealthwatch Cloud (0 selected) Add All

> [l Umbrella (1 selected) Remove All

[LEICERIES

Cancel Save

Step 3.
Step 4.

Under Available Tiles, expand both AMP for Endpoints and Umbrella.

Choose the tiles that you would like to add to the SecureX Dashboard and click Save.

SASE Design Guide

1'-:_ P AMP for Endpoints
Summary

0

mA
vy

Computers With Quarantines [4 Computers Compromised [3

Last 24 Hours v =+ () Umbrella

Request Summary

0 26,464
Total Requests [4

Vulnerable Executions C3

Last 24 Hours ~ -

@760
Total Blocked 4
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Validation Tests
Remote Worker to Public Application (SaaS)

Cisco

webex  ¥eslack
Pryr— CISCOSECUREAPPS
an = :
@s'amazon : AT
Dropbox Secure Secure
Google Apps SecureX Endpoint  Malware
Analytics
A 8 ROAMING
ThousandEyes S\S?\;SEN v D@
A OUU OO UUORRRURIUURURURUURRURURUNY JOUSURUUURRORPRRROUORRRR ; AnyConnect

BRANCH : DC
ThousandEyesg
Agent  : AD
Private
Apps
FMC

Figure 23.
Roaming User to SaaS application through Umbrella

\Validation Test #1 - Umbrella Roaming Client successfully installed with AnyConnect

Step 1. On a roaming device from the AnyConnect installation steps, open AnyConnect Secure Mobility
Client.
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Client .

App
anrch the web Cisco AnyConnect Secure Mobility Client
App
X anyconnect Secure - see web results >
£ anyconnect secure mobile client N )
download = Open
= -
o anyconnect secure mobile 3 ) Run as administrator
: | Open file location
£ anyconnect secure vpn »
<1 Ppin to Start
2 anyconnect secure mobility >
= Pin to taskbar
nyconn »
L anyconnect secure cisco @ niostal
£ anyconnect secure client >
2 anyconnect secure mobile client >

£ anyconnect Secure|

Step 2. When on a network other than the office network, verify that Umbrella Roaming is active.

69 Cisco AnyConnect Secure Mobility Client - X

You may need to use a browser to gain access.

[192.168.127.1 | [_connect

Web Authentication Required

Network:
Connected (192.168.129.2)

| wired

System Scan:

Mo policy server detected.
Default network access is in effect.

Roaming Security:
Umbrella is active.

ppe—
40 e
Step 3. Also verify that Cisco Secure Endpoint (AMP Enabler) has been installed as part of AnyConnect.
Step 4. In any browser, navigate to https://welcome.umbrella.com to verify that you are using Umbrella
DNS.
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s Cisco Umbrella - Welcome! X+ e - o X
€ > C @ welcomeumbrella.com x @
Apps Reading I

Support  ContactUs  Login

asco. Cisco Umbrella Product Customers Use Cases Partners Resources Blog Q

& VWelcome to Umbrela!

Your internet is faster, more reliable and better
protected because you’re using Cisco Umbrella.

Validation Test #2 - Umbrella Content Filtering is being applied

Step 1. In any browser, navigate to https://facebook.com. The Umbrella block page should be returned.

- x
% Site Blocked x  + (-] C

« = C @ block.opendns.com/swglserver=swg-nginx-proxy-https-5203 15f3ac00.signginlaxs: ) IOIAISFM 1 MTHLC INjMINTK3OTYifQ.ey)idHWZSIBICHLCAIb3 InljogMjlODIyNiwgIimIpZCIBIDUZOTY INjgxMiwgl... B & & & ¢

asco. Cisco Umbrella

A This site is blocked due to content filtering.

www tiktok com

SorTy, www.lIKIOK Com Nas been blocked by your network agministrator.
This sile was blocked by the Cisco Umnbrella proxy.

> Diagnostic Info

Terms | Privacy Pokicy | Contact

Step 2. In any browser, navigate to https://linkedin.com. Access to the site should be granted.

B Linkedin: Log In or Sign Up x o+ e - © x
« » C @ linkedin.com e * 2
Linkedm Join now signin ) i
»  Welcome to your ¢ I =
. . s
professional community o .
Step 3. In the Umbrella Dashboard, navigate to Reporting > Core Reports > Activity Search.
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Cisco Umbrella

Polic

Reporting

Core Reports

Security Overview

Security Activity

Activity Search

Step 4. In the Filters tab, check the Blocked box under Response and click Apply.

Reporting / Core Reports

Nmie
© e Activity Search

m Q, Search by domain, idg

‘ Q. Search filters

Response Select All

O @ Allowed
© Blocked
[ = Proxied

APPLY

Step 5. Verify the entry for Facebook has been logged.
¢ allP External IP Action Categories Application Application Category Application Protocol Date & Time
192.168.129.2 @ Blocked Application Block, Social Networking Facebook Social Networking Aug 13, 2021 at 1:01 AM
192.168.129.2 @ Blocked Application Block, Social Networking Facebook Social Networking Aug 13, 2021 at 1:01 AM
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\Validation Test #3 - Umbrella DLP Policies have been triggered

Step 1. In any browser, navigate to any cloud storage site. This design guide will use Box.
[ 5456 Devign Guide [ Powered by X | o e - ¢
« C @ ciscoapp.box.com/folder/142936487950 * B &
Q  Search Files and Folders s=- o " I‘clllslélt;l
All Files > SASE Design Guide el @] @ New + Share

Step 2.

Upload a file containing random US credit card numbers. Example below.
6011 1834 5527 3209
Discover
6011 2150 2716 5024
Discover
4328 1373 5449 1554
Visa
5430 3563 9033 0772
MasterCard
6011 0430 8746 4644
Discover
6011 6766 2381 3665

Discover

e
W

MName Updated . Size

Today by Andrew Mcphee

a NOTereditcards. tut

All Files > SASE Design Guide - @

Step 3.

© 2021 Cisco and/or its affiliates. All rights reserved.

In the Umbrella Dashboard, navigate to Reporting > Additional Reports > Data Loss Prevention.
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Cisco Umbrella

O

Deployments

Policies

Reporting

Core Reports

Security Overview

Security Activity

Activity Search

App Discovery

Top Threats

Additional Reports

Total Requests

Activity Volume

Top Destinations

Top Categories

Top Identities

Cloud Malware

Data Loss Prevention

Step 4. An event will be created for the file that was uploaded.
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Reporting / Additional Reports

© i’ Data Loss Prevention

[ FILTERS l ‘ Q search. Advanced v
2 Total Events
Detected v Identity File Name Destination Data Classification
Aug 9, 2021 at 12:05 AM & DESKTOP-839EBF2  NOTcreditcards.txt  Box Cloud Storage  (ETIIEERYIP SASE Design Guide
Aug 5, 2021 at 5:03 PM A DESKTOP-839EBF2  NOTcreditcards.txt  Box Cloud Storage  (EIIIIENTRP SASE Design Guide

Action

@ Monitor

@ Menitor

™ > File Name
NOTereditcards.ixt
exl -
Aug 9, 2021 at 12:05 AM
exl e

Destination URL
fupload-g-fra.app.box.com

Rule Triggered
SASE Design Guide

Application
Box Cloud Storage

Classification

‘SASE Design Guide

Credit Card Number - Strict
Visa XXXX XXXX XXXX 0772 MasterCard XXXX XXX...

Results per page: 50 v 1-2 ¢

>

\Validation Test #4 - Umbrella Remote Browser Isolation

Step 1.

In any browser, navigate to https://dropbox.com (the site chosen for our DLP policy).

B Fites - Dropbox x  +
< C

& dropbox.com/home

%% Dropbox

Home

Dropbox

@ Get27TB (2000 GB) of storage space and powerful tools to secure and safeguard all your personal data. Compare plans

-]
w

® Upgrade account

e a @

Q Search

o X

» 2

x

Step 2.

Step 3.
URL of the opened file.

Download any file.
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The file will download and open in a remote browser, which can be confirmed by looking at the
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https://dropbox.com

@ GetStarted with Dropbocpefl X 4 o
“ (<] ﬂIsa(e.lhq—umbm\\z,mm,uw'.;uu ew/y mu'.1ukNasarrz35333%37536355Q:am«nﬂguorumwwyufs:rsmasmmzmscsusmazz;| LN I T
I et Cisco Umbrella  Get Started with Dropbox par I F

Learn how to get started with Dropbox:

® © ® ®

Keep your Take your stuff Send large Work on files
files safe anywhere files together
~ "\
Step 4. In the Umbrella Dashboard, navigate to Reporting > Core Reports > Activity Search.
Step 5. In the Filters tab, check the Isolated box under Isolate and click Apply.

m ‘ Q_ Search by domain, idd

‘ Q, Search filters

Response Select All

O @ Allowed
[ @ Blocked
[ = Proxied

Warn Page Behavior Select All

O @ Warmned
[0 @ Accessed After Warn

Isolate
© Isolated
Step 6. Verify that the session to Dropbox has been logged.
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Internal IP External IP Action Categorles App App 1Category  App Protocol  Date & Time
192.168.127.2 12.151.35.209 Q Allowed (Isolated) Aug 9, 2021 at 12:09 AM
192.168.127.2 12.151.35.209 © Allowed (Isolated) File Storage Dropbox Cloud Storage Aug 9, 2021 at 12:09 AM
192.168.127.2  12.151.35.209  © Allowed (lsolated)  File Storage  Dropbox Cloud Storage Aug 3, 2021 at 12:09 AM
192.168.127.2 12.151.35.209 Q Allowed (Isolated) File Storage Dropbox Cloud Storage Aug 9, 2021 at 12:09 AM
192.168.127.2 12.151.35.209 © Allowed (Isolated) File Storage Dropbox Cloud Storage Aug 9, 2021 at 12:07 AM
192.168.127.2  12.151.35.209  © Allowed (lsolated)  File Storage  Dropbox Cloud Storage Aug 8, 2021 at 9:06 PM

Validation Test #5 - Intrusion Prevention System

Step 1. Open a command prompt and type the following:

curl http://3.25.228.160/test.emf

Step 2. In the Cisco Umbrella dashboard, navigate to Reporting > Core Reports > Activity Search.
Step 3. Under IPS Signature filters, click Select All and then Apply.
Reporting [ © Isolated
Care Reports
IPS Signature Select None
Security Overview @ Log Ony
Security Activity @ Would Block
@ Blocked

Activity Search

_ APPLY
App Discovery

Step 4. The activity log should show an IPS log that triggered based on a Microsoft emf file download
request.

Request Identity Policy or Ruleset identity @  Destination Internal IP External IP Action Categorles Applicatio >

@X» -~ sASEBranch 146.112.255.50:80 © Allowed (Log Only)
Step 1. In any browser, navigate to https://login.microsoftonline.com and sign into your Microsoft 365
domain.
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http://3
https://login.microsoftonline.com

B® Microsoft

Sign in

cvdtest@sa secampus.cun“

Mo account? Create one!

C}‘, Sign-in options

Can't access your account?

Step 2. Verify that the sign-on process is routed to Cisco Duo SSO.

Single Sign-On

Email Address

Password

|

Login

‘ cvdlest@sasecampus. com

Secured by Duo

Step 3. Verify your identity with Cisco Duo MFA.

© 2021 Cisco and/or its affiliates. All rights reserved.
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Choose an authentication method
L: Duo Push recommenDeD Send Me a Push
|5 Passcode Enler a Passcode
E'L’Iﬂ] [ ]np-') r_{
Need halp?
Powered by Duo Securily
Step 4. In the Duo Dashboard, navigate to Reports > Authentication Log and verify an SSO event was
logged.
T
Reports
Authentication Log Timestamp (UTC) Result User Application Access Device Second Factor
Single Sign-On Log
12:16:49 AM + Granted cvdtest Microsoft 365 - Single Sign-On > Windows 10 » Duo Push
[Epinniicy AuG 9, 2021 User approved As reported by the browser @ San Jose, CA, United States
Administrator Actions

Remote Worker to Private Application (VPNIless)

Cisco

We beX “ SIaCk .......................................................................

] Office 365 CISCO SECURE APPS%

[ T11) o
%<'amazon i
- B )

Dropbox : Secure Secure
Google Apps g : .
g€ App i SecureX Endpoint Malware
Analytics
@
8 ROAMING
Viptela '
ThousandEyes c7,y  Umbrella i @
eeieeesieeeeeeeieietietatitieitetttttiettatttttititetttttttttattttttcctttatannnnst $ Anyconnec‘
................................................ v e
ThousandEyes
Agent AD
Private
Apps
FMC
ISR4461 FTD

Figure 24.
Roaming User to Private Application through Duo Network Gateway
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\Validation Test #1 - Verify Private Application can be reached from Public Internet

Step 1. Using any browser on a client off network, navigate to the URL that was assigned to your

application in the DNG installation.

5 https://application.sasecampus.com

Step 2. Sign into Cisco Duo SSO.

Single Sign-On

Email Address

‘ cvdtest@sasecampus.com |

Password
Login
Secured by Duo
Step 3. Verify your identity with Cisco Duo MFA.

Choose an authentication method

E Duo Push RECOMMENDED Send Me a Push

E Passcode Enter a Passcode

What is this? C7
Meed help?

Powered by Duo Security

Step 4. The HTTPS should be proxied to the private application.

© 2021 Cisco and/or its affiliates. All rights reserved.
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& application.sasecampus.com [

saleskubs  MyleamingMaps  MyBriefcases  Morew B Cisco SalesConnect Q ® @ N

Add to My Briefcase | Share = Subscribe

Secure Access Service Edge (SASE)

The future of networking and security, delivered from the cloud

The Secure Access Service Edge (SASE) term was introduced by Gartner in 2019 to describe a new approach to networking
and security. The SASE model consclidates networking and security functions -~ traditionally delivered in siloed point
solutions -- in a single, integrated, as-a-service cloud offering with end-to-end observability. . ) ®

Cisco provides all of the core building blocks of a secure access service edge architecture today. Our vision for SASE is to
combine our best-in-class networking, client connectivity, security and observability capabilities into a single subscription
service -- delivering seamless, secure access to any application, anywhere users work.

Stay up to date on the latest SASE news by joining our mailing list.

Q4 SASE All Hands [ More
Presentations | Validated: 26 May 2021 = Source: Sales

04 SASE All Hands 0&A [l More
FAQ ' Validated: 26 May 2021 | Source: Sales

Report an Issue  Feedback Terms & Conditions Privacy Cookies Trademarks

Step 5. In the Duo Dashboard, navigate to Reports > Authentication Log.

Step 6. Verify that the user connection has been logged.

Reports

Authentication Log Timestamp (UTG) Result User Application Access Device Second Factor

Single Sign-On Log
Pom— 4:27:28 AM + Granted cvdtest SASE Campus - Duo Network Gateway * Mac OS X 11.4 (20F71) > Duo Push
elephony Log AUG 9, 2021 User approved As reported by Device Health San Jose, CA, United States

Administrator Actions

\Validation Test #2 - Verify Application is restricted by User

Step 1. Using any browser on a client off network, navigate to the URL that was assigned to your
application in the DNG installation.

% https://application.sasecampus.com

Step 2. Sign into Cisco Duo SSO using an account that was not added to the Duo Group Policy.
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Single Sign-On

Email Address

‘ anmcphee@sasecampus.com ‘

Password
Login
Secured by Duo
Step 3. Duo will return a page to show that access has been denied.

& dng.sasecampus.com

Your account does not have access to this application. Contact an administrator for

assistance.

Validation Test #3 - Verify Application is restricted by User location

Step 1. On the client machine, use a VPN to connect to a location outside of the allowed locations. For this
design guide, only devices in the United States are allowed access.
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AnyConnect i
Secure Mobility Client CISCO

' 0' VPN:
Connected to Shanghai Duo - SSL.

—_— Disconnect
Step 2. Using any browser, navigate to the URL that was assigned to your application in the DNG
installation.
Step 3. Sign into Duo SSO.
Step 4. Duo will return Login request denied.

& dng.sasecampus.com

Your account does not have access to this application. Contact an administrator for

assistance.

Step 5. In the Duo Dashboard, navigate to Reports > Denied Authentications.

Step 6. Scroll down to Result Reasons and a Location restricted reason will be present.
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Result Reasons
Breakdown of reasons that authentications were denied. See all denied authentications...

® 1 Purposely Denied 5 Accidentally Denied @ 5 Blocked 0 Unknown due to error

1 Purposely Denied
The user took action to deny these authentications either in the Duo prompt or the Duo Mobile app.

5 Accidentally Denied
Authentications that were denied because of user error.

No response 5(100%)

5 Blocked
Authentications that were denied because of policy or system rules.

ILocalion restricted 2 (40%) _|

\Validation Test #4 - Verify Application is restricted by Device Health

Step 1. On a trusted device, trigger a Cisco Secure Endpoint alarm. Example below.

Netsh interface portproxy add v4tov4 listenport-8001 connectport=80 connectaddress=127.0.0.1

B Administrater: Command Prompt

Step 2. In Cisco Secure Endpoint Dashboard, navigate to Events.

Secure Endpoint

Premier

Outbre

Dashboard

Dashboard Inbox Overview Events 105 Clarity

Step 3. Verify that an Indicator of Compromise (IoC) has occurred on the machine.
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https://duo.com/docs/trusted-endpoints

Dashboard

Dashboard Inbox Overview Events 08 Clarity

¥ Filter: (New)

Select a Filter
Event Type  All Event Types t Group SASE Design Guide
Filters

Time Range | Week Sort | Time . ® scribe Save Filter As...

DESKTOP-839EBF2 Cloud I0C: W32.NetshFirewallPortForward.loc 2021-08-12 02:06:

Step 4. Using any browser on the trusted endpoint, navigate to the URL that was assigned to your
application in the DNG installation. Duo prompt should return “We’re sorry. Access is not allowed.”.

We're sorry. Access is not allowed.

« [If you are using a personal or public device,
try again with a company-approved device.

= [f you are using the device you normally log
in with, further help may be required.

To fix this problem, please reach out to your
administrator or IT Helpdesk
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Remote Worker to Private Application (VPN)

Webex A slack

1] Office 365 CISCO SECURE APPSE
w0 : +e H
“<'amazon : AT :
Dropbox Secure Secure
Google A g i . :
Sl€ Apps S SecureX Endpoint Malware i
Analytics
[ \ 8 ROAMING
EThousandEyes S\S’—)\j\?EN Umbrella v D@
ettt sane e saessnesnessaess frresnenaesd ; AnyConnect
................................................ E'Fi)'\'l\'fé'ﬁnﬁ B R
ThousandEyes:
AD
Private
Apps
FMC

Figure 25.
Roaming User to Private Application through VPN

VValidation Test #1 - Verify User can connect to VPN

Step 1. Using AnyConnect, connect to the IP/FQDN of the VPN firewall in the data center.

@ Cisco AnyConnect | 192.168.127.1

Group: | SASE_Campus_RA_VPN v

Username: | cvdtest |

Password: | sesssssees] |

Contacting 152, 168. 127. 1.

192.168.127.1

& networic

Connected (192.168.127.2)

| wired
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Step 2. Verify your identity with Cisco Duo MFA.

Login Request
Protected by Duo Security

Solutions Architecture

v

Approve

Step 3. Once connected to VPN, navigate to an application on the internal network.
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@ appsasecampus.com:3000 x  + (-]
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Add to My Briefcase = Share = Subscribe

Secure Access Service Edge (SASE)

The future of networking and security, delivered from the cloud

The Secure Access Service Edge (SASE) term was introduced by Gartner in 2019 to describe a new approach to networking
and security. The SASE model consolidates networking and security functions -- traditionally delivered in siloed point
solutions -- in a single, integrated, as-a-service cloud offering with end-to-end observability. . .

Cisco provides all of the core building blocks of a secure access service edge architecture today. Our vision for SASE is to
combine our best-in-class networking, client connectivity, security and observability capabilities into a single subscription
service -- delivering seamless, secure access to any application, anywhere users work

oining our mailing list.

Q4 SASE All Hands B More v
Presentations ~ Validated: 26 May 2021 | Source: Sales

Q4 SASE All Hands Q84 [ More

FAQ | Validated: 28 May 2021 Source: Sales

Reportanlssue Feedback Terms & Conditions Privacy Cookies Trademarks

\Validation Test #2 - Verify VPN access is restricted by Duo Policy

Step 1. Using AnyConnect, connect to the IP/FQDN of the VPN firewall in the data center.

Step 2. Use log-on credentials for a user who is not part of the VPN user group, as per policies created in
the deployment steps.

Group: SASE_Campus_RA_VPN w

Username: | anmcphee |

Password: | EEEEEEEEEE |

Contacting 192, 168.127. 1.

192.168.127.1 Connect

Network:
Connected (192, 168.127.2)

‘wirer.l

Step 3. AnyConnect should return a failed login attempt.

© 2021 Cisco and/or its affiliates. All rights reserved. Page 120 of 145



@ Cisco AnyConnect Secure Mobility Client = X

Login failed.

192.168.127.1

Step 4. In the Duo Dashboard, navigate to Reports > Authentication Log.
Step 5. The Denied attempt should be logged for the user.

Reports
Authentication Log Timestamp (UTC) v Result User Application Access Device Second Factor
Single Sign-On Log

5:40:21 AM X Denied anmcphee SASE Campus VPN Location Unknown Unknown

AUG 8, 2021 User is not in permitted group 192.168.127.2

Telephony Log

Administrator Actions

Note: All other Duo policy tests work for the private application as they have in the public application validation

tests.
Branch DIA
Cisco
webex ﬁ'slack
q office 3 @ CISCOSECUREAPPS
i R @ &
Secure Secure
Google Apps SecureX Endpoint  Malware
Analytics
@
ROAMING
Viptela BD
ThousandEyes SD-WAN . @
Mesecscesecetscacecatscecacenscssscssssscscansnsns s AnyCOnneCt

BRANCH DC
ThousandEyes
AD
Private
Apps
FMC

Figure 26.
Branch User to SaaS Application through Umbrella
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Validation Test #1 - Verify Internet traffic flows through Umbrella

Step 1. On a device in the branch network, navigate to any website.

&% Cisco - Networking, Cloud, and ¢ X == ° = 5]
< C @ ciscocom T » &
ala]n o .

cisco Q & &=

ESG joins us to talk storage innovation on August 17

Introducing Cisco Access
Networking Corporate social responsibility The great hybrid experiment

B B & ® o =

Design Guides Find Training Leaming & Software Downloads Cisco Community Tech Support Cases
Certifications

Step 2. In Umbrella, navigate to Reporting > Core Reports > Activity Search.
Step 3. Verify there is an activity record to the chosen site with the identity of the network tunnel present.
) Umbrella O 4 Users @I B sasebranch isrl-vpni W ... Event Details X
- _:ZZ:O?SS::‘“C:‘E'S @D B mx_defouk_SIC17-2_-_appliance B mx_default_SJC17-2_-_appliance  signaler-pa.clients6.goc -+ ;“A”“Ned
= O ¢h Networks @ B ssscbranch_isri-vpni B sasebranch_isr1-vpn1 usermatch krxd net Tame
ol S 22‘:‘: N @I = sasebranch_isri-vpnl & sasebranch_isr1-vpn1 beacon krxd.net Oct31. 2021 31 12:20 AM
O @ Chromebook Users . @ = sasebranch_isri-vpnl & sasebranch_isr1-vpn1 pki.goog
o @3 & sasebranch_isri-vpnl B sasebranch_isr1-vpn1 ib.adnxs.com
Security Categories SelectAll | @) M sasebranch_isrl-vpnl B sasebranch_isr1-vpn1 fs.microsoft.com Policy or Ruleset Identity
O Command and Contra @ B sosebranch_isri-vpnl B sasebranch_isri-vpn1 fp.msedge.net & sesebranchisrin
O Cryptomining - = Internal IP
(O DNS Tunneling VPN S B sasebranch_isr1-vpn1 8 sasebranch_isr1-vpnl pippio.com 192.168.129.6
Step 4. Since the WAN edge devices are in a HA pair, disconnect the WAN connection of the primary
device in the branch.
Step 5. On the same branch device, generate more internet traffic.
Step 6. In the Umbrella Dashboard, in the Reporting > Core Reports > Activity Search section, there
should be activity records from the backup network device.
B sasebranchfisr24pni B sasebranch_isr2-vpn1 WWW.amazon.com
B sasebranchisr24pni B sasebranch_isr2-vpn1 WWw.amazon.com
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Validation Test #2 - Umbrella Content Filtering is being applied

Step 1. In any browser, navigate to https://facebook.com. The Umbrella block page should be returned.
x  + o - oD x
&« C @ blockopendns.com/swalserver=swg-nginx-proxy-https-520315f3ac00 signgin laxBiv=eyhbGeOIAISFM1 MTILC Aia2IkljogljE 1NjM1NTE3OTYIIQ.eylidHIWZSIBICHLCAib3 nljogMjlxODIyNiwgImIpZCIGIDUZOTY INjoxMiwal.. B & & & ¢

asco. Cisco Umbrella

This site Is blocked due to content fitering.

www tiktok com

Sorry, waww 1IkIOK COM Nas been blocked by your network agminisirator

Step 2. In any browser, navigate to https://linkedin.com. Access to the site should be granted.
B linkdinlognorSgnlp % |+ ol *
<« (¢ & linkedin.com -4 » &

Linkedm Join now |\/ Sign in jf
»  Welcome to your - =

professional community . _lh 3

Step 3. In the Umbrella Dashboard, navigate to Reporting > Core Reports > Activity Search.

Cisco Umbrella

Deployments

Policies

Reporting

Core Reports

Security Overview

Security Activity

Activity Search

Step 4. In the Filters tab, check the Blocked box under Response and click Apply.
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https://facebook.com
https://linkedin.com

Reporting / Core Reports

altaln
© e Activity Search

m Q_ Search by domain, idd

‘ Q, Search filters

Response Select All

O @ Allowed
© Blocked
[ = Proxied

APPLY

192.168.129.2 @ Blocked Application Block, So:

cial Networking ~ Facebook

Social Networking

Step 5. Verify the entry for Facebook has been logged.
¢ allp External IP Action Categories Application A Category A Protocol Date & Time
192.168.129.2 © Blocked Application Block, Social Networking Facebook Social Networking Aug 13, 2021 at 1:071 AM

Aug 13, 2021 at 1:01 AM

Validation Test #3 - Umbrella Firewall policies are being triggered

Step 1. Download and install the BitTorrent application onto the client machine.

Best match

@ BitTorrent Web

App

Search the web
£ bitt - see web results >
L BitTorrent - Communication Protoco >
£ BitTorrent - Organization >
£ bittrex b
£ bitty schram >
£ bittorrent download »
£ bitter melon >
P bittersweet >
£ pitternut >
Folders

BitTorrent Web Tutarial Video >
Videos
I BitTorrent Web Tutorial Video >

Hll O bitthreent wel o
Step 1. In any browser, navigate
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BitTorrent Web

App

O open

Recent

& Fame School - Get Well Soon

to https://now.bt.co.
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https://www.bittorrent.com/
https://now.bt.co

€ C @ nowbtco * N &

THE MAJESTY OF OUR BROKEN
PAST

BY COLOR THEORY

VIEW THE BUNDLE

Step 2. Download any file from the site.

Free

~ 3 free sudio files

Step 3. Open the file on the client machine. This will attempt to download the file from a P2P network.
% | Downloads = o ®
Hame Share View
“ i * » ThisPC » Downloads » w 0 Search Downloads

Name Date modified ype e
w g Queck access

Il Desktop
* Downloads " & The Majesty of Our Broken Past B 38 P rrent Fils ! KB

Today (1
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) & BGitTorrent Web x |4

() 1 hitpsy//bweb.trontv.com /gui/indexhir 2.3.3775800calau ocalapif36663453a3a6c01 :#/library 5 i= @ 2

The Majesty of Our Broken Past

12 Fi 10763 MB 14176 GB

Fa

B oo
B b
VR

a

Note: There is a chance that some files will make it into the network. In this case, Cisco Secure Endpoint will
analyze any malicious files and block accordingly. Nevertheless, it was validated that no data was seeded to
other clients, meaning 100% of outbound activity was blocked by Umbrella policy.

Step 4. In the Umbrella Dashboard, navigate to Reporting > Core Reports > Activity Search.
Step 5. In the Filters tab, check the Blocked box under Response and click Apply.
Step 6. Verify the P2P activity has been logged.
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@ Blocked Uncategorized Bittorrent Networking P2P Aug 8, 2021 at 10:08 PM
@ Blocked Uncategorized Bittorrent Networking Pz2P Aug 8, 2021 at 10:08 PM
@ Blocked Uncategorized Bittorrent Networking ~ P2P Aug 8, 2021 at 10:08 PM
@ Blocked Uncategorized Bittorrent P2P Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent P2pP Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent PzP Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent P2p Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent P2P Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking ~ P2P Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking P2p Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittarrent Networking ~ P2P Aug B, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking P2P Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking P2pP Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking ~ P2P Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking P2P Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking P2pP Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking ~ P2P Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking P2p Aug 8, 2021 at 10:07 PM
@ Blocked Uncategorized Bittorrent Networking P2P Aug 8, 2021 at 10:07 PM

Step 1. In any browser, navigate to any cloud storage site. This design guide will use Box.
[ SASE Design Guide | Powersd by, X 4 e - ©
€ C @ ciscoapp.box.com/folder/142936487960 * &

o . cisco

Q  Search Files and Folders =~

B Al Files

All Files » SASE Design Guide

8 Recents

Step 2. Upload a file containing random US credit card numbers. Example below.
6011 1834 5527 3209
Discover

6011 2150 2716 5024
Discover

4328 1373 5449 1554
Visa

5430 3563 9033 0772
MasterCard

6011 0430 8746 4644
Discover

6011 6766 2381 3665

Discover

© 2021 Cisco and/or its affiliates. All rights reserved.

\Validation Test #4 mbrella DLP Policies have been triggered
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All Files » SASE Design Guide e || &

a NOTcreditcards. txt Today by Andrew Mcphee

Updated . Size -

Step 3. In the Umbrella Dashboard, navigate to Reporting > Additional Reports > Data Loss Prevention.

Cisco Umbrella

Deployments

Policies

Reporting

Care Reports

Security Overview

Security Activity

Activity Search

App Discovery

Top Threats

Additional Reports

Total Requests

Activity Violurme

Top Destinations

Top Categories

Top Identities

Cloud Malware

Data Loss Prevention

Step 4. An event will be created for the file that was uploaded.
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Reporting / Additional Reports

© i’ Data Loss Prevention

[ FILTERS l ‘ Q search. Advanced v
2 Total Events
Detected v Identity File Name Destination Data Classification
Aug 9, 2021 at 12:05 AM & DESKTOP-839EBF2  NOTcreditcards.txt  Box Cloud Storage  (ETIIEERYIP SASE Design Guide
Aug 5, 2021 at 5:03 PM A DESKTOP-839EBF2  NOTcreditcards.txt  Box Cloud Storage  (EIIIIENTRP SASE Design Guide

Action

@ Monitor

@ Menitor

™ > File Name
NOTereditcards.ixt
exl -
Aug 9, 2021 at 12:05 AM
exl e

Destination URL
fupload-g-fra.app.box.com

Rule Triggered
SASE Design Guide

Application
Box Cloud Storage

Classification

‘SASE Design Guide

Credit Card Number - Strict
Visa XXXX XXXX XXXX 0772 MasterCard XXXX XXX...

Results per page: 50 v 1-2 ¢

>

Validation Test #5 = Umbrella Remote Browser Isolation

Step 1.

In any browser, navigate to https://dropbox.com (the site chosen for our DLP policy).

B Fites - Dropbox x  +
< C

& dropbox.com/home

%% Dropbox

Home

Dropbox

@ Get27TB (2000 GB) of storage space and powerful tools to secure and safeguard all your personal data. Compare plans

-]
w

® Upgrade account

e a @

Q Search

o X

» 2

x

Step 2.

Step 3.
URL of the opened file.

Download any file.

© 2021 Cisco and/or its affiliates. All rights reserved.

The file will download and open in a remote browser, which can be confirmed by looking at the
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@ GetStarted with Dropbocpefl X 4 o
“ (<] ﬂIsa(e.lhq—umbm\\z,mm,uw'.;uu ew/y mu'.1ukNasarrz35333%37536355Q:am«nﬂguorumwwyufs:rsmasmmzmscsusmazz;| LN I T
I et Cisco Umbrella  Get Started with Dropbox par I F

Learn how to get started with Dropbox:

® © ® ®

Keep your Take your stuff Send large Work on files
files safe anywhere files together
~ "\
Step 4. In the Umbrella Dashboard, navigate to Reporting > Core Reports > Activity Search.
Step 5. In the Filters tab, check the Isolated box under Isolate and click Apply.

m ‘ Q_ Search by domain, idd

‘ Q, Search filters

Response Select All

O @ Allowed
[ @ Blocked
[ = Proxied

Warn Page Behavior Select All

O @ Warmned
[0 @ Accessed After Warn

Isolate
© Isolated
Step 6. Verify that the session to Dropbox has been logged.
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Internal IP External IP Action Categorles App App 1Category  App Protocol  Date & Time
192.168.127.2 12.151.35.209 Q Allowed (Isolated) Aug 9, 2021 at 12:09 AM
192.168.127.2 12.151.35.209 © Allowed (Isolated) File Storage Dropbox Cloud Storage Aug 9, 2021 at 12:09 AM
192.168.127.2  12.151.35.209  © Allowed (lsolated)  File Storage  Dropbox Cloud Storage Aug 3, 2021 at 12:09 AM
192.168.127.2 12.151.35.209 Q Allowed (Isolated) File Storage Dropbox Cloud Storage Aug 9, 2021 at 12:09 AM
192.168.127.2 12.151.35.209 © Allowed (Isolated) File Storage Dropbox Cloud Storage Aug 9, 2021 at 12:07 AM
192.168.127.2  12.151.35.209  © Allowed (lsolated)  File Storage  Dropbox Cloud Storage Aug 8, 2021 at 9:06 PM

Validation Test #6 - Intrusion Prevention System

Step 1. Open a command prompt and type the following:

curl http://3.25.228.160/test.emf

Step 2. In the Cisco Umbrella dashboard, navigate to Reporting > Core Reports > Activity Search.
Step 3. Under IPS Signature filters, click Select All and then Apply.
Reporting [ © Isolated
Care Reports
IPS Signature Select None
Security Overview @ Log Ony
Security Activity @ Would Block
@ Blocked

Activity Search

_ APPLY
App Discovery

Step 4. The activity log should show an IPS log that triggered based on a Microsoft emf file download
request.

Request Identity Policy or Ruleset identity @  Destination Internal IP External IP Action Categorles Applicatio >

@X» -~ sASEBranch 146.112.255.50:80 © Allowed (Log Only)
Step 1. In any browser, navigate to https://login.microsoftonline.com and sign into your Microsoft 365
domain.
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http://3
https://login.microsoftonline.com

B® Microsoft

Sign in

cvdtest@sa secampus.cun“

Mo account? Create one!

C}‘, Sign-in options

Can't access your account?

Step 2. Verify that the sign-on process is routed to Cisco Duo SSO.

Single Sign-On

Email Address

Password

|

Login

‘ cvdlest@sasecampus. com

Secured by Duo

Step 3. Verify your identity with Cisco Duo MFA.
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What ks this? Cf
Mead halp?

Powered by Duo Securily

Choose an authentication method

| Duo Push recommenper

|5 Passcode

Send Me a Push

Step 4.
logged.

Reports

Authentication Log
Single Sign-On Log
Telephony Log

Administrator Actions

Step 1.

Step 2.
availability.

In the Duo Dashboard, navigate to Reports > Authentication Log and verify an SSO event was

Timestamp (UTG) Result User

12:16:49 AM
AUG 9, 2021

+ Granted cvdtest

User approved

Application Access Device

> Windows 10
As reported by the browser @

Microsoft 365 - Single Sign-On

Secend Factor

> Duo Push
San Jose, CA, United States

In the ThousandEyes dashboard,

Dashboards

Under Tests, verify that the blocked websites (Facebook and TikTok) are running at 0%
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Validation Test #8 - ThousandEyes Observability matches desired outcomes

navigate to Dashboards.
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Tests

2 hours

Test Name

Internal DNS Test

cson.com

Linkedin

itps Minkedin.com

Private Application

Salesforce

Urnbrella DNS Test

it iappcdtast net:3000

Test Type Alert Status §

web - HTTP Server I

DNS Server [ ]

Web - HTTP Server

web - HTTP server [l

Web - HTTP Server

Web - HTTP Server [l

web - HTTP Server [

DNS Server [ ]

‘Trending (12h) / Current Values

R L A P S P D A N O ]
Y I YU W TV V VY vy V™ 00w
NSV NV OU NN IPNIEUSUNEOWIINVY L UPOWIY P O DO OO L
V VTV V Y / / V / " 100%

e A A A e e PP A e i PN AP I\ SN A _rn 12316 M

v VTV Y V V VWYV 100%
e P A A e A A BTEms
« 100%

[T, FUW ST AP AUNPAPNINY WON FOU IV PRI =Y RO SR W NI SNDEMPN DO WGP ryeeaepe, 11 1T Y

VW * 100%

e 1190 ms

Y\ U, L [ A I _ Tos6ms
« 100%
PV U W N S A_a RPN W R -1

Step 3.

Under Tests, verify that LinkedIn is running closer to 100% availability.

Tests

Test Name

Internal DNS Test
cison.com

Linkedin
s inkodin com

Private Application
Pitpiapp.cytest net 3000

Tost Type Alort Status 4.

Web - HTTP Server

DNS Server a

Web - HTTP Sever

Web - HTTP Server [l

Web - HTTP Server I

Trending (12h) / Current Valuss
- 0%
e e N GTAms

\ [ Y WV Y V vy Ve

8ms

PV PP NP POV | SR U O

e e A A e e P e s f e NN N S e 12816 M8
\ v Yo, ; \ v V VWY * 100%

—— e N e e A A B
- 100%

VA mndt s rtimnmincr o AN At A A A A AAA A A AR g e b A r SN N ny o ol 6.01 T8

Linkedin
s finkodin com

Private Application
Hp:lapp.cudtest net:3000

TikTok.

Umbrelia DNS Test

DNS Server n

Web - HTTP Server [

Web - HTTP Server I

Web-HTTP Server

web -HTTP Sever

Web - HTTP Server [

DNS Server [ ]

Salesforce v \k. / V v v v V V VV " 100%
alest Web - HTTP Server [
e salesforce.com N PP U U 4 PO RS | [ 11 M
o Web-HITPSorver [ o
. S | WY | VO N 7RG ms
rolla DNS Tost - 100%
DNS Server a
o PV Mo Pt | NESSRURRINY W SNV 1.1
Step 4. Under Tests, click Salesforce.
Tests
2 hours
TestName Test Type Alert Status § Trending {12h) / Current Values
Fcaboor Web -HTTP Sever I o
S o e T4
Intemal DNS Test v / VvV W VY V Yy vy Y V" oo

VO TRV OUT NSNSV L UFOWIT P VO P RSSO

V VoV V v v v VWV %

e o e s et i DN A DN S e _w 12316 8

v VoV v V ! V V 100%

B \SS NEN S VSO N N S A, 95T6ms

- 100%
Attt s M PN AN AN AN AP A A At A A ittt pen IS A ol 501 8

v ¥ V v V / V VWYV o0%

e e A et e e e e e A e oo e 1998
<%

S | S| VO D — T
- 100%

Ar A Aim (I S | A W WV VN L

Step 5.

Under Views > Network click on Path Visualization.
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Current Test

Salesforce

= Views

HTTP Server

Overview
Path Visualization

BGP Route Visualization

Step 6. To check the latency through Umbrella, highlight the branch node. In this case, latency is 7ms.

S 4 —
I thousandeyes va 336286 ._\ o I
\\\_—‘f‘?"”” )

@ Enterprise Agent (sclected) 5
thousandeyes-va-335286
Agent Detall
Private | 192.168.129.3
Public IP 155.190.2.31
Network OpenDNS, LLG (AS 36692) 65 11616485
Location Calfornia
Interface Details
IP Address 192.168.129.3 184.180.76.120

Measurements from this agent
Warning: Path MTU discovery failed

salestores.com

7ms
8056120
1380 bytes
ing Mode tep-sack-mode o
Path Trace Mode classic et otz

Show on timeline.

10065.9.33

Show traceroute style output

Step 7. Hover over a cloud agent node and check the latency. A Cloud agent in the AT&T network has a
180ms latency to Salesforce.

]
@ Cloud Agent (selected
San Jose, CA (AT&T) 184.180.76.129
Agent Detalls 701918157
Public IPv4 Address 12.220.153.253
Network ATAT Services, Inc. (AS 7018)
Location san Jose Area
errace CIetaks 62.8056.120 204.148.86.201
IP Address 12.220.153.253
Prefix 12.128.0.019
Measurements from this agent 50236122129 50296121200
7

Warning: Path MTU discovery failed

5 933
1348 bytes
top-sack-mode
classic
2-13
1006511128 i
Shaw on tmeine i
Show only this agent
Hide this agent i
Show traceroute siyle output /
00.859.120 7

San Joss, CA (ATAT

96.152.12.193 76.81.186.33
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Branch to Data Center

Webex — #slack

1] Office 365 @ CISCO SECURE APPS
NN
“s'amazon - BN
wo{‘;d\ov — @ '
g Dropbox : Secure Secure
Google Apps : SecureX Endpoint  Malware
Analytics

@@.

E Viptela
: ThousandEyes SD-WAN Umbrella

:- .................................................................................. : Anyconnect

................................................ BRANCH e
ThousandEyes:
AD
Private
Apps
FMC

Figure 27.
Branch User to Private Application in Data Center

Step 1. Using any browser while on a client in the branch network, navigate to a private application
located in the Data Center. Internal traffic should be routed in the SD-WAN network, and not through
Umbrella, where the internal domain would not be resolvable.
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= (=]
@ appsasecampus.com:3000 x  + (-]
<« C A Notsecure | app.sasecampus.com:3000 % B 2
Sales Hubs My Learning Maps My Briefcases More v Cisco SalesConnect C\ @ @ D

Add to My Briefcase = Share = Subscribe

Secure Access Service Edge (SASE)

The future of networking and security, delivered from the cloud

The Secure Access Service Edge (SASE) term was introduced by Gartner in 2019 to describe a new approach to networking
and security. The SASE model consolidates networking and security functions -- traditionally delivered in siloed point
solutions -- in a single, integrated, as-a-service cloud offering with end-to-end observability. . .

Cisco provides all of the core building blocks of a secure access service edge architecture today. Our vision for SASE is to
combine our best-in-class networking, client connectivity, security and observability capabilities into a single subscription
service -- delivering seamless, secure access to any application, anywhere users work

Stay up to date on the latest SASE news by joining our mailing list.

Q4 SASE All Hands B More
Presentations ~ Validated: 26 May 2021 | Source: Sales
Q4 SASE All Hands Q3A [ More

FAQ | Validated: 28 May 2021 Source: Sales

Reportanlssue Feedback Terms & Conditions Privacy Cookies Trademarks

Note: This Design Guide is limited in scope, and therefore does not include security that would exist within the
Data Center. An assumption has been made that the appropriate protections will be in place within the Data
Center to protect private application access from users in the branch network.

Validation Test #2 - ThousandEyes Observability matches desired outcomes

Step 1. In the ThousandEyes dashboard, navigate to Dashboards.

Dashboards

Step 2. Under Tests, verify that the private application(s) is running near 100% availability.

- 100%

T e web-HTTP Serer W
T AP AR AN A A AP A A A A Attt e e AP A AN ANt A~ el rn 3BT
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Appendix
Appendix A - Install the Cisco Umbrella Root Certificate

Umbrella’s Block Page and Block Page Bypass features present an SSL certificate to browsers that make
connections to HTTPS sites. This SSL certificate matches the requested site but will be signed by the Cisco
Umbrella certificate authority (CA). If the CA is not trusted by your browser, an error page may be displayed.
Typical errors include “The security certificate presented by this website was not issued by a trusted certificate
authority” (Internet Explorer), “The site’s security certificate is not trusted!” (Google Chrome) or “This
Connection is Untrusted” (Mozilla Firefox). Although the error page is expected, the message displayed can be
confusing and you may wish to prevent it from appearing. The example below shows how to install the root
certificate to an Active Directory Network. For more examples see Install Cisco Umbrella Root Cetrtificate.

Step 1. In the Umbrella Dashboard, navigate to Deployments > Configuration > Root Certificate and
download the Cisco Root Certificate Authority.

) Umbrella Seoemens | Confouraton
© il ST (@)
asco Root Certificate @ =
A root certificate authority (CA) certificate is required in any circumstance where Umbrella must proxy and decrypt HTTPS traffic intended for a website. It is required for Block Pages and
HTTPS inspection so that the browser does not present an error page. You can either download and install Umbrella’s root CA certificate or add your own CA certificate to Umbrella.
Adding your own CA to Umbrella gives you the option of installing your own root CA certificate in a web browser instead of Umbrella’s. For more information, see Manage Certificates
Cisco Root Certificate Authority ~
Download Umbrella’s root CA certificate and then install it in all browsers
n File size 1049 bytes *
To verify Umbrella’s root CA certificate, confirm that it's SHA1 certificate matches
C5:09:11:32:E9:AD:F8:AD:3E:33:93:2A:E6:0A: 5C:8F:A9:39:E8: 24
Step 2. In the Active Directory server for your network, open Group Policy Management.
= =]
A Best match
n
Group Policy Management
Desktop app
O group policy mpnagement
Step 3. Right-click your domain root Organizational Unit (OU), which is displayed as your domain name,

and select Create a GPO in this domain, and Link it here from the context menu.
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15k Group Policy Management
| 3L File View Window Help

e« @ olE 6 Hm

Action

g X

15 Group Policy Management
v _ﬁ Forest: lab.sjc17.com
v (53 Domains
» 3 lab.sjc17.com
C[@ Sites
5i¥ Group Policy
4 Group Pelicy

lab.sjc17.com
Status  Linked Group Policy Objects Group Policy Inheritance  Delegation

Create a GPO in this domain, and Link it here...
Link an Existing GPO...

S TSVIOL replication for this domain as it relates to Group

Block Inheritance

Group Policy Modeling Wizard...

e baseline domain controller for this domain.

Change
Mew Organizational Unit

Step 4.

MNew GPO X

MName:

|Gsco Umbrella]

Source Starter GPO:
{none)

Lok ] Comee

Step 5. Right-click on the new Group Policy Object that was created in the previous step an

|5 Group Policy Management

— O X
|Z File Action View Window Help -5 %
o= 27 cH
|34 Group Policy Management lab.sjc17.com
h —ﬁ F'_"est Iat!'sjd 7.com Status Linked Group Policy Objects  Group Policy Inheritance  Delegation

v [ 55 Domains -
» _ig lab.sjc17.com Link Order GPO Enforced Link Enabled GPO Status \
_fa Sites y 1 i) Default Domain Policy No Yes Enabled !
it5 Group Policy Modeling — [ Cisco Umbrell - Enabled
4 Group Policy Results = Edit
- Enforced

~ Link Enabled

Save Report...

Delete

Rename

Refresh

Step 6.

Key Policies and right-click Trusted Root Certification Authorities. Click Import.
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In the Name field of the New GPO dialog box, enter a meaningful name for the policy object.

d click Edit.

Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public
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=l Group Policy Management Editor - ] X
File Action View Help
e 2m 0/ c=Hm

=] Cisco Umbrella [WIN-84VFR88T4HK.LAB.SIC17.COM] Policy
w (& Computer Configuration

Issued To - Issued By Expiration Date  Intended H

wv [ Policies There are no items to show in this view.
> [] Software Settings
w ] Windows Settings
> [] Name Resolution Policy
(=] Seripts (Startup/Shutdown)
» = Deployed Printers
~ % Security Settings
> jé Account Policies
4l Local Policies
3| Eventlog
4 Restricted Groups
& System Services
4 Registry
4 File System
igf ‘Wired Metwork (IEEE 802.3) Policies
| Windows Defender Firewall with Advanced Security
| Metwork List Manager Policies
> "g Wireless Network (IEEE 802.11) Policies
~ [ ] Public Key Paolicies
| Encrypting File System
| Data Protection
| BitLocker Drive Encryption
| BitLocker Drive Encryption Network Unlock Certificate

VW W W W W v v

] A ic Certificate Reg Settings
| Trusted Root Certification Authorities
| Enterprise Trust Import...
| Intermediate Certification Authorities
| Trusted Publishers All Tasks ?
| Untrusted Certificates Niete 5
| Trusted People
5[] Software Restriction Policies Refresh
» [] Application Control Policies Export List...
> S IP Security Policies on Active Directory (L
» [2] Advanced Audit Policy Configuration Help

> wlll Policy-based QoS
» 2] Administrative Templates: Policy definitions (ADMX files) retrieved
» [ Preferences
w &, User Configuration
» [ Policies
» [ Preferences

Step 7. In the Certificate Import Wizard click Browse and add the certificate downloaded from Umbrella
in step 1. Click Next.

€ ¥ Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:
C:\Wsersanmcphee\Downloads\Cisco_Umbrella_Root_CA.cer | I Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (,55T)
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Step 8. Accept all default options until the final windows and click Finish.

1=/ Group Policy Management Editor - ] X
File Action View Help

C I =T K

=] Cisco Umbrella [WIN-84VFRESTAHK.LAB.SIC17.COM) Policy lecued To s lssued By Expiration Date _ Intended P
v g";":_"_” Configuration [5] Cisco Umbrella Root CA Cisco Umbrella Root CA 6/28/2036 <All>
b olicies

5 [ Software Settings
w ] Windows Settings
» 2] Name Resolution Policy
|l Seripts (Startup/Shutdown)
> m=n Deployed Printers
~ il Security Settings
> ;ﬂ Account Policies
i Local Policies
j Event Leg
"4 Restricted Groups
4 System Services
& Registry
(4 File System
Egr Wired Metwork (IEEE 2802.3) Policies
> [ Windows Defender Firewall with Advanced Security
] Network List Manager Policies
> "d Wireless Metwork (IEEE 802.11) Policies
w [ | Public Key Policies
] Encrypting File System
| Data Protection
| BitLocker Drive Encryption
1 BitLocker Drive Encryption Network Unlock Certificate
7] Automatic Certificate Request Settings
| Trusted Root Certification Authorities
"] Enterprise Trust
=y diate Certification Authoritie
| Trusted Publishers
] Untrusted Certificates
1 Trusted People
» [] Software Restriction Policies
> (] Application Control Policies
> S IP Security Policies on Active Directory (LAB.SIC17.COM)
» [] Advanced Audit Policy Configuration
> ulll Policy-based Qo5
> [ Administrative Templates: Policy definitions (ADMX files) retrieveq
» (] Preferences
~ i, User Configuration
» ] Policies
» ] Preferences

VW W W W W

w

Appendix B - Umbrella Web Selective Decryption List

For this design guide, Office 365 will be excluded from decryption through Umbrella. There are several known
compatibility issues with Office 365 and web proxies and exempting Office 365 traffic authentication.
Decryption can help with some of these issues.

Step 1. In the Umbrella Dashboard, navigate to Policies > Policy Components > Selective Decryption
Lists.
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Cisco Umbrella

Policies

Management

DNS Policies

Firewall Policy

Web Policy

Data Loss Prevention Policy

Policy Components

Destination Lists

Content Categories

Application Settings

Tenant Controls

Schedule Settings

Security Settings

Block Page Appearance

Integrations

Selective Decryption Lists

Step 2. Click Add.
Cisco Umbrella s Polies Poicy Componerts (0]
© & Selective Decryption Lists e -
Step 3. Give a meaningful List Name to the decryption list.
Step 4. Beside Applications Selected, click Add.
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List Name

SASE Design Guide ‘

0 Categories Selected ADD 0 Applications Selected 0 Domains ADD

DELETE CANCEL m

Step 5. Search for Office 365 and click the checkbox to enable. Click Close.
List Name
SASE Design Guide APPLICATIONS REMOVE ALL
0 Categories Selected ADD 1 Applications Selected ADD Q Office 365
Office 365
Office 365

CLOSE

Step 6. Click Save.

To add more content that should bypass decryption, continue to add to this list using either a content category,
application, or domain.

Appendix C - Using FTP to transfer files to I0S-XE
Step 1. Connect to the IOS-XE router via console.
Step 2. Enter configuration mode by typing the command config-t.

Step 3. Enter the following commands to assign a private IP to an interface on the router and choose
that interface as the source for FTP traffic:

interface G gabitEthernet0/0/1
i p address 192.168.1.1 255.255.255.0
no shut
exit
ip ftp source-interface G gabitEthernet0/0/1
Step 4. Connect a PC running an FTP server to port GigabitEthernet0/0/1 and assign it an IP in the
192.168.1.0/24 range.

Step 5. Load the necessary file on the FTP server.
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Step 6. On the 10S-XE device, type the following command to copy the file to bootflash
copy ftp://user:pass@92.168.1.2/<fil enane> bootfl ash:

Appendix D - Acronyms Defined

AMP Advanced Malware Protection
ASA Adaptive Security Appliance
ASDM Adaptive Security Device Manager
CA Certificate Authority

CASB Cloud Access Security Broker
CDFW Cloud Delivered Firewall

DIA Direct Internet Access

DLP Data Loss Prevention

DNG Duo Network Gateway

DNS Domain Name System

FMC Firewall Management Center
FTD Firepower Threat Defense

loC Indicator of Compromise

IPS Intrusion Prevention System
MFA Multi-Factor Authentication
MPLS Multiprotocol Label Switching
MSP Managed Service Provider
Oou Organizational Unit

P2P Peer-to-Peer

PHI Personal Health Information
Pll Personally Identifiable Information
RBI Remote Browser Isolation
SaaS Software as a Service

SASE Secure Access Service Edge
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SD-WAN Software Defined Wide Area Network
SSL Secure Sockets Layer

SSO Single Sign-On

SWG Secure Web Gateway

VPN Virtual Private Network

Appendix E - References
o Cisco Breach Defense Design Guide
o Cisco SAFE
o Cisco SASE
o Cisco SD-WAN powered by Viptela
o Cisco SD-WAN Deployment Guide
o Cisco SD-WAN Design Guide
o Cisco SD-WAN Controller Setup Guide (On-Prem, Non-Cloud-Managed)
o Cisco SD-WAN How to Onboard a Remote Router into an Existing SD-WAN Fabric
o Cisco Secure Access by Duo
o Cisco ThousandEyes User Documentation

o Cisco Umbrella
e Cisco Umbrella User Documentation

o SASE for Dummies

Appendix F - Feedback

If you have feedback on this design guide or any of the Cisco Security design guides, please send an email to

ask-security-cvd@cisco.com.
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