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Introduction to Cisco |IOS XE

The history of the Cisco Internetwork Operating System (Cisco 10S°) goes back to Cisco’s first product, the
AGS multiprotocol router, launched in 1986. At the time, Cisco I0S was still a monolithic (nonmodular)
operating system. It was one of the very first network operating systems in the industry and has evolved as the
industry has evolved, with thousands of features added in the last 30 years.

Over time, variations of Cisco I0S Software have been created to accommodate the expanding Cisco® portfolio
of switches, routers, access points, and wireless controllers, including new operating systems for the data
center (Cisco NX OS) and service providers (Cisco 10S XR).

Cisco 10S has evolved into I0S XE, designed to restructure the monolithic code infrastructure of IOS into a
modular and modern software architecture. With 10S XE, the OS is divided into multiple components to achieve
modularity and portability of features. A low-level Linux kernel was introduced to provide CPU load balancing
and memory management and to enhance hardware resource management.

Cisco I0S now runs as a modular process on top of the Linux kernel (known as Cisco 10Sd). This approach
allows other modular functions to be introduced, such as Wireshark and applications running in containers.

Cisco I0S XE is continually evolving. With new applications appearing, the established models for configuration
and monitoring, such as the Command-Line Interface (CLI) and Simple Network Management Protocol (SNMP),
are slowly being replaced by standardized APIs based on data models. All API services on I0OS XE are part of
the essentials or base-level license. This helps ensure that regardless of license level the APl and model driven
telemetry features will be available and operational on any network device that is on the network.

Classic Cisco I0S Cisco I0S XE
Cisco I0S Cisco 10Sd Hosted Apps
. Cisco |Container| IContainerI
Features Components Gisco 10S Sub
10Sd Systems |Container| IContainerI

Management Interface Management Interface -

] Cisco 10S XE
Module Drivers Module Drivers DB

Kernel Kernel

Figure 1.
Classic Cisco I0S to Cisco IOS XE comparison
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Introduction to telemetry

Telemetry is defined as the automated communications process by which measurements and other data are
collected at remote locations and transmitted to receiving equipment for monitoring. The word is derived from
the Greek roots tele, meaning “remote”, and metron, meaning “measure”. In the context of Cisco I0S XE, the
networking devices are remote devices that transmit operational, configuration, and event information to remote
data collectors.

Common telemetry use cases include business intelligence for network, application, and user monitoring,
network planning, security analysis, accounting, logging, and traffic engineering.

Why is telemetry important to YOU?
« Growing networks require continuous real-time visibility for better manageability.
« With growing networks comes a huge amount of data that needs to be stored for analysis.

« Innovation and Cisco cloud-scale operational technologies open doors to use data to provide software-
defined and automated visibility into your network using model driven telemetry leveraged by Cisco I0S
XE.

Benefits of model driven telemetry

Model Driven Telemetry (MDT) provides a mechanism to stream data from an MDT-capable device to a
destination receiver. It uses a new approach for network monitoring in which data is streamed from network
devices continuously using a push model and provides near-real-time access to operational statistics for
monitoring data. Applications can subscribe to specific data items they need by using standards-based YANG
data models over open protocols. Structured data is published at a defined cadence or on-change, depending
on the subscription criteria and data type.

MDT in network devices provides the following benefits:

« Improved network device visibility: MDT provides granular visibility into network traffic, device behavior,
and services, allowing network administrators to monitor and troubleshoot network issues in real time.

« Faster troubleshooting: With MDT, network administrators can quickly identify the root cause of network
issues and take corrective actions in real time. This helps to reduce network downtime and improve
network availability.

« Better network optimization: MDT provides detailed information about network traffic, device
performance, and application behavior. This information can be used to optimize network performance,
automate responses, and ensure that critical applications are running smoothly.

« Simplified network management: MDT simplifies network management by providing a standardized way
of collecting and reporting network telemetry data. This helps to reduce the complexity of managing a
large network and enables network administrators to focus on strategic initiatives.

o Enhanced security: MDT provides visibility into network behavior, which can help to detect and prevent
security threats. By monitoring network traffic in real time, MDT can detect anomalies and alert network
administrators to potential security breaches.

In short, MDT is a powerful tool for network administrators that provides real-time visibility into network
behavior, faster troubleshooting, better network optimization, simplified network management, and enhanced
security.
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Network monitoring challenges: Why use third-party telemetry?

Automation solutions based on CLI and SNMP have over time proven to be incomplete, inefficient, and hard to
scale and maintain. New requirements in terms of speed, scale, fault isolation, forensic analysis, and near-real-
time data availability are making legacy monitoring solutions insufficient for most organizations. MDT provides a
more detailed, secure, and scalable method to ensure visibility and provide alerting systems with the needed
data.

Architecture and databases

Several MDT interfaces are available that provide different transport and encoding options in a manner similar to
APls.

4—P Dial In: Collector establishes a connection to the device then subscribes to telemetry (pub/sub)

<¢—— Dial Out: Telemetry is pushed from the device to the collector based off configuration (push)

Publication/Subscription

4, )
BN\ 2 wn %,
Y, Q
% RN %, <
2 A
| NETCONF ||RESTCONF | gNMI H gRPC |

YANG Data Models XML, JSON, proto and

kvGPB encoding
Intent-based OpenConfig _

Consistent YANG data

C\? P Network Infrastructure
0—<>—0 Configuration and Operation models between interfaces
=
Jd 1 o &= =
S i o

On-change event and
| time-based publication options

‘ Device Features

e e

SNMP

Figure 2.
Model driven telemetry interfaces

Network data collection for today's high-density platforms and scale is becoming a tedious task for monitoring
and troubleshooting. There is a need to collect operational data from different devices in the network and store
it in a centralized location, so that cross-functional groups can collaboratively work to analyze and fix an issue.

MDT provides a mechanism to stream data from an MDT-capable device to a destination. It uses a new
approach for network monitoring in which data is streamed from network devices continuously using a push
model and provides near-real-time access to operational statistics for monitoring data. Applications can
subscribe to specific data items they need by using standards-based YANG data models over open protocols.
Structured data is published at a defined cadence or on-change, based upon the subscription criteria and data

type.

The main consideration when selecting the MDT interface is the source of the telemetry data and the
connection. Dial-out is the configured telemetry subscription, in which the details are configured like any other
device feature from the CLI or API. Dial-in is the dynamic telemetry subscription, in which the tooling collector
first establishes the session and then defines the telemetry configuration.
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Table 1.

Model driven telemetry interface comparison

Minimum IOS XE Version

Recommended Version

Telemetry Direction

Configuration

Telemetry Collector
Encoding

Security

Transport Protocol

Data Models

17.12

Dial-In, 10S XE is
server

Dynamic per session

Client
XML

SSH + PKI certificate
or password

SSH

YANG

16.10

17.12

Dial-Out, IOS XE is
client

Static per
configuration

Server
KV GPB

mTLs or plain-text

HTTP2

YANG

Dial-In: 16.12
Dial-Out: 17.11

Dial-In: 17.12

Dial-In, IOS XE is
server Dial-Out gRPC
Tunnel

Dynamic per session

Client
JSON_IETF + PROTO

mTLS certificates
mTLS cert only or
mTLS cert + user/pass
authentication

HTTP2

YANG

Network
architecture, security
posture and policy,
YANG data modules,
tools and language
preferences are
some considerations
when leveraging the
various MDT
interfaces

Each of the MDT interfaces uses YANG models, but they have differing implementations, including network
architecture, security posture and policy, YANG data modules, tools, language, etc. Refer to the table above for
the requirements for each MDT interface. For more details and comparisons, see the “Benchmarking and
Comparisons” section below.

Considerations for selecting an MDT interface:

¢ Minimum and recommended Cisco I0OS XE versions: For Cisco IOS XE devices using Release 16.6 or
later, the NETCONF protocol is available. The recommended version at the time this white paper was
published was 17.12. For Cisco I0S XE devices using Release 16.10 or later, gRPC (dial-out) is an
available telemetry option.

« Telemetry direction, configuration, and collector dial-in vs. dial-out. There are security considerations
for both dial-in and dial-out, including mutual TLS (mTLS) for dial-out and role-based access
control/NETCONF Access Control Module RBAC/NACM for dial-in.

o NETCONF and gRPC Network Management Interface (gNMI) (dial-in) support dial-in where the
Cisco I0S XE device is the server and the telemetry collector is the client.

o gRPC (dial-out) and gNMI (dial-out), also known as gRPC tunnel, support dial-out, where the Cisco
IOS XE device is the client and the telemetry collector is the server.
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+ Encoding:

o

o

Extensible Markup Language (XML) is used for NETCONF telemetry connections with text-based
formatting.

Key-Value Google Proto Buffer (KV GPB) is used for Google protocols such as gRPC dial-out.

JSON_IETF, or JavaScript Object Notation defined by the Internet Engineering Task Force (IETF),
follows REC 8259, and it also follows a key-value pair formatting used by gNMI.

PROTO uses a binary encoding also used by gNMI.

« Security (transport):

o

Secure Shell (SSH) and Public Key Infrastructure (PKI) allow access through a certificate or password,
which is supported by NETCONF.

mTLS, where the server verifies the client and the client verifies the server, and plain-text are
supported by gRPC dial-out.

mTLS certificates, including the following, are supported by gNMI:
mTLS certificate only
mTLS certificate and username/password authentication

RFC 8341 for NACM can be used to secure access into MDT’s API interface when either NETCONF or
gNMI dial-in is used. This is so that a user with low privileges can dial in to the device and subscribe
to the telemetry data as needed, while being restricted to making operational changes to the device,
including modifying the running configuration.

« Transport protocol:

o

o

SSH is supported by NETCONF.
HTTP2 is supported by gRPC Dial-Out and gNMI.

« Data models: Regardless of which version is used, YANG models and the data within those models will
remain consistent.

Dial-in and dial-out MDT

There are two main MDT publication/subscription (pub/sub) models: dynamic (dial-in) and configured (dial-

out).

Table 2.

Telemetry comparisons of dial-in and dial-out

Interface: NETCONF, gNMI Interface: gRPC

Telemetry updates are sent to the initiator subscriber Telemetry updates are sent to the specified

receiver/collector

The life of the subscription is tied to the connection A subscription is created as part of the running

(session) that created it and over which telemetry configuration; it remains the device configuration until the
updates are sent. No change in the running configuration configuration is removed

is observed.
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Dial-in subscriptions need to be re-initiated after a reload Dial-out subscriptions are created as part of device

because of established connections or sessions being configuration and they automatically reconnect to the
killed during stateful switchover receiver after a stateful switchover, network or tooling
outage

Subscription ID is dynamically generated upon successful Subscription ID is fixed and configured on the device as part
establishment of a subscription of the configuration

Dynamic (dial-in)

An application-based subscriber requests an open session to the network device via the ietf-yangpush.yang
data model. The subscriber sends one or more subscriptions using the same session. If the Cisco 10S XE
device approves the request, it replies with a subscription ID and starts streaming telemetry data. The network
device will send the publications to the application for as long as the session stays up.

Dynamic subscriptions cannot be modified but can be terminated at any time. Dynamic subscriptions
automatically terminate if the session is terminated. In a dynamic subscription, the subscriber and receiver are
always the same entity. Note: Dial-in sessions are not maintained during a High Availability (HA) failover event,
meaning if the session goes down, it will not be reopened unless explicitly reopened by the user. NETCONF and
gNMI are the dial-in telemetry interfaces.

Configured (dial-out)

In the configured subscription, the receiver is not necessarily the subscriber, and the subscription is configured
via CLI, NETCONF, or RESTCONF. Subscriptions can be modified or terminated at any point in their lifetime.
Configured subscriptions are persistent between IOS XE device reboots, unlike dynamic subscriptions.
Configured subscriptions can be used to stream data to more than one receiver.

Dial-out is a configured model. The subscriptions need to be statically configured on the network device using
any of the available interfaces (CLI, APIs, etc.) and the device will open a session with the application. Unlike
dial-in sessions, if the dial-out session goes down, the device will try to open a new session. gRPC is the dial-
out telemetry interface.

Table 3. Comparison of dial-out and dial-in
Supports gRPC, http, TCP as transport protocol Only gRPC is supported as protocol

Configuration needs to be done from the CLI or other Single channel for subscription and data transport
management interface

No need to open a specific port to management interface of  Firewall rule needs to apply to ingress direction to switch
switch for gRPC

Load balancing is easy by setting up collector behind virtual gRPC/gNMI client need is distributed between switches
IP (VIP)
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Figure 3.
Dial-in vs. dial-out handshake

NETCONF

NETCONF stands for NETwork CONFiguration and was originally defined in REC 4741 for NETCONF 1.0 and
updated in REC 6241 for NETCONF 1.1. The NETCONF protocol defines a set of operations to manipulate
structured data defined by YANG data models. It is an RPC-based protocol where data is encoded in XML.
Transactions are at the core of the protocol stack. It is session-oriented, provides capabilities exchange for
discovering models, and uses SSH as a transport. The combination of NETCONF with YANG constitutes an API.

netconf-yang

RESTCONF

RESTCONF follows the REST API and provides the ability to GET, PATCH, DELETE, etc. While there is no
telemetry option for RESTCONF, multiple REST GET requests can be sent to a Cisco IOS XE device. See the
sections below about how to generate Ansible playbooks and Python scripts to automate this process.

SNMP

SNMP is unable to discover MIBs supported by the device. NETCONF has a built-in capability exchange,
providing all supported data models as well as additional operations and datastores supported on a device. For
example, "notification" or "roll back-on-error" capabilities are shown below.

gNMI

OpenConfig gNMI is the gRPC Network Management Interface developed by Google. gNMI provides the
mechanism to install, manipulate, and delete the configurations of network devices and view operational data.
The content provided through gNMI can be modeled using YANG and encoded using JSON_IETF in accordance
with REC 7951.

gnxi
gnxi server

gnxi secure-server
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gRPC
gRPC is the Google Remote Procedure Call developed by Google, and it supports dial-out telemetry.

In the following CLI example, two subscriptions are configured. Subscription 502 provides CPU data every 20
seconds, and subscription 503 provides memory data every 30 seconds.

telemetry ietf subscription 502

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
source—address 10.100.99.14

source-vrf mgmt

stream yang-push

update-policy periodic 2000

receiver ip address 10.100.1.13 57500 protocol grpc-tcp

For additional use cases and examples, check out the DevNet Code Exchange:
https://developer.cisco.com/codeexchange/qgithub/repo/jeremycohoe/cisco-ios-xe-mdt

Configuration and operational data

Configuration data models are the set of writable data required to transform a system from its initial default
state into its current state. A configuration model instructs the device to do something and can be mapped to
the running configuration of a Cisco I0S XE device.

Operational data models are the set of read-only data status information and statistics on a device. An
operational data model consists of what the device is doing and is mapped to the information traditionally
provided by show commands.

Data represented in YANG data models can be streamed as telemetry to remote collectors for monitoring and
processing. Subscriber applications, via the ietf-yang push YANG data model, request continuous and
customized streams of updates from a Cisco IOS XE device. The streaming telemetry notifications are based on
the data model supported by the device, which makes possible near-real-time operational and configuration
insights. There are two subscription types and two notification types, described below.

Publication notification options: On-change and periodic

Note: Notification options are independent of subscription types.

Telemetry notifications occur either at a predefined time schedule or when an event occurs. On-change or
event-based notifications provide alerts of a state or configuration update. For example, configuration changes,
failed logins, interface state changes, and other faults and alarms could alert the network administrator of
suspicious activity. Periodic updates include notifications at a regular time interval. The periodic update interval
is predefined, usually between 5 seconds and 5 minutes, depending on the use case and business
requirements. The minimum interval is one update per second. An example of periodic telemetry is receiving
CPU and memory utilization and interface packet counters every 30 seconds.
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Figure 4.
Telemetry publication options

YANG data modeling language

Data models

Data models are one of the most important components of programmable APIs. They define the data structure,
syntax, and semantics of a given feature and are meant to solve the issue of unstructured data provided by
ClLls.

YANG data models

Yet Another Next-Generation (YANG) was defined in REC 6020 and has been updated in REC 7950. The YANG
data modeling language was developed by IETF to enable the reuse of data models across equipment from
different network vendors. It is widely used by network operators to automate the configuration and monitoring
of network devices and define the capabilities of the API. Cisco IOS XE supports two categories of YANG data
models: native and open.

Native data models

Cisco 10S XE native data models specific to Cisco IOS XE are not interoperable with other platforms. They
closely mirror the structure of the Cisco IOS XE CLI, which makes them more familiar to experienced Cisco IOS
XE users. The key benefit of native data models is the breadth of feature coverage.

Examples include:

e Cisco-I0S-XE-interfaces.yang: A native module for configuring interface parameters such as IP address,
description, and speed. It also contains operational data about interfaces, such as admin state and
InOctets.

« Cisco-10S-XE-ospf.yang: A native module for configuring Open Shortest Path First (OSPF) routing
processes.

Open data models

Open data models provide a common interface across multiple platforms. Cisco I0S XE supports a number of
open data models from both the IETF and OpenConfig standards bodies.
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IETF
The Internet Engineering Task Force (IETF) defines many of the standards needed for the operation of networks,
including the IP protocol. IETF has released several open data models that are supported by Cisco I0S XE.

Some of the IETF YANG modules supported by IOS XE include:

« ietf-interfaces.yang: IETF module for configuring interface parameters such as IP address, description,
and speed. It also contains operational data about interfaces, such as admin state and InOctets.

o ietf-ospf.yang: IETF module for configuring OSPF routing processes.

OpenConfig

OpenConfig is a consortium of network operators created to define standards intended to make networks more
open and programmable. The OpenConfig standards body consists primarily of network operators. As
OpenConfig is not a formal standards body, OpenConfig data models change rapidly.

Some of the OpenConfig modules supported by Cisco IOS XE include:

« openconfig-interfaces.yang: OpenConfig module for configuring interface parameters such as IP
address, description, and speed. It also contains operational data about interfaces, such as admin state
and InOctets.

« openconfig-ospfv2.yang: OpenConfig module for configuring OSPF routing processes.

YANG can be used for configuration data and operational data. It can use Xpath to define the elements of the
YANG data model. The sensor path of the YANG data source is configured in Xpath format, which we will
explore in examples below. YANG models can be used in both dial-out and dial-in telemetry streams. If a path
is a container or list, all the items under it will be streamed to the collector. YANG models support both periodic
and event-based telemetry.

& YangModels / yang

+ RFC 7950 YANG data modelling language Ciseo-t0S-XE-bgp-route-oparyang
are the API definitions for I0S XE » master = | M Cisco-10S-XE-bgp-rpcyang

« The YANG modules are available for o] ) o005 -XE-b 2o Yang Modess (vo62) =
1SCO an
download from the APl and are also g : .
DUb”ShEd on Github.com Cisco-10S-XE-boot-integrity-oper Cisco-10S-XE-install-events.yang

+ Notable modules are listed below for the Cisco-10S-XE-install-rpc.yang

running-config, feature oper, actions and

Cisco-10S-XE-breakout-port-oper)

Cisco-10S-XE-interface-common.yang

event ﬂOtifiCatiOnS = Cisco-l10S-XE-bridge-domain.yang :
Cisco-l0S-XE-bridge-operyang Cisco-10S-XE-interfaces-operyang
YANG module name.yang Description = Cisco-10S-XE-interfaces.ya
Cisco-10S-XE-cable-diag-oper.yar isco-|OS-XE-interfaces yang
Cisco-I0S-XE-native running-config Cisco-10S-XE-ios-common-operyang

Cisco-I0S-XE-cable-diag-rpc.yang

Cisco-10S-XE-{feature}-cfg Feature configuration Y Cisco-I0S-XE-ios-events-operyang

Cisco-10S-XE-{feature}-oper Feature operational data
Cisco-10S-XE-ip-sla-events.yang

Cisco-10S-XE-{feature}-rpc Actions
Cisco-10S-XE-ip-sla-operyang
Cisco-evpn-service EVPN service abstraction
OpenConfig-{feature} abstraction for config & oper
Figure 5.

Cisco I0S XE YANG model coverage on GitHub
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The YANG models supported on Cisco IOS XE are listed by XE release here:
https://qithub.com/YangModels/yang/tree/main/vendor/cisco/xe.

Let’s take an example with the openconfig-interfaces model by breaking down the openconfig-
interfaces:interfaces/interface/state/oper-status Xpath below:

« Model name: openconfig-interfaces
« Containers, interfaces, and state
o List: interface

o Leaf: oper-status

openconfig-interfaces:interfaces/interface/state/oper-status

4 &, openconfig-interfaces
| i [~ interfaces
4= interface
— 2B name
= config
4 [~ state
name
type
mtu
description
enabled
ifindex

I admin-status
| 2 oper-status

Figure 6.
YANG example 1

Let’s look at another example of YANG model capabilities. The following capabilities are supported in our

Cisco-l10S-XE-mdt-capabilites-oper YANG model.

© 2024 Cisco and/or its affiliates. All rights reserved.
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4 & Cisco-I0S-XE-mdt-capabilities-oper
A=, mdt-capabilities-oper-data
Ag mdt-system
JE sub-caps
' periodic-is-valid

on-change-is-valid
— @9 periodic-supported
| -4 on-change-supported
4 == mdt-datastore

) datastore

mdt-per-node

» index
[ sub-caps
periodic-is-valid

on-change-is-valid
& periodic-supported
€4 on-change-supported
- & filter-type-choice
e > sub-filter-type-xpath
: xpath

- s mdt-transport

periodic-is-valid

/& on-change-is-valid
& periodic-supported
- €9 on-change-supported

& filter-type-choice
i = sub-filter-type-xpath
b /& xpath

Figure 7.
YANG example 2

Xpath FAQs

To get started with telemetry, we first need to define the features and types of data to receive. The data for
each feature is formatted in Xpath (REC 6020).

The table below gives some commonly used Xpaths that are supported on a typical Cisco IOS XE device
organized by data model, Xpath, and lastly a description.

Table 4. Commonly used Xpaths

Cisco-10S-XE-arp-oper /arp-ios-xe-oper:arp-data  ARP operational data including ARP entry. For a given
address and interface, the hardware and time are
provided

Cisco-10S-XE-cdp-oper /cdp-ios-xe-oper:cdp- Cisco Discovery Protocol (CDP) neighbor operational

neighbor-details information

Cisco-10S-XE-environment- /environment-ios-xe- Environment operational information including

oper oper:environment-sensors  environment sensors. For a given name and location, the
current sensor reading as well as low and high
thresholds
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Data Model

ietf-interfaces

Cisco-10S-XE-interfaces-oper

Cisco-10S-XE-native

Cisco-10S-XE-Illdp-oper

Cisco-10S-XE-matm-oper

Cisco-10S-XE-mdt-oper

Cisco-10S-XE-memory-oper

Cisco-10S-XE-platform-oper

Cisco-10S-XE-poe-oper

Cisco-10S-XE-process-cpu-
oper

Cisco-10S-XE-process-
memory-oper

[if:interfaces-state

/interfaces-ios-xe-
oper:interfaces/interface

/ios:native

/iidp-ios-xe-oper:lldp-
entries

/matm-ios-xe-oper:matm-
oper-data

/mdt-oper:mdt-oper-
data/mdt subscriptions

/memory-ios-xe-
oper:memory-
statistics/memory-statistic

/platform-ios-xe-
oper:components

/poe-ios-xe-oper:poe-
oper-data/poe-switch

/process-cpu-ios-xe-
oper:cpu-usage/cpu-
utilization

/process-memory-ios-xe-
oper:memory-usage-
processes

_

Interfaces and interface states following the IETF
standards

Interfaces and interface states following the Cisco native
standards

All of the running-config is modeled here

Link Layer Discovery Protocol (LLDP) information
including LLDP entries containing a LLDP entry. LLDP
state details LLDP interface details

MAC Address Translation Manager (MATM) information
including a MATM table. For a given table—type an VLAN
ID number, the aging-time and MATM MAC entry

Streaming telemetry operational data including model
driven telemetry streams, subscriptions and connections

Memory statics. For a particular name, the total, used,
free, lowest an highest memory is provided
Power utilization for POE or non-POE devices

Power utilization for POE devices

CPU usage including five-seconds, one-minute, and
five-minutes

Memory usage of processes. For a given process ID and
name, the TeleTYpe (TTY), memory and buffer
information is provided

For some commonly used wireless-specific Xpaths, see the table below.

Table 5.

Commonly used wireless-specific Xpaths

Cisco-10S-XE-wireless-
access-point-oper

Cisco-10S-XE-wireless-client-
oper

Cisco-10S-XE-wireless-
mobility-oper

/wireless-access-point-
oper:access-point-oper-
data

/wireless-client-
oper:client-oper-data

/wireless-mobility -
oper:mobility-oper-data
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Wireless access point data (AP) including CAPWAP,
mapping between AP ethernet MAC and base radio MAC,
radio and SSID counter data

Wireless client operational data including 802.11, VLAN
policy, client traffic statistics, common client data, IPv4
binding and multiple IPv6 bindings

Wireless mobility operational data including mobility node
data. For a given node IP, the nat IP ulink status, group
name, etc
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Cisco-10S-XE-wireless-rrm- /wireless-rrm-oper:rrm- Wireless radio RF operational data including 802.11,
oper oper-data/rrm- radio, spectrum etc
measurement

Native vs. OpenConfig

Cisco native YANG models provide more granularity for Cisco products. Cisco native models are helpful in
networks with all or mostly Cisco devices because the same models can be used across Cisco I0S XE devices,
including switching, routing, and wireless devices. These models can provide more granularity since they are
made specifically for Cisco products.

OpenConfig YANG models are industry standards, meaning they can be used to configure Cisco and third -party
networking devices. These models are best leveraged when working with a mixed-vendor network.

Finding a YANG model Xpath for gRPC dial-out

Use YANG Suite to explore, visualize, and use YANG models. To find the Xpath for a given YANG model,
navigate to YANG Suite and explore YANG. Load the YANG set and select YANG module(s). Then find the Xpath
listed. To build a gRPC dial-out subscription configuration, use the format filter Xpath
/<PREFIX>:<Xpath> as in the example below. Note, for Cisco IOS XE native models, the shortened format can
simply be filter Xxpath /<Xpath>, where <Xpath> is replaced with the Xpath found in YANG Suite.

See the example below for CPU utilization.

filter xpath / PREFIX : XPATH

YANG VANC KA
e sure Explore YANG Models —— admi eoo
Select a YANG st 10S XE Switching Select YANG module(s) || C860-I0S-XE-process-cou-aper % Load madule(s)
Q Q A
.lcan legend Search XPaths Search nodes «" Expand all nodes
3) Display schema nodes of
e

nly Display all nodes
pl-ope

Node Properties
Name ou-utilization

Nodetype
Description
Module

Revision

Xpath

B> cpu-usage-processes Prefic
Namespace brocess-cpu-

Access

Operations

Schema Node Id |

filter xpath /process-cpu-ios-xe-oper.cpu-usage/cpu-utilization

Figure 8.
Finding an Xpath for CPU utilization

Searching for YANG model data

The YANG Catalog is helpful for exploring and finding YANG models from a variety of vendors and is available at
https://vangcatalog.org. It is maintained by IETF with contributions from Cisco when new YANG modules are
contributed as part of the standard release cycle. The YANG Catalog has a friendly API that is available to help
ensure that data points can be found with ease and using automation.
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https://yangcatalog.org/

Home | About | Use cases | Contribute | Query | YANG Modules Stats | Contact

YANG Catalog

YANG Search | YANG Module Detall Viewer | YANG Valdalor | YANG Impact Analysis | YANG Regex Validator

Find the model for your use case

The YANG Catalog makes available a large and growing number of published models relevant to a range of use cases, including modules
from organizations such as the Internet Engineering Task Force (IETF), the Broadband Forum, the IEEE, the Metro Ethernet Forum,

companies, as well as open source communities such as the Open Daylight Project.

YANG is a data modeling language developed in the IETF. It is used to model configuration and state data manipulated by protocols such
as NETCONF and RESTCONF. YANG enables easier management of network elements, such as routers, and is widely used and
deployed by many network equipment vendors and network operators.

Let's start

Figure 9.
YANG Catalog - Getting Started

Below is an example of using the YANG Catalog’s YANG Module Detail Viewer to view the “Cisco-I0S-XE-poe-
oper” module’s tree view. This view shows that there is a container with four more containers with Power over
Ethernet (PoE) port, port detail, stack, and switch level information.

YANG Tree

Module: Cisco-10S-XE-poe-oper@2022-07-01
Namespace: http:/cisco.com/nslyang/Cisco-10S-XE-poe-oper
Prefix: poe-ios-xe-oper

_o Module details % Impact Analysis

Element [{ B Schema Type Flags Opts Status Path
E Cisco-10S-XE-poe-oper module module
B> poe-oper-data @ container container no config current /poe-ios-xe per-data [
0 poe-port @ list list no config current /poe-ios- oper-data/poe-ios-xe port @
[ poe-port-detail @ list list no config current /poe-ios-xe oper-data/poe-ios-xe port-detail
[ poe-module @ list list no config current /poe-ios-xe oper-data/poe-ios-xe module [0
[ poe-stack ® list list no config current Ipoe-ios-xe per-data/poe-i stack @
0 poe-switch @ list list no config current /poe-ios-xe-oper:poe-oper-data/poe-ios-xe-oper:poe-switch [0
Figure 10.

YANG Catalog - YANG Tree
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Benchmarking and comparisons

Customers are continuing to move away from SNMP and toward using model-driven telemetry. Why, you may
ask? The answer is demonstrated in the data from test results below. SNMP provides less data and provides
that data at a slower rate than any of the MDT interfaces. Regardless of size or setup, MDT consistently
provides more data at a lower CPU and memory cost than SNMP. Let’s look at the side-by-side comparisons

below.

Benchmarking topology and scale

In this use case, each of the MDT options (gNMI, gRPC, NETCONF, and RESTCONF) provides data for 17
features at a CPU and memory rate faster than SNMP provides data for 1 feature (interfaces). These tests were
run on a 48-port Cisco Catalyst™ 9300 Series Switch.

Interface CPU PCAP file  Data byte Data bit Average Average
Impact size/data  Rate rate Packet Packet
size (MB) Rate (sec) Size
(bytes)
gNMI +3% 23 MB 6 kBps 53 kbps 5] 1180
gRPC +3% 69 MB 19 kBps 155 kbps 58 333
NETCONF +2% 83 MB 23 kBps 185 kbps 29 780
RESTCONF = +4% 200 MB 35 kBps 281 kbps 37 945
SNMP * +6% 120/ 87 24 kBps 197 kbps 90 273

Telegraf
[

l s
Y HH‘I'I'

17 xpaths collected at 60 second update interval

Jarp-ios-xe-oper-arp-data

lcdp-ios-xe-oper cdp-neighbor-details
[environment-ios-xe-oper.environment-sensors
/if.interfaces-state
[interfaces-ios-xe-oper:interfaces/interface

Jios:native

/idp-ios-xe-oper lidp-entries
/matm-ios-xe-oper:matm-oper-data
/mdt-oper.mdt-oper-data/mdt-subscriptions
/memory-ios-xe-oper-memary-statistics/memary-statistic
Joc-ifinterfaces/interface/state/counters
Joc-platform:components

Joc-sys:system

Iplatform-ios-xe-oper.components

/poe-ios-xe-oper poe-oper-data/poe-switch
/process-cpu-ios-xe-oper-cpu-usage/cpu-utilization
process-memory-ios-xe-oper memary-usage-processes

* SNMP collection of interfaces (IF-MIB) only

Figure 11.

MDT usage comparison

Comparison against SNMP

As the examples above show, working with YANG-based models as opposed to SNMP provides a greater
quantity of data at a faster rate. Overall, the industry trend is moving away from SNMP and toward using MDT
because much more data can be sent across for more features with less CPU and memory impact on the Cisco

10S XE device.
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Cisco controller solutions
Why use a controller?

Controller-level and device-level automation are both valid choices for managing a network. Device-level
automation provides more control but requires more effort to manage. Conversely, controllers do not allow the
granular level of control of device-level automation and are easier to manage.

For example, it is possible to deploy the individual features of a Software-Defined Access fabric device-by-
device by using either NETCONF or even the CLI, with configuration management tools such as Ansible and
Puppet. This allows the user more granular control than providing the configuration through Cisco Catalyst
Center. However, configuring many devices for a fabric in this way would require more work to define the
configuration parameters and data models and to ensure that proper validation of the configuration takes place.
Cisco Catalyst Center would do these automatically.

It is also possible to use a combination of controller-based and device-based automation. For example, Cisco
Catalyst Center could be used to provision and manage most of the settings in the network, but certain scripts
could be used to collect certain pieces of operational data.

While the controller still manages the devices and provides a layer of abstraction to the network operator, it is
still possible to use scripts or other tools to automate the network using the northbound REST APIs available to
the controller.

Cisco Catalyst Center

Cisco Catalyst Center provides the capabilities for ongoing and proactive monitoring of network status and for
providing alerts of network failures. It uses various methods to communicate with network elements for ongoing
monitoring, such as syslog, SNMP, and streaming telemetry. The Cisco Catalyst Center solution provides
ongoing analysis of monitored Key Performance Indicators (KPIs) and includes the ability to provide trend-line
analysis.

Additionally, it provides the capability for on-demand troubleshooting by recognizing faults in the network and
suggesting recommended actions and by leveraging the path-trace application, which visualizes the route the
data takes on the network. More details about Cisco Catalyst Center are available at https://cisco.com/go/dna-

analytics-and-assurance.

For features not yet available in Cisco Catalyst Center, use a third-party solution or do it yourself. The Cisco
Catalyst Center APIs can be used to visualize telemetry data in custom third-party dashboards.

- Telemetry can be collected from both Cisco Catalyst Center and I0S XE
- Out of the box insights and analytics, paired with
- Custom use cases for 3" party telemetry

Figure 12.
Custom dashboarding and collection
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Cisco Crosswork Suite

Cisco Crosswork® is designed with modern low-touch and no-touch operations in mind. It is multivendor and
multidomain, centered on both programmatic infrastructure control and access to operational and state data,
and spans both cloud/Software-as-a-Service (SaaS) and on-premises tooling. The tools in the portfolio
encompass the full-service lifecycle and deliver a closed operational loop that includes planning and design,
implementation, and ongoing monitoring and assurance.

While elements of the Crosswork portfolio can be licensed individually, Crosswork is also available packaged in
two suite options. These suites group tools that share a common purpose and provide the advantage of lower
licensing costs than if you purchased the tools individually.

Learn more about the entire Crosswork Suite options here:
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/crosswork-network-
automation/crosswork-essentials-adv-suites-ds.html

Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway has been developed for real-time data collection from multivendor network
devices. This application simplifies the challenges of collecting all this network traffic.

Cisco Crosswork Data Gateway is an on-premises application deployed close to network devices, enabling
multiple data collection methods — MDT, SNMP, CLI, etc. The collected data is delivered securely and
consumed by on-premises and cloud analytics applications. Cisco Crosswork Data Gateway enables a critical
and important tenet of data collection: the collection process should be an efficient and centralized step.

Cisco Crosswork Data Gateway assumes the job of connecting to devices, collecting the data, and publishing it.
Pushing a first-stage processing function closer to the source data, Crosswork Data Gateway can reduce the
amount of data sent to the application and the stress on the devices, abstracting the network complexity and
reducing application vendor dependencies. If the use case dictates, Cisco Crosswork Data Gateway can send
the raw data for direct consumption by the registered application.

Instances of Cisco Crosswork Data Gateway can be distributed to support large-scale networks. Crosswork
applications scale better by offloading data collection and processing to distributed Data Gateway instances
closer to the devices.

Learn more about Cisco Crosswork Data Gateway here:
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/crosswork-network-
automation/datasheet-c78-743287.html

Cisco Meraki dashboard

Another solution for device monitoring using MDT is the Meraki® dashboard.

Cloud monitoring for Catalyst provides an integrated view of Catalyst 9000 switches, seamlessly integrated into
the Meraki dashboard experience.

Cloud monitoring provides the ability to view Catalyst switch statistics, configuration, and troubleshooting
capabilities. These switches will be automatically tagged with “Monitor Only” in the dashboard to distinguish
them from fully managed Meraki switches. Aside from this difference, “Monitor Only” Catalyst switches appear
and function very much like Meraki MS switches in the dashboard, including a visual representation of
connected ports and traffic information.
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The Meraki dashboard API is an interface for software to interact directly with the Meraki cloud platform and
devices managed by Meraki. The API contains a set of tools known as "endpoints" for building software and
applications that communicate with the Meraki dashboard. Use cases include provisioning, bulk configuration
changes, monitoring, and role-based access controls. The dashboard API is a modern, RESTful API using
HTTPS requests to a URL and JSON as a human-readable format. The dashboard API is an open-ended tool
that can be used for many purposes. Here are some examples of how it is used today by Meraki customers:

« Add new organizations, administrators, networks, devices, VLANSs, and Service Set Identifiers (SSIDs)

Provision thousands of new sites in minutes with an automation script

Automatically onboard and off-board new employees' teleworker devices

Build your own dashboard for store managers, field techs, or unique use cases

[}
A
v

© C9200-24-16-2039

€9200-24P
Ports | view ports on this switch

Set a location for this switch Historical device data

Connectivity

Client usage

10.7.67.20

128.107.81.82

for the last day ~

Dl
o

s
CH

10.7.671

Clients

Description
JAEZ2427XXXX
Q2ZZ-KZ5Q-XXXX

]
1
2 a4
3
4
5

6 ad

Current version: 10S XE 17.5.1

Usage &
None
23K8
4201 KB
492 MB
745m8B

102.3 MB

MAC address

00:11:01:00:03:eb
24:88:73:13:00:13
00:57:d2:c1:ef:2d

00:50:56:bb:95:17

94:57:25:12:02:50

24:88:73:12:ad:73

N1 15 17 19 N 23

s aaas A
1 1)

10012 W 16 18 20 22

IP address
127.0.01
10.7.67.30
10.2.72.5
10.2.71.2
10.2.71.3

10.72.67.29

e —

Port

C9200-NM-4X [ 1
C9200-NM-4X /1
8
4
8

C9200-NM-4X /1
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Figure 13.

Meraki Dashboard Insights for a Cisco Catalyst 9200 Switch

Learn more about Meraki dashboard here:
https://documentation.meraki.com/General _Administration/Other_Topics/Cisco Meraki

Dashboard API.
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Cloud solutions
AWS

g
-

g —> —b> —b> —b —b>

Cisco Catalyst: The Ul into the Real Time Database provides value

C9300 in charts and graphs to a variety of business users
C9500
C8500
C9800
* example is AWS components but applies to any cloud service provider, regions are not considered here
Figure 14.

Cloud-based HA telemetry architecture in AWS"

Tooling

Collection of MDT

For testing and validation, the Cisco YANG Suite tooling can be used to dial in to NETCONF and gNMI and to
function as the receiver for the gRPC dial-out telemetry. Once the telemetry has been validated, there are
several solutions available to process, store, and visualize the data for production use cases. The most common
tooling stack is TIG, or Telegraf, InfluxDB, and Grafana. Telegraf is the collector and receiver of telemetry data
directly from 10S XE. Telegraf will send any received telemetry to the InfluxDB, where it is stored and later used
by other tools for visualizing the data and alerting based on it. The Grafana dashboarding tool can be used to
access the data within the InfluxDB to display data over time and with more meaningful representations.

Tooling and comparisons

There are many tools available when working with MDT, including Cisco Telemetry Broker, YANG Suite, gNMic,
and the TIG/ELK stacks. Some of these will be covered in this section and compared by cost, support, scale,
and location.

Table 6. MDT tooling

_

Cisco Telemetry Data Broker Telemetry collector / receiver

YANG Suite « Testing and validation environment for using YANG models for NETCONF,
RESTCONF, and Gmni

« gRPC telemetry receiver with optional TLS

gNMic gNMI testing
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N o=

TIG/ELK stacks Telemetry receivers, databases, and visualization tools
TIG ELK
Receiver Telegraf ElasticSearch
Database InfluxDB Logstash
Visualization Grafana Kibana

Cisco Telemetry Broker

Cisco Telemetry Broker has roots in the Stealthwatch® UDP Director (UDPD), which simply replicated UDP traffic
to multiple destinations. Cisco Telemetry Broker builds upon the successes of the UDPD while also creating a
new Telemetry Broker market. Cisco Telemetry Broker optimizes telemetry pipelines for the hybrid cloud. In
doing so, it vastly simplifies the consumption of telemetry data for customers’ business-critical tools by
brokering hybrid cloud data, filtering unneeded data, and transforming data to a usable format.

The benefits of Cisco Telemetry Broker include brokering, filtering, and transforming data. It provides the ability
to route and replicate telemetry data from a source location to multiple destination consumers, to filter data that
is being replicated to consumers for fine-grained control over what consumers can see and analyze, and to
transform data protocols from the exporter to the consumer’s protocol of choice.

Learn more about Cisco Telemetry Broker here:

o Cisco Telemetry Broker https://cs.co/telemetrybroker

« Read more in this blog post: https://blogs.cisco.com/security/taking-full-control-of-your-telemetry-
with-the-intelligent-telemetry-plane
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Cisco YANG Suite

Many tools have been created to navigate through data models and device API interfaces, perform validation,

and build various API operations. Cisco YANG Suite (https://developer.cisco.com/yangsuite/) provides the

testing and validation environment for all IOS XE device API features and capabilities. From building and
sending API payloads with NETCONF, RESTCONF, and gNMI, to receiving MDT with NETCONF, gNMI, and
gRPC, this tool is widely used for a variety of validation, testing, and integration use cases.

YANG Suite

Cisco YANG Suite

YANG API Testing and Validation Environment

Construct and test YANG based APIs over
NETCONF, RESTCONF, gRPC and gNMI

I0OS XE/IOS XR/NX OS platforms

Figure 15.
Intro to YANG Suite

Working with YANG Suite to understand YANG models

The typical workflow for getting started with MDT and using YANG Suite includes the following:
1. Run the initial setup for YANG Suite.
2. For the feature of interest, send a GET payload to understand the formatting.

3. After understanding the GET response, determine if you need this value at a certain frequency
(periodic) or every time the value changes (on-change).

For more details on periodic vs. on-change notifications, see the related section above.
Examples:

o Periodic: CPU. If we get this value each time it changes, we’ll get constant updates, whereas 1-
minute CPU updates could meet our granularity requirements.

o On-change: Interface shutdown. If we want to monitor interface flapping and other changes, we may
want to receive this data only when a change occurs.

4. After defining the requirements for which YANG model to receive and when to receive it
(periodically or on-change), we can now subscribe to the model.
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What'’s Included

- Initial Release:
- Device Manager

- Docker install support with HTTPS
- Second Release:
- RESTCONF
- gNMI
- Python Integrations
- Third Release:
- gRPC Telemetry with TLS Support
- SNMP OID to YANG Xpath Mapping
- Ansible Integrations
- Pip install support

- NETCONF (Python), gRPC Telemetry

Core plugins

- Plugin and YANG File Manager, Datasets and diffs

Additional plugins

Cisco YANG Suite|

Analytics

Datasets and diffs

SNMP to YANG Mapping
Pratocols

gNMI

gRPC telemetry

NETCONF

RESTCONF

Explore
YANG

Figure 16.
YANG Suite Capabilities

YANG Suite: YANG Explore

Use YANG Explore to understand and visualize YANG models to understand the feature and how to use Xpaths

(show interfaces).

gNMI

YANG Suite can be used as a receiver for dial-in gNMI subscriptions. In this case, the device will make a
connection to YANG Suite through a gNMI subscribe and send data to the YANG Suite console as long as the

connection is up.

In this example, we configure a gNMI subscription to OpenConfig interfaces:

gNMI Subscribe payload to send to device:

{

"subscribe": {
"subscription": [
{
"path": {

"origin": "rfc7951",
"elem": [

{

"name": "Cisco-IOS-XE-interfaces-oper:interfaces"

by
{

"name": "interface"
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by
"mode": "SAMPLE",

"sampleInterval": "30000000000"

1,

"encoding": "JSON IETE"

See the full MDT example here: https:
access-point-oper-data

YANG Suite / gNMI / YANG set ** / Modules

e -] gRPC Network Management Interface (gNMI)

YANG Set  jcohoe-c9300-default-yangset Module(s)

Device jcohoe-c9300

(®) STREAM () ONCE () POLL Origin:

ON_CHANGE @ SAMPLE TARGET_DEFINED

Search XPaths cRepIays v Build RPC Clear Values

Sample interval 30

Openconfig (8) RFC 7951

Cisco-10S-XE-interfaces-oper x

(_ & EditDevice ) (__Capabilties )  9NMI Operation ((get | set

Module name

e @ © @
Load Module(s)

Prefix path
Encoding type:
Other (@) JSON_IETF () JSON () PROTO () AsCll

| /@ name

| /& interface-type
L /@ admin-status
L &) oper-status

| ,g last-change

| A& if-index

| /& phys-address
! § higher-layer-if
! g lower-layer-if
| IQ speed

d > statistics

! i= diffserv-info

Nodes Value Operation
4+- &, Cisco-10S-XE-interfaces-oper
4-[> interfaces
4- 1= interface

"subscribe”: {
“"subscription”: [

"name”: "Cisco-10S-XE-interfaces-oper:interfaces”

“name”: "interface”
}
]
h
"mode": "SAMPLE",
“sampleinterval®: "30000000000"
}

|8
"encoding”: "JSON_IETF"
}
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JSON Decoded

"admin-status":

"oper-status":

"name": "AppGigabitEthernetl/0/1",
"interface-type": "iana-iftype-ethernet-csmacd",

"if-state-up",
"if-oper-state-ready",

"last-change": "2022-07-26T17:43:57.920000+00:00",

"if-index": 49,

"phys-address": "70:1£:53:9b:0f:a9",

"speed": "1000000000",

"statistics": {
"discontinuity-time": "2022-07-26T17:40:57+00:00",
"in-octets": "0",
"in-unicast-pkts": "0",
"in-broadcast-pkts": "0",
"in-multicast-pkts": "0",
"in-discards": 0,
"in-errors": 0,
"in-unknown-protos": 0,
"out-octets": 4073505065,
"out-unicast-pkts": "35917940",
"out-broadcast-pkts": "17172777",
"out-multicast-pkts": "17949523",
"out-discards": "0",
"out-errors": "0",
"rx-pps": "0",
"rx-kbps": "0",
"tx-pps": "5",
"tx-kbps": "4",
"num-flaps": "0",
"in-crc-errors": "0",
"in-discards-64": "0",
"in-errors-64": "0",
"in-unknown-protos-64": "0",
"out-octets-64": "4073505065"

}e
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OpenConfig example:

ulte / gNMT [ YANG sel Modules

e © gRPC Network Management Interface (gNMI)

Module(s) || oPenconfig-interfaces X

YANG Set  jcohoe-c9300-default-yangset v

Device | jcohoe-c9300

@ Openconfig (

o @ O @
Load Module(s)

v \ ( £ Edit Device ) ( Capabilities ) gNMI Qperation -M || Prefix path

RFC 7951 ) Module name ) Other

Run RPC(s) e ® Clear RPC(s)

(®) STREAM () ONCE () POLL ) Origin:
= - Sample interval 30
ON_CHANGE (®) SAMPLE () TARGET_DEFINED
Encoding type:
@ JSON_IETF (_ ) JSON () PROTO ASCIl
Search XPaths Build RPC Clear Values
Nodes Value Operation {
4+ &, openconfig-interfaces
4-[> interfaces
4- = interface
; ﬁname
:‘ B config
= state

[ subinterfaces
[ oc-eth:ethernet

B oc-vian:routed-vlan
[ hold-time

"subscribe”: {
"subscription™: [

"samplelnterval™: “13;0000000000"
}

],
"encoding”: "JSON_IETF"
}

"path™: {
"origin": "openconfig"”,
"elem”: [
"name"; "interfaces”

"name": "interface”

|
)
"mode”: "SAMPLE"

JSON Decoded

[

"name”: “FortyGigabitEthernetl/1/17,

"config": (
"name": "FortyGigabitEthernetl/1/1",
“"type": "iana-if-type:ethernetCsmacd”,
"enabled": true

Yo

"state": (
"name": "FortyGigabitEthernetl/1/1",
"type": "iana-if-type:ethernetCsmacd”,
"enabled": true,
"ifindex": 45,
"admin-status”: “UP~,

"NOT_PRESENT",

"1658857381366000000",

"oper-status”:
"last-change”:
"counters®: (
"in-octets™: "0",

"in-unicast-pkts": "0"
"in-broadcast-pkts”: "0",
"in-multicast-pkts®: "0",
"in-discards": "07,
"o,
"in-unknown-protos”:
"in-fcs-errors™: 0",
0",
“out-unicast-pkts”:
“out-broadcast-pkts”:
“out-multicast-pkts”:
0",
0",
"1658857257000000000"

“in-errors”:
0",

“out-octets”:
0",
0",
"o",
"out-discards”:
“out-errors”:
"last-clear”:
Y
"openconfig-platform-port:hardware-port™: "FortyGigabitEthernet

b

1/1/1"
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gRPC telemetry

YANG Suite can be used as a receiver for dial-out subscriptions. In this case, gRPC telemetry data appears in
the YANG Suite console.

Cisco YANG Suite » The gRPC Telemetry receiver is accessed through Protocols tab and
Admin supports multiple gRPC telemetry receivers
Setup » The Listen IP and port must be specified and TLS certifications can
Ansyics . optionally be used to secure the telemetry data in transit

© @ (reC Tolemetry —-X-X"

i Listen on IP address Listen at port

0.00.0 57500 % (Optional) TLS receiver Manage receivers

Explore

YANG
Protocols Qutput file

gNMI File pat S loemiry cutput ‘

Elasticsearch Output URI
NETCONF Set Outputls)

RESTCONF

IP Address Port  TLS

- [ exe

Figure 17.
gRPC dial-out with TLS support

YANG Suite / gRPC Telemetry
e . gRPC Telemetry
Listen at IP addre... 127.0.0.1 Listen at port 57344 S / Stop telemetry receiver Clear outpu
Node : C9300
Subscription 1 202
Path : Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization
/five-seconds 1.0
Node : C9300
Subscription 1 202
Path : Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization
Node : C9300
Subscription : 202
Path : Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization
/five-seconds 1.0
Node : C9300
Subscription 1 202
Path : Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization
Node : C9300
Subscription 1 202
Path : Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization
/five-seconds i)
Node : C9300
Subscription 1 202
Path : Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization
Node 1 C9300
Subscription : 202
Path : Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization
/five-seconds : 0
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(9300#conf t

Enter configuration commands, one per line. End with CNTL/Z.

(930@(config)#telemetry ietf subscription 202

(9300(config-mdt-subs)# encoding encode-kvgpb

(9300(config-mdt-subs)# filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
(9300(config-mdt-subs)# stream yang-push

(9300(config-mdt-subs)# update-policy periodic 1009

(930@(config-mdt-subs)# receiver ip address 10.1.1.3 57344 protocol grpc-tcp

(9300#show telemetry ietf subscription 202 detail

Telemetry subscription detail:

Subscription ID: 202
Type: Configured
State: Valid
Stream: yang-push
Filter:
Filter type: xpath
XPath: /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
Update policy:
Update Trigger: periodic
Period: 1000
Encoding: encode-kvgpb
Source VRF:
Source Address:
Notes:

Legacy Receivers:
Address Port Protocol Protocol Profile

NETCONF subscribe operation

NETCONF can be used to configure a device, receive operational data from the device, or subscribe to a
device. It can also be used to configure a dial-out subscription See an example configuration here:
https://www.youtube.com/watch?v=dTun33611JA

Cisco Catalyst 9300X 10S XE CPU © cisco vana suite
RESTCONF/YANG Utilization =
E—— == o=
i
—
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YANG ite /| NETCONF / YANG set “C9:
© © NETCONF

YANG Set  C9300

Nodes
&
4 &, ietf-event-notifications
4[5 establish-subscription
4— o) input
stream
encoding
4 & filter-type
b3 ries277
filter
43 yp:update-filter
4+ & ypuupdate-filter
-3 yp:subtree
4- =3 yp:xpath
yp:xpath-filter
~> cyp:native-filter

4 & yp:update-trigger
4 = yp:periodic
o Yp:period

-> yp:on-change

NETCONF Operation other RPC) Device C9300

Module(s)

B

<[> Build RPC

Value

ypiyang-push v
cyp:encode-kvg v

/process-cpu-ios-x

Model Driven Telemetry with NETCONF

admin e o o

Cisco-IO! per X x

Open Device Window

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483649</subscription-id>
<datastore-contents-xml>
<cpu-usage xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper”">
<cpu-utilization>
<five-seconds>0</five-seconds>
</cpu-utilization>
</cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

Received message from host

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2021-02-02T06:05:07.59Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483649</subscription-id>
<datastore-contents-xml>
<Cpu-usage xmlns:"http://clsco.com/ns_/yang/(xsco-IOS-XE»process-cpu-oper'>
“<cpu-utilizations
<five-seconds>0</five-seconds>
</cpu-utilization>
</cpu-usages
</datastore-contents-xml>
</push-update>
</notification>

Figure 18.

Use NETCONF and Cisco YANG Suite to monitor CPU utilization

YANG Suite plug-in: SNMP to YANG mapping

Many customers are moving aways from SNMP and toward MDT because it provides a faster way to receive
more data across the wire. With the introduction of the new SNMP-to-YANG plug-in within YANG Suite, this
transition from SNMP is made easier. Users can provide an SNMP object ID (OID) to run an SNMP walk against
their Cisco IOS XE device. Next, they can use YANG Suite to help find the relevant YANG model associated with
that SNMP OID. Once identified, the user can get the response from that data value and compare it to that of
the returned value from the SNMP OID. This provides users confidence in the SNMP-to-YANG transition.

gNMic

gNMiic is a user-friendly tool to use GET, SET, SUBSCRIBE, and COLLECT features using gNMI.
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Validate secure gNMI with gnmi_cli

1. gnmi_cli is one of the main open source gNMI toolings available

2. gnmic is another project gaining popularity

gNMI - gRPC Network Management Interface g NM IC

This repository contains reference Go implementations for gNMI Get / Set / SubSCHbe / Collect

Note: This is not an official Google product.
The implementations include: Quick start guide

» client library implementation using gnmi.proto Installation
« CLIfor interacting with a gNMI service
= Caching collector that connects to multiple gNMI targets and makes the data available over a single gNMI

Subscribe RPC to clients

i Capabilities request
Installing P q

To install the CLI, run

go get -u github.com/openconfig/gnmi/cmd/gnmi_cli

Figure 19.
Validating secure gNMI with gnmi_cli

https://github.com/openconfi nmi

https://gnmic.openconfig.net

To securely learn about the capabilities exchange, validate the APl and secure connectivity using the following
command:

$ gnmic -a ¢9300:9339 -u admin -p Ciscol23 --log --tls-ca ./rootCA.pem --tls-cert
client.crt --tls-key client.key capabilities

gnmic -a 10.85.124.158:50052 -u admin -p admin --port 50052 --insecure get --path "rfc7951:device-hardware-data"

Leeea g e

software-version

re [Ansterdam], Catalyst

Figure 20.
Device-hardware-data with gNMIc
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gNMI CLI

Google Network Management Interface (gNMI) is the official tool created by Google to use gNMI as part of
OpenConfig. Learn more here: https://github.com/openconfi

Dashboarding and validation

Dashboards help visualize trends in data over time. We can use dashboards to validate that the connection
between a Cisco I0S XE device and the defined receiver is properly made.

Telegraf, Influx, and Grafana (TIG) stack

Telegraf is the tool that receives and decodes the telemetry data that is sent from the I0S XE devices. It
processes the data and sends it into the InfluxDB datastore, where Grafana can access it to create
visualizations. gRPC dial-out telemetry was released in I0S XE 16.10, along with the open-source software
stack for collection and visualization:

« Telegraf (collection): Used with the cisco_telemetry_mdt plug-in that decodes the gRPC data to text.

« InfluxDB (storage): An open-source time series database optimized for fast, high-availability storage
and retrieval of time series data in fields such as operations monitoring, application metrics, Internet of
Things sensor data, and real-time analytics. It provides a SQL-like language with built-in time functions
for querying a data structure composed of measurements, series, and points.

« Grafana (GUI visualization): An open-source platform to build monitoring and analytics dashboards.

IOS XE Model Driven Telemetry

>
Cisco I0S XE ﬁ%%a FEE]E G¢——— ...or with..

e e
SWERS ==mEs IIIE ===== L‘==
Network
Services
Orchestrator
Collector/Receiver
Decodes to text
l

Storage

Time Series Database

Monitoring

and Visualizations S .
Figure 21.

The TIG stack

Grafana is an open-source platform to build monitoring and analytics dashboards that also runs within the
Docker container. Navigate to the web-based user interface to visualize the MDT dashboard.

The prebuilt Grafana dashboards below can be imported into an existing Grafana deployment.

The Catalyst 9800 - Client Stats dashboard shows client statistics on a Cisco I0S XE Catalyst 9800 WLC using
the gRPC dial-out MDT interface: https://grafana.com/grafana/dashboards/12468
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88 Catalyst 9800 - Client Stats -

ferts 184073 dan76b ~

Clent RSSI SNR for 840 73.dae7:6b Data Rate for 18:4e73:dae 760 bytes RX & TX for f8:4e 73 duxe7 60

v awme 19

WOME MR 11808

Client info for f84a 72 dae76b

data rate

Spatial Streams tx retries

Radio Type

Apple FastLane?  true ssiD EWC 80211vDMS? false channel

The Device Health Monitoring dashboard shows Cisco IOS XE and the Catalyst 9300 switch using the gRPC
dial-out MDT interface to provide basic health and interface monitoring capabilities:

htt rafana.com/grafana/dashboards/13462

88 Catalyst 9300 gRPC Model Driven Telemetry & <

Last Boot Fan Speed Temperature

2020-11-20 03:02:02

Hnnnnmnm

Power Supply

TR

1520 1540
t) HotSpotTempSensorl 0°c  70°C  70°C
AT letTempSensor! e mc mc .
1520 15:30

PowerSupply1/A Output Power

Y OutletTempSensorl s2'c  s2°C  s2°C
PowerSupply1/A Capacit ve Second - ive Mins
owerSupply1/A Capacity — i we ace e Five Seconds — OneMinute — Five Minutes

Throughput

163MB/s  3kB/s

Ingress Bytes
AKB/s  AKB/s

Egress Bytes
Ingress Bytes

Egress Bytes

1515 1515
TenGigabitEthemet1/0/1 TenGigabitEthemet1/0/1
TenGigabitEthemet1/0/10 TenGigabitEthemet1/0/10
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Another use case for MDT is sustainability and PoE dashboards. Here, the poe-port-detail and poe-switch
YANG models are used. In this case, PoE devices can be turned on and off based on the time of day when they
will be used. For example, the devices in this case will be used only during the workday (around 8am to 5pm).
They can be turned off during the evening to conserve energy.

Sustainability Dashboards

YANG Suite Data Model Exploration

4 = poe-port-detail
Name poe-port-detail

Nodetype ist
Description List of PoE interfaces, keyed by interface name
Module Cisco-10S-XE-poe-oper

Revision 2022-07-01

Xpath Ipoe-oper-data/poe-port-detail

Prefix
Namespace
Schema Node Id

-XE-poe-oper

Keys
Access

Operations . “get"

Name poe-switch
Nodetype fist

Description List of PoE switches, keyed by switch number
Module Cisco-10S-XE-poe-oper

Revision 2022-07-01

Xpath
Prefix po

Namespace hitp:// /yang/Cisco-10S-XE-poe-oper

Schema Node Id Ipoe: witch
Keys

Access

er Operations . get"

Grafana PoE Dashboard

Figure 22.
Examples of Grafana sustainability dashboards

See further examples at https://github.com/jeremycohoe/cisco-mdt-

Using the Docker container with the open-source TIG stack, we can receive, store, and visualize the telemetry

information.

This Docker container is maintained and updated.

Updated TIG_MDT container now available!

'_-‘

docker pull j ycohoe/tig mdt
docker run -ti -p 3000:3000 -p 57500:57500 jeremycohoe/tig mdt "
0RO
Collector/Receiver Wi
Telegraf i
Decodes to text —
Storage
X . InfluxDB
Time Series Database _
Monitoring
. . . rarana
and Visualizations
Figure 23.

Container update announcement
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To learn more, check out the following resources:

e https://hub.docker.com/r/jeremycohoe/tig _mdt

e https://qithub.com/jeremycohoe/cisco-ios-xe-mdt

e Programmability Configuration Guide: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/prog/configuration/1712/b 1712 programmability cg.html.

Taking the TIG stack a step further, we can use a load balancer such as Envoy. Learn more here:
https://www.envoyproxy.io/

Elasticsearch, Logstash, and Kibana (ELK) stack

Similar to the TIG stack, the ELK stack is a collection of open-source applications used for data collection and
visualization. The three applications that make up the stack are:

« Elasticsearch (collection): Search and analytics engine
« Logstash (storage): Log data processor
« Kibana (GUI visualization): Visualization front end

MDT receives data on the collector in near real time. More information on the ELK stack is available from the
Elastic website at https://www.elastic.co/elk-stack. The following blog post shows how to ingest NetFlow into
the ELK stack: https://blogs.cisco.com/security/step-by-step-setup-of-elk-for-net.

Splunk

Splunk is a powerful data analytics and monitoring platform that can be used to collect, index, and analyze
model-driven telemetry. It provides a variety of data visualization tools, including dashboards, charts, and
graphs providing insights with patterns and trends in data.

For example, you can use Splunk dashboards to monitor 802.11 client probes, as in the screen shot below.

Splunk is a tool to make working with data easier. Learn more at https://www.splunk.com/.
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Configuration examples

Let’s take a deeper look at MDT seeing how dial-out and dial-in subscriptions are configured.
gRPC dial-out

Configure a gRPC dial-out periodic subscription to receive CPU utilization data:

configure terminal

telemetry ietf subscription 101

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
source-address 10.1.1.5

stream yang-push

update-policy periodic 500
receiver ip address 10.1.1.3 57500 protocol grpc-tcp

Analyze the main parts of the subscription configuration:
e telemetry ietf subscription 101 (subscription ID)
e encoding encode-kvgpb (encode using key-value pair using Google’s protobuf)

e filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
(select the Xpath associated with the YANG model describing the feature from which to receive data
updates)

e update-policy periodic 500 (period in 1/100 seconds; here we receive data every 5 seconds)

e receiver IP address 10.1.1.3 57500 protocol grpc-tcp (receiver’s IP, port, and protocol)

Verify the configured subscription using the following telemetry I0OS XE commands:

c9300# sh telemetry ietf subscription all

The result should look like the following:

Telemetry subscription brief

ID Type State Filter type
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Additionally, you can view the details for this subscription using the following show command:

c9300# sh telemetry ietf subscription 101 detail

The result should look like the following:

Telemetry subscription detail:
Subscription ID: 101

Type: Configured

sh telemetry ietf subscription 11 detail
Telemetry subscription detail:
Subscription ID: 11
Type: Configured
State: Valid
Stream: yang-push
Filter:
Filter type: xpath
XPath: /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/one-minute
Update policy:
Update Trigger: periodic
Period: 2000
Encoding: encode-kvgpb
Source VRF:
Source Address: 10.85.134.65

Notes: Subscription validated

Named Receivers:

Name Last State Change State Explanation

grpc-tcp://10.85.134.66:57500 03/05/24 11:22:43 Connected
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Similarly, we can create the same subscription, but this time using a named receiver. This is helpful when
creating many subscriptions that will all send data to the same receiver. To create a gRPC dial-out or push-
based subscription to gather CPU data every 2 seconds, configure the following on a Cisco I0S XE device:

conf t
telemetry ietf subscription 1010

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
source—address 10.1.1.5

stream yang-push

update-policy periodic 2000

receiver-type protocol

receiver name yangsuite

telemetry receiver protocol yangsuite
host name 10.1.1.3 57500

protocol grpc-tcp

gRPC dial-out with FQDN

There are two components to configure for the DNS-based telemetry receiver. The telemetry ietf subsection
remains similar to previous versions; however, the receiver type and receiver name commands are new. These
are used to define the host and port that the telemetry subscriptions use.

Instead of an IP address, the DNS name can now be used when configuring the telemetry receiver. The
following example covers the gRPC dial-out with DNS telemetry released in Cisco I0OS XE 17.6. In this case, the
DNS name is yangsuite-telemetry.cisco.com.

Table 7. Configuring a telemetry receiver

configure terminal Enters global configuration mode.

telemetry ietf subscription 1010 Creates a telemetry subscription and enters telemetry-
subscription mode.

encoding encode-kvgpb Specifies kvGPB encoding

filter xpath /process-cpu-ios-xe-oper:cpu- Specifies the XPath filter for the subscription
usage/cpu-utilization/five-seconds

source-address 10.1.1.5 Specifies the IP address of the Cisco device that will send
data to the receiver (defined below).

stream yang-push Configures a stream for the subscription.
update-policy periodic 2000 Configures a periodic update policy for the subscription.
receiver-type protocol Configures a protocol-type receiver.
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receiver name yangsuite Defines the host that the telemetry subscriptions use. This
can be an IP address or a DNS name.

telemetry receiver protocol yangsuite Configures the device to receive and process telemetry data
using the YANG Suite protocol.

host name yangsuite-telemetry.cisco.com 57500 Configures the device to use the hostname yangsuite-
telemetry.cisco.com and port number 57500 for remote
telemetry data transmissions.

protocol grpc-tcp Specifies the transport protocol to be used for the gRPC
service.

For more information about model-driven telemetry, refer to the Programmability Configuration Guide, Cisco

IOS XE Dublin 17.12.x: https://www.cisco.com/c/en/us/td/docs/ios-

xml/ios/prog/configuration/1712/b 1712 programmability cg/m 1712 prog ietf telemetry.html

Enable gNMI dial-in MDT

To enable the gNMI dial-in MDT interface, use the following commands. Refer to the gNMI module for more
details.

Versions earlier than 17.3

gnmi-yang

gnmi-yang server

The term “gNxI” is used to encompass all Google protocol components, including gRPC, gNMI, and gNOI. As of
Cisco 10S XE Release 17.3, the “gnxi” configuration is used in place of the previous “gnmi-yang.”

Version 17.3 or later

gnxi

Note: This enables gNMI only in insecure mode. The command gnmi-yang secure-server (<v17.3) or
gnxi secure-server (v17.3+) enables the gNMI server in secure mode and requires TLS certificates to
be loaded into 10S XE first.

The following example uses the gnmi_cli tool to create an insecure subscription with the following flags:
gnmi cli -address 10.1.1.5:9339 -server name c9300 -with user pass -timeout 5s -ca crt

rootCA.pem -client crt client.crt -client key client.key -proto "$(cat
~/gnmi_proto/sub_vlanl.txt)" -dt p
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Configure NETCONF dial-in MDT

The NETCONF MDT interface needs only to be enabled within I0S XE. Once enabled, the dial-in (dynamic)
connection can be established from the tooling.

Enable NETCONF telemetry using the netconf-yang command:

configure terminal

netconf-yang

The Authentication, Authorization, and Accounting (AAA) requirements for NETCONF are for the user to have
privilege level 15 upon login, which can be achieved using either local or RADIUS-based authentication, as
shown below:

configure terminal

aaa new-model

aaa authentication login default local
aaa authorization exec default local
aaa session-id common

username admin privilege 15 password 0 Ciscol23

Telemetry configuration management
Catalyst Center composite template

Cisco Catalyst Center composite templates make it possible for configuration templates to be grouped and
used to simplify deployment of configurations. This would be analogous to creating a template for a branch
router or a hub router, which can then apply individual templates for that particular device class.

In the context of telemetry, this means you can add templates for different functions that may be standard
configurations within an organization, such as a template for NETCONF or for gNMI dial-out. These feature
templates can then be applied within a composite template for a given deployment.

This document will not provide exhaustive documentation on the full functionality of templates, but it is very
easy to create templates to enable specific MDT capabilities, such as enabling gNMI and NETCONF, as well as
adding subscriptions. Once these base templates are created, apply them to composite templates for a device
deployment, such as a “Branch Routers” template.

This capability becomes increasingly useful when rationalizing a telemetry policy across an existing IT
infrastructure, which can have well over a decade of legacy equipment in production, some of which may not
support the most recent capabilities. Within Catalyst Center, you can have a template for the features and also
generational composite templates, which can match a particular software version or device type. For example:

« Newer Catalyst 9000: Match to the Catalyst 9000 template, which includes more recent features.

« Older Catalyst 4500 switches: Match to the Catalyst 4500 template, which doesn’t include some recent
streaming telemetry or gNMI features.
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Below is an example of how to create a template in Catalyst Center. We can create feature-specific or OS-
specific “configlets,” which we then stitch together into a composite sequence. We can allow this template to
match to particular OS or device types or software versions.

Tools / Template Ediior
(1] A Ol Oue Add New Template

© Aoguiar Tomalate

The screen shot below shows the configuration in the Catalyst Center template of the gNMI dial-out feature,
which will apply the configuration for gNMI dial-out. A feature of these templates is the ability to inherit or use
variables, and below you can see that the management IP can be referenced as a source for the gNMI dial-out,
without having to manually create the configuration for every device.

DX Template Editor - Cisco DNACer X DG Template Editor - Cisco DNACer X | Privacy error X | Privacy emor x|+

<« C (0 A Notsewre | hitps://100.64.0.101/c

50 Prime Infrasr. Identity Services En.. X Cisco ONA Center &% C9800-CL

Tools / Template

EQ 9 GNMI Dial Out

v Template

To begin the composite template, we create a composite template similar to the regular template in the prior
example. We fill it out with an appropriate name and matching device types/OS levels.
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Add New Template

O Reguler Template @) Composite Sequence

Template Language
Name*

Name

Project Name *

Onboarding Configuration

Description

Description

Device Type(s)*

1 Device Type(s) Selected

Software Type *

10S-XE

After finishing the first part of the composite template, note that the configuration screen allows us to select,
add, delete, and reorder the regular templates in a sequence. Whereas in the regular template we applied
syntax, the composite template is an ordered structure of existing regular templates to apply to a device.

= Cisco DNA Center

=2l ] GNMI Base *

GNMI Dial Out Netconf GNX| Base

View: Applicable \ Actions v >roperties

Composite Sequence

# Branch Router

® GNMI Base Drag and drop templates from the left panel to create your sequence.

» Cloud DayN Templates
+ DMVPN Spoke for Branch Router - System Default ¥ 1 . -
Onbaarding Configuration
+ IPsec for Branch Router - System Default ¥
» Cnboarding Configuration
Onboarding Configuration
+ GNMI Dial Out
+ Netconf GNXI Base ¥

Sample Jinja Templates

Sample Velocity Templates

Tools / Template Editor

As you can see, through the use of composite templates, you have the ability to deploy programmability

features that take into account the device’s capabilities and role in the network.

Crosswork Health Insights now supports MDT from XR, XE, and NX OS.
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Cisco Network Service Orchestrator (NSO)

Cisco Network Services Orchestrator is an orchestration platform for hybrid networks.

Northbound, NSO provides a number of interfaces, including NETCONF and REST, based on services defined
using YANG data models to automate network services.

NSO supports various southbound network management protocols, including NETCONF and CLI, to maintain
multivendor device configurations in the network.

Some of the advantages of NSO are:

Device abstraction: Abstracts device details and focuses on the network services that are being
managed.

Networkwide transactions: Enables networkwide transactional service provisioning.
Simplified automation: Provides a simpler automation workflow.

Multivendor: Makes it possible to manage multivendor environments.

YANG Suite

YANG Suite NETCONF

YANG Suite can be used to configure a gRPC dial-out connection using the following steps.

1.

2
3
4.
5
6

Select the YANG set.

Select the YANG modules. In this case, use ietf-event-notifications.

Click the blue Load Module(s) button.

For NETCONF Operation, select “(other RPC)” from the drop-down menu.
Select the device.

Expand the tree and provide:

o Stream: yp:yang-push

o Encoding: cyp:encode-kvg

o Yp:xpath-filter: /process-cpu-ios-xe-oper:.cpu-usage/cpu-utilization/five-seconds
o Yp:period: 1000

Select the blue Build RPC button.

After verifying that the build RPC looks correct and all the inputs provided are as expected, select
the blue Run RPC(s) button.
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The following screen shot illustrates the steps described above:

YANG Suite /| NETCONF / YANG set “C9300" / Modules

© © NETCONF

C9300 Cisco-10S-XE-interfaces-oper x |  letf-event-notifications x

YANG Set Module(s)

[,‘07 Edit Devnci;\y Open Device Window

 nivcio 3

NETCONF Operation (other RPC) Device  C9300

£ YANG Tree v C'Replays v <[> Build RPC

Nodes Value

&

)="u
o e cyp="urn:
4 &, ietf-event-notifications X%qenco ing>

44 establish-subscription
4 o) input
20 stream
encoding
+- & filter-type
+- = rfc5277
<[> filter
4+ = yp:update-filter
4 & yp:update-filter
-» yp:subtree
4- =) yp:xpath
2 yp:xpath-filter
-» cyp:native-filter

t

</establish-subscription>

yp:yang-push v
</pe>

cyp:encode-kvg v

/process-cpu-ios-x

+- & yp:update-trigger
4 =3 yp:periodic
o Yp:period 1000 s

— = yp:on-change

“n © © @
Load Module(s)

CEI=D

"umietf:params kg yang el vang:push>/process-cpiclos:ie:
er>

For further details, watch this video: https://www.youtube.com/watch?v=dTun33611JA

YANG Suite gRPC telemetry

YANG Suite can be used as a gRPC telemetry receiver. For example, when a CPU telemetry subscription is
configured on an I0S XE device, YANG Suite can be used to collect the telemetry data. In this case, the

following telemetry subscription is applied to a Catalyst 9300 switch.

configure terminal
telemetry ietf subscription 202

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds

stream yang-push
update-policy periodic 1000
receiver ip address 10.1.1.3 57344 protocol grpc-tcp

© 2024 Cisco and/or its affiliates. All rights reserved.

Page 46 of 67


https://www.youtube.com/watch?v=dTun33611JA

After the subscription is configured, YANG Suite can be used to receive the data. To do this, complete the

following steps:

1. From YANG Suite, navigate to Protocols then gRPC Telemetry.

2. Add the IP and port of the receiver configured in the line receiver ip address 10.1.1.3 57344

protocol grpc-tcp.

3. Start the telemetry receiver.

4. Note that the data is coming in at regular intervals.

€9300#conf t

Enter configuration commands, one per line. End with CNTL/Z
9300(config)#telemetry ietf subscription 202
€9300(config-mdt-subs)# encoding encode-kvgpb

9300(config-mdt-subs)# stream yang-push
9300(config-mdt-subs)¥ update-policy periodic 1000

(9300(config-mdt-subs)# receiver ip address 10.1.1.3 57344 protocol grpc-tcp
€9300#show telemetry ietf subscription 202 detail

Telemetry subscription detail:

Subscription ID: 202
Type: Configured
State: Valid
Stream: yang-push
Filter:

Filter type: xpath

Update policy:
Update Trigger: periodic
Period: 1000
Encoding: encode-kvgpb
Source VRF:
Source Address:
Notes:

Legacy Receivers:
Address

€9300(config-mdt-subs)# filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds

XPath: /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds

e @

Node
subscription
Path
/five-seconds
Node

subscription
path

Node
subscription
path
/five-seconds
Node
subscription
path

Node
subscription
path
/tive-seconds
Node
Subscription
Path

Node
Subscription
Path

/five-seconds

Stop telemetry receiver m

202
i C15€0-10S-XE-process-cpu-oper: cpu-usage/cpu-utilization

9300

10
9300

202
Cisco-105-XE-process - cpu-oper : cpu-usage/cpu-utilization

: 9300
20:

202
Cisco-10S-XE-process-cpu-oper: cpu-usage/cpu-utilization
L]

€9300

: 202
Ci5c0-105-XE-process-cpu-oper: cpu-usage/cpu-utilization

: €930
202
Cisco-105-XE-process - cpu-oper : cpu-usage/cpu-utilization
0
9300
: 202

: C15c0-10S-XE-Process-cpu-oper:cpu-usage/cpu-utilization

9300
202
C15¢0-10S -XE-process- cpu-oper: cpu-usage/cpu-utilization

[

Figure 24.
Configuring an MDT receiver for gRPC

Generate an Ansible playbook using YANG Suite

YANG Suite can be use generate Ansible playbooks. Playbooks built in YANG Suite can be replicated, which
can be helpful for reconfiguring devices at scale. This can be done using the NETCONF, RESTCONF, and gNMI
plug-ins. For gNMI, OpenConfig is supported. The following example uses these steps to generate an Ansible

Playbook:

1. After building a payload in YANG Suite, select the gray Replays button and click “Generate Ansible

Playbook.”

2. Provide names for the file, playbook, and task, respectively.

3. The Ansible Playbook will be downloaded to the device running YANG Suite.
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YANG Suite + Ansible

with NETCONF, RESTCONF & gNMI OpenConfig

Cisco YANG Suite Quickly and easily generate Ansible playbook
Similar to the “Generate Python script” feature

Setup
YANG Suite
o @ Q@
o © © netcone sarin
YANG Set Module(s
Datasets and diffs et
NETCONF Operation get-config Device (none selected) Open Device Window

SNMP to YANG Mapping

£ YANG Treew m( RPC Options. \/ 4[> Build RPC @© Clear RPC(s)
[

YANG cov
X Load Replay.

Ansible Playbook Settings
Explore & Save as New Replay...
Ansible file name  ansibie.yami
YANG [ Edit Replay Information..
Ansible playbook name  NETCONF playbook
[® Save Changes
Protocols

& Generate Python script Ansible task name  NETCONF RPC

@ Generate Ansible playbook
[ — m

gNMI

gRPC telemetry

Figure 25.
Generating an Ansible playbook using YANG Suite
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For example, you can configure multiple gRPC dial-out subscriptions at once using NETCONF to configure the
Cisco I0S XE device.

VANG Sute 7 NETCONF 7 VANG set "1712-c9300" | Moduies
Cisco YANG Suite (= JN IEN'S(eleNlz i @) © @
Admin YANG Set  1712-c9300 CH800: 10 NE-4 s ians, ¢
Module(s) || Gisco-I0S-XE-mdt-cfg X Load Module(s)
Setup
Analyics NETCONF Operation edit-config Device ~ jcohoe-c9300 (" 3 Edit Device ) Open Device Window
o £ YANG Treev \ RPC Options... ) (RIEICLES © Run RPC(s) @© Clear RPC(s)
xplore o
Nodes Value Operation <rpc xmins="urnletf:params:xmi:ns:netconf:base:1.0" message-id="101">
Protocols & <t:1adrgc:‘:ﬁg>
|- & ietf-event-notifications <running/>
I </target>
4 & Cisco-I0S-XE-mdt-cfg hmoe
o xmins="http:// yang/Cisco-10S-XE-mdt-cfg">

4= mat-config-data o
s <mdt-subscription>
4 E=mdtatisction <subscription-id>100</subscription-id>
I 4 subscription-id 100 <base>
B base <stream>yang-push</stream>
= <encoding>encode-kvgpb</encoding>
|- & stream yang-push 10.85.134.65<
<period>2000</period>

|- 4 encoding encode-kvgpb "
| p P per:cpL ge/cp: path
| 2 source-vif <[base>
|- = source-address 10.85.134.65 <mdt-receivers>
| B <address>10.85.134.66</address>
|~ reve-type <port>57500</port>
4 & update-trigger-choice <protocol>grpc-tep</protocol>
h </mdt-receivers>
<> sub-upd-trig-none </mdt-subscription>
4- = sub-upd-trig-periodic <mdt-subscription>
<subscription-id>101</subscription-id>
&7 period 2000 Proving
! sub-upd-trig-on-change <stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
> sub-upd-trig-on-change-v2 <source-address>10.85.134.65</source-address>
4 & filter-type-choice <period>2000</period>
I e 5-CP! 2 -0per:cr 9 P
= sub-filter-type-none P
4 =5 sub-filter-type-xpath <mdt-receivers>
' <address>10.85.134.66</address>
2 xpath /process-cpu-ios-x <port>57500</port>
i~ <> sub-filter-type-tdi-uri <protocol>grpc-tep</protocol>
| </mdt-receivers>
- sub-filter-type-tdi-transform Pid i st
- sub-filter-type-nested-uri <mdt-subscription>
L= minirecemvers <subscription-id>102</subscription-id>
: <base>
|- g address. 10.85.134.66 <stream>yang-push</stream>
| -
|- g8 port 57500 <encoding>encode-kvgpb</encoding>
|o* 85.134
|- g protocol grpc-tep <period>2000</period>
= profile p per:cy ge/cp: p:
P </base>
4[> mdt-receiver-names <mdt-receivers>

<address>10.85.134.66</address>

4 &= mdt-receiver-name 257500</port:
<port> </port>

o name <protocol>grpe-tepe/protocol>
4= mdt-subscription </mdt-receivers>

T = </mdt-subscription>

{5 Whecrotonid 101 <mdt-subscription>

3 [ base <subscription-id>103</subscription-id>

Figure 26.
Configuring gRPC dial-out subscriptions using NETCONF

To do this, select the following in YANG Suite:
1. Navigate to the NETCONF protocol.
2. Specify the YANG set and load the Cisco-10S-XE-mdt-cfg model.
3. Select the device.

4. Expand the tree and add the following:
a. Under the mdt-subscription list:

o subscription-id: 100
o encoding: yang-push
o source-address: 10.85.134.65 (replace with the proper source address for the given network)

o period: 2000
b. Under update-trigger-choice, sub-upd-trig-periodic:

o

xpath: /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds

c. Under mdt-receivers:

o

receiver: 10.85.134.66 (replace with the proper receiver address for the given network)

port: 57500 (replace with the proper receiver port for the given network)

o
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o protocol: grpc-tcp

5. Note: This will create one subscription. To add more subscriptions, right-click “mdt-subscription”

and select “Add another list entry.”

4...:== mdt-subscription

Add another list entry [

Delete this list entry ’

Properties [

A LA i

Next, generate the Ansible playbook and provide the necessary names for the file, playbook, and task.

YANG Suite / NETCONF / YANG set “1712-¢9300" / Modules

© © \NeTCoNnF

YANG Set  1712-¢9300

Module(s)
NETCONF Operation edit-config Device jcohoe-c9300 (
£ vanGTreev | ClReplays~ JEGESCETEIN  </> Build RPC
Nodes 2 ? Operation
i & _f‘ Load Replay...

| & ietf-event-notif
4+ & Cisco-10S-XE-

-*- Save as New Replay...

4 mdt-config [#' Edit Replay Information P
Oy o

4= mdt-sul
[ # sub: (& save Changes Ansible file name  grpc-sub
+ bas
& & Generate Python script Ansible playbook name  mdt-subscription
! ! j-push
! ' °Genera(e Ansible playbook Ansible task name | set-mdt-subscription]
| source-address \10.85.134,65 l Download Playbook },
Figure 27.

Generating an Ansible playbook to configure telemetry subscriptions at scale

The result will look like the following with instructions on how to use the playbook at the top. Note: the variable

MY_HOST_NAME will need to change per the specific network:

Ansible will need some basic information to make sure
it can connect to the target device before attempting
a NETCONF message. Ansible will look in the same directory

as the playbook file for ansible.cfg.

Nearly all parameters in ansible.cfg can be overridden

H= #= # #= FH = H

with ansible-playbook command line flags.

# Example of basic ansible.cfg file
#
#[defaults]

#inventory = ./ansible host
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#host key checking = False

#remote user = USERNAME HERE

# Example of basic ansible host file referred to in
# ansible.cfg inventory.

#

#[all:vars]

#ansible connection=netconf

#ansible password=PASSWORD HERE

#

#[MY HOST NAME]

#IP_ADDRESS HERE

#
- name : mdt-subscription
hosts: MY HOST NAME
connection: netconf
gather facts: no
tasks:
- name: add-mdt-subscriptions
netconf config:
xml: |
<config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>100</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-address>10.85.134.65</source-address>
<period>2000</period>
<xpath>/process-cpu-ios-xe—-oper:cpu-usage/cpu-utilization/five-
seconds</xpath>

</base>

<mdt-receivers>
<address>10.85.134.66</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>

</mdt-receivers>

<mdt-receivers>
<address>10.85.134.66</address>
<port>57500</port>
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</mdt-receivers>
</mdt-subscription>
<mdt-subscription>
<subscription-id>101</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-address>10.85.134.65</source-address>
<period>2000</period>

<xpath>/process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/one-
minute</xpath>

</base>
<mdt-receivers>
<address>10.85.134.66</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
<mdt-receivers>
<address>10.85.134.66</address>
<port>57500</port>
</mdt-receivers>
</mdt-subscription>
</mdt-subscription>
</mdt-config-data>

</config>

Generate Python scripts using YANG Suite

YANG Suite can be used to generate Python scripts. Similar to YANG Suite’s capability to generate Ansible
playbooks, generating Python scripts is helpful when building a payload to replay later to the same device or to
many devices at scale. This can be used with both the NETCONF and RESTCONF YANG Suite plug-ins. In the
following example, we will edit a VLAN ID:

1. After building a payload in YANG Suite, select the gray Replays button and click “Generate Python
script.”

2. The Python script will be downloaded to the device running YANG Suite.
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Generate a Python Script to Configure
telemetry subscriptions at scale

"7 Modules
YY)
Cisco-10S-XE oper X x
Module(s) || Ciseo-10S-XE-mdt-cfg X Load Module(s)

odit-contg pvice jcohoe-c9300 £ Edit Device Open Device Window

<[> Build RPC © Run RPC(s) © Clear RPC(s)

Operation otf:params:xmi:ns-netcont:base:1.0" message-ids~101">

Cisco YANG Suite e © MT(UN

Admin YANG Set  1712-¢9300

NETCONF Operation

&, Load Replay.

|- & lett-event-not " §
rest Manager & - ol X Save as New Replay
4 & Cisco-10S-XE
"

-2 mat-contl] (2 € Repiy formot
b= matse
® Save Chang:
gl ®

=
B8 @ Generate Pythonscriot AP

-4 1fpush

s="http://cisco.com/ns/yang/Cisco-10S-XE-mat-clg™>

100</subscript

1=l @ Generate Ansible playbook e -kvgpb
| 2 source-address 10.85.134.65 \
I & revr-type
& update-trigger-choice
'~ = sub-upd-trig-none
4= sub-upd-trig-periodic
7 period 200¢
sub-upd-trig-on-change
> sub-upd-trig-on-change-v2
€ fiter-type-choice
|- sub-fiter-type-none
4= sub-fiter-type-xpath
o xpath Iprocess-cpu-ios-x
1~ <> sub-filter-type-tdi-uri
!~ <> sub-fiter-type-tdi-transform
~> sub-filter-type-nested-uri
4-€ mdt-receivers

.

.

85.134.66</;
<port>57500</port>

|- g address 10.85.134.66
- gppont 57500
|- g7 protocol grpe-tep

& profile

4 [ mdt-receiver-names.

4 &= mdt-receiver-name
 name
3 = mdt-subscription

Figure 28.
Generating a Python script to configure telemetry subscriptions at scale

Similar to the Ansible example above, the same payload is built in YANG Suite. Next we can generate a Python

script to configure the necessary gRPC dial-out subscriptions using NETCONF.

The resulting Python script will look like the following:

#! /usr/bin/env python

import traceback

import lxml.etree as et

from argparse import ArgumentParser
from ncclient import manager

from ncclient.operations import RPCError

payload = [
Vi
<edit-config xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<target>
<running/>
</target>

<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
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<mdt-subscription>
<subscription-id>100</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-address>10.85.134.65</source-address>
<period>2000</period>
<xpath>/process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds</xpath>
</base>
<mdt-receivers>
<address>10.85.134.66</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
<mdt-subscription>
<subscription-id>101</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-address>10.85.134.65</source-address>
<period>2000</period>
<xpath>/process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/one-minute</xpath>
</base>
<mdt-receivers>
<address>10.85.134.66</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
<mdt-subscription>
<subscription-id>102</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-address>10.85.134.65</source-address>
<period>2000</period>
<xpath>/process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-minutes</xpath>
</base>
<mdt-receivers>
<address>10.85.134.66</address>
<port>57500</port>
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<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

4

if name == ' main_':

parser = ArgumentParser (description='Usage:"')

# script arguments

parser.add argument('-a', '--host', type=str, required=True,
help="Device IP address or Hostname")

parser.add argument ('-u', '--username', type=str, required=True,
help="Device Username (netconf agent username)")

parser.add argument ('-p', '--password', type=str, required=True,
help="Device Password (netconf agent password)")

parser.add argument ('--port', type=int, default=830,
help="Netconf agent port")

args = parser.parse_args()

# connect to netconf agent

with manager.connect (host=args.host,
port=args.port,
username=args.username,
password=args.password,
timeout=90,
hostkey verify=False,

device params={'name': 'csr'}) as m:

# execute netconf operation
for rpc in payload:
try:
response = m.dispatch(et.fromstring (rpc))
data = response.xml
except RPCError as e:
data = e.xml

pass
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Ansible

except Exception as e:
traceback.print exc()

exit (1)

# beautify output
if et.iselement (data) :

data = et.tostring(data, pretty print=True) .decode ()

try:
out = et.tostring(
et.fromstring(data.encode('utf-8'")),
pretty print=True
) .decode ()
except Exception as e:
traceback.print exc()

exit (1)

print (out)

Ansible is an agentless management tool that can be used to configure any device features using SSH CLI, and
it also has support for NETCONF, RESTCONF, and gNMI-modeled configurations. Ansible is heavily used to
configure a variety of applications, services, and network topologies, including Border Gateway Protocol -
Ethernet VPN (BGP-EVPN).

Terraform

Terraform is a popular cloud-native and agentless tool that leverages the RESTCONF API to define the intended

infrastructure-as-code (laC) state. It is used to orchestrate and configure a variety of cloud services,

applications, and network devices.

March 2022 Current August 2022 October 2022 July 2023
Imperative Declarative BGP EVPN App Hosting Fully
RESTCONF Feature Providers Provider Declarative
support Providers Provider

Phase 3

)

Figure 29.

Evolution of Terraform providers
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The first phase of Cisco IOS XE Terraform support included an imperative Terraform provider. Most Terraform
users work with a declarative format, so BGP-EVPN and App Hosting declarative providers were introduced in
phase 2. These declarative providers leveraged the SDK and GO files from the phase 1 imperative provider.
More recently, phase 3 was introduced as a new, fully declarative provider.

This fully declarative provider allows users to get, create, and edit Cisco I0S XE features using a single cloud-
native provider. There is a rich feature set with examples of how to configure these features directly on GitHub.
The resource examples for features show how to create or update a feature, while the data source examples
show how to get data from a given configured feature.

Check out the new provider on the Terraform Registry and GitHub:

o Terraform Registry: https://reqistry.terraform.io/providers/CiscoDevNet/iosxe/latest

e Cisco DevNet GitHub: https://qgithub.com/CiscoDevNet/terraform-provider-iosxe
One example of a use case for Terraform is to configure many gRPC dial-out telemetry subscriptions to one or
more given Cisco IOS XE devices.

Review headeritf »

The header describes details of the provider that is used which is the CiscoDevNet/iosxe version 0.3.3 provider.
Authentication and Access details for the Cisco I0S XE devices is also required in the header.

terraform { 2
required_providers {
iosxe = {
source = "CiscoDevNet/iosxe"
version = ">= @.3.3"

}
}
}

provider "iosxe" {
username = "admin"
password = "XO0XX™
url = "https://your-switch-hostname-or-ip"

}

HEHGHERRRRBR R AR RRRR R BB H R R AR AR R
# Should not need to change below here ! #
HEBRABREBRARARBRRRARRRRHBRRRRUBHRRRRRUBRRER
variable source_address {

type = string

default = "1.1.1.1"

description = "Source address"

}

variable receiver_ip {
type = string
default = "1.1.1.1"
description = "Receiver IP"
}

variable receiver_port {
type = string
default = "57500"
description = "Port to send data to"

Check out the following resources for additional details on this use case:
o https://reqistry.terraform.io/providers/CiscoDevNet/iosxe/latest/docs/resourc-es/mdt subscription
o https://reqgistry.terraform.io/providers/CiscoDevNet/iosxe/latest/docs/data-sources/mdt subscription

e https://qithub.com/jeremycohoe/cisco-ios-xe-panda-lab-terraform
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Troubleshooting and validation with show commands and MDT OPER YANG

You can check subscriptions regardless of whether they are dial-in or dial-out with show commands and MDT-

OPER YANG.
MDT-Oper.YANG model

To view the operational status of MDT subscriptions, the following YANG model can be used:

4--[~= mdt-streams
- stream

...... type
state

) port
------ state

profile

------ 7 address

transport
peer-id
state

H

profile

4. &, Cisco-I0S-XE-mdt-oper

4 == mdt-subscriptions

7 subscription-id

stream
encoding
source-vrf
source-address
rcvr-type
Q update-trigger-choice
& filter-type-choice

~~~~~~ comments
4--s= mdt-receivers

» address
protocol
comments
last-state-change-time

last-state-change-time

Ao EE mdt-connections

p vrf-table-id

7 source-address

4--:= mdt-sub-con-info
! # sub-id

time-of-connection

last-state-change-time

source-address-in-use
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Common commands

The following show commands can be used to verify and validate telemetry subscriptions configured on a Cisco
IOS XE device. See more details here: https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/prog/configuration/1712/b 1712 programmability cg/m 1712 prog ietf telemetry.html

Review the following show commands to better understand a telemetry configuration state:

show telemetry

show telemetry receiver all

show telemetry
show telemetry

show telemetry

Table 8.

ietf subscription all
receiver name receiverl

ietf subscription 101 detail

ietf subscription all detail

Troubleshooting named receiver connections

Subscription is not valid.

Subscription receiver is not valid.

Subscription receiver's connection
parameters cannot be resolved.

Subscription receiver connection
does not come up.

Subscription receiver connections are
rejected.

Subscription receiver is connected,
but no updates are received.
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show telemetry ietf subscription id
details

show telemetry ietf subscription id
receiver

show telemetry ietf subscription id
receiver

Subscription receiver state appears to
never leave the resolving state.

show telemetry ietf subscription id
receiver

Subscription receiver state constantly
changes from resolving to connecting.

show telemetry ietf subscription id
receiver

Subscription receiver state constantly
changes through all states except
disconnected.

show telemetry internal subscription
id stats

Message drop count is incrementing,
but the records sent is not.

Fix the subscription configuration.

Fix the named receiver configuration.

Verify the receiver, the network
configuration, or the interface state.

Verify that the resolved connection is
valid, and the receiver or collector is
reachable and able to accept inbound
connections using the specified
transport.

Verify that the collector is of the correct
type, and that the configured
authentication and authorization is valid.

Verify that the collector is able to keep
up with the flow of update notifications.
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Subscription receiver is connected, show telemetry internal subscription If the subscription is on—change,

but no updates are received. . ensure that there really have been no
No change in the count. events.

If the subscription is periodic, ensure
that the update period is small, that the
time is specified in hundredths of a
second.

Common YANG

Another option for debugging is to reference programmatically using the MDT YANG model. See more details
about the Cisco-10S-XE-mdt-capabilites-oper YANG model at the beginning of this document.

Best practices and lessons learned
Use cases

There are many telemetry subscription use cases. The following are some common wireless Xpaths and
periodic intervals. See further examples here.

Wireless Xpath

80 sec

1 Jenvironment-ios-xe-oper:environment-sensors/environment-sensor
faces-ios-xe-oper:interfaces/int; >

per:lidp-en ip-intf-details

p-state-details

te
data/name
ernet-mac-wip-mac-map
adio-oper-data
data/ssid-counters

1-oper-data

slient-ope nt-oper-data/traffic-stats

S-mobility-oper:m ¢-oper-data/mobility-node-data/ulink-status
17. Jwireless-rrm-oper:rrm-oper-data/rrm-measurement

t-oper-data/cdp-cache-data
A client-oper:client-oper-data/common-oper-data
ss-client-oper:client-oper-data/sisf-db-m v4-binding/ip-key/ip-addr
/device-hardware-xe-oper:device-hardware-data/device-hardware

Figure 30.
Common wireless Xpaths and periodic intervals

Network application and user monitoring

Telemetry data provides detailed time-based and application-based data on usage of a network. This
information assists in the planning and allocation of network and application resources, including extensive
near-real-time network monitoring capabilities. It can be used to display traffic patterns and application-based
views. Telemetry enables proactive problem detection, efficient troubleshooting, and rapid problem resolution.
This information is used to efficiently allocate network resources and to detect and resolve potential security
and policy violations.
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Network planning

Telemetry can be used to capture data over a long period of time to track and anticipate network growth and
plan upgrades to increase the number of routing devices, ports, or higher-bandwidth interfaces. Telemetry data
helps in network planning, which includes peering, backbone upgrade planning, and routing policy planning. It
can be used to minimize the total cost of network operations while maximizing network performance, capacity,
and reliability. Telemetry data allows the user to identify traffic and validate bandwidth and Quality of Service
(QoS), and assists in the analysis of new network applications.

Security analysis

Telemetry data can be used to identify and classify Denial-of-Service (DoS) attacks, malware, and threats in
real time. Changes in network behavior indicate anomalies that can be detected using telemetry data. The data
is also a valuable forensic tool to understand the history of security incidents.

Traffic engineering

Telemetry can be used to measure the amount of traffic crossing peering or transit points to determine whether
the peering arrangement with service providers is fair and equitable.

Troubleshooting collection

When using gRPC dial-out, if a subscription such as the following is configured but the state shows
“Connecting” and not “Connected”:

telemetry ietf subscription 101

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
source-address 10.1.1.5

stream yang-push

update-policy periodic 500

receiver ip address 10.1.1.3 57500 protocol grpc-tcp

the subscription may need to be reconfigured by removing and re-adding the configurations:

configure terminal

no telemetry ietf subscription 101

telemetry ietf subscription 101

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-seconds
source-address 10.1.1.5

stream yang-push

update-policy periodic 500

receiver ip address 10.1.1.3 57500 protocol grpc-tcp

Note: If the state does not show "Connected," ensure that the Docker container with the Telegraf receiver
is running correctly. Follow the steps below to confirm the status of each component.
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1. On the host with the Docker container, type docker ps to get the container ID:

docker ps

It will look like the image below. Make sure to select the container ID for the Docker container
hosting the TIG stack. In this case, the container ID is 79¢61125f277.

auto@automation:~$ docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS

739f27cc4cde portainer/portainer "/portainer" 3 days ago Up 3 days
79¢61125277 tig_mdt:latest "/start.sh" 12 days ago Up 3 days
af40501e5290 yangsuite:latest "yangsuite -a *" 6 weeks ago Up 3 days

2. Use the container ID to enter into the Docker’s /bin/bash directory:

docker exec -it CONTAINER ID /bin/bash

3. Inside the Docker container, navigate to the Telegraf directory and review the configuration file and
log by tailing the log file. In this case the file is stored in the /tmp directory and the file is named
telegraf-grpc.log, so the command would be tail -F /tmp/telegraf-grpc.log.
auto@automation:~$ docker exec -it tig_mdt /bin/bash
root@43f8666d9ced:/# cd
root@43f8666d9ced:~# cd telegraf/
root@43f8666d9ced:~/telegraf# 1s
telegraf-gnmi.conf telegraf-grpc.conf telegraf-netconf telegraf-netconf.conf
root@43f8666d9ced:~/telegraf# cat telegraf-grpc.conf
# Global Agent Configuration
[agent]

hostname = "jcohoe-ubuntu"
flush_interval = "15s"
interval = "15s"

# gRPC Dial-Out Telemetry Listener

[[inputs.cisco_telemetry_mdt]]
transport = "grpc"
service_address = ":57500"

# Output Plugin InfluxDB
[[outputs.influxdb]]

database = "mdt_grpc"

urls = [ "http://127.0.0.1:8086" ]

[[outputs.file]]
files = ["/tmp/telegraf-grpc.log"]

root@43f8666d9ced:~/telegraf# cat telegraf-|]
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The telegraf-grpc.conf configuration file shows us the following:

« gRPC dial-out telemetry input: This defines the Telegraf plug-in (cisco_telemetry_mdt) that is being
used to receive the data, as well as the port (57500).

« Output plug-in: This defines where the received data is sent to (outputs.influxdb), the database to
use (mdt_grpc), and the URL for InfluxDB (http://127.0.0.1:8086)

e Outputs.file: This sends a copy of the data to the text file at /tmp/telegraf-
grpc.log/telegraf.log.

o These configuration options are defined as per the README file in each of the respective input or output
plug-ins. For more details on the cisco_telemetry_mdt plug-in that is in use here, see the page at
https://qgithub.com/influxdata/telegraf/tree/master/plugins/inputs/cisco telemetry mdt

« Examining the output of the telegraf. log file shows the data coming in from the IOS XE device that

matches the subscription we created. Press Ctrl+C to stop the output.
root@43f8666d9ced:~/telegraf# tail -F /tmp/telegraf-grpc.log

2020-06-17T18: ! [outputs.file] buffer fullness: @ / 10000 metrics.

2020-06-17T18: ! [outputs.influxdb] buffer fullness: @ / 10000 metrics.

2020-06-17T18: ! [outputs.file] buffer fullness: @ / 10000 metrics.

2020-06-17T18: ! [outputs.influxdb] buffer fullness: @ / 10000 metrics.

2020-06-17T18: ! [outputs.file] buffer fullness: @ / 10000 metrics.

2020-06-17T18:3 ! [outputs.influxdb] buffer fullness: @ / 10000 metrics.

2020-06-17T18:38:38Z D! [inputs.cisco_telemetry_mdt]: No measurement alias for encoding path: Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization
Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization,host=jcohoe-ubuntu,source=(9300, subscription=101 five_seconds=0i 1592419118973000000
2020-06-17718:38:45Z D! [outputs.file] wrote batch of 1 metrics in 84.978us

2020-06-17T18:38:45Z D! [outputs.file] buffer fullness: @ / 10000 metrics.

2020-06-17T18:38:46Z D! [outputs.influxdb] wrote batch of 1 metrics in 68.501523ms

2020-06-17T18:38:46Z D! [outputs.influxdb] buffer fullness: @ / 10000 metrics.

Verify the data stored on the Influx database using the command shown below:

root@43£8666d9cel:~# influx
Connected to http://localhost:8086 version 1.7.7
InfluxDB shell version: 1.7.7
> show databases

name: databases

name

_internal

mdt gnmi

mdt grpc

cisco_mdt

mdt netconf

>

> drop database cisco mdt

> quit

root@43£8666d9cel: ~#
root@43£8666d9cel: ~#
root@43£8666d9cel: ~#
root@43£8666d9cel: ~#
root@43£8666d9cel: ~#
root@43£8666d9cel: ~#
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root@43£8666d9cel:~# influx

Connected to http://localhost:8086 version 1.7.7
InfluxDB shell version: 1.7.7

>

> show databases

name: databases

name

_internal

mdt gnmi

mdt grpc

mdt netconf

>

> use mdt grpc

Using database mdt grpc

> show measurements

name: measurements

name
Cisco-IOS-XE-process-cpu-oper:cpu-usage/cpu-utilization
>

> SELECT COUNT ("five seconds") FROM "Cisco-IOS-XE-process-cpu-oper:cpu-usage/cpu-
utilization"

name: Cisco-IOS-XE-process—-cpu-oper:cpu-usage/cpu-utilization

time count
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The output above shows:

« A Telegraf database as defined in the Telegraf config file that holds that telemetry data

« One measurement defined as the YANG model used for the gRPC dial-out subscription (Cisco-I0S-

XE—process—cpu—oper:cpu—usage/cpu—utilization)

o The number of publications received so far (33251).

root@43f8666d9ce@:~# influx
Connected to http://localhost:8086 version 1.7.7
InfluxDB shell version: 1.7.7
>

> show databases

name: databases

name

_internal

mdt_gnmi

mdt_grpc

mdt_netconf

>

> use mdt_grpc

Using database mdt_grpc

> show measurements

name: measurements

name

Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization

>

> SELECT COUNT("five_seconds") FROM "Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization”
name: Cisco-I0S-XE-process-cpu-oper:cpu-usage/cpu-utilization

time count

Conclusion

As can be seen through the examples above, we can get telemetry data from Cisco I0S XE devices using
NETCONF, gRPC dial-out, and gNMI. To determine the MDT interface to use, we can compare the various
network architectures, security postures and policies, tools, and language preferences used for the various
interfaces. This data can be collected over time on a periodic or on-change basis. The YANG models, including
Cisco native and OpenConfig, to work with the telemetry data are all defined on GitHub.
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Resources
e« Cisco DevNet

o Cisco DevNet is a program that helps developers and network engineers write applications and
develop integrations with Cisco products, platforms, and APIls. Some recommended resources
include:

o Network Programmability Basics: Expert-led video series introducing network programmability,
https://developer.cisco.com/video/net-prog-basics.

o Network Programmability Learning Labs: Guided learning platform for network programmability,
https://learninglabs.cisco.com/tracks/iosxe-programmability.

o |0OS XE Sandbox: "Always-on" sandbox that provides an environment for developers and network
engineers to build and test their applications and scripts, https://devnetsandbox.cisco.com/.

o Developer Support Spark Chat: https://developer.cisco.com/spark-chat/; Knowledge Base and
Community, https://devnetsupport.cisco.com.

o Events: In-person events where developers and network engineers can listen, learn, and practice with
hands-on training. More information about events can be found at https://devnetevents.cisco.com.

o DevNet sandboxes: https://devnetsandbox.cisco.com/DevNet.
o Resources for NX/XR MDT WP

> Programmability configuration guides: https://www.cisco.com/c/en/us/support/ios-nx-o0s-
software/ios-xe-17/products-installation-and-configuration-gquides-list.html.

o DevNet MDT: https://cisco.com/go/iosxemdt.

o Similar content as above, but GitHub link for programmability and automation MDT:

https://qgithub.com/jeremycohoe/cisco-ios-xe-mdt.

e Cisco MDT TIG: https://github.com/muhammad-rafi/cisco-mdt-tig.

e Programmability and automation e-book: http://cs.co/programmabilitybook.

o Docker container: https://github.com/jeremycohoe/cisco-ios-xe-mdt.

+ Cisco Live!

o Attending Cisco Live provides great opportunities to increase one’s personal knowledge of Cisco
products. More information about this event can be found at https://www.ciscolive.com.

o Recordings of previous Cisco Live sessions can be accessed online from the Cisco Live On-Demand
Library at https://www.ciscolive.com/on-demand/on-demand-library.html#/.
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o Recommended programmability and MDT sessions are:

o DEVNET-1693: Model-Driven Telemetry for Cisco I0S XE.

o BRKCRS-2004: Application Hosting and Model-Driven Telemetry on Cisco I0S XE.
o BRKDEV-2016: Programmability and Automation with Catalyst IOS XE Platforms.

o BRKEWN-2730: Everyday Wireless Operational Headaches: Cured Using Programmability!
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