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Overview of Cisco DNA Center Intelligent Capture

Cisco DNA Center is the foundational controller and analytics platform at the heart of Cisco’s intent-based
networking solution. The software platform offers a centralized, intuitive management system that makes it fast
and easy to design, provision, and apply policies across your network environment. The Cisco DNA Center Ul
provides intuitive, end-to-end network visibility and uses network insights to optimize network performance and
deliver the best user and application experience.

Built on top of this technology is Intelligent Capture, Cisco’s newest state-of-the-art intent-based networking
solution. Intelligent Capture provides live technical insight into various wireless metrics from both the client and
access point perspective, allowing you to easily resolve even the most difficult wireless issues.

Intelligent Capture provides support for a direct communication link between Cisco DNA Center and Access
Points (APs), so each of the APs can communicate with Cisco DNA Center directly. Using this channel, Cisco
DNA Center can receive packet capture (PCAP) data, AP and client statistics, and spectrum data. With the
direct link from the AP to Cisco DNA Center via gRPC, Intelligent Capture allows you to access data from APs
that is not available from wireless controllers.

This deployment guide provides details for configuring Cisco DNA Center, access points, and controllers to
work with Intelligent Capture.

Recommended Software
o Cisco DNA Center Release 2.2.2.0
o Cisco WLC and AP Release AireOS 8.10.151.0 or Cisco IOS XE 17.5.1
« Cisco Connected Mobile Experiences (CMX) Release 10.6.2-89
o Cisco Prime Virtual Network Analysis Module (vNAM) Release 6.4.2

Table 1.  Cisco DNA Center and device compatibility matrix

WLC release

N T

Cisco DNA Center release

2.2.2.x 8.10.151.0 17.5.1
2.2.1.x 8.10.142.0 17.4.1
2.1.2.x or earlier 8.10.130.0 17.3.1

Note: This document is based on the recommended Cisco DNA Center Release 2.2.2 and controller/AP
release of either AireOS 8.10.130.0 or Cisco I0S XE 17.3.1. Some software features are not supported in
earlier software releases.
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Supported device software and hardware

Table 2.  Cisco AireOS wireless controllers that support Intelligent Capture

Supported AireOS wireless Minimum supported AireOS version Recommended AireOS version
controllers

Cisco 3504 Wireless Controller 8.8.130.0 8.10.151.0

Cisco 5520 Wireless Controller 8.8.130.0 8.10.151.0

Cisco 8540 Wireless Controller 8.8.130.0 8.10.151.0

Table 3. Cisco Catalyst wireless controllers that support Intelligent Capture

Supported Catalyst wireless Minimum supported Cisco I0S XE Recommended Cisco I0S XE version

controllers version

Cisco Embedded Wireless Controller 16.12.3 17.3.1
on Catalyst Access Points’

Cisco Catalyst 9800-CL Wireless 16.12.3 17.3.1
Controller for Cloud

Cisco Catalyst 9800-L Wireless 16.12.3 17.3.1
Controller

Cisco Catalyst 9800-40 Wireless 16.12.3 17.3.1
Controller

Cisco Catalyst 9800-80 Wireless 16.12.3 17.3.1
Controller

Note: In Embedded Wireless Controller deployments, the Intelligent Capture data will only be exported
from the Access Points where the Controller functionality is not running.

Table 4. Cisco APs that support Intelligent Capture

Supported access points [AireOS software Cisco I0S XE software

Recommended Recommended version
version

Aironet 1540 Series 8.10.105.0 8.10.130.0 16.12.3 17.3.1
Aironet 1560 Series 8.10.105.0 8.10.130.0 16.12.3 17.3.1
Aironet 1815 Series 8.10.105.0 8.10.130.0 16.12.3 17.3.1
Aironet 1830 Series 8.10.105.0 8.10.130.0 16.12.3 17.3.1
Aironet 1840 Series 8.10.105.0 8.10.130.0 16.12.3 17.3.1
Aironet 1850 Series 8.10.105.0 8.10.130.0 16.12.3 17.3.1
Aironet 2800 Series 8.8.125.0 8.10.130.0 16.12.3 17.3.1
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Supported access points [AireOS software Cisco I0S XE software

Recommended Recommended version
version

Aironet 3800 Series 8.8.125.0 8.10.130.0 16.12.3 17.3.1
Aironet 4800 8.8.125.0 8.10.130.0 16.12.3 17.3.1
Catalyst 9105AX Series 8.10MR3 8.10.130.0 17.3.1 17.3.1
Catalyst 9115AX Series 8.10.105.0 8.10.130.0 16.12.3 17.3.1
Catalyst 9120AX Series 8.10.105.0 8.10.130.0 16.12.3 17.3.1
Catalyst 9130AX Series  8.10MR3 8.10.130.0 17.3.1 17.3.1
Catalyst 9124AX Series N/A N/A 17.5.1 17.5.1
Catalyst IW6300 Heavy 8.10.105.0 17.1.1s 8.10.105.0 17.1.1s
Duty Series
6300 Series Embedded 8.10.105.0 17.1.1s 8.10.105.0 17.1.1s
Services

Table 5. Intelligent Capture feature compatibility with device hardware and software

WLC Supported access points

type
m 2800 4800 9115AX
n -

Anomaly AireOS 8.10.130.0 8.10.130.0 8.10.130.0 8.10.130.0 8.10.130.0 8.10.130.0 8.10.130.0 -
Detection

Onboarding Cisco 16.12.3 16.12.3 16.12.3 16.12.3 16.12.3 16.12.3 17.3.1 17.5.1
Packet 10S XE
Capture
AP
Statistics
Client
Statistics
Data Packet AireOS - - 8.10.130.0 - - - 8.10.130.0 -
Capture
Cisco - - 16.12.3 - - - 17.3.1 17.5.1
10S XE
Spectrum AireOS - 8.10.130.0 8.10.130.0 - - 8.10.130.0 8.10.130.0 -
Analysis
Cisco - 16.12.3 16.12.3 - - 17.3.1 17.3.1 17.5.1
10S XE
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Prerequisite: Install Intelligent Capture package onto Cisco DNA Center

Cisco DNA Center provides the option to download a separate Intelligent Capture package called Automation -
Intelligent Capture.

To download and install this package, follow the steps below:

1. Log in to Cisco DNA Center.
Click the hamburger menu in the top left corner of the screen.
Click System, then Software Updates.

Click Installed Apps on the left side of the screen.

o > w DN

Scroll down to Assurance and you will find the Automation - Intelligent Capture package ready for
download and installation (Figure 1).

Note: If you do not see the Automation - Intelligent Capture package after performing the steps above,
please reach out to either a Cisco account sales representative or an account sales engineer for additional
support.

= Cisco DNA Center System - Software Updates
RBAC Extensions / 2.1.210.1902060 Uninstall
System Commons ¢ 2.1.210.62320 Uninstall
Automation
Application Hosting 1.3.133.200413 Uninstall
Application Policy ' 2.1.210.170202 Uninstall
Application Registry 2.1.210.170202 Uninstall
Application Visibility Service ! 2.1.210.170202 Uninstall
Command Runner 2.1.210.62316 Uninstall
Device Onboarding 2.1.210.62316 Uninstall i
Image Management / 2.1.210.62316 Uninstall
Stealthwatch Security Analytics / 2.1.210.1090172  Uninstall
Assurance
Al Network Analytics 2.3.18.0 Uninstall
Assurance - Base ' 1.5.2.277 Uninstall |
Assurance - Sensor 1.5.2.266 Uninstall
lt\utomation - Intelligent Capture 2.1.210.62316 Uninstall I
Automation - Sensor ! 2.1.210.62316 Uninstall
Machine Reasoning ! 2.1.210.210186 Uninstall
Path Trace ' 2.1.210.62316 Uninstall 1
Rogue And AWIPS ! 1.43.1 Uninstall

Figure 1.
Location of the Intelligent Capture package within the Software Updates page
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Day-0 configuration: Setting up Cisco DNA Center to use Intelligent Capture

The following subsections provide step-by-step instructions for setting up the day-0 configurations necessary
to begin using Intelligent Capture.

Part 1: Build a site hierarchy

Description: Cisco DNA Center’s Design page provides a robust design application to allow customers of every
size and scale to easily define their physical sites and common resources.

Section goals: Create and configure network hierarchy sites and settings to define shared services, device
credentials, and Simple Network Management Protocol (SNMP) community strings.

Step 1: Navigate to the Network Hierarchy page

1. Option 1: Log in to the Cisco DNA Center Ul. Scroll down to the Network Configuration section and
choose Design (Figure 2).

2. Option 2: Click the hamburger menu in the top left corner of the screen. Click Design, then
Network Hierarchy (Figure 3).

= Cisco DNA Center Qa e o

Network Configuration

UE] Design Dﬁﬂ Policy % Provision

Model your entire network, from sites and buildings to devices and links, Use policies to automate and simplify network management, reducing cost and Provide new services to users with ease, speed and security across your
both physical and virtual, across campus, branch, WAN and cloud. risk while speeding rollout of new and enhanced services. enterprise network, regardiess of network size and complexity.

* Add site locations on the network * Segment your network as Virtual Networks » Onboard and manage unclaimed devices

« Designate golden images for device families « Create scalable groups to describe your critical assets * Add, update or delete devices managed by the controller

» Create wireless profiles of SSIDs = Define segmentation policies to meet your policy goals « Provision switches, routers, WLCs and APs in defined site

+ Set up Campus Fabric across switches

~ A (3 Platform

l_ ssurance atror

Use proactive monitoring and insights from the network, devices, and Use DNA Center Platform, to programmatically access your network through
applications to predict problems faster and ensure that policy and Intent APls, integrate with your preferred IT systems to create end-to-end
configuration changes achieve the business intent and the user solutions and add support for multi-vendor devices.

experience you want.
* View the API Catalog

« Assurance Health
+ Configure DNA Center - to - Third Party Integrations

* Assurance Issues

Figure 2.
Location of the Design page on the Cisco DNA Center homepage
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Cisco DNA Center

Figure 3.
Step 2: Create sites, building, and floors

To allow Cisco DNA Center to group devices based on location, begin by laying out a hierarchy of areas,
building, and floors as required to accurately represent the location of your network. A site hierarchy lets you
enable unique network settings and IP spaces for different groups of devices.

1. Option 1: To create a site, click the Add Site button (Figure 4). A menu will open up and provide
you an option to create a child area, building, or floor within a desired site.

2. Option 2: To create a site, click the gear icon (Figure 5) next to the site you would like to create a
child site under.

3. When creating a floor, click Upload file to upload a floor of a building (Figure 6).
Floor plans must be in DXF, DWG, JPG, GIF, or PNG format.

The behavior of Cisco DNA Center is to inherit settings from the global level into subsequent levels in the
hierarchy. This enables consistency across large domains while providing administrators the flexibility to adapt
and change an individual building or floor.

Notes:

¢ You can create areas and buildings only within the global site or other areas, and can create floors only
within buildings.

« When creating a building within the design hierarchy, it is critical that you use a real physical street
address for your sites. Cisco DNA Center uses the street address to select the country codes for the
wireless implementation.
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Cisco DNA Center

£Q Find Hierarchy

| - 2o

¢ Los Angeles

> @8 LA20

> & Palo Alto

> & Pleasanton

> & San Francisco
> & San Jose

> & Southwest

& import (1) Export

Design + Network Hierarchy

NEVADA

COLORADO

United States T . \

KANSAS

Figure 4.

Clicking Add Site within the Design - Network Hierarchy page

Cisco DNA Center

zq Find Hierarchy
~ & Global
~ & Los Angeles
> 8 LA20
> & Palo Alto
> & Pleasanton
> & San Francisco
> & San Jose
> ¢ Southwest

NEVADA

Design - Network Hierarchy

Cheggnne

COLORADO ‘

Denver
.

United States.

KANSAS

Figure 5.

Clicking the gear icon next to a site within the Design - Network Hierarchy page

= Cisco DNA Center

zq, Find Herarchy
v & Global
~ & Los Angeles
~ i LAZ0
&2 Floor 3
> & Palo Alto
> d Pleasanton
> @& Sen Francisco
> & San Jose
> ¢ Southwest

@ sdasie  h impont [T Expon

Add Floor X

Design - Network Hierarchy

Floor Name *
Floor 3

Parent
LA20

Type (RF Model)
‘Cubes And Walled Offices w

Floor Image

Drag floor plan here
or

SJ14_Floor_Plan.png

(Supported formats DXF, DWG , JPG, GIF, PNG)

Uploaded image aspect ratic determines &
Width/Length ratio: 1:0.3

@ wiath () O Length (f)  Height (1)
100.00 30.00 0

=]

LAZ0

Figure 6.

Location of the Upload file button to upload a floor plan during floor creation

Step 3: Navigate to the Network Settings page

Cisco DNA Center lets you save common resources and settings with the Network Settings application.
Information pertaining to the enterprise can be stored and reused across the network.

1. To navigate to the Network Settings page, open the hamburger menu in the top left corner of the
screen. Click Design, then Network Settings (Figure 7).
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Cisco DNA Center

Figure 7.
Location of Network Settings from the hamburger menu

Step 4: Configure network settings and device credentials

This is where you configure all device-related network settings. By default, Cisco DNA Center’s IP address is
prepopulated in the Syslog Server and SNMP Server fields. This will enable syslog and SNMP traps to be sent
to Cisco DNA Center from network devices when a WLC is added to Cisco DNA Center.

1. Click the Device Credentials tab to view the existing device Command-Line Interface (CLI)
credentials and SNMP community strings (Figure 8).

2. Click the Add button to create new credential entries (Figure 9). Cisco DNA Center uses these
credentials to discover the network devices.
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= Cisco DNA Center Design - Network Settings Q 0 o
Network IP Address Pools SP Profiles Wireless Telemetry
IQ Find Herarchy
CLI Credentials
~ & Global
> & Los Angeles Neme/D " Ussnasie Password Enable Password Actions
> & Palo Alto
O o sdma e e €dt | Delete
> & Pleasanton
>/ Sans Frsacieco O cuz2 minse seene Eat | Delete
> & San Jose wing 2 of
> & Southwest
SNMP Credentials SNMPV2C Read | SNMPV2C Write | SNMPV3
‘Name / Description Read Community Actions
Q e e €ait | Delete
Q e e Edit | Delete
Showing 20f 2
HTTP(S) Credentials HTTP(S) Read | HTTP(S) Write Q 7w
Name / Description Usemame Password Port Actions
@ In order to apply the credentials to the selected site, please select one row from the list above for each type and press the Save button. -
Figure 8.

Workflow to add device credentials to the network settings

CLI Credentials X

Name / Description *

Username *

Password *

Enable Password

WARNING: Do not use "admin” as the username for your device CLI credentials, if you are using ISE as your AAA server. If you
do, this can result in you not being able to login to your devices.

cancel

Figure 9.
CLI Credentials form that appears when you click Add in Figure 9
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Part 2: Discovery and inventory

Description: Cisco DNA Center’s Discovery application allows a network administrator to add their network

device to the platform.

Section goals: Discover WLC and APs and assign them to the site created in the previous section.

Step 1: Navigate to the Discovery application

1. Option 1: From the homepage, scroll down to the bottom and click Discovery and then Add

Discovery (Figures 10 and 11).

2. Option 2: Click the hamburger menu in the top left corner of the screen. Click Tools, then

Discovery (Figure 12).

= Cisco DNA Center Qo o
* Assurance Health
« Configure DNA Center - to - Third Party Integrations
* Assurance Issues
Tools
.
Discovery Topology Command Runner License Manager
Automate addition of devices 1o controller inventory Visualiza how davices are interconnacted and haw they Allows you to run disgnastic CLis sgainst ane or more Visuahze and manage hcense usage
com—— owrces
BETA
—
-2-1-)
Template Editor Security Advisories Model Confg Editor Network Reasoner
An interactive eaitor 1o author CLI templates Identify Sacurity vulnerabiities in the Network AN INLBTACtve OItO! 10 duthor Madel Config designs. Troubleshoot iSSues in the NeTWOrk
Figure 10.

Location of Discovery button on Cisco DNA Center homepage
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= Cisco DNA Center Tools - Discovery Q 0 o

Discovery

Inventory Overview Latest Discovery
As of Jun 5. 2020 4:45 PM As of Jun 6, 2020 4:45 PM @ Clone of Intellig...
@ Add Discovery | View Al Discoveries 8 Roulers :§
B Switches : 8 B Success : 1
B APs:21 B Unroachablo : 0
B WLCs:6  Discarded : 0
Device Controllability is Enabled. W Unknown : 0
Discovery Type Discovery Status Recent 10 Discoveries
o As of Jun 5, 2020 4:45 PM As of Jun S, 2020 4:45PM As of Jun 5, 2020 4:45 PM
Queued : 0 i
cop: 2 In Progress : 0 H :'ié’ .
5 1P Address/Range : 3 5 Completed : § H » o< » X
LLOP: 0 Aborted : 0 L
Scheduled : 0 Oucowey

Figure 11.
Location of Add Discovery button on Tools - Discovery page

Cisco DNA Center

Figure 12.
Location of Discovery within the hamburger menu

Step 2: Discover controllers and access points in Cisco DNA Center
To discover a WLC in Cisco DNA Center, follow the steps below (Figure 13):

1. Enter a discovery name (any unique name for the purpose of classification on the Discovery page).
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2. Enter either a single IP address or a range of addresses and specify Cisco Discovery Protocol
(CDP), IP Address/Range, or Link Layer Discovery Protocol (LLDP).

3. Enter the SSH username and password, and SNMP read and write credentials (clicking Add
Credentials).

4. If you’re discovering a Cisco I0S XE controller, enter the NETCONF port as 830 and run the
following commands on the controller CLI.

aaa new-model
aaa authentication login default local
aaa authorization exec default local
5. When the details are filled in, click the Discover button.
Notes:

« When you discover a WLC, all of its joined APs will also be discovered and placed in Cisco DNA Center’s
inventory.

« All the CLI credentials defined in the Design section are displayed on the Discovery page.

= Cisco DNA Center Tools . Discovery « Add Discovery Q 0 o

Discovery > Add Dacovery

ae s
® New Discovery

Intelkgent Capture Controlier.

Oucovery Nome®
oo g

Irteligent Copture Controlier
WLC_SJ | 1 mschanse Cwvcels
Range 192 168 133 91920081323

®COP (W Adcress/Range (O LLDP

Clone of Clone of WLC | 1 % P Asdren®
Range 197 168 198 137193 168 19013 1722775235

AN_NOtwork | 15 Besen

Subrat Fiters

Range 192164152 1192104, 190 330 255.265.255.0 -

COP Level
%

Preterred Mansgemant # Adaress
© None O Use Loopback

v Credentials *

© Atleast one CLI credential anc one SNMP credential are required.

© Netcont is mandatory for enabling Wireless Services on Wireless capable devices such as C9800-Switches/Controllers.
® GLOBAL ® Task-specific B Acc Cregentials.

CL! SNMPv2¢ Read
O Cape= )
0 O - )
Device Controliability is Enabled. Config changes will be made on network devices during Reser | -
discovery/inventory or when device is associated to 8 site. Leam More | Disable —_

Figure 13.
Discovery page with credentials filled in and ready for discovery

6. After the discovery process completes, ensure that the status of the Internet Control Message
Protocol (ICMP), SNMP, and CLI sections is green for every device that has been discovered
(Figure 14).
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= Cisco DNA Center Tools - Discovery - Add Discovery Q @ ¢

ory > Add Discovery

Intelligent Capture [ 1 Reachable Device(s) ] 00h:00m:03s © Take a Tour

DEVICE STATUS . Filter History ~

512 -

Discovery Details

CDP Leve 16 LLDP Leve Nane

Timeoul 5 second(s) IP Address/Range  172.27.75.12 Show 25 Showing 1101 of 1 Page 1w oot

1P Filter Lis| 255.255.255.0 Nane

Figure 14.
Successful discovery of WLC on the Discovery page

Step 3: Navigate to Inventory

After the discovery process is complete, navigate to the Inventory application, where your discovered devices
will be located.

1. Open up the hamburger menu, and click Provision and then Inventory (Figure 15).

Cisco DNA Center

Figure 15.
Location of Inventory within the hamburger menu

2. Click Unassigned Devices on the left side of the page, and ensure that all devices are Reachable
and that the Last Sync Status is Managed (Figure 16).

It is critical that all devices be in the Managed state for Cisco DNA Center Assurance functionality to
work. If they are not, check the reachability of your devices.
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= Cisco DNA Center

Inventory  Plug and Play
s DEVICES (3)
rocus: Inventory +
~ & Global .
VFiter | @ AddDevice TogDevice Actions v (@ | Takea Tour
[ O Unassigned Devices (3) ]
o (] Davice Nama ~ 1P Address
> W Laz0 [m} w0882 © 8080.0135
>
L [m] w088 © 20800131
> & Pleasanton
kukriscreenioomz ©  17220.7512
> & San Francisco o
> & San Jose
> & Southwest

Provision - Network Devices - Inventory

@ Global > Unassigned Devices

Site  MAC Address Device Role

0 40e2AMEDIAD  F ADCESS
0 10bI0S21180 L ACCESS

0 700b:4fcb:9280 & ACCESS

image Version  Uptime

281302

281302

881302

a-

Lastupdated: 5:45 P (1 Export

LostSync Status | LastUpdated  Resyncle |

2dmys2is | Managed 27 minutes ago  NIA

2days2ivs | Managed 27 minutes ago  NIA

18 days 21 bvs | Managed 27 minutes ago  06:00:00

' Refresh

Figure 16.

Discovered devices and their Reachability and Last Sync Status

3. Optional: If you would like to manually add a controller to the inventory, click the Add Device button
and provide the same information as in the Discovery application (Figure 17).

Device Controllability is Enabled. Configuration changes will be made on network devices during discovery/inventory or when
device Is associated to a site. Learn more | Disable

x

are Please ensure

(3 Select global credential () Add device 3pecific crecental

SNMP RETRIES AND TIMEQUT*

= Cisco DNA Center Provision - Network Devices - Inventory
and Pla .
lventory  Pug ¥ Add Device
2Q FdHeahy DEVCES (3)
rocus: Inventory v
~ d Giobal
Fixor | m Tag Device  Actions v @ Take a Tod
| © Unassigned Devices (3)
~ & Los " [m] Device Name = ® Address Device Famiy Reachabary|
- y e ©
> & LAz0 a 008820 20800135 Unifed AP  Reacratsf 5
> & Puio Ano (m] woss © 20800131 Unteg AP @ Rescrars
> & Pleasanton - Device 1P | DNS Name*
a Garscreenrooma O 17227.7502 Wweless Controtler () Reachati
> d Sen Francisco
> & San Jose Credentials
> @ Southwest CLi and SNMP
collection failure state.
l A cu*
Credential*
> SNMP*
>
> HTTR(S)
> NETCONF
S 25 anias

In case of invalid credentials, device will go into a

Cancel

Figure 17.
Form that appears when you click Add Device

Step 4: Assign discovered device to site hierarchy

After discovery and site assignment, Cisco DNA Center will have automatically pushed or enabled the following
configuration to the WLC and APs. This configuration is required for Intelligent Capture features to work.

« Pushed Cisco DNA Center certificate

o Enabled WLC streaming telemetry (WSA)

o Enabled AP streaming telemetry (QRPC, TCP 32626)

¢ Configured Cisco DNA Center as an SNMP trap receiver

o Configured Cisco DNA Center as a syslog server
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Note:

workflow as was done in previous releases.

As of Release 2.1.1, Cisco DNA Center will send the WLC a network assurance certificate that
enables the WLC and APs to externalize data to Cisco DNA Center, as opposed to during the discovery

1. Click the check box next to the device you would like to assign to a site.

2. Hover your cursor over Action and then Provision, then click Assign Device to Site (Figure 18).

= Cisco DNA Center Provision « Network Devices - Inventory Q ® o
Inventory Plug and Play
1Q. Frd Hacwchy oEVCES 0 Global > Unassigned Devices H .
2 rocus: Inventory v °
v & Global
Fier @ Add Device  Tag Device Take a Tour | Last updated: 545 PM () Export < Refresh!
© Unassigned Devices (3)
Vi ® Device Name - 1 Address, Inventory > MesthScore  Ste  MACAddress  DevicoRole  imageVersion  Uptime LastSyncStatus  LastUpdated  Resyncin 1
> W% LA20 (m} 3800.8.82 © 80.60.0.135 Software image >y Assign  40:ce:24185240 0 ACCESS 881302 2days2hes  Managed 27 mistesago  NA
AR o w0058 © 80800131 -ua.znw oACCESS 881302 2dmp2hs Managed 2 minsesage  NA
> & Pleasanton
T i >
aan hkrscrevoom2 © 2277892 | Provision Device IObALch9280 £ ACCESS 881302 1Wama 21 Mansged 27 mises g0 06:00.00
Device Replacement >
> & San Jose LAN Automation
Others >
> & Southwest LAN Automation Status
Learn Device Config
Configure WLC HA
Figure 18.
Assigning a WLC to a site on the Inventory page
3. Click Choose a Site (Figure 19).
= Cisco DNA Center Provision « Network Devices - Inventory Q ® o
Inventory  Plug and . ’ )
Imeontory 9 wac Pley Assign Device to Site x
M DEViCES 3
— rocus: Inventory v P Oovees
~ # Global 240M0: ubriscraenroom Choose a site
Fier | @AddDevice TagDevice Actions ~ (@ | Takea Towr | B o ’ &
© Unassigned Devices (3)
v & Los 0] Duvice Name « P Address  Device Famiy Reschabiity  Health Scd
> LA (m] 00882 © 0MONS  Unfed AP Reachable 10
> & Palo Ao
(m] “ww0ss © 0MOIN  Uned AP Reachable 10
> & Pleasanton
= tkriscreervoom? @ 17227.7512  Wirsless Controlier () Reachable 10
> & San Francisco
» & San Jose
> & Southwest
S oty ki tenm e e —_— ]
PR p——

Figure 19.

Menu that appears when clicking Assign Device to Site in Figure 19

4. Click the site you would like to assign the WLC to and click Save (Figure 20).
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= Cisco DNA Center Provision - Network Devices - Inventory a
reamboey  Phog e Phey Choose a site
Zq, Find Herarchy
Focus: Inventory
& Global 20, Find Hesarchy
@ Add Device Tag Device  Actions v Take a Tour e
© Unassigned Devices (3)
& Globa
R 0 Device Name - P Address  Device Family Reachability  Health Sc e e
@ Los Angeles (1)
 La20 (m] 2 80800135  Uned AP Reschabie
( T )
& Palo Ar A
= 80800131  Unifed AP Reachatie & Floor 3
& Preasanton i
o 172.27.75.12  Wirsless Controller Reschable 10 & Palo Ao (1)
& San Francisco
@ Pleasanton (1)
& San Jose
& San Francisco (1)
& Southwest
& San Jose (2)
& Southwast (1)
( Save J
hew 26
Figure 20.

Site assignment

5. Click Next > Assign.

6. Repeat the same steps for your access points.

Step 5: Place your access points onto your floor map

The purpose of placing your access points onto your floor map is to provide you with a heat map visualization of
the RF environment surrounding your access point.

1. Navigate to the Network Hierarchy page by clicking the hamburger menu in the top left corner of the
screen. Click Design, then Network Hierarchy (Figure 21).

Cisco DNA Center

© 2022 Cisco and/or its affiliates. All rights reserved. Page 18 of 67



|
Figure 21.
Location of Network Hierarchy from the hamburger menu

2. Expand Global > [the building you created], then click the floor you’ve assigned APs to.

3. Observe the blue flag on the right, which represents the number of APs that are ready to be placed
onto the map (Figure 22).

= Cisco DNA Center Design - Network Hierarchy Q o o

2 Find Herarchy 5GHz v

Edit  Data  View Options q Find :

v & Global
~ ¢ Los Angeles
~ i LA20
& Floor 3 o ]
> & Palo Alto

> & Pieasanton
> 4 Sen Francisco
> & San Jose

> 4 Southwest

Figure 22.
Network Hierarchy page, with two APs ready to be positioned on the floor map

4. Click Edit and then Position to place APs onto the map (Figure 23).

= Cisco DNA Center Design - Network Hierarchy Q 0 ¢
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Floor Properties Edit Floor

[ JoNCRAY 2
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Figure 23.
Network Hierarchy page showing Floor Elements menu

5. After placing the APs on the floor map, click Save to commit the change (Figure 24).
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= fhan aees
i ﬂ"‘ﬂﬂ' vToery
Py
= Cece uaas 8
sea 1
& wewwl s e 3 E
SeE1 e - 1 A O Beaton: 0
® % & EH
’ = =l !
- = wfa |
EEELE —~ cad ]
-
@
Q
o
Figure 24.

Network Hierarchy page with APs placed on the floor map

6. At this point, a color-coded heat map should show up on the floor map, depicting the APs’
surrounding RF environment (Figure 25).
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Figure 25.
Network Hierarchy page showing the heat map displayed after APs are positioned

Table 6. Legend for heat map

Heat map color legend

Color Signal strength
Green Strong RF signal
Yellow Good to fair RF signal
Orange Fair to poor RF signal
Red Bad RF signal
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Part 3: Integrate Cisco DNA Center with Cisco CMX

Description: Integrating Cisco Connected Mobile Experiences (CMX) with Cisco DNA Center will enable the
floor map to locate and display an associated wireless client’s current and historical location.

Section goals: Properly integrate CMX with Cisco DNA Center to view an associated wireless client’s location.
Step 1: Add a WLC instance to CMX
For CMX to send client location data to Cisco DNA Center, you need to add the WLC to CMX.

1. Navigate to System, scroll down to the Controllers section, and then click the + button to add a
new WLC (Figure 26).

9 & e o d
oETECT
& LOCATE

ANALYTICS  CONNECT MANAGE SYSTEM

System at a Glance =3
Node P Address Node Type Sarvices Memory  CPU
o Q ® - = = P © & @©
cmx1062 192.168.152.42 Standard
0 ety Woming [ Crascal
Coverage Details

Active Devices

Map Eloments

Access Points

Placed AP Missing AP Active AP Inactive AP Campus Buiiding Floor Zone Total Associated Cient  Probing Chent RFID Tag BLE Tag Interferer Rogue AP Rogue Client  Total
Fri Jun 05 22:09:13 POT 2020

27 o 15 6 6 7 8 o 21 » 220 7 ] 0 o o 255

T Hearry waming Il Crecal

Controllers

Bytes In

First Heard

Last Heard

8.10.128.114 138 M8 298 KB  08/01/20, 9:11 pm 1s ago Edit Delets
16.12.1.0 296 KB 297 KB 06/01/20, 9:14 pm 7sago Edit Delete
8.10.112.0 1name J07 KB 06/05/20, 5:29 am 1s ago Edit Delete
8.10.128.126 126 M8 149 KB  06/03/20, 9:48 pm Just naw Edit Delete
17.3.20200520.0 183 M8 297 KB 06/01/20, 9:15 pm 8h Om Os ago Edit Delete

Figure 26.

CMX System page where you can add a controller

2. Click Advanced in the Settings modal box that appears, and choose your controller’s type (AireOS
or Polaris), add your controller’s IP address and SNMP write community, and then click Save to
commit the change (Figure 27).

© 2022 Cisco and/or its affiliates. All rights reserved. Page 22 of 67



Maps

Please select maps to add or modity

Deleto & replace existing maps & analytics data

Deleto & replace existing zones

Controllers

Please add controllers by providing the information below
Controler Type AreOS WLC -
P Address 172.27.75.238,

Controlier Version
[Optionai]

Controlior SNMP Version

Controlier SNMP Write
Community

‘

Figure 27.
CMX Add Controller Settings modal box

3. Within a couple of minutes, you should see the Bytes In and Bytes Out counters increment, which
signifies that communication between the WLC and CMX has been established (Figure 28).

Controllers +
IP Address Version Bytes In Bytes Out | First Heard Last Heard Action
192.168.152.9 8.10.128.114 138 MB 298KB 06/01/20, 9:11 pm 1s ago Edit Delete
192.168.157.131 16.12.1.0 296 KB 298KB  06/01/20, 9:14 pm 7sago Edit Delete
8.10.112.0 113 M8 307 KB 06/05/20, 5:29 am 3s ago Edit Delete
£.10.128.126 126 MB 149 KB | 06/03/20, 9:48 pm Just now Edit Delete
17.3.20200520.0 183 MB 298KB  06/01/20, 9:15 pm 1s ago Edit Delete

W Active Missing Detaits [l Inactive

Figure 28.
Bytes In and Bytes Out incrementing, indicating that the WLC is properly connected to CMX
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Step 2: Add CMX to Cisco DNA Center

1. On Cisco DNA Center, open up the hamburger menu and click System and then Settings
(Figure 29.)

Cisco DNA Center

Figure 29.
Location of Settings within the hamburger menu

2. On the search bar to the left, type CMX, then click CMX Servers (Figure 30).

= Cisco DNA Center System . Settings Q @ a
Q. cMX Satings | Extemal Senvices
CMX Servers
CMX Servers
Provide the credentials to enable CMX server connectivity y by Cisco DNA Center
e
[] P Address = User Name
0O s2iesasz o
Sow1d  ensies :
Figure 30.

Location of CMX Servers within the Settings page

3. Click the Add button, then fill in the CMX IP Address, User Name, Password, SSH User Name, and
SSH Password in the form on the right. Click the Add button within the form to save your changes

(Figure 31).
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= Cisco DNA Center System - Settings Q e o
o oaax Semn ) B e Add CMX Server -
CMX Servers
CMX Servers
Provide the credentials to enable CMX server connectivity by Cisco DNA Center * aas
192.168.152.42
User Name®
admin
Password
D P Address - User Name
SSH User Name*
O sesisza sdmin sdmin
Show 10 entries S Pt

fonet g

Figure 31.
Providing CMX credentials to Cisco DNA Center during integration

4. Now that CMX integration is complete, navigate back to your floor under the site hierarchy, click the
gear icon next to either the floor itself or any parent site it falls under, then click Sync with CMX to
ensure that Cisco DNA Center and CMX are communicating properly (Figure 32).

= Cisco DNA Center

=q Find Hierarchy e Add site ] Import [T} Export

v &b Global <3 Fn
> & Los Angeles

> & Palo Alto
> & Pleasanton

> & San Francisco

v & San Jose
> @@ SJo4
v @8 SJ14 o
Sk Edit Building

> & Southwest Delete Building
Add Floor

Import Ekahau Project
( Sync with CMX
Export Maps

Lancaste|

Los Angel¢
.

View Devices &

Figure 32.
Location of Sync with CMX button

5. Navigate back to CMX and observe that the floor map added to Cisco DNA Center has been
successfully imported (Figure 33).
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Figure 33.
Floor map in CMX has been imported from Cisco DNA Center

6. If you have any clients joined to your APs, you should begin to see them on the heat map within a
couple of minutes (Figure 34).

= Cisco DNA Center Design - Network Hierarchy Q 0 o

2 Find Herarchy 5GHz v Edit  Data  View Options £q Find i
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=
=
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Figure 34.
Client location shows up on the floor’s heat map
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Part 4: Integrate Cisco DNA Center with vYNAM

Description:

e The Cisco Prime vVNAM provides all of the functionality found in the Cisco Prime NAM, permitting
consistent application awareness, comprehensive performance analytics, and deep network visibility.

« The Cisco Prime vNAM allows network administrators to:

o Gain Layer 4 through 7 application visibility using Cisco Next-Generation Network-Based Application
Recognition (NBAR2) natively in the NAM to help identify and improve the performance of business-

critical applications

o Analyze network usage by applications, hosts, or virtual machines, and conversations to identify
bottlenecks that may affect performance and availability

o Troubleshoot performance problems consistently across physical and virtual environments using
detailed flow- and packet-based analytics

o Eliminate the need to backhaul the data to a centralized location by using the integrated web-based
interface for remote management and monitoring

> Validate infrastructure updates such as Quality-of-Service (QoS) policy changes

Section goals: Properly integrate vYNAM with Cisco DNA Center to provide deep network visibility when using
Intelligent Capture’s Data Packet Capture feature.

Step 1: Bring up vNAM on a VMware ESXi.

1. Use the following link to acquire the vNAM 6.4.2 OVA file and bring it up on your ESXi:
http://cs.co/9009GHYGV (Figure 35).

el Products & Services Support
cisco

Software Download

Prime Virtual Network Analysis Module (VNAM) 6.4 /

= )
oA | Gome s )
Latest Release v
6.4.2
All Release v
6 2

How to Buy Training & Events Partners

Network Analysis Module (NAM) Software- 6.4.2

Prime Virtual Network Analysis Module (VNAM) 6.4

Release 6.4.2
A My Notifications

File Information

Cisco Prime NAM 6.4(2) software patch1 for NAM 24xx
appliances, KVM and VMware ESXi vNAMs.

-]
nam-app-patch.6.4.2-patch1.x86_64.rpm

Cisco Prime NAM 6.4(2) software upgrade image for NAM 24xx
appliances, KVM and VMware ESXi vNAMs.

-]
nam-app-x86_64.6-4-2.SPA bin.gz

Cisco Prime NAM 6.4(2) ISO install/recovery image for NAM 24xx
appliances, KVM and VMware ESXi vNAMs,

nam-app-x86_64.6-4-2.iso

Related Links and Documentation

= No related links or documentation -

Release Date
05-Jun-2020

24-May-2019

24-May-2019

9.80 MB

345.00 MB

442.42 M8

Downloads Home / Cloud and Systems Management / Network Analysis Module (NAM) Products / Prime Network Analysis Module (NAM) Virtual Appliances / Prime Virtual Network Analysis Module (vNAM)

VNAM.

-]
nam-app-x86_64.6-4-2.ova

[:Isco Prime NAM 6.4(2) OVA deployment image for VMware ESXi

24-May-2019

503.19 MB

Figure 35.

Location of the vYNAM 6.4.2 OVA file
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http://cs.co/9009GHYGV

Step 2: Configure vNAM to establish communication with Cisco DNA Center

1. Log in to the vNAM console through ESXi, using the default credentials (root/root).

2. Run the following command to determine if any data ports have been assigned an IP address:
show data-port ip-addresses

3. If no port/address pairs are displayed, assign an IP address to data-port 1 by running the command:
data-port 1 ip-address <IP to assign to vNAM >
Note: Record the IP address, as it will be used in the Cisco DNA Center configuration steps.

4. Set up the database export function by issuing the command:
cdb-export collector 1 ip-address <IP of Cisco DNA Center>

5. Verify the change by issuing the following command:
show cdb-export 1

6. Run the following command to verify that autocreate-data-source is enabled for ERSPAN:
show autocreate-data-source

7. If ERSPAN autocreation is not enabled, run the following command:
autocreate-data-source erspan

8. Run the following command to verify that the vNAM is configured to use a Network Time Protocol
(NTP) server:

show time
9. If the vNAM time is not synchronized with an NTP server, run the following commands:
time (to enter the Time subcommand menu)
sync ntp <name or IP address of NTP server>
Step 3: Configure Cisco DNA Center to establish communication with the vNAM

1. Navigate to the gRPC-Collector page by opening up the hamburger menu and clicking System and
then Data Platform (Figure 36).
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Cisco DNA Center

Figure 36.

Location of Data Platform within the hamburger menu

2. Click Collector, then scroll down and click GRPC-COLLECTOR (Figure 37).

= Cisco DNA Center System . Data Platform Q

Analytic Ops Center  Collectors  Store Settings  Pipelines

SONTROLLER-SERVER

Namespace: com.cisco tesserael

Version: 0.7.0

ECTOR-TRAP
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Version: 0.9.0
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Version: 0.7.0
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Version: 0.7.0
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Namespace: com.eisco tesseract

Version: 0.7.0

ECTOR-SYSLOG

Namespace: com cisco tesseract

Version: 0.7.0

TOR-SNMP
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Namespace: com.cisco tesseract

Version: 0.7.0

Figure 37.

GRPC-COLLECTOR button within Data Platform
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Click Add and then fill in the information as follows (Figure 38):
a. Select the Cisco DNA Agent Export check box.
b. Enter the vNAM IP within Cisco DNA Agent IP Address.

c. Provide any unique name under Configuration Name.

d. Click Save Configuration.

= Cisco DNA Center

Collactors > GRPC-COLLECTOR

System . Data Platform . GRPC-COLLECTOR

GRPC-COLLECTOR

NAMESPACE com.cisco.tesseract
INSTANCES 1
VERSION 070

Cantigurations. Instances

Current Configurations (1)

7 Famer £ Update Configurations
-
I et ———

Show 10 entries

Showing 1 - 161

il

gRPC Collector Configuration
Collector Configuration™

[] DNA Agent Export

DHA Agent B Adsress

Collector Information*
Saveti 0°

St

Corfgursncn Nama®

Give the CORfIQUIBLON B LGS RAME

Figure 38.

Credentials required to connect vNAM with Cisco DNA Center
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3. Ensure that the gRPC collector has been saved and that the entry is listed (Figure 39).

GRPC-COLLECTOR

[ O c6582bf8-bdd8-4063-8b7e-63eccf606b34

NAMESPACE com.cisco.tesseract
INSTANCES 1
VERSION 0.7.0
Configurations Instances

Current Configurations (1) Last updated: 11:53 AM ’ @ Add

Y Filter | % Update Configurations 2Q Find

ID ~ Name Status
VNAM config applied

Show 10 entries

Showing 1 - 1 of 1

Figure 39.
gRPC collector entry created

Note:

e Only one GRPC-COLLECTOR configuration should be added. If more than one is added, only the last

added configuration will be used.

« Once the Cisco DNA Agent Export box has been checked, vVNAM integration is enabled for any client
with full packet capture enabled. This topic will be discussed in a later section.
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Day-1 Intelligent Capture features and use cases

The following subsections provide step-by-step instructions for enabling the features of Intelligent Capture, first
from the AP perspective and then from the client perspective. The discussion will also provide you with a deep
understanding of each of the use cases and details on how they are used to troubleshoot an issue.

Intelligent Capture feature names on Cisco DNA Center differ slightly from the names on the device side. When
you enable certain features from Cisco DNA Center, multiple features are actually being enabled on the device

side.

Table 7. Mapping of Intelligent Capture feature names from Cisco DNA Center to the device

Cisco DNA Center feature name WLC and AP feature name

Data Packet Capture

Live Capture

AP Stats Capture

Anomaly Stats Capture

Spectrum Analysis
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Full Packet Capture

Partial Packet Capture
Client Filtered Statistics

AP WLAN Statistics
AP RF Statistics
Client RF Statistics

Anomaly Detection
Anomaly Packet Capture
Anomaly Individual Reports

Anomaly Summary Reports

Spectrum Analysis
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Part 1: Intelligent Capture for access points

Description: Intelligent Capture for the access point offers two main features: always-on real-time RF
monitoring and on-demand spectrum analysis.

Section goals: Enable and view Intelligent Capture data for AP RF Statistics and Spectrum Analysis.
Step 1: Enable AP Stats Capture

When AP Stats Capture is enabled, Cisco DNA Center is actually enabling two features: AP RF Statistics and
Client RF Statistics.

1. Navigate to the Intelligent Capture Settings page by opening the hamburger menu, then clicking
Assurance and then Intelligent Capture Settings (Figure 40).

Cisco DNA Center

Wi-Fi 6
Rogue and aW
Dashboard Library

Tools

Platform

Figure 40.
Location of Intelligent Capture Settings on the hamburger menu
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2. Option 1 - Enable specific APs only: Click Access Point, then click Specific - select specific
and enable or disable to select individual APs from your site. Click Enable to enable Intelligent
Capture (Figure 41).

= Cisco DNA Center Assurance - Manage - Intelligent Capture Settings Q 0 o
Client Schedule Capture Client Data Packet Capture Access Point
Access Point

AP Stats Capture (1) Anomaly Capture (1)

(O None - disable s APs  (3) Specific - select specific APs and enable or dissble () Giobal - enable all capable APs

£Q Find Hierarchy Enabled APs (0) Not-Ready APs (0) (D
oo T SR T
« & Los Angeles.
« M 1A [ Access Point Device Type 08 Version Overalt Health Score Cllont Count Contig Status
© Floor 3 E s AR-AP4800-B-K9 881302 10
> & Palo Alto
3800.8.8.2 AR-AP38021-8-K9 881302 10
> & Pleasanton 8 o
> & San Francisco
> & San Jose
> & Southwest
Figure 41.

Selecting and enabling APs from the Specific - select specific APs and enable or disable section

APs

3. Ensure that the APs move from the Disabled APs column to the Enabled APs column (Figure 42).

« Note: The blue dot next to the AP indicates that the device is newly discovered.

= Cisco DNA Center Assurance - Manage - Intelligent Capture Settings Q @0 «

Client Schedule Capture Client Data Packet Capture Access Point

Access Point
AP Stats Capture (1) Anomaly Capture ()
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2Q Find Heerarchy Disabled APs (0) Not-Ready APs (0) ()

~ & Giobal V Fiter | Disable & Expon SQ Find E ™
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« # LA20 [m} Access Point Device Type 0S Version Overail Health Score - Clent Count
l © Floor 3 [ e wxss AR-AP4800-B-K9 881302 10
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NS [0 e 300882 AR-AP38021-B-K9 881302 0
> & San Francisco
> ¢ San Jose
> & Southwest

Figure 42.
AP Stats Capture is enabled for specific APs
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4. Option 2 - Enable all APs: Click Global - all capable APs are enabled to enable Intelligent Capture
for APs in this Cisco DNA Center cluster. Then ensure that the page changes to show Globally
Enabled (Figure 43).

= Cisco DNA Center Assurance . Manage - Intelligent Capture Settings Q @ o

Client Schedule Capture Client Data Packet Capture Access Point

Access Point

AP Stats Capture (1) Anomaly Cagture (7)

) None - disabie a8 APs () Speciic - select specific AP and enatle  [3) Global - al apeble APs are ensbled

\/
Globally Enabled

All the APs are globally enabled for AP Stalistics.
. J

Figure 43.
AP Stats Capture is enabled at the global level

Notes:

« When AP Stats Capture is being enabled, a loading bar will indicate the estimated time it will take for the
configuration to complete (Figure 44).

¢ Cisco DNA Center can support up to 1000 APs for AP Stats Capture.

¢ You can leave this screen while the configuration is completing without affecting the configuration.

Enabling AP stats globally (2%)

Estimated Time Left: 17 minutes

® 2%

Figure 44.
Loading bar showing the time it will take to push the Intelligent Capture configuration to the WLC

Step 2: Navigate to the AP RF Statistics page

1. Option 1 - Inventory page: Navigate to the Intelligent Capture AP RF Statistics page by clicking the
three dots next to your selected AP within the Inventory and then clicking View 360 (Figure 45).
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Figure 45.

How to enter the access point Device 360 page from Inventory

2. Option 2 - Network Health page: Navigate to the Network Heath page by opening the hamburger
menu in the top right corner of the page, clicking Assurance, then Health, and then Network. Scroll
down to the Network Devices table at the bottom of the page and click on the AP you want to view
(Figure 46).

= Cisco DNA Center Assurance - Dashboards - Health a @ o
Overall Client Application
Network Devices (39) ©
LATEST TREND
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—
Showing 25 of 39 Show More
Figure 46.

Navigating to the Device 360 page through the Network Health page
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3. Click the Intelligent Capture button to enter the AP RF Statistics page (Figure 47.).

= Cisco DNA Center Assurance - Dashboards - Health - Device 360 Q e o
Network > Device 360
© 28 Hours o)
3090 3090
Q|
e
Jun 05, 3:09 PM - Jun 06, 3:00 PM
/N0 pEviCE DETAILS
Cwice Modet CI130A-8 P Adirwss 101010324 Location: Globel/San Jose /SIIA [F2  Software Version 10128126 Mode: kocal  Uptmo: 2 days 215243 Connected To WLC IneligentCaptusWLC  Copotity W-RB  View All Details
Issues Physical Neighbor Topology Path Trace Device Connectivity RF Event Viewer

Figure 47.

Intelligent Capture button on the Device 360 page

Step 3: View the AP RF Statistics page

Description: The AP RF Statistics page provides an in-depth analytical view of various wireless metrics related

to an AP’s radio.

Purpose: Provide a trend view of the historical wireless metrics of an AP’s radio that will give the user insight
into why users may be experiencing wireless problems such as poor signal, onboarding issues, throughput

issues, etc.

Note:

The AP RF Statistics page is displayed per serving radio. By default, when you enter this page, you

will show up on radio 0. If you click on the menu (Figure 48), you will have an option to view the AP RF
statistics for any of the AP’s serving radios.

Table 8.

Description of the AP RF Statistics trend charts shown in Figures 48 and 49

Clients

Top Clients with Tx Failed Packets by SSID

Channel Utilization

Channel Utilization by This Radio

Tx Frame Count per Type
Total Frame Error over the Air
Tx Power and Noise Floor

Multicast/Broadcast Counter

© 2022 Cisco and/or its affiliates. All rights reserved.

Client count trend.

Transmit packet error count per client categorized by SSID broadcasted by
the AP.

Channel utilization percentage trend categorized by:
e This AP (Tx + Rx): This AP’s channel utilization
e Other Wi-Fi: Nearby APs’ channel utilization
e Non-Wi-Fi: Any non-Wi-Fi RF

Real-time view of this AP (Tx + Rx) by client and packet count per
broadcasted SSID.

Data and management frames trend.
Rx and Tx frame count from all its neighbors on the same channel.
AP radio’s Tx power setting and surrounding noise floor trend.

Multicast and broadcast counter trend.
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Figure 48.
Top half of the AP RF Statistics page
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Figure 49.
Bottom half of the AP RF Statistics page
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1. To zoom into a particular widget, drag your cursor across a trend chart (Figure 50).
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-
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® This AP (Tx+Rx) ® Other Wi-Fi ® Non Wi-Fi

Figure 50.
Zooming into an AP RF Statistics trend chart for the 5-GHz radio

2. The network time travel bar at the top allows you to do the following:
¢ View Intelligent Capture data for up to 14 days in the past.

o Click the clock (on the left) to select a date and time in the past to view, or click the left or right arrow
(on the right) (Figure 51).

> Note: The left or right arrow network time travel toggle will by default move the time backward or
forward by 1 hour.

o Change the time width for each of the trend widgets.
> Click the drop-down menu on the left, which defaults to 1 hour but can be toggled to 3 or 7 hours.

o Note: The amount of time the left and right arrow described above will travel is based on this time
width.
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Figure 51.
AP RF Statistics network time travel feature

Step 4: Navigate to and enable Spectrum Analysis

1. Navigate to the Spectrum Analysis page by clicking the Spectrum Analysis tab at the top of the AP
RF Statistics page (Figure 52).

© 2022 Cisco and/or its affiliates. All rights reserved. Page 39 of 67



= Cisco DNA Center

Intelligent Capture: 9130-1CAP  ciobal / San Jose 1 5914/ F2

Device Model: C9130AXI-B IP Address: 10.10.103.24

RF Statistics (Speclrum Analysis ]

2:24p
@ 1 hour v Health —
Jun 06 2:30p 2:35p 2:40p

Figure 52.
Location of Spectrum Analysis tab on the AP RF Statistics page

2. Click Start Spectrum Analysis to enable the feature on this AP (Figure 53).
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Figure 53.

Location of the Start Spectrum Analysis button

Step 5: View Spectrum Analysis data

Description: Spectrum Analysis provides users with insight into the spectrum activities around their AP through
three main charts: Channel by Amplitude, Channel by Time, and Interference and Duty Cycle.

« Channel by Amplitude:

o Persistent FFT: Shows the aggregated amplitude and frequency of the spectral energy observed over
the past 5 minutes (Figure 54).

o Real-time FFT: Shows only the most recent amplitude and frequency of the spectral energy observed
(Figure 55).

> Note: By default, this chart displays RF activity in a persistent FFT manner, but a toggle at the top
enables you to show it in a real-time FFT manner (Figure 55).

o GColor interpretation: The color in the charts represents the number of overlapping signals and can be
interpreted by level of intensity with the color legend (Figure 54).

o Blue means a low number of overlapping signals.

o Red means a high number of overlapping signals.
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Channel by Time:

o This chart is also known as the swept spectrogram, and it displays a waterfall view of the aggregated
swept spectrogram data for the last 5 minutes (Figures 54 and 56).

Interference and Duty Cycle:

o This chart uses the FFT Duty Cycle report from the AP’s Cisco CleanAir feature to show the duty
cycles and surrounding interferences (Figures 57 and 58).

Purpose: Provide insight into what’s going on in the RF environment surrounding an AP so you can better
understand why wireless issues may be occurring for clients.

Notes:

The Spectrum Analysis charts show data for the past 5 minutes.

Beginning with software releases 8.10 MR3 and 17.3.1, APs support buffered FFT, which means that the
AP will store the last 30 seconds of Spectrum Analysis data in its ring buffer, then externalize burst
Spectrum Analysis data to Cisco DNA Center to quickly populate the last 30 seconds of spectrum data.

Spectrum Analysis is supported only on the Aironet 2800 Series, 3800 Series, and 4800 and Catalyst
9120AX and 9130AX Series APs.

When enabled, a configuration will be sent to the WLC to enable the CleanAir feature, followed by the
feature itself.

When enabled on the Aironet 4800 AP, by default, Cisco DNA Center will attempt to enable the feature
on the AP’s third radio. If the third radio is being used for other features, such as Hyperlocation or Data
Packet Capture, it will resort to enabling the features on serving radios 0 and 1.

With the feature enabled on the third radio, you will be able to view all RF activity on all channels for both
the 2.4- and 5-GHz bands. When enabled on radios 0 and 1, you will be able to view RF activity only for
the channels the AP’s radios are currently serving.

When enabled on the Catalyst 9120AX and 9130AX Series APs, Spectrum Analysis is enabled on the RF
ASIC analytics radio.

The Spectrum Analysis page is displayed per band (2.4 GHz and 5 GHz) and can be toggled via the
menu shown at the top (Figure 54).
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Figure 54.
2.4-GHz Spectrum Analysis with persistent FFT enabled
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Figure 55.
2.4-GHz Spectrum Analysis with real-time FFT enabled
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5-GHz Spectrum Analysis with persistent FFT enabled
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Figure 57.
2.4-GHz Interference and Duty Cycle chart
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Figure 58.
5-GHz Interference and Duty Cycle chart

2. To zoom into a Spectrum Analysis chart, drag your cursor across the chart (Figure 59).
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Figure 59.
Zooming into the Spectrum Analysis charts

3. The network time travel bar at the top allows you to do the following:

« View Intelligent Capture data for up to 14 days in the past.
> Click the clock (on the left) to select a data and time in the past to view, or click the left or right arrow
(on the right) (Figure 60).
> Note: The left or right arrow network time travel toggle will by default move the time backward or
forward by 1 hour.
« Change the time width for each of the trend widgets.

o Click the drop-down menu on the left, which defaults to 1 hour but can be toggled to 3 or 7 hours.

> Note: The amount of time the left and right arrows described above will travel is based on this time

width.
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Figure 60.
Spectrum Analysis network time travel feature
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Part 2: Intelligent Capture for clients

Description: Intelligent Capture for the client offers four main features: Data Packet Capture, Live Capture,
Anomaly Detection and Packet Capture, and Client RF Statistics.

Packet Capture Use Cases

o Data Packet Capture is an on-demand feature that should be used when a user needs to view both
management and unencrypted data frames of a client. Additionally, this feature can be used when trying
to understand the performance behavior of a client. This packet capture option provides the most
granular detail of the three packet capture options (Data Packet Capture, Live Capture, and Anomaly
Detection) but can target only one client at a time.

« Live Capture is an on-demand feature that should be used when a user needs to view only the
management frames. For example, a user can use Live Capture to understand a client’s onboarding
behavior. This feature captures packets when the client joins and leaves the network and displays them
on the Intelligent Capture event viewer. It can target up to 16 clients at once and can be scheduled
ahead of time.

« Anomaly Detection is an always-on feature that should be enabled during day 0 of setting up Intelligent
Capture. Management frames of a client with issues are automatically captured and displayed on the
Intelligent Capture event viewer when there is a client onboarding issue.

Section goals: Enable and view all Intelligent Capture client-side data.
Step 1: Navigate to the Intelligent Capture Client page

1. Option 1 - hamburger menu: Open the hamburger menu and click Assurance, then Health
(Figure 61).

2. Click the Client tab to navigate to the Client Health page (Figure 62).

3. Scroll down to the client devices table and click the client you want to view (Figure 62).

Cisco DNA Center

Figure 61.
Location of Health in the hamburger menu
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Figure 62.
Location of the client devices table on the Client Health page

4. Option 2 - Search: Click the magnifying glass in the top right corner of any page. Enter either the
client MAC address, the IP address, or the username the client used to join an 802.1X network
(Figure 63).

Q 10.10.103.21

ikl = E0ACCBI5C:65:06
B E0:AC:CB:SC:65:06 10.00.302.21 [ —]

EO:AC:CB:5C:65:06
T Apple-Device
Connection Type WIRELESS

Topology

Figure 63.
Entering the Client 360 page via the search function
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5. On the right side of the screen, click the Intelligent Capture button to enter the Intelligent Capture
client page (Figure 64).
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Figure 64.
Location of the Intelligent Capture button on the Client 360 page

6. You arrive at the Intelligent Capture Client page (Figure 65).
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Figure 65.

Intelligent Capture Client page

Step 2: Enable and view Data Packet Capture data

Description: Enabling Data Packet Capture will allow supported access points (Aironet 4800 and Catalyst
9130AX) to capture both the data and management packets of a single client and send this data to Cisco DNA
Center in an unencrypted manner.

Purpose: Provide packet-level insight into issues such as onboarding and throughput. The ability to view
packets in unencrypted form enables you to understand the issue at hand on a level that was not possible in
debugging prior to Intelligent Capture.

Notes:
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« Only a single client can be targeted by Data Packet Capture at any given time on an entire Cisco DNA
Center cluster.

o Packet capture files will be stored at a size of up to 100 MB before a new file is created.

o If a client roams from one Data Packet Capture supported AP to another, Cisco DNA Center will stitch all
the packet captures into one for the user to download.

1. To enable Data Packet Capture, click Run Data Packet Capture at the top of the page (Figure 66).

2. To view the packet captures sent from the AP, click the Download button at the top of the page to
open a menu of all previous data packet captures taken (Figure 66).

3. To download the packet capture file to your local computer, click the down arrow in the Download
column next to the packet capture you would like to download (Figure 66).
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Figure 66.
Enabling Data Packet Capture, and downloading packets captured

4. To view any ongoing or completed Data Packet Capture sessions, navigate to the Intelligent Capture
Settings page by opening the hamburger menu and clicking Assurance, then Intelligent Capture
Settings, and you will arrive at the Client Data Packet Capture page (Figure 67).
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Figure 67.

Viewing ongoing or completed Data Packet Capture sessions

Step 3: Enable and view Live Capture data

Description: Enabling Live Capture will allow supported access points to send onboarding packets and client
statistics data at a frequency of every 5 seconds as well as allowing controllers to send onboarding events to
Cisco DNA Center at a frequency of every 2 seconds.

Purpose: Target specific clients with onboarding issues to troubleshoot and have both the AP and WLC dump
as much relevant data about them as possible in live time for easy root cause analysis.

Notes:

o Live Capture can be enabled for up to 16 clients on Cisco DNA Center at once.

« Once started, Live Capture will be enabled for 3 hours (unless manually stopped).

1. To enable Live Capture, click Start Live Capture at the top of the page (Figure 68).

2. To view the captured onboarding packets, look at the Onboarding Events viewer on the left of the
page for events with a PCAP symbol. Click an event with this symbol to open up all details regarding
the event, then scroll down to view the auto packet analyzer, which provides a graphical view of the
onboarding packets captured (Figure 69).
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Figure 68.
Enabling Live Capture

© 2022 Cisco and/or its affiliates. All rights reserved.

Page 49 of 67



Onboarding Events @ LIVE
® Broadcast Rekey X
Jun 8, 2020, 10:37:40.450 am
[ oo
Show: IPv4 and IPv6 v J. Download Packets
Jun 8, 2020 Time Duration
v @ Broadcast Rekey row 10:37:40 am 4ms 802.11 Open Auth EAP
Association Jun 8, 2020, 10:35:58.395 am
@ KeyExchange v 10:37:40 am 802.1x/EAP A A A Expert Info: Consecutive and
DHCP codirectional EAPoL
Data A A packets
@ Broadcast Rekey rcw 10:37:40 am 802.11K/11v Packet#: 9
A AP 9130-1cAP &
> @ Re-Authentication rew 10:35:58 am 112 ms
100,000,000
Z 1.05
> @ Re-Authentication 10:31:05 am 84ms = -
& 100,000 1d8m || g
g = 1.00 3
> @ Re-Authentication 10:26:35 am 193 ms ‘g 5.648ms g
2 100 0.95
> @ Re-Authentication 10:21:39 am 92 ms
0.1 0.90
> @ DHCP 10:16:52 am Packets
A From Client 'V From AP M Interpacket Gap
> @ Onboarding 10:16:50 am 112ms PACKET
~ RSSI (dBm)
a_o 10:15:50
Figure 69.

Onboarding Events viewer and auto packet analyzer depicting onboarding packets

Step 4: Schedule a Live Capture

Description: This feature provides you the option to schedule a Live Capture, described in step 3 above, at a
specific date and time for a specific duration (30 minutes to 8 hours).

Purpose: If a Cisco DNA Center user knows of a recurring issue from a specific client that comes in at a
specific time of day, this feature provides the ability to begin automatically capturing data on that client the
moment it comes into the proximity of the wireless network.

Note: You can schedule up to 12 scheduled Live Captures at once. Recall that you can enable up to 16 Live
Captures total, meaning that although you can schedule only 12 at once, you can manually enable the remaining
4 through the Intelligent Capture Client page.

1. Navigate to the Intelligent Capture Settings page by opening the hamburger menu and clicking
Assurance and then Intelligent Capture Settings. You will arrive at the Client Schedule Capture
page (Figure 70).

2. Click + Schedule Client Capture (Figure 70).

3. Configure when you want to schedule a Live Capture, then provide either the user ID, hostname, or
MAC address of the client you would like to capture. Click Save (Figure 71).
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= Cisco DNA Center

Assurance - Manage - Intelligent Capture Settings aQ o o
Client Schedule Capture Client Data Packet Capture Access Point
Client Schedule Capture [ @ schecuie Client Capture ]
£2 1 In-progress Captures & 0 Scheduled Captures @ 8 Completed Captures
V Fiter Stop Capture =Q find
O Identifier MAC Address Type Start Time ~ End Time Duration
D 70:69:5A:63:13:80 70:69:5A:63:13:80 Live Jun 8, 2020, 10:34 am Jun 8, 2020, 1:34 pm 3hr
Figure 70.
Scheduling a Live Capture on the Client Schedule Capture page
= Cisco DNA Center Assurance - Manage - Intelligent Capture Settings Q & «
~
Client Schedule Capture Client Data Packet Capture Access Point Schedule Client Capture x
Client Schedule Capture
Start Time
£ 1 In-progress Captures i@ 0 Scheduled Captures @ 8 Completed Captures
———— () Run Now
 Filter Stop Capture (O Run Later
Duration
O Identifier MAC Address Type Start Time « 30 min y
D 70:69:5A:63:13:80 70:69:5A:63:13:80 Live

Jun 8, 2020, 10:34 am

Select client devices

Figure 71.
The Schedule Client Capture menu
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4. To view the Live Captures that are currently in progress, whether scheduled or manually enabled,

click In-Progress Captures (Figure 72).

5. To view the Live Captures scheduled in the future, click Scheduled Captures.

6. To view the scheduled or manually enabled Live Captures that have completed, click Completed

Captures.

Client Schedule Capture Client Data Packet Capture Access Point

Client Schedule Capture

= Cisco DNA Center Assurance - Manage - Intelligent Capture Settings

Qa @ o

@ schecule Client Capture

[ £21 In-progress Captures 0 Scheduled Captures @ 8 Completed C-ptum:]
Y Filter Stop Capture =Q, Find
D Identifier MAC Address Type Start Time « End Time Duration
D 70:69:5A:63:13:80 70:69:5A:63:13:80 Live Jun 8, 2020, 10:34 am Jun 8, 2020, 1:34 pm 3hr
Figure 72.

Viewing the progress of various Live Captures

Step 5: View Client RF Statistics

Description: The Client RF Statistics trend charts provide users with an in-depth analysis view regarding a

client’s connectivity to the wireless network.

Purpose: Provide a trend view of the historical wireless metrics of a client’s connectivity to an AP that will give
insight into why users may be experiencing wireless problems such as poor signal, onboarding issues,

throughput issues, etc.

Table 9. Description of the Client RF Statistics trend charts shown in Figure 73

RSSI and SNR Historical Received Signal Strength Indicator (RSSI) (dBm) and Signal-To-
Noise Ratio (SNR) (dB) per client

Rx Average Data Rate and Rx Last Data Historical receive average data rate (bps) per client
Rate

Tx Packets and Rx Packets Historical transmit and receive packet count per client
Tx Packet Retry Historical transmit packet retry per client
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1. To view Client RF Statistics, scroll down the Intelligent Capture client page (Figure 73).

= Cisco DNA Center Assurance - Dashboards - Health - Client 360 Q o o
Intelligent Capture: richardjangtest ®Run Data Packet Capture L Download Live Capturing x
- 11:36a
© 1hour v poar | wm - - - -— I~ - = - - e - 1 ] [0
Jun 08 10:40a 10:45a 10:50a 10585 11:008 11:05s 11:108 11:15a 11:208 11:25a 11:30a 11:35
Onboarding Eveaty SLve v RF Statistics suve
RSS!, SNR, Rx Data Rate, Tx/Rx Packet, Tx Retry Count
I ooy ) Expon peap
Jun 8, 2020 Time Duration =
A ————— pp—— g——— r—— —
> @ Re-Authentication e 11:31:58 am 163 ms
o
> @ Re-Authentication 11:27:05 am 86 ms
—————— ———— — — —
-50 T T T T
5 @ Re . 11:22:19 am 92ms 10:40 am 10:50 am 11:20 am 11:30 am
® RSSI (dBm) ® SNR (dB)
> @ Re-Authentication muw 11:16:57 am 140 ms
1,500
> @ Re-Authentication e 11:11:59 am 89ms —_— —‘ —w —/r v~ —
1,000
> @ Re-Authentication =~ 11:06:39 am 107 ms. 5 500 [ ‘1
-Authentcation e o1 0 l l — —
> @ FRe 11:01:40 am 134 ms 10:40 am 10:50 am 11:10 am 11:20 am 11:30 am
> @ Re-Authentication re 10:56:42 am T9ms ® Rx Average Data Rate ® Rx Last Data Rate
> @ Re-Authentication s 10:51:48 am 69ms 0
> @ Re-Authentication 10:46:44 am 62ms g
10
> @ Re-Authentication ru 10:41:21 am TTms
10:40 am. 10:50 am.
> @ Broadcast Rekey =~ 10:37:40 am 4ms
® Tx Packets ® Rx Packets
> @ Re-Authentication 10:35:58 am 12ms
10
§ 5
o
10:40 am 10:50 am 11:10 am 11:20 am 11:30 am
® Tx Packet Retry
>
Figure 73.

Client RF Statistics trend charts

2. To zoom into a Client RF Statistics chart, drag your cursor across the chart (Figure 74).

1,500 Q

N

1,000

500

0

T T
11:05 am 11:09:25 am SUENL] 11:15 am

® Rx Average Data Rate ® Rx Last Data Rate

Figure 74.
Zooming into a Client RF Statistics chart
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3. The network time travel bar at the top allows you to do the following:
« View Intelligent Capture data for up to 14 days in the past.

o Click the clock (on the left) to select a data and time in the past to view, or click the left or right arrow
(on the right) (Figure 75).

o Note: The left or right arrow network time travel toggle will by default move the time backward or
forward by 1 hour.

« Change the time width for each of the trend widgets.

o Click the drop-down menu on the left, which defaults to 1 hour but can be toggled to 3 or 7 hours.
(Figure 75).

o Note: The amount of time the left and right arrow described above will travel is based on this time
width.

= Cisco DNA Center Assurance - Dashboards - Health - Client 360 Q @ o

Intelligent Capture: richardjangtest @ Run Data Packet Capture L Downoad £ Live Capturing X

1:04p 204p
@ 1 hour v pose | I ©
Jun 08 1:05p 1:10p 1115 1200 1:2% 1:30p 1:3% 1:40p 1:45p 1:50p 1:550 200p 0%

Figure 75.
Client RF Statistics network time travel feature

Step 6: Enable and view Anomaly Stats Capture

Description: Anomaly Detection allows the WLC and APs to work together to detect client onboarding issues
and send Cisco DNA Center an anomaly event as well as packet captures depicting the issue that had occurred.
The WLC’s anomaly event will be the red onboarding event (signifying a failed event) that appears in the
Onboarding Events viewer. The AP’s anomaly event will be used to match the anomaly packets captured to the
failed onboarding event the WLC has sent.

Purpose: Provide users with an immediate understanding of any client onboarding issue that has occurred,
provide an analysis, and present a packet capture depicting the incident as proof.
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Table 10. Onboarding anomalies that an AP is able to detect and what they mean

802.1X Timeout

DHCP Timeout

EAP ID Timeout

Invalid RSNIE Within Association

Request

4-Way Handshake Timeout

Unsupported Rates

Mismatching Replay Counters

Invalid MIC

GTK Handshake Timeout

Triggered when a client takes too long to respond to an AP’s EAP request

Triggered when either the DHCP server’s DHCP offer or a client’s DHCP
request takes longer than the DHCP timeout time configured

Triggered when a client takes too long to respond to an AP’s EAP request.

Triggered when a client sends an association request to the AP with a corrupt
RSN information element (RSNIE) value

Triggered when a client ignores the M1 or M2 sent by the AP during a 4-way
handshake

Triggered when a client sends the AP an association request but with data
rates that don’t match the mandatory data rates configured on the WLC

Triggered when a retry packet’s replay counters are not sent in proper
incremental order

Triggered when a client sends an invalid M2 or M4 during a 4-way handshake
to the AP

Triggered when a client either ignores the M1 or sends an invalid M2 during the
reauthentication handshake

If anomaly packets are not seen with the red onboarding event, Cisco DNA Center will provide a reason for why

this might be happening.

Table 11.

Reasons why anomaly packets might not be correlated with a red onboarding event

Scenario Description

No Packets due to all packets already
sent for this Client

No Packets Due to Anomaly Being
Disabled on Cisco DNA Center

No Packets Due to AP Throttling

No Packets Due to Channel Busy

No Packets Due to GRPC Link Error
No Packets Due to High CPU

No Packets due to Packet Attachment
being Disabled

No Packets due to Queue Empty
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The AP already sent packets for this client a moment ago

Anomaly Detection is not enabled.

By default, Anomaly Detection individual reports throttling is set to 100 when the
feature is enabled, meaning that only 100 anomaly events can be sent per AP to
Cisco DNA Center every 5 minutes. If more than 100 events are detected, those
will not be sent until the 5 minutes are up.

The channel that the AP’s radio is serving on is too congested to capture
packets.

There is a connectivity issue between the AP and Cisco DNA Center.
The AP has a CPU utilization of 90% or higher.

Anomaly Packet Trace is disabled on the WLC.

The AP already sent packets for this client a moment ago.
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No Packets Due to Reason Unknown The AP’s firmware has encountered an issue.

No Packets Due to Unsupported AP The client is joined to an AP that does not support Intelligent Capture.

4. Navigate to the Intelligent Capture Settings and enable Anomaly Capture in the same manner that
you enabled AP Stats Capture in the previous section (Figure 74).

= Cisco DNA Center Assurance - Manage - Intelligent Capture Settings

Client Schedule Capture Client Data Packet Capture

Access Point

AP Stats Capture (T) Anomaly Capture (T)

O None - disable all APs O Specific - select specific APs and enable @ Global - all capable APs are enabled

Figure 76.
Location of Anomaly Capture on the Intelligent Capture Settings page

5. View the Onboarding Events viewer on the left. If a client onboarding anomaly has occurred, you will
see a red event with a red PCAP symbol (it will look the same as an onboarding packet capture, but
with red text). Expand this event with the down arrow to open up the child events within, and click
the red event (Figure 77).

6. At the top of the anomaly event menu that opens, you will observe a plain text message depicting
exactly which onboarding anomaly occurred during this event (Figure 77).

7. Scroll down the menu. You will be able to find the anomaly packets shown in the auto packet
analyzer, and can download the packets with the Download Packets button (Figure 77).

o The top left half of the chart categorizes the different packets within the Anomaly Packet Capture
(802.11 Open Auth, Association, 802.1X/EAP, DHCP, Data, 802.11k/11v).

o The red and blue bars measured by the bottom left Y-axis of the chart depict the interpacket gap (in
microseconds) of the packets. The bar is blue when there are no issues with the packets exchanged, but
is red when the packets are determined to be the reason for an onboarding failure.

e The purple line measured by the bottom right Y-axis of the chart represents the RSSI between the AP
and the client during the packet exchanges.

« Each triangle within the chart represents a single packet, and the direction of the triangles represents the
direction of the packet (up means from client to AP, down means from AP to client).

+ Red triangles represent packets that caused the onboarding anomaly, whereas green triangles represent
properly exchanged packets.

e The horizontal green bar in the chart represents the AP that the client had been connected to during this
packet capture. If the client roamed between different APs, you will see a different-colored bar in
portions of the chart when that had happened to represent what packets were sent by which AP.
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« The white portion of the chart represents the time slot of the current event you’re looking at, whereas the
gray portion of the chart represents the packet exchange activity that occurred prior to this anomaly. This
feature provides background as to what packet exchange occurred prior to the onboarding failure.

= Cisco DNA Center Assurance - Dashboards - Health - Client 360 Q @ a
Intelligent Capture: richardjangtest ©Run Data Packet Capture L Download 4 (7 Live Capturing A
11:06a 12:08p
@ 1 hour v poap | - - - - - - — - = - - ] (<]
Jun 08 11:108 115 11:208 11:2% 11:308 1135 11:408 11:450 11508 1155 12009 12080
£ B @
Onboarding Events @ LIVE
~ ® KeyExchange X
Jun B, 2020, 12:02:45.546
[ —— s e
Client richardjangtest failed 1o connect due to 4-way handshake timeout ]
Jun 8, 2020 Time Duration
> @ KeyExchange ww 12:02:55 pm 3,061 ms
Auto Packet Analyzer
- 12:02:52 257
> 9 teeae Al e v and 08
> @ KeyExchange s 12:02:49 pm 3,242 ms
802.11 Open Auth A a
. Association A -
>.m.- 1202408 pm 3200 me BO2.1x/EAP A A A A AA LA A A A A A A AA A A A A A A A A A
DHCP
~ @ KeyExchange == 12:02:42 pm 3,243ms Data & A & & A A A AAA A A
802.11k/11v
@ Client Deauthentica... 12:02:45 pm AP
[ @ KeyExchange e 12:02:45 pm ] § 100,000,000 ®
@ Authentication Done s 12:02:42 pm & 100,000 @ 'g
: o — g N |IIIII| |I|II|I |IIIIII ||I-sa-
@ Association Done  mer 12:02:42 pm o1 00
Packets
@ Association Start e 12:02:42 pm PACKET A From Client ¥ From AP B Interpacket Gap = RSSI (dBm)
> @ Re-Authentication ra 12:02:09 pm 88 ms ASSOCIATED AP ® 9130-1CAP
> @ Re-Authentication e 11:56:43 am 65ms Last Seasion Selected Session
Figure 77.

Viewing an anomaly event message and packets

8. When you download the anomaly packets and open the file up in Wireshark, you will observe that
the packets downloaded represent exactly what is shown in the auto packet analyzer (Figure 78).

¢ You will be able to confirm that the issue that Intelligent Capture claimed to have happened really
happened.

« Example: Intelligent Capture claimed that the client onboarding failure was due to a 4-way handshake
timeout. If you look at the packet capture in Figure 78, you’ll observe that the AP sent the client three M1
message to start the 4-way handshake; however, the client never responded with an M2. The AP then
sent the client a deauthentication packet with the reason code of 4-Way Handshake timeout.
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© m HE S EPIE E Aaaal

Time Source Destination Info
2020-05-28 13:13:34.057816 Cisco_f2:aa: Cisco_e6:ab:2 Request, Cisco Wireless EAP / Lightweight EAP (EAP-LEAP)
2020-05-28 13:13:34.102907 Cisco_f2:aa: Cisco_e6:ab: Request, Protected EAP (EAP-PEAP)
2020-05-28 13:13:34.221664 Cisco_f2:aa: Cisco_e6:ab: Request, Protected EAP (EAP-PEAP)
2020-05-28 13:13:34.278160 Cisco_f2:aa: Cisco_e6:ab: Server Hello, Certificate, Server Key Exchange, Server Hello Done
2020-05-28 13:13:34.353909 Cisco_f2:aa: Cisco_e6:ab: Change Cipher Spec, Encrypted Handshake Message

9 2020-05-28 13:13:34.359996 Cisco_f2:aa: Cisco_e6:ab: Application Data

10 2020-05-28 13:13:34.366397 Cisco_f2:aa: Cisco_e6:ab: Application Data

11 2020-05-28 13:13:34.372808 Cisco_f2:aa: Cisco_e6:ab: Application Data

12 2020-05-28 13:13:34.385683 Cisco_f2:aa: Cisco_e6:ab: Key (Message 1 of 4)

13 2020-05-28 13:13:35.392084 C(isco_f2:aa: Cisco_e6:ab: Key (Message 1 of 4)

14 2020-05-28 13:13:36.404622 Cisco_f2:aa: Cisco_e6:ab: Key (Message 1 of 4)

15 2020-05-28 13:13:37.380964 Cisco_f2:aa: Cisco_e6:ab: Disassociate, SN=2, FN=0, Flags=.

16 2020-05-28 13:13:37.383659 Cisco_f2:aa: Cisco_e6:ab: Deauthentication, SN=3, FN=0, Flags=

A8 L6LU-0D—48 43143134.498Y04 L1S5CO_TL:iaadi43  L1SCO_ev:ian: AuTnentication, SN=¢, FN=0, F(ags=

Frame 16: 52 bytes on wire (416 bits), 52 bytes captured (416 bits)
Radiotap Header v@, Length 26
802.11 radio information
IEEE 802.11 Deauthentication, Flags:
IEEE 802.11 Wireless Management
Fixed parameters (2 bytes)
Reason code: 4-Way Handshake timeout (0x000f)

Figure 78.
4-way handshake timeout depicted by the anomaly packets

9. If you would like to filter the Onboarding Events viewer to show only the anomaly events with
anomaly PCAPs, click the Anomaly PCAP tab at the top of the viewer (Figure 79).

Onboarding Events e LIVE
Al | Anomaly . 1 Export PCAP
Jun 8, 2020 Time Duration
> @ KeyExchange row 12:03:37 pm 3,239 ms
> @ KeyExchange rew 12:03:34 pm 3,103 ms
> @ KeyExchange row 12:03:24 pm 3,062 ms
> @ KeyExchange rowe 12:03:21 pm 3,061 ms
> @ KeyExchange row 12:03:18 pm 3,062 ms
> @ KeyExchange rew 12:03:15 pm 3,257 ms
> @ KeyExchange rcw 12:03:12 pm 3,062 ms
Figure 79.

Filtering the Onboarding Events viewer to show only anomaly events with PCAPs

10. If you want to download multiple anomaly or Live Capture packets, you can click the Export PCAP
button, and Cisco DNA Center will allow you to choose a range of onboarding events to download
packets from. It will then stitch these packets together from your range of chosen events and allow
you to download them as a single file (Figure 80).
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Onboarding Events

“ Anomaly rear ﬁ Export PCAP

Jun 9, 2020 Time Duration
> @ Re-Authentication e 11:00:27 am 77 ms
> @ Re-Authentication rca 10:55:18 am 72 ms
> @ Re-Authentication rcae 10:49:52 am 99 ms
> @ Re-Authentication rcw 10:45:12 am 105 ms

Cancel Download PCAP

Figure 80.
Downloading a range of anomaly or Live Capture packets
Device configurations and show commands

Description: If you encounter an issue with Intelligent Capture, device-side show and configuration commands
will help you troubleshoot and determine the root cause of the issue.

Section goals: Understand the show and configuration commands for AireOS WLC, Cisco IOS XE WLC, and
access points.

AireOS WLC show commands
View the Cisco DNA Center IP and gRPC ports that are configured on joined APs:
e show icap summary
View the Cisco DNA Center IP and statuses of the connections that are configured on the WLC:

e show network assurance summary
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View the enablement status of various Intelligent Capture features at a global, group, and AP level with
varying levels of detail:

e show icap {global | group} {summary | all}

e show icap {global | group} detail {full-packet-trace | partial-packet-trace |

anomaly-detection | individual-report | summary-report | client-statistics |
client-stats-filter | system-statistics | radio-statistics | memory-statistics |
wlan-statistics | dns-statistics | interface-statistics | routing-statistics |

rf-spectrum}
e show icap ap <AP Name> {summary | all | operational | capability}

e show icap ap <AP Name> detail {full-packet-trace | partial-packet-trace |

anomaly-detection | individual-report | summary-report | client-statistics |
client-stats-filter | system-statistics | radio-statistics | memory-statistics |
wlan-statistics | dns-statistics | interface-statistics | routing-statistics |

rf-spectrum}

View the serviceability statuses of joined APs at a global or per-AP level that depict whether or not the APs
have a properly established connection with Cisco DNA Center:

e show icap serviceability summary
e show icap serviceability detail all
e show icap serviceability detail ap <AP name>
AireOS WLC configuration commands
Configure the Intelligent Capture gRPC port that an AP will be using to externalize data:
e config icap server port <gRPC Port>
Configure the Intelligent Capture IP that the WLC and APs will be externalizing data to:

e config network assurance url <Cisco DNA Center IP>

Enable AP RF Statistics:
e config icap global subscription ap statistics {dns | interface | memory | radio |
routing | system | wlan}

o Only WLAN and radio statistics data are consumed on Cisco DNA Center.

> Note: If you would like to enable the feature on a AP group, replace global with ap <AP Name> or
group <AP Group Name>, respectively.

Anomaly Detection-related configurations:

e config icap global subscription client anomaly-detection enable

o Enables APs to begin detecting client anomalies.

e config icap global subscription client anomaly-detection disable

o Disables Anomaly Detection on APs.
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e config icap global subscription client anomaly-detection filter {add | remove}
o Adds or removes a client MAC address for Anomaly Detection.

o This configuration isn’t enabled when the feature is enabled from Cisco DNA Center.

e config icap global subscription client anomaly-detection packet-trace trigger add
ap

> Enables APs to send anomaly packets to Cisco DNA Center.

e config icap global subscription client anomaly-detection packet-trace trigger

remove ap
o Disables APs from sending anomaly packets to Cisco DNA Center.
e config icap global subscription client anomaly-detection report-individual enable

o Enables APs to send anomaly events to Cisco DNA Center.

e config icap global subscription client anomaly-detection report-individual
disable

o Disables APs from sending anomaly events to Cisco DNA Center.

e config icap global subscription client anomaly-detection report-individual
throttle <0 - 500>

o Configures a throttle limit on the number of anomaly event APs can send to Cisco DNA Center every 5
minutes.

> Note: 0 signifies no throttling.

e config icap global subscription client anomaly-detection report-summary enable

o Enables APs to send a summary report containing all client anomalies detected over the past time
frequency configured.

e config icap global subscription client anomaly-detection report-summary disable

o Disables APs from sending a summary report that contains all client anomalies detected over the past
time frequency configured.

e config icap global subscription client anomaly-detection report-summary frequency
<3 - 60 mins>

o Configures a summary report frequency.

e config icap global subscription client anomaly-detection timeout dhcp <1 - 120
seconds>

o Configures the amount of time (in seconds) that a DHCP server doesn’t reply to a client’s DHCP
request before considering it to be an anomaly.

« Note: If you would like to enable the feature on a AP group, replace global with ap <AP Name> or group
<AP Group Name>, respectively.
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Full Packet Capture-related configuration:

config icap global subscription client packet-trace full enable

> Enables Full Packet Capture on the AP (equivalent to Data Packet Capture on Cisco DNA Center).
config icap global subscription client packet-trace full disable

o Enables Full Packet Capture on the AP.

config icap global subscription client packet-trace full filter

o Configures a client to capture data packets on.

Note: If you would like to enable the feature on a AP group, replace global with ap <AP Name> or group
<AP Group Name>, respectively.

Partial Packet Capture-related configuration:

config icap global subscription client packet-trace partial enable

> Enables Partial Packet Capture on the AP (equivalent to one of the three features enabled when Live
Capture is enabled on Cisco DNA Center).

config icap global subscription client packet-trace partial disable
o Enables Partial Packet Capture on the AP.
config icap global subscription client packet-trace partial filter <Client MAC>

o Configures a client to capture onboarding packets on.

config icap global subscription client packet-trace partial protocol {add |

remove} all

o Adds or removes all categories of onboarding packet filters for APs to send to Cisco DNA Center.

config icap global subscription client packet-trace partial protocol {add |

remove} cisco {all | ndp}

o Adds or removes Cisco specific onboarding packet filters for APs to send to Cisco DNA Center.

config icap global subscription client packet-trace partial protocol {add |
remove} data {all | arp | dhcp | dhcpvé | dns | eap | icmp | icmpvé6}

o Adds or removes data-specific onboarding packet filters for APs to send to Cisco DNA Center.

config icap global subscription client packet-trace partial protocol {add |
remove} management {all | assoc | auth}

o Adds or removes management-specific onboarding packet filters for APs to send to Cisco DNA
Center.

Note: If you would like to enable the feature on an AP group, replace global with ap <AP Name> or group
<AP Group Name>, respectively.
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Client statistics-related configurations:

e config icap global subscription client enable

- Enables regular client statistics (equivalent to one of the three features enabled when enabling AP
Stats Capture on Cisco DNA Center).

e config icap global subscription client disable
o Disables regular client statistics.
e config icap global subscription client frequency <30-3600 seconds>
o Configures the frequency with which APs will send Client RF Statistics data to Cisco DNA Center.

« Note: If you would like to enable the feature on a AP group, replace global with ap <AP Name> or group
<AP Group Name>, respectively.

Client Filtered Statistics-related configuration:
e config icap global subscription client statistics filter enable

- Enables Client Filtered Statistics (equivalent to one of the three features enabled when enabling Live
Capture on Cisco DNA Center).

e config icap global subscription client statistics filter enable
> Disables Client Filtered Statistics.

e config icap global subscription client statistics filter add <client MAC>
o Configures a client MAC address for the AP to send client statistics for.

e config icap global subscription client statistics filter remove

o Removes a configured client statistics client MAC.

e config icap global subscription client statistics filter frequency <5-3600

seconds>
o Configures the frequency with which APs will send Client RF Statistics data to Cisco DNA Center.
¢ Notes:

o The difference between client statistics and Client Filtered Statistics is that Client Filtered Statistics
allow statistics data to be sent at 5-second intervals, as opposed to 30-second intervals.

o If you would like to enable the feature on an AP group, replace global with ap <AP Name> or group
<AP Group Name>, respectively.

Cisco I0S XE WLC show commands

Configure the Intelligent Capture gRPC port that an AP will be using to externalize data:
e config icap server port <gRPC Port>

Configure the Intelligent Capture IP that the WLC and APs will be externalizing data to:
e network-assurance url <Cisco DNA Center IP>

View the Cisco DNA Center IP and statuses of the connections that are configured on the WLC:
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e show network-assurance summary
View all Intelligent Capture features enabled within all AP profiles:
e show run | sec icap

View the serviceability statuses of joined APs that depict whether or not the APs have a properly
established connection with Cisco DNA Center:

e Show ap icap serviceability {detail | summary}

Cisco I0S XE WLC configuration commands
Configure Intelligent Capture features for specific AP profiles:
« Note: For all configuration commands, first run the following two commands.
Configure terminal
Ap profile <AP Profile Name>
Enable Spectrum Analysis:
e icap subscription ap rf spectrum
Enable AP RF Statistics:

e icap subscription ap statistics {dns | interfaces | memory | radio | routing |

system | wlan}

> Only WLAN and radio statistics data are consumed on Cisco DNA Center.

Anomaly Detection-related configurations:
e icap subscription client anomaly-detection enable
o Enables APs to begin detecting client anomalies.
e icap subscription client anomaly-detection filter <Client MAC>
o Configures a client MAC address for Anomaly Detection.
o This configuration isn’t enabled when the feature is enabled from Cisco DNA Center.
e icap subscription client anomaly-detection packet-trace trigger ap
o Enables APs to send anomaly packets to Cisco DNA Center.
e icap subscription client anomaly-detection report-individual enable
o Enables APs to send anomaly events to Cisco DNA Center.
e icap subscription client anomaly-detection report-individual throttle <0-100>

o Configures a throttle limit on the number of anomaly event APs can send to Cisco DNA Center every 5
minutes.

e icap subscription client anomaly-detection report-summary enable

o Enables APs to send a summary report that contains all client anomalies detected over the past time
frequency configured.

e icap subscription client anomaly-detection report-summary frequency <3-60>
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o Configures a summary report frequency.

e icap subscription client anomaly-detection timeout dhcp <1-120>

o Configures the amount of time (in seconds) that a DHCP server doesn’t reply to a client’s DHCP
request before considering it to be an anomaly.

Full Packet Capture-related configuration:
e icap subscription client packet-trace full enable
> Enables Full Packet Capture on the AP (equivalent to Data Packet Capture on Cisco DNA Center).
e icap subscription client packet-trace full filter <client-mac>

o Configures a client to capture data packets on.
Partial Packet Capture-related configuration:

e icap subscription client packet-trace partial enable

> Enables Partial Packet Capture on the AP (equivalent to one of the three features enabled when Live
Capture is enabled on Cisco DNA Center).

e icap subscription client packet-trace partial filter client <client-mac>
o Configures a client to capture onboarding packets on.
e icap subscription client packet-trace partial filter protocol all

o Adds all categories of onboarding packet filters for APs to send to Cisco DNA Center.

e icap subscription client packet-trace partial filter protocol type cisco subtype
{all | ndp}

> Adds Cisco specific onboarding packet filters for APs to send to Cisco DNA Center.

e icap subscription client packet-trace partial filter protocol type data subtype
{all | arp | dhcpv4d | dhcpvée | dns | eap | icmpv4 | icmpvé6}

o Adds data-specific onboarding packet filters for APs to send to Cisco DNA Center.

e icap subscription client packet-trace partial filter protocol type management
subtype {all | assoc | auth | probe}

o Adds management-specific onboarding packet filters for APs to send to Cisco DNA Center.
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Client statistics-related configuration:

e icap subscription client statistics enable

- Enables regular client statistics (equivalent to one of the three features enabled when enabling AP
Stats Capture on Cisco DNA Center).

e icap subscription client statistics frequency <30-3600>

o Configures the frequency with which APs will send Client RF Statistics data to Cisco DNA Center.
Client Filtered Statistics-related configuration:

e icap subscription client statistics filter enable

- Enables Client Filtered Statistics (equivalent to one of the three features enabled when enabling Live
Capture on Cisco DNA Center).

e icap subscription client statistics filter <client-mac>
o Configures a client MAC address for the AP to send client statistics for.
e icap subscription client statistics filter frequency <5-3600>

o Configures the frequency with which APs will send Client RF Statistics data to Cisco DNA Center.

« Note: The difference between client statistics and Client Filtered Statistics is that Client Filtered Statistics
allows statistics data to be sent at 5-second intervals, as opposed to 30-second intervals.

AP show commands
e Show ap icap anomaly-detection

o Displays all Anomaly Detection configurations pushed from WLC to AP, as well as any anomalies
detected.

e show ap icap anomaly-detection {connected | onboarding}

o Connected: Anomaly event details for clients already onboarded.

o Onboarding: Anomaly event details for clients that are currently onboarding.
e show ap icap client

o Displays a joined client’s past onboarding events.

e show ap icap config {anomaly-detection | connection | packettrace-full |
packettrace-partial | rf-spectrum | statistic}

o Displays the configuration history of these Intelligent Capture commands.
e show ap icap connection

o Displays the connection status between the AP and Cisco DNA Center.
e show ap icap counters

o Displays the number of full, partial, and anomaly packets located within each queue within the
firmware.
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e show ap icap packets

o Displays the number of packets, events, and messages sent or dropped for each Intelligent Capture
feature.

e show ap icap subscription
o Displays the Intelligent Capture configurations currently enabled on the AP.
e show ap icap telemetry

o Displays the frequency configured for each Intelligent Capture feature on the AP.

Useful links

Cisco DNA Assurance User Guide, Release 2.2.2

e https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-

management/dna-center/2-2-2/user guide/b cisco dna center ug 2 2 2.html

Cisco DNA Center information

Cisco Prime Virtual Network Analysis Module (vNAM) Installation and Configuration Guide

e https://www.cisco.com/c/en/us/td/docs/net mgmt/network analysis module software/vNAM/install/g

uide/cisco_prime vNAM install config quide.pdf

Cisco Prime Virtual Network Analysis Module (vNAM) information

Cisco Prime Virtual Network Analysis Module 6.4.2 (vNAM) OVA
o https://software.cisco.com/download/home/286322801/type/282700108/release/6.4.2

Cisco CMX Configuration Guide, Release 10.6.0 and Later
o https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-

6/cmx_config/b _cg cmx106/getting _started with cisco _cmx.html
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