Cisco VPN Client an VPN 300 Concentrator mit
IPSec SDI-Authentifizierung (Server-Version 3.3)
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Zugehorige Informationen

Einflihrung

Der Cisco VPN 3000 Concentrator kann fur die Authentifizierung von Cisco VPN-Clients Uber
einen SDI-Server (Security Dynamics International) konfiguriert werden. Der VPN 3000
Concentrator fungiert als SDI-Client und kommuniziert mit dem SDI-Server Gber den UDP-Port
5500 (User Datagram Protocol). Im folgenden Dokument wird gezeigt, wie Sie sicherstellen
kénnen, dass der SDI-Server, der VPN 3000 Concentrator und der Cisco VPN-Client
ordnungsgemal funktionieren, und wie Sie die Komponenten dann kombinieren. Wenn lhr VPN
300-Concentrator noch nicht konfiguriert wurde, verwenden Sie die Schritte unter VPN 3000
Concentrator Without SDI mit der Befehlszeilenschnittstelle (CLI) fir die Erstinstallation und -
konfiguration. Wenn der VPN 300-Concentrator bereits konfiguriert wurde, befolgen Sie die
Schritte zum Andern der vorhandenen Konfiguration (ohne SDI).

Voraussetzungen

Anforderungen

Fur dieses Dokument bestehen keine besonderen Voraussetzungen.



Verwendete Komponenten

Diese Konfiguration wurde mit den unten stehenden Software- und Hardwareversionen entwickelt
und getestet.

- SDI-Server 3.3 (UNIX und NT)

- VPN 3000-Konzentrator (2.5.2)

- VPN-Client 2.5.2.A
Die in diesem Dokument enthaltenen Informationen wurden aus Geraten in einer bestimmten
Laborumgebung erstellt. Alle in diesem Dokument verwendeten Gerate haben mit einer leeren
(Standard-)Konfiguration begonnen. Wenn Sie in einem Live-Netzwerk arbeiten, stellen Sie sicher,
dass Sie die potenziellen Auswirkungen eines Befehls verstehen, bevor Sie es verwenden.

Konventionen

Weitere Informationen zu Dokumentkonventionen finden Sie unter Cisco Technical Tips
Conventions (Technische Tipps zu Konventionen von Cisco).

Hintergrundinformationen

Dieses Dokument gilt sowohl fiir den Cisco VPN 3000 Client (2.5.x) als auch fir den Cisco VPN
Client (3.x). Ab Version 3.0 kdnnen Sie nun einzelne SDI-Server flir einzelne Gruppen
konfigurieren, im Gegensatz zu einem global definierten und von allen Gruppen verwendeten SDI-
Server. Gruppen, fur die keine einzelnen SDI-Server konfiguriert sind, verwenden den global
definierten SDI-Server.

Es gibt drei Arten von neuen PIN-Modi (Personal Identification Number) in SDI. Der VPN 3000
Concentrator unterstutzt die ersten beiden Optionen, wie unten gezeigt.

. Der Benutzer wahlt eine neue PIN aus.
. Der Server wahlt eine neue PIN aus und informiert die Benutzer.
. Server wahlt neue PIN aus und informiert Benutzer. Benutzer konnen die PIN andern.

Konfigurieren

In diesem Abschnitt erhalten Sie Informationen zum Konfigurieren der in diesem Dokument
beschriebenen Funktionen.

Hinweis: Um weitere Informationen zu den in diesem Dokument verwendeten Befehlen zu
erhalten, verwenden Sie das Command Lookup Tool (nur registrierte Kunden).

Netzwerkdiagramm

In diesem Dokument wird die im Diagramm unten dargestellte Netzwerkeinrichtung verwendet.
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Konfigurationen

Installieren und Konfigurieren des VPN 3000 Concentrator ohne SDI

Wir konfigurierten den VPN 300 Concentrator fir die lokale Authentifizierung eines Benutzers in
einer Gruppe. Dadurch kénnen wir vor dem Hinzufligen von SDI feststellen, dass IPSec zwischen
dem Cisco VPN Client und dem VPN 3000 Concentrator funktioniert. Die Konfiguration des VPN
300-Konzentrators wurde auf dem Konsolenport geldscht, indem Sie Administration > System
Reboot > Schedule reboot > Reboot with Factory/Default Configuration wechseln.

Nach dem Neustart wurde die folgende Erstkonfiguration durchgefihrt:

Konfiguration des VPN 3000 Concentrator

Login: admin
Password:

Welcome to
Cisco Systems
VPN 3000 Concentrator Series
Command Line Interface
Copyright (C) 1998-2000 Cisco Systems, Inc.

-- : Set the time on your device. The correct time is
very important,

-- : so that logging and accounting entries are
accurate.

-- : Enter the system time in the following format:
-— HH:MM:SS. Example 21:30:00 for 9:30 PM

> Time
Quick -> [ 13:02:39 ]
-- : Enter the date in the following format.

-- : MM/DD/YYYY Example 06/12/1999 for June 12th
1999.




> Date
Quick -> [ 10/09/2000 1]

-- : Set the time zone on your device. The correct time
zone 1is very

-- : important so that logging and accounting entries

are accurate.

-- : Enter the time zone using the hour offset from

GMT
-- : -12 : Kwajalein -11 : Samoa -10 : Hawaii
-9 : Alaska
-- : =8 : PST -7 : MST -6 : CST
-5 : EST
-- : -4 : Atlantic -3 : Brasilia -2 : Mid-Atlantic
-1 : Azores
-— 0 : GMT +1 : Paris +2 : Cairo
+3 : Kuwait

-- : +4 : Abu Dhabi +5 : Karachi +6 : Almaty
+7 : Bangkok

-- : +8 : Singapore +9 : Tokyo +10 : Sydney
+11 : Solomon Is.

-- : +12 : Marshall Is.

> Time Zone

Quick -> [ -5 ] -5

1) Enable DST Support
2) Disable DST Support

Quick -> [ 1 1]

This table shows current IP addresses.

Interface IP Address/Subnet Mask
MAC Address

| Ethernet 1 - Private | 0.0.0.0/0.0.0.0
|
| Ethernet 2 - Public | 0.0.0.0/0.0.0.0
|
| Ethernet 3 - External | 0.0.0.0/0.0.0.0

** An address is required for the private interface. **

> Enter IP Address

Quick Ethernet 1 -> [ 0.0.0.0 ] 10.31.1.59

Waiting for Network Initialization...

> Enter Subnet Mask

Quick Ethernet 1 -> [ 255.0.0.0 ] 255.255.255.0

1) Ethernet Speed 10 Mbps




2) Ethernet Speed 100 Mbps
3) Ethernet Speed 10/100 Mbps Auto Detect

Quick Ethernet 1 -> [ 3 ]

1) Enter Duplex - Half/Full/Auto
2) Enter Duplex - Full Duplex
3) Enter Duplex - Half Duplex

Quick Ethernet 1 -> [ 1 ]

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Modify Ethernet 3 IP Address (External)
4) Configure Expansion Cards

5) Save changes to Config file

6) Continue

7) Exit

Quick -> 2

This table shows current IP addresses.

Interface IP Address/Subnet Mask
MAC Address

| Ethernet 1 - Private | 10.31.1.59/255.255.255.0
| 00.90.24.00.1C.B4

| Ethernet 2 - Public | 0.0.0.0/0.0.0.0

|

| Ethernet 3 - External | 0.0.0.0/0.0.0.0

|

> Enter IP Address

Quick Ethernet 2 -> [ 0.0.0.0 ] 172.18.124.134

> Enter Subnet Mask

Quick Ethernet 2 -> [ 255.255.0.0 ] 255.255.255.0

1) Ethernet Speed 10 Mbps
2) Ethernet Speed 100 Mbps
3) Ethernet Speed 10/100 Mbps Auto Detect

Quick Ethernet 2 -> [ 3 ]

1) Enter Duplex - Half/Full/Auto
2) Enter Duplex - Full Duplex
3) Enter Duplex - Half Duplex

Quick Ethernet 2 -> [ 1 ]

1) Modify Ethernet 1 IP Address (Private)
2) Modify Ethernet 2 IP Address (Public)
3) Modify Ethernet 3 IP Address (External)
4) Configure Expansion Cards

5) Save changes to Config file

6) Continue

7) Exit




Quick -> 6
-- : Assign a system name to this device.
> System Name
Quick -> wvpn3000
-- : Specify a local DNS server, which lets you enter
hostnames
-- : rather than IP addresses while configuring.
> DNS Server

Quick -> [ 0.0.0.0 1

-- : Enter your Internet domain name; e.g.,

yourcompany .com

> Domain

Quick ->

> Default Gateway

Quick -> 172.18.124.1

-- : Configure protocols and encryption options.
-- : This table shows current protocol settings

PPTP | L2TP |
| Enabled | Enabled |
| No Encryption Regq | No Encryption Reqg |

1) Enable PPTP
2) Disable PPTP

Quick -> [ 1 1]

1) PPTP Encryption Required
2) No Encryption Required

Quick -> [ 2 ]

1) Enable L2TP
2) Disable L2TP

Quick -> [ 1 1]
1) L2TP Encryption Required
2) No Encryption Required

Quick -> [ 2 1]

1) Enable 1IPSec
2) Disable IPSec

Quick -> [ 1 1]

-- : Configure address assignment for PPTP, L2TP and
IPSec.

1) Enable Client Specified Address Assignment




2) Disable Client Specified Address Assignment
Quick -> [ 2 1]

1) Enable Per User Address Assignment
2) Disable Per User Address Assignment

Quick -> [ 2 1]

1) Enable DHCP Address Assignment
2) Disable DHCP Address Assignment

Quick -> [ 2 1]

1) Enable Configured Pool Address Assignment
2) Disable Configured Pool Address Assignment

Quick -> [ 2 1 1

> Configured Pool Range Start Address
Quick -> 192.168.1.1

> Configured Pool Range End Address
Quick -> [ 0.0.0.0 ] 192.168.1.100

-—- : Specify how to authenticate users
1) Internal Authentication Server

2) RADIUS Authentication Server

3) NT Domain Authentication Server

4) SDI Authentication Server
5) Continue

Current Users

1) Add a User

2) Delete a User
3) Continue

Quick -> 1

> User Name
Quick -> 37297304

> Password

Qulck —> H*kkkkkhkx

Verify —> *kkkkkkkk

Current Users

| 1. 37297304




1) Add a User

2) Delete a User
3) Continue

Quick -> 3

> IPSec Group Name
Quick -> wvpn3000

> IPSec Group Password

Quick -> *kkkkkkk

Verify -> **kkkkk*

-- : We strongly recommend that you change the password
for user admin.

> Reset Admin Password

Quick -> [ **x**x ]

Verify ->

1) Goto Main Configuration Menu
2) Save changes to Config file
3) Exit

Quick -> 2

1) Goto Main Configuration Menu
2) Save changes to Config file

3) Exit

Quick -> 3

Done

Andern der vorhandenen Konfiguration (ohne SDI)

Wenn der VPN 300 Concentrator zuvor konfiguriert wurde, werden die folgenden Bildschirme zum
Uberprifen der Gruppen-, Benutzer- und IPSec/IKE-Einstellungen verwendet:

1. Auf diesem Bildschirm kénnen Sie eine Gruppe mit lokaler Authentifizierung
hinzufugen:



onfiguration | User Management | Groups | Modify
pn 3000

Check the Inherit? box to set a field that you want to default to
the base group value. Uncheck the Inherit? box and enter a new
value to override base group values.

oo \dentity Parameters
_Attribute  Value | Description
v Enter a unique name for the
group.

Enter the password for the

Group Name (vpn3000

Password jﬁ* S

\ferlfyj{******** Verify the group’s password.

External groups are
configured on an external
authentication server (e.g.
Type Internal - RADIUS). internal groups are
é configured on the VPN 3000
Concentrator Series’s
Internal Database.

peply | cancel |

2. Auf diesem Bildschirm kénnen Sie der Gruppe einen Benutzer mit lokaler Authentifizierung
hinzufugen:



ldentity

User Hame 13?29?3(14

General

__Identity Parameters
value =

figuration | User Management | Users | Modify
37297304

Check the Inherit? box to set a field that you want to default to
the group value. Uncheck the Inherit? box and enter a new value

to override group values.

Enter a unique user name,

_Description

Enter the user's password.
The password must satisfy

vpn3000

Trtnkktdns
Password |I the group password
_________________________________________________ _requirements.
Verify [###snwsns f”'u’erlf',f the user's password.
| Enter the group to which
this user belongs.

Enter the IP address
assigned to this user.

Enter the subnet mask
assigned to this user.

Agply |

Cancel [

3. Figen Sie im Bildschirm fir IPSec > IKE-Angebot die IKE-Einstellungen hinzu (die
angezeigten Einstellungen sind die
Systemstandardeinstellungen):



Select an Active Proposal and click Deactivate to make it
Inactive, or click Move Up or Move Down to change its
priority.

Click Add or Copy to add a new Inactive Proposal. IKE
Proposals are used by Security Associations to specify IKE

parameters.
Active Inactive
Proposals Actions Proposals
IKE-3DES-MD5 IKE-3DES—MD5—-RSA
IKE-3DES-MD5-DHI IKE-3DES-SHA-DSA
IKE-DES—-MD5 IKE-3DES—MD5—-RSA-DHI1

<< Actvale |

Ceactwale == |

Move Ug |

Move Diawn |

Add |

Madify |

Copy |

Delste |

Testen des Cisco VPN-Clients und des VPN 3000-Konzentrators ohne SDI

Nachdem die vorhandene Konfiguration des VPN 300 Concentrator gedndert wurde, installieren
wir den Cisco VPN Client und konfigurierten eine neue Verbindung, die mit 172.18.124.134 (der
offentlichen Schnittstelle des Konzentrators) endet. Unsere Gruppenzugriffsdaten lauten
"vpn3000" (der Name der Gruppe) und das Gruppenkennwort war das Kennwort flr die Gruppe.
Als wir auf Connect geklickt haben, lautete der Benutzername "37297304" (Benutzername), und
das Benutzerkennwort war das Kennwort fir den Benutzer (wird lokal im VPN 3000-Konzentrator
gespeichert). noch kein SDI beteiligt ist). Siehe Good IPSec Debug with Local Authentication fur
IKE, IKEDBG, IKEDECODE, IPSEC, IPSECDBG, IPSECDECODE debug.

Testen des SDI-Serverbetriebs ohne VPN 3000-Konzentrator

UNIX (Solaris)

1. Erstellen Sie auf dem SDI-Server mit dem Solaris-Verwaltungstool ein Testkonto.Der

/etc/passwd-Eintrag sollte wie folgt aussehen:
sditest:x:76:10::/local/0/sditest:/local/0/opt/ace/prog/sdshell

Hinweis: Werte und die Pfade zum Hauptverzeichnis des Benutzers und zu "sdshell" hdngen
vom System ab.

2. Weisen Sie ein Token zum Testen zu.

3. Testen Sie Telnetting im UNIX-Host als sditest. Der Host fordert Sie zur Eingabe eines UNIX-
Kennworts und eines PASSCODE auf. Nachdem Sie sich authentifiziert haben, kébnnen Sie
sich auf diesem Host als sditest einwahlen.



Microsoft Windows NT

1. Installieren Sie den SecurSight Agent.
2. Wahlen Sie Programme > SecureSight > Testauthentifizierung aus.

Konfigurieren von SDI/Benutzer fiir Gesprache mit dem VPN 3000-Konzentrator

Flhren Sie die folgenden Schritte aus, um SDI/Benutzer fir die Kommunikation mit dem VPN

3000 Concentrator zu konfigurieren:

1. Uberpriifen Sie im Bildschirm "Token fiir die Bearbeitung des SDI-Servers", ob das Token
"Aktiviert" und nicht im neuen PIN-Modus ist.
2. Klicken Sie auf Token re-synchronisieren und PIN auf Nachstes Tokencode

festlegen.

Edit Token

Serial number:
Assigned to:

Mext tokencode mode:

Lost Status:

Last login date [UCT]:
Token start date:

Token shutdown date:

Resynchronize Token...

Key Fob with b digits, changing every b0 seconds.

000037297304
37297304 37297304
Off

Mot Lost

188972888 , 17:15
as/36/728688 , Z20:00
1EIEBIEBT§ . 19:00

Clear PIN

...........................

...........................

[ MNew PIN mode

Set PIN to Next Tokencode...

Edit Assigned User...

Unassign Token

Delete Token

Edit Lost Status...

Edit Token Extension Data...

Assign Heplacement Token...

OK Cancel

Help

3. Weisen Sie dem Benutzer im Bildschirm "Edit User" (Benutzer bearbeiten) ein Token zu, und
vergewissern Sie sich, dass die Option "Allowed to create a PIN" (Zur Erstellung einer PIN

zulassig) nicht aktiviert ist.

4. Klicken Sie auf Client Activations (Client-Aktivierungen), und Uberprufen Sie, ob der VPN



3000 Concentrator enthalten
ist.

First and last name: [m |3?EH?3[I4

Default login: |3?29?3ﬂ 4

Default shell: |l::

# Local User © Bemote User

Serial Number Type Stlalus
Tokens: | 998837227304 Key Fob Enabled

N I

0: Original token R: Replacement for previous token

Role: <none>
Assigned Profile: I%

[ Temporary user
atart date: 125311985 , 192688 End date: 1273171985 , 19:88
™ Allowed to create a PIN r

Assign Token... Administrative Role...

Group Memberships... Client Activations... Edit User Extension Data...

Set/Change User Password... Edit Access Times...
Assign Profile... Delete User

0K Cancel Apphy LfS Changes aet All LS Help

Hinweis: Der VPN 3000-Konzentrator gilt als Client des SDI-Servers. Der Bildschirm unten ist
der Bildschirm "Add/Edit Client" des SDI-Servers. Da es sich um einen neuen Client handelt,
ist das Kastchen "Gesendete Node Secret" ausgegraut. Der SDI-Server hatte nicht die
Moglichkeit, die "Node geheime" Datei an den Konzentrator zu senden (diese Datei wiirde im
Konzentrator im Abschnitt Administration > File Management > Files als "SECURID"
angezeigt). Nach erfolgreicher Authentifizierung tber den VPN 3000 wird die Datei
"knotengeheim" im VPN 3000-Konzentrator angezeigt, und das Kontrollkastchen "Geheimer
Knoten" wird aktiviert.

5. Klicken Sie auf Benutzeraktivierungen, und Uberprifen Sie, ob der Benutzer enthalten ist.

Konfigurieren und Testen des VPN 300 Concentrator fiir SDI

Fihren Sie die folgenden Schritte aus, um den VPN 3000 Concentrator fur SDI zu konfigurieren
und zu testen.

1. Auf dem folgenden Bildschirm kénnen Sie den VPN 300 Concentrator fur die
Authentifizierung in SDI
konfigurieren:



Change a configured user authentication server.

Server
Type

Authentication
Server

—

172.18.124.99

b

-

Server Port [0

Timeout 4

Retries |2

Apply | Cancel I

Selecting Internal Server will
SDI —" let you add users to the
internal user database.

Enter IP
address or
hosthame.

Enter O for
default
port
(5500).
Enter the
timeout
for this
server
(seconds).

Enter the

number of
retries for
this server.

2. Gehen Sie in SDI zu Bericht > Protokolliberwachung > Aktivitatsiiberwachung, und klicken

Sie auf OK, um eingehende Anfragen zu
beobachten.




3. Klicken Sie im VPN 300-Konzentrator auf Test, um die Verbindung zu
testen.



Sawva Huvl‘ll'l:lE

This section lets you configure parameters for servers that
authenticate users.

You should have a properly configured RADIUS, NT Domain, or
SDI server to access, or you can configure the internal server and

add users to the internal database.

Click the Add button to add a server, or select a server and click
Modify, Delete, Move, or Test.

Authentication
Servers Actions

Internal (Internal)
1172.18.124.99 (SDI);

Modify

R

L

Test

4. Bei guter Authentifizierung wird der VPN 300 Concentrator angezeigt:Authentifizierung
erfolgreich

Im obigen Beispiel haben wir einen globalen SDI-Server definiert. Sie kbnnen auch einzelne SDI-
Server fur jede Gruppe definieren, indem Sie Configuration > User Management > Groups
(Konfiguration > Benutzerverwaltung > Gruppen) auswahlen, die entsprechende Gruppe
markieren und Auth Server andern auswahlen.

Informationen zum Debuggen finden Sie in den folgenden Abschnitten dieses Dokuments:

- Aktivieren des Debuggens im VPN 300-Konzentrator
. Gutes Debuggen mit SDI
. Fehlerhafte Debugger

Uberpriifen

Dieser Abschnitt enthalt Informationen, mit denen Sie Uberprifen kénnen, ob Ihre Konfiguration
ordnungsgemal funktioniert.

Test des Cisco VPN-Clients auf den VPN 3000-Konzentrator mit SDI




Wenn alles bis zu diesem Punkt funktioniert, ist es an der Zeit, den Cisco VPN Client, den VPN
3000 Concentrator und den SDI-Server zu kombinieren. Wir miissen eine Anderung am VPN 300-
Konzentrator vornehmen, indem wir die Arbeitsgruppe namens "vpn3000" andern, um Anfragen
an den SDI-Server zu senden.

Configuration | User Management | Groups | Modify vpn3000

Check: the Inherit? box to set a beld that vou want to defal to the base group value, Uncheck the Inherit? box and enter a new|

vahie fo svemmde base group values.

Ideniity Gennaral IPSec PPTPAZTP
IPS5ec Parameters
Artribute | Valae Iniherit? Deseription
[PSec SA| ESF-IDES-MOS - W |[Select the group's [ESec Secunty Assoniation
Selact the type of tunmel for this group. Tpdate
Tunnel Type|| Remote Access 7| [:.‘g K ithe Eemote Access parameters below as
needed
Remote Access Parameters
Group Lock| T F  |Lack uzers mia this group
Authenticationd[S0I = = Zelect the authentication methed for wsers in
this group
Check bo wse Mede Confizuraton for users of
Muode Configuration| & K |this group. Tpdate parameters below
checled.
Mode Confizuration Parameters
=
Banner| F  [Eater the banner for thas group.
=31
Fehlerbehebung

Dieser Abschnitt enthalt Informationen zur Fehlerbehebung in Ihrer Konfiguration.

Aktivieren des Debuggens im VPN 300-Konzentrator

Klassenname fiir die Authentifizierung:

. AUCH

- AUTHDBG

- AUTHDECODE
Klassenname fiir IPSec:

- IKE, IKEDBG, IKEDECODE

- IPSEC, IPSECDBG, IPSECDECODE
- Schweregrad zu Protokoll = 1-9

- Schweregrad der Konsole = 1-3



fic al ! |

This screen lets you add and configure an event class for special

handling.

Class Name

Enable |

Severity to
Log 1-5 |

Severity to
Console

Severity to
Syslog None |

1-3

Severity to

Email ND"EJ|
Severity to

Trap None |
Add | Cancel |

Select Class

Select the event class to
configure.

Check to enable special
handling of this class.

Select the range of
severity values to enter in
the log.

Select the range of
severity values to display
on the console.

Select the range of
severity values to send to
a Syslog server.

Select the range of
severity values to send
via email to the recipient
list.

Select the range of
severity values to send to
an SNMP system.

Klicken Sie auf Protokoll abrufen, um die Ergebnisse des Debugvorgangs anzuzeigen.




Select Filter Options

AUTHDBG
AUTHDECODE )

[0.0.0.0 Events/Page

Client IP
Address

Direction Oldest to Newest - ‘

H-ll ﬂl I-I'l hHl Gethg| Sang| I:Ieaangl

Event Class All Classes E  Severities

ALL

—

M

100 -

Gutes IPSec-Debug mit lokaler Authentifizierung

1 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O RPT=1 161.44.17.135

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2
Responder Cookie(8): 00 00 00 00 00 00 00 OO
Next Payload : SA (1)

Exchange Type : Oakley Aggressive Mode
Flags : 0

Message ID : 0

Length : 307

7 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=1 161.44.17.135

RECEIVED Message (msgid=0) with payloads :

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + NONE (0)
. total length : 307

10 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=2 161.44.17.135
processing SA payload

11 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=2 161.44.17.135
SA Payload Decode :

DOI : IPSEC (1)
Situation : Identity Only (1)
Length : 120

14 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=3 161.44.17.135
Proposal Decode:

Proposal # : 1

Protocol ID : ISAKMP (1)
#of Transforms: 4

Spi : 00 00 00 0O
Length : 108

18 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=4 161.44.17.135
Transform # 1 Decode for Proposal # 1:

Transform # : 1

Transform ID : IKE (1)




Length : 24

20 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O RPT=5 161.44.17.135
Phase 1 SA Attribute Decode for Transform # 1:

Encryption Alg: DES-CBC (1)

Hash Alg : MD5 (1)

DH Group : Oakley Group 1 (1)
Auth Method : Preshared Key (1)

24 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=6 161.44.17.135
Transform # 2 Decode for Proposal # 1:

Transform # : 2
Transform ID : IKE (1)
Length : 24

26 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=7 161.44.17.135
Phase 1 SA Attribute Decode for Transform # 2:

Encryption Alg: Triple-DES (5)
Hash Alg : MD5 (1)

DH Group : Oakley Group 1 (1)
Auth Method : Preshared Key (1)

30 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O RPT=8 161.44.17.135
Transform # 3 Decode for Proposal # 1:

Transform # : 3
Transform ID : IKE (1)
Length : 24

32 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O RPT=9 161.44.17.135
Phase 1 SA Attribute Decode for Transform # 3:

Encryption Alg: Triple-DES (5)
Hash Alg : SHA (2)

DH Group : Oakley Group 1 (1)
Auth Method : Preshared Key (1)

36 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=10 161.44.17.135
Transform # 4 Decode for Proposal # 1:

Transform # : 4
Transform ID : IKE (1)
Length : 24

38 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=11 161.44.17.135
Phase 1 SA Attribute Decode for Transform # 4:

Encryption Alg: DES-CBC (1)

Hash Alg : SHA (2)

DH Group : Oakley Group 1 (1)
Auth Method : Preshared Key (1)

42 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=3 161.44.17.135
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 1
Cfg'd: Oakley Group 2

47 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=4 161.44.17.135
Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class Encryption Alg:
Rcv'd: DES-CBC
Cfg'd: Triple-DES

50 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=5 161.44.17.135
Proposal # 1, Transform # 2, Type ISAKMP, Id IKE



Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 1
Cfg'd: Oakley Group 2

55 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=6 161.44.17.135

Proposal # 1, Transform # 3, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 1
Cfg'd: Oakley Group 2

60 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=7 161.44.17.135

Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class Hash Alg:

Rcv'd: SHA

Cfg'd: MD5

62 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=8 161.44.17.135

Phase 1 failure against global IKE proposal # 3:
Mismatched attr types for class Encryption Alg:
Rcv'd: Triple-DES
Cfg'd: DES-CBC

65 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=9 161.44.17.135

Proposal # 1, Transform # 4, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 1
Cfg'd: Oakley Group 2

70 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=10 161.

Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class Encryption Alg:
Rcv'd: DES-CBC
Cfg'd: Triple-DES

73 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=11 161.

Phase 1 failure against global IKE proposal # 3:
Mismatched attr types for class Hash Alg:

Rcv'd: SHA

Cfg'd: MD5

75 10/10/2000 17:12:32.560 SEV=7 IKEDBG/0 RPT=12 161.

Oakley proposal is acceptable

76 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=13 161.

processing ke payload

77 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=14 161.

processing ISA_KE

44.

44.

44.

44.

44.

17.

17.

17.

17.

17.

135

135

135

135

135

78 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1l RPT=1 161.44.17.135

processing nonce payload

79 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1l RPT=2 161.44.17.135

Processing ID

80 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1l RPT=3 161.44.17.135

processing vid payload



81 10/10/2000 17:12:32.580 SEV=9 IKEDBG/23 RPT=1 161.44.17.135
Starting group lookup for peer 161.44.17.135

82 10/10/2000 17:12:32.680 SEV=7 IKEDBG/0 RPT=15 161.44.17.135
Found Phase 1 Group (vpn3000)

83 10/10/2000 17:12:32.680 SEV=7 IKEDBG/14 RPT=1 161.44.17.135
Authentication configured for Internal

84 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=16 161.44.17.135
constructing ISA_SA for isakmp

85 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=17 161.44.17.135
constructing ke payload

86 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1l RPT=4 161.44.17.135
constructing nonce payload

87 10/10/2000 17:12:32.680 SEV=9 IKE/0 RPT=1 161.44.17.135
Generating keys for Responder...

88 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1l RPT=5 161.44.17.135
constructing ID

89 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=18
construct hash payload

90 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=19 161.44.17.135
computing hash

91 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1l RPT=6 161.44.17.135
constructing vid payload

92 10/10/2000 17:12:32.680 SEV=8 IKEDBG/0 RPT=20 161.44.17.135
SENDING Message (msgid=0) with payloads
HDR + SA (1) ... total length : 248

93 10/10/2000 17:12:32.730 SEV=8 IKEDECODE/O RPT=12 161.44.17.135

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2
Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA
Next Payload : HASH (8)

Exchange Type : Oakley Aggressive Mode
Flags : 1 (ENCRYPT )

Message ID : 0

Length : 52

99 10/10/2000 17:12:32.730 SEV=8 IKEDBG/0 RPT=21 161.44.17.135
RECEIVED Message (msgid=0) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48

101 10/10/2000 17:12:32.730 SEV=9 IKEDBG/0 RPT=22 161.44.17.135
processing hash

102 10/10/2000 17:12:32.730 SEV=9 IKEDBG/0 RPT=23 161.44.17.135
computing hash

103 10/10/2000 17:12:33.410 SEV=8 IKEDECODE/O RPT=13 161.44.17.135

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2
Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA
Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode

Flags : 1 (ENCRYPT )



Message ID : 48687cal
Length : 308

110 10/10/2000 17:12:33.410 SEV=9 IKEDBG/21 RPT=1 161.44.17.

135

Delay Quick Mode processing, Cert/Trans Exch/RM DSID in progress

111 10/10/2000 17:12:33.410 SEV=9 IKEDBG/0 RPT=24 161.44.17.
constructing blank hash

112 10/10/2000 17:12:33.410 SEV=9 IKEDBG/0 RPT=25 161.44.17.
constructing gm hash

113 10/10/2000 17:12:33.410 SEV=8 IKEDBG/0 RPT=26 161.44.17.
SENDING Message (msgid=fc2cebeb) with payloads

HDR + HASH (8) ... total length : 68
115 10/10/2000 17:12:44.680 SEV=8 IKEDECODE/Q RPT=14 161.44.
ISAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

Next Payload : HASH (8)

Exchange Type : Oakley Transactional

Flags : 1 (ENCRYPT )

Message ID : fc2cebeb

Length : 92

122 10/10/2000 17:12:44.680 SEV=8 IKEDBG/0 RPT=27 161.44.17.
RECEIVED Message (msgid=fc2cebeb) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 85

124 10/10/2000 17:12:44.680 SEV=9 IKEDBG/1 RPT=7
process_attr(): Enter!

125 10/10/2000 17:12:44.680 SEV=9 IKEDBG/1l RPT=8
Processing cfg reply attributes.

126 10/10/2000 17:12:44.980 SEV=7 IKEDBG/14 RPT=2 161.44.17.
User [ 37297304 ]
Authentication configured for Internal

127 10/10/2000 17:12:44.980 SEV=4 IKE/52 RPT=7 161.44.17.135
User [ 37297304 ]
User (37297304) authenticated.

128 10/10/2000 17:12:44.980 SEV=9 IKEDBG/31 RPT=1 161.44.17.
User [ 37297304 ]
Obtained IP addr (192.168.1.1) prior to initiating Mode Cfg

130 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=28 161.44.17.
User [ 37297304 ]
constructing blank hash

131 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=29 161.44.17.
0000: 00010004 cOA80101 FOO10000 Lol

132 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=30 161.44.17.
User [ 37297304 ]
constructing QM hash

133 10/10/2000 17:12:44.980 SEV=8 IKEDBG/0 RPT=31 161.44.17.
SENDING Message (msgid=fc2cebeb) with payloads

HDR + HASH (8) ... total length : 80

135 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/O RPT=15 161.44.

135

135

135

17.135

135

135

135

(XAuth enabled)

135

135

17.135



ISAKMP HEADER
Initiator Cookie(8):
Responder Cookie(8):
Next Payload
Exchange Type
Flags
Message ID
Length

142 10/10/2000 17:12:44.

RECEIVED Message (msgid=

( Version 1.0 )

9D F3 34 FE 89 BF AA B2
B7 AD 34 D2 74 4D 05 DA
HASH (8)

Oakley Transactional

1 (ENCRYPT )

fc2cebeb

68

990 SEV=8 IKEDBG/0 RPT=32 161.44.17.135

fc2cebeb) with payloads

HDR + HASH (8) + ATTR (14) + NONE (0) ... total length

144 10/10/2000 17:12:44.
process_attr(): Enter!

145 10/10/2000 17:12:44.

990 SEV=9 IKEDBG/1 RPT=9

990 SEV=9 IKEDBG/1l RPT=10

Processing cfg ACK attributes

146 10/10/2000 17:12:44.

990 SEV=9 IKEDBG/1 RPT=11

Received IPV4 address ack!

147 10/10/2000 17:12:44.
Received Save PW ack!

148 10/10/2000 17:12:44.
User 37297304 connected

990 SEV=9 IKEDBG/1 RPT=12

990 SEV=4 AUTH/21 RPT=18

64

149 10/10/2000 17:12:44.990 SEV=7 IKEDBG/22 RPT=1 161.44.17.135

User [ 37297304 ]

Resume Quick Mode processing,

Cert/Trans Exch/RM DSID completed

151 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=33 161.44.17.135

RECEIVED Message (msgid=

HDR + HASH (8) + SA (1)
total length : 304

154 10/10/2000 17:12:44.
User [ 37297304 ]
processing hash

155 10/10/2000 17:12:44.
User [ 37297304 ]
processing SA payload

156 10/10/2000 17:12:44.
SA Payload Decode
DOI :
Situation
Length

159 10/10/2000 17:12:44.
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

163 10/10/2000 17:12:44.
Transform #

Transform ID
Length

48687cal) with payloads
+ NONCE (10) + ID (5) + ID (5) +

990 SEV=9 IKEDBG/0 RPT=34 161.44.

990 SEV=9 IKEDBG/0 RPT=35 161.44.

990 SEV=8 IKEDECODE/O0 RPT=16 161.

IPSEC (1)
Identity Only (1)
180

990 SEV=8 IKEDECODE/O0 RPT=17 161.

1

ESP (3)

1

99 15 18 B4
28

NOTIFY (11)

17.

17.

44

44

135

135

.17.135

.17.135

990 SEV=8 IKEDECODE/O RPT=18 161.44.17.135
Transform # 1 Decode for Proposal # 1:

1
DES-CBC (2)
16

+ NONE

(0)



165 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

167 10/10/2000 17:12:
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

171 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID
Length

173 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

175 10/10/2000 17:12:
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

179 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID
Length

181 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

183 10/10/2000 17:12:
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

187 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID
Length

189 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

191 10/10/2000 17:12:

44 .990 SEV=8 IKEDECODE/O RPT=19 161.44.17.135
Decode for Transform # 1:
MD5 (1)
Tunnel (1)
44 .990 SEV=8 IKEDECODE/O RPT=20 161.44.17.135

2
ESP
1
99 15 18 B4
28

(3)

44 .990 SEV=8 IKEDECODE/O RPT=21 161.44.17.135
for Proposal # 2:
1
Triple-DES
16

(3)

44 .990 SEV=8 IKEDECODE/O RPT=22 161.44.17.135
Decode for Transform # 1:
MD5 (1)
Tunnel (1)
44 .990 SEV=8 IKEDECODE/O RPT=23 161.44.17.135

3
ESP
1
99 15 18 B4
28

(3)

44 .990 SEV=8 IKEDECODE/0 RPT=24 161.44.17.135
for Proposal # 3:
1
DES-CBC
16

(2)

44 .990 SEV=8 IKEDECODE/O RPT=25 161.44.17.135
Decode for Transform # 1:
SHA (2)
Tunnel (1)
44 .990 SEV=8 IKEDECODE/O RPT=26 161.44.17.135

4
ESP
1
99 15 18 B4
28

(3)

44 .990 SEV=8 IKEDECODE/O0 RPT=27 161.44.17.135
for Proposal # 4:
1
Triple-DES
16

(3)

44 .990 SEV=8 IKEDECODE/0 RPT=28 161.44.17.135
Decode for Transform # 1:
SHA (2)
Tunnel (1)

44.990 SEV=8 IKEDECODE/O RPT=29 161.44.17.135



Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

195 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID
Length

197 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

199 10/10/2000 17:12:

Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

203 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID
Length

205 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

207 10/10/2000 17:12

User [ 37297304 ]

:44.990 SEV=9 IKEDBG/1l RPT=13 161.44.17.

5
ESP
1
99 15 18 B4
28

(3)

44.990 SEV=8 IKEDECODE/O0 RPT=30 161.44.17.135
for Proposal # 5:
1
NULL
16

(11)

44 .990 SEV=8 IKEDECODE/O RPT=31 161.44.17.135
Decode for Transform # 1:
MD5 (1)
Tunnel (1)
44 .990 SEV=8 IKEDECODE/O RPT=32 161.44.17.135

6
ESP
1
99 15 18 B4
28

(3)

44.990 SEV=8 IKEDECODE/O0 RPT=33 161.44.17.135
for Proposal # 6:
1
NULL
16

(11)

44 .990 SEV=8 IKEDECODE/O RPT=34 161.44.17.135
Decode for Transform # 1:
SHA (2)
Tunnel (1)

135

processing nonce payload

208 10/10/2000 17:12
37297304 ]
Processing ID

User [

209 10/10/2000 17:12

User [ 37297304 ]

:44.990 SEV=9 IKEDBG/1l RPT=14 161.44.17.

135

:44.990 SEV=5 IKE/25 RPT=13 161.44.17.135

Received remote Proxy Host data in ID Payload:

Address 161.44.17.135, Protocol 0, Port O

212 10/10/2000 17:12:44.990 SEV=7 IKEDBG/1l RPT=15 161.44.17.135
User [ 37297304 ]

Modifying client proxy src address!

213 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1l RPT=16 161.44.17.135
User [ 37297304 ]

Processing ID

214 10/10/2000 17:12:44.990 SEV=5 IKE/24 RPT=7 161.44.17.135
User [ 37297304 ]

Received local Proxy Host data in ID Payload:

Address 172.18.124.134, Protocol 0, Port 0

217 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=36 161.44.17.135



User [ 37297304 ]
Processing Notify payload

218 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/Q0 RPT=35 161.44.17.135
Notify Payload Decode

DOI : IPSEC (1)

Protocol : ISARMP (1)

Message : Initial contact (24578)

Spi : 9D F3 34 FE 89 BF AA B2 B7 AD 34 D2 74 4D 05 DA
Length : 28

224 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=37
QM IsRekeyed old sa not found by addr

225 10/10/2000 17:12:44.990 SEV=5 IKE/66 RPT=13 161.44.17.135
User [ 37297304 ]
IKE Remote Peer configured for SA: ESP-3DES-MD5

226 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=38 161.44.17.135
User [ 37297304 ]
processing IPSEC SA

227 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=39
Proposal # 1, Transform # 1, Type ESP, Id DES-CBC
Parsing received transform:
Phase 2 failure:
Mismatched transform IDs for protocol ESP:
Rcv'd: DES-CBC
Cfg'd: Triple-DES

232 10/10/2000 17:12:45.000 SEV=7 IKEDBG/27 RPT=1 161.44.17.135
User [ 37297304 ]
IPSec SA Proposal # 2, Transform # 1 acceptable

233 10/10/2000 17:12:45.000 SEV=7 IKEDBG/0 RPT=40 161.44.17.135
User [ 37297304 ]
IKE: requesting SPI!

234 10/10/2000 17:12:45.000 SEV=6 IKE/0 RPT=2
AM received unexpected event EV_ACTIVATE_NEW_SA in state AM _ACTIVE

235 10/10/2000 17:12:45.000 SEV=9 IPSECDBG/6 RPT=1

IPSEC key message parse - msgtype 6, len 164, vers 1, pid 00000000, seqg 13,
err 0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen O,
hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 300,
lifetime2 2000000000, dsId 2

239 10/10/2000 17:12:45.000 SEV=9 IPSECDBG/1 RPT=1
Processing KEY_GETSPI msg!

240 10/10/2000 17:12:45.000 SEV=7 IPSECDBG/13 RPT=1
Reserved SPI 1773955517

241 10/10/2000 17:12:45.000 SEV=8 IKEDBG/6 RPT=1
IKE got SPI from key engine: SPI = 0x69bc69bd

242 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=41 161.44.17.135
User [ 37297304 ]
oakley constructing quick mode

243 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=42 161.44.17.135
User [ 37297304 ]
constructing blank hash



244 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=43 161.44.17.135
User [ 37297304 ]
constructing ISA_SA for ipsec
245 10/10/2000 17:12:45.000 SEV=9 IKEDBG/1 RPT=17 161.44.17.135
User [ 37297304 ]
constructing ipsec nonce payload
246 10/10/2000 17:12:45.000 SEV=9 IKEDBG/1 RPT=18 161.44.17.135
User [ 37297304 ]
constructing proxy ID
247 10/10/2000 17:12:45.000 SEV=7 IKEDBG/0 RPT=44 161.44.17.135
User [ 37297304 ]
Transmitting Proxy Id:

Remote host: 192.168.1.1 Protocol 0 Port 0

Local host: 172.18.124.134 Protocol 0 Port 0
251 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=45 161.44.17.135
User [ 37297304 ]
constructing QM hash
252 10/10/2000 17:12:45.000 SEV=8 IKEDBG/0 RPT=46 161.44.17.135
SENDING Message (msgid=48687cal) with payloads
HDR + HASH (8) total length 136
254 10/10/2000 17:12:45.010 SEV=8 IKEDECODE/0 RPT=36 161.44.17.135
ISAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

Next Payload HASH (8)

Exchange Type Oakley Quick Mode

Flags : 1 (ENCRYPT )

Message ID 48687cal

Length 52
261 10/10/2000 17:12:45.010 SEV=8 IKEDBG/0 RPT=47 161.44.17.135
RECEIVED Message (msgid=48687cal) with payloads
HDR + HASH (8) + NONE (0) total length 48
263 10/10/2000 17:12:45.010 SEV=9 IKEDBG/0 RPT=48 161.44.17.135
User [ 37297304 ]
processing hash
264 10/10/2000 17:12:45.010 SEV=9 IKEDBG/0 RPT=49 161.44.17.135
User [ 37297304 ]
loading all IPSEC SAs
265 10/10/2000 17:12:45.010 SEV=9 IKEDBG/1 RPT=19 161.44.17.135
User [ 37297304 ]
Generating Quick Mode Key!
266 10/10/2000 17:12:45.010 SEV=9 IKEDBG/1 RPT=20 161.44.17.135
User [ 37297304 ]
Generating Quick Mode Key!
267 10/10/2000 17:12:45.020 SEV=7 IKEDBG/0 RPT=50 161.44.17.135
User [ 37297304 ]
Loading host:

Dst: 172.18.124.134

Src: 192.168.1.1
268 10/10/2000 17:12:45.020 SEV=4 IKE/49 RPT=13 161.44.17.135

User [ 37297304 ]



Security negotiation complete for User (37297304)
Responder, Inbound SPI = 0x69bc69bd, Outbound SPI = 0x991518b4

271 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/6 RPT=2

IPSEC key message parse - msgtype 1, Len 536, vers 1, pid 00000000, seq O,
err 0, type 2, mode 1, state 64, label 0, pad 0, spi 991518b4, encrKeyLen 24,
hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel O,

lifetime2 0, dsId 2

274 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=2
Processing KEY_ADD MSG!

275 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=3
key_msghdr2secassoc () : Enter

276 10/10/2000 17:12:45.020 SEV=7 IPSECDBG/1l RPT=4
No USER filter configured

277 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1l RPT=5
KeyProcessAdd: Enter

278 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1l RPT=6
KeyProcessAdd: Adding outbound SA

279 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1l RPT=7
KeyProcessAdd: src 172.18.124.134 mask 0.0.0.0, dst 192.168.1.1 mask 0.0.0.0

280 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=8
KeyProcessAdd: FilterIpsecAddIkeSa success

281 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/6 RPT=3

IPSEC key message parse - msgtype 3, Len 292, vers 1, pid 00000000, seq O,
err 0, type 2, mode 1, state 32, label 0, pad 0, spi 69bc69bd, encrKeyLen 24,
hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel O,

lifetime2 0, dsId 2

284 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=9
Processing KEY_UPDATE MSG!

285 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=10
Update inbound SA addresses

286 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=11
key_msghdr2secassoc () : Enter

287 10/10/2000 17:12:45.020 SEV=7 IPSECDBG/1l RPT=12
No USER filter configured

288 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1l RPT=13
KeyProcessUpdate: Enter

289 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1l RPT=14
KeyProcessUpdate: success

290 10/10/2000 17:12:45.020 SEV=8 IKEDBG/7 RPT=1
IKE got a KEY_ADD MSG for SA: SPI = 0x991518b4

291 10/10/2000 17:12:45.020 SEV=8 IKEDBG/0 RPT=51
pitcher: rcv KEY_UPDATE, spi 0x69bc69bd

Gutes IPSec-Debug mit lokaler Authentifizierung

1 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O RPT=1 161.44.17.135
ISAKMP HEADER : ( Version 1.0 )



Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): 00 00 00 00 00 00 00 0O
Next Payload : SA (1)

Exchange Type : Oakley Aggressive Mode
Flags : 0

Message ID : 0

Length : 307

7 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=1 161.44.17.135

RECEIVED Message (msgid=0) with payloads

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + NONE (0)
total length : 307

10 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=2 161.44.17.135
processing SA payload

11 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=2 161.44.17.135
SA Payload Decode

DOI : IPSEC (1)
Situation : Identity Only (1)
Length : 120

14 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=3 161.44.17.135
Proposal Decode:

Proposal # : 1

Protocol ID : ISARMP (1)
#of Transforms: 4

Spi : 00 00 00 0O
Length : 108

18 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O RPT=4 161.44.17.135
Transform # 1 Decode for Proposal # 1:

Transform # : 1
Transform ID : IKE (1)
Length : 24

20 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=5 161.44.17.135
Phase 1 SA Attribute Decode for Transform # 1:

Encryption Alg: DES-CBC (1)

Hash Alg : MD5 (1)

DH Group : Oakley Group 1 (1)
Auth Method : Preshared Key (1)

24 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O RPT=6 161.44.17.135
Transform # 2 Decode for Proposal # 1:

Transform # : 2
Transform ID : IKE (1)
Length : 24

26 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=7 161.44.17.135
Phase 1 SA Attribute Decode for Transform # 2:

Encryption Alg: Triple-DES (5)
Hash Alg : MD5 (1)

DH Group : Oakley Group 1 (1)
Auth Method : Preshared Key (1)

30 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=8 161.44.17.135
Transform # 3 Decode for Proposal # 1:

Transform # : 3
Transform ID : IKE (1)
Length : 24

32 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=9 161.44.17.135
Phase 1 SA Attribute Decode for Transform # 3:



Encryption Alg: Triple-DES (5)

Hash Alg : SHA (2)
DH Group : Oakley Group 1 (1)
Auth Method : Preshared Key (1)

36 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/0 RPT=10 161.44.17.135
Transform # 4 Decode for Proposal # 1:

Transform # : 4
Transform ID : IKE (1)
Length : 24

38 10/10/2000 17:12:32.560 SEV=8 IKEDECODE/O0 RPT=11 161.44.17.135
Phase 1 SA Attribute Decode for Transform # 4:

Encryption Alg: DES-CBC (1)

Hash Alg : SHA (2)

DH Group : Oakley Group 1 (1)
Auth Method : Preshared Key (1)

42 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=3 161.44.17.135
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 1
Cfg'd: Oakley Group 2

47 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=4 161.44.17.135
Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class Encryption Alg:
Rcv'd: DES-CBC
Cfg'd: Triple-DES

50 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=5 161.44.17.135
Proposal # 1, Transform # 2, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 1
Cfg'd: Oakley Group 2

55 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=6 161.44.17.135
Proposal # 1, Transform # 3, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 1
Cfg'd: Oakley Group 2

60 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=7 161.44.17.135
Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class Hash Alg:
Rcv'd: SHA
Cfg'd: MD5

62 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=8 161.44.17.135
Phase 1 failure against global IKE proposal # 3:
Mismatched attr types for class Encryption Alg:
Rcv'd: Triple-DES
Cfg'd: DES-CBC

65 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=9 161.44.17.135
Proposal # 1, Transform # 4, Type ISAKMP, Id IKE
Parsing received transform:

Phase 1 failure against global IKE proposal # 1:



Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 1
Cfg'd: Oakley Group 2

70 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=10 161.

Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class Encryption Alg:
Rcv'd: DES-CBC
Cfg'd: Triple-DES

73 10/10/2000 17:12:32.560 SEV=8 IKEDBG/0 RPT=11 161.

Phase 1 failure against global IKE proposal # 3:
Mismatched attr types for class Hash Alg:

Rcv'd: SHA

Cfg'd: MD5

75 10/10/2000 17:12:32.560 SEV=7 IKEDBG/0 RPT=12 161.

Oakley proposal is acceptable

76 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=13 161.

processing ke payload

77 10/10/2000 17:12:32.560 SEV=9 IKEDBG/0 RPT=14 161.

processing ISA_KE

44.

44.

44.

44.

44.

17.

17.

17.

17.

17.

135

135

135

135

135

78 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1l RPT=1 161.44.17.135

processing nonce payload

79 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1l RPT=2 161.44.17.135

Processing ID

80 10/10/2000 17:12:32.560 SEV=9 IKEDBG/1l RPT=3 161.44.17.135

processing vid payload

81 10/10/2000 17:12:32.580 SEV=9 IKEDBG/23 RPT=1 161.

Starting group lookup for peer 161.44.17.135

82 10/10/2000 17:12:32.680 SEV=7 IKEDBG/0 RPT=15 161.

Found Phase 1 Group (vpn3000)

83 10/10/2000 17:12:32.680 SEV=7 IKEDBG/14 RPT=1 161.

Authentication configured for Internal

84 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=16 161.

constructing ISA_SA for isakmp

85 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=17 161.

constructing ke payload

44.

44.

44.

44.

44.

17.

17.

17.

17.

17.

135

135

135

135

135

86 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1l RPT=4 161.44.17.135

constructing nonce payload

87 10/10/2000 17:12:32.680 SEV=9 IKE/0 RPT=1 161.44.17.135

Generating keys for Responder...

88 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1l RPT=5 161.44.17.135

constructing ID

89 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=18
construct hash payload

90 10/10/2000 17:12:32.680 SEV=9 IKEDBG/0 RPT=19 161.44.17.135

computing hash



91 10/10/2000 17:12:32.680 SEV=9 IKEDBG/1l RPT=6 161.44.17.135
constructing vid payload

92 10/10/2000 17:12:32.680 SEV=8 IKEDBG/0 RPT=20 161.44.17.135
SENDING Message (msgid=0) with payloads
HDR + SA (1) ... total length : 248

93 10/10/2000 17:12:32.730 SEV=8 IKEDECODE/O RPT=12 161.44.17.135

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2
Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA
Next Payload : HASH (8)

Exchange Type : Oakley Aggressive Mode
Flags : 1 (ENCRYPT )

Message ID : 0

Length : 52

99 10/10/2000 17:12:32.730 SEV=8 IKEDBG/0 RPT=21 161.44.17.135
RECEIVED Message (msgid=0) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48

101 10/10/2000 17:12:32.730 SEV=9 IKEDBG/0 RPT=22 161.44.17.135
processing hash

102 10/10/2000 17:12:32.730 SEV=9 IKEDBG/0 RPT=23 161.44.17.135
computing hash

103 10/10/2000 17:12:33.410 SEV=8 IKEDECODE/O RPT=13 161.44.17.135

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2
Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA
Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode
Flags : 1 (ENCRYPT )
Message ID : 48687cal

Length : 308

110 10/10/2000 17:12:33.410 SEV=9 IKEDBG/21 RPT=1 161.44.17.135
Delay Quick Mode processing, Cert/Trans Exch/RM DSID in progress

111 10/10/2000 17:12:33.410 SEV=9 IKEDBG/0 RPT=24 161.44.17.135
constructing blank hash

112 10/10/2000 17:12:33.410 SEV=9 IKEDBG/0 RPT=25 161.44.17.135
constructing gm hash

113 10/10/2000 17:12:33.410 SEV=8 IKEDBG/0 RPT=26 161.44.17.135
SENDING Message (msgid=fc2cebeb) with payloads

HDR + HASH (8) ... total length : 68

115 10/10/2000 17:12:44.680 SEV=8 IKEDECODE/O RPT=14 161.44.17.135

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2
Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA
Next Payload : HASH (8)

Exchange Type : Oakley Transactional
Flags : 1 (ENCRYPT )
Message ID : fc2cebeb

Length : 92

122 10/10/2000 17:12:44.680 SEV=8 IKEDBG/0 RPT=27 161.44.17.135
RECEIVED Message (msgid=fc2cebeb) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 85



124 10/10/2000 17:12:44.680 SEV=9 IKEDBG/1l RPT=7
process_attr(): Enter!

125 10/10/2000 17:12:44.680 SEV=9 IKEDBG/1l RPT=8
Processing cfg reply attributes.

126 10/10/2000 17:12:44.980 SEV=7 IKEDBG/14 RPT=2 161.44.17.
User [ 37297304 ]
Authentication configured for Internal

127 10/10/2000 17:12:44.980 SEV=4 IKE/52 RPT=7 161.44.17.135
User [ 37297304 ]
User (37297304) authenticated.

128 10/10/2000 17:12:44.980 SEV=9 IKEDBG/31 RPT=1 161.44.17.
User [ 37297304 ]
Obtained IP addr (192.168.1.1) prior to initiating Mode Cfg

130 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=28 161.44.17.
User [ 37297304 ]
constructing blank hash

131 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=29 161.44.17.
0000: 00010004 cOA80101 FOO10000 Lo,

132 10/10/2000 17:12:44.980 SEV=9 IKEDBG/0 RPT=30 161.44.17.
User [ 37297304 ]
constructing QM hash

133 10/10/2000 17:12:44.980 SEV=8 IKEDBG/0 RPT=31 161.44.17.
SENDING Message (msgid=fc2cebeb) with payloads

HDR + HASH (8) ... total length : 80
135 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/Q RPT=15 161.44.
ISAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

Next Payload : HASH (8)

Exchange Type : Oakley Transactional

Flags : 1 (ENCRYPT )

Message ID : fc2cebeb

Length : 68

142 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=32 161.44.17.
RECEIVED Message (msgid=fc2cebeb) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 64

144 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1 RPT=9
process_attr(): Enter!

145 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1l RPT=10
Processing cfg ACK attributes

146 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1l RPT=11
Received IPV4 address ack!

147 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1l RPT=12
Received Save PW ack!

148 10/10/2000 17:12:44.990 SEV=4 AUTH/21 RPT=18
User 37297304 connected

149 10/10/2000 17:12:44.990 SEV=7 IKEDBG/22 RPT=1 161.44.17.
User [ 37297304 ]

135

135

(XAuth enabled)

135

135

17.135

135

135



Resume Quick Mode processing, Cert/Trans Exch/RM DSID completed

151 10/10/2000 17:12:44.

RECEIVED Message (msgid=

HDR + HASH (8) + SA (1)
total length : 304

154 10/10/2000 17:12:44.
User [ 37297304 ]
processing hash

155 10/10/2000 17:12:44.
User [ 37297304 ]
processing SA payload

156 10/10/2000 17:12:44.
SA Payload Decode
DOI :
Situation
Length

159 10/10/2000 17:12:44.
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

163 10/10/2000 17:12:44.

990 SEV=8 IKEDBG/0 RPT=33 161.44.17.135
48687cal) with payloads
+ NONCE (10) + ID (5) + ID (5) + NOTIFY (11)

990 SEV=9 IKEDBG/0 RPT=34 161.44.17.135

990 SEV=9 IKEDBG/0 RPT=35 161.44.17.135

990 SEV=8 IKEDECODE/O RPT=16 161.44.17.135

IPSEC (1)
Identity Only (1)
180

990 SEV=8 IKEDECODE/O RPT=17 161.44.17.135

1

ESP (3)

1

99 15 18 B4
28

990 SEV=8 IKEDECODE/O RPT=18 161.44.17.135

Transform # 1 Decode for Proposal # 1:

Transform #
Transform ID
Length

165 10/10/2000 17:12:44.

1
DES-CBC (2)
16

990 SEV=8 IKEDECODE/O RPT=19 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm:
Encapsulation

167 10/10/2000 17:12:44.
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

171 10/10/2000 17:12:44.

MD5 (1)

Tunnel (1)

990 SEV=8 IKEDECODE/O RPT=20 161.44.17.135

2

ESP (3)

1

99 15 18 B4
28

990 SEV=8 IKEDECODE/O RPT=21 161.44.17.135

Transform # 1 Decode for Proposal # 2:

Transform #
Transform ID
Length

173 10/10/2000 17:12:44.

1
Triple-DES (3)
16

990 SEV=8 IKEDECODE/O RPT=22 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm:
Encapsulation

175 10/10/2000 17:12:44.
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:

MD5 (1)
Tunnel (1)

990 SEV=8 IKEDECODE/O RPT=23 161.44.17.135

ESP (3)

+ NONE

(0)



Spi
Length

179 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID
Length

181 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

183 10/10/2000 17:12:
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

187 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID
Length

189 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

191 10/10/2000 17:12:
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

195 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID
Length

197 10/10/2000 17:12:

Phase 2 SA Attribute
HMAC Algorithm:
Encapsulation

199 10/10/2000 17:12:
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

203 10/10/2000 17:12:

Transform # 1 Decode
Transform #
Transform ID

99 15 18 B4
28

44 .990 SEV=8 IKEDECODE/O RPT=24 161.44.17.135
for Proposal # 3:
1
DES-CBC
16

(2)

44 .990 SEV=8 IKEDECODE/O RPT=25 161.44.17.135
Decode for Transform # 1:
SHA (2)
Tunnel (1)
44 .990 SEV=8 IKEDECODE/O RPT=26 161.44.17.135

4
ESP
1
99 15 18 B4
28

(3)

44 .990 SEV=8 IKEDECODE/0 RPT=27 161.44.17.135
for Proposal # 4:
1
Triple-DES
16

(3)

44 .990 SEV=8 IKEDECODE/O RPT=28 161.44.17.135
Decode for Transform # 1:
SHA (2)
Tunnel (1)
44 .990 SEV=8 IKEDECODE/O RPT=29 161.44.17.135

5
ESP
1
99 15 18 B4
28

(3)

44.990 SEV=8 IKEDECODE/O0 RPT=30 161.44.17.135
for Proposal # 5:
1
NULL
16

(11)

44 .990 SEV=8 IKEDECODE/O RPT=31 161.44.17.135
Decode for Transform # 1:
MD5 (1)
Tunnel (1)
44 .990 SEV=8 IKEDECODE/O RPT=32 161.44.17.135

6
ESP
1
99 15 18 B4
28

(3)

44.990 SEV=8 IKEDECODE/O RPT=33 161.44.17.135
for Proposal # 6:
1

NULL (11)



Length : 16

205 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/O RPT=34 161.44.17.135

Phase 2 SA Attribute Decode for Transform # 1:
HMAC Algorithm: SHA (2)
Encapsulation : Tunnel (1)

207 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1l RPT=13 161.44.17.135

User [ 37297304 ]
processing nonce payload

208 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1l RPT=14 161.44.17.135

User [ 37297304 ]
Processing ID

209 10/10/2000 17:12:44.990 SEV=5 IKE/25 RPT=13 161.44.17.135

User [ 37297304 ]
Received remote Proxy Host data in ID Payload:
Address 161.44.17.135, Protocol 0, Port O

212 10/10/2000 17:12:44.990 SEV=7 IKEDBG/1l RPT=15 161.

User [ 37297304 ]
Modifying client proxy src address!

213 10/10/2000 17:12:44.990 SEV=9 IKEDBG/1l RPT=16 161.

User [ 37297304 ]
Processing ID

214 10/10/2000 17:12:44.990 SEV=5 IKE/24 RPT=7 161.44.

User [ 37297304 ]
Received local Proxy Host data in ID Payload:
Address 172.18.124.134, Protocol 0, Port 0

217 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=36 161.

User [ 37297304 ]
Processing Notify payload

218 10/10/2000 17:12:44.990 SEV=8 IKEDECODE/O RPT=35 161.

Notify Payload Decode

44.

44.

17.

44.

DOI : IPSEC (1)

Protocol : ISARMP (1)

Message : Initial contact (24578)

Spi : 9D F3 34 FE 89 BF AA B2 B7 AD 34
Length : 28

224 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=37
QM IsRekeyed old sa not found by addr

17.135

17.135

135

17.135

44.17.135

D2 74 4D 05 DA

225 10/10/2000 17:12:44.990 SEV=5 IKE/66 RPT=13 161.44.17.135

User [ 37297304 ]
IKE Remote Peer configured for SA: ESP-3DES-MD5

226 10/10/2000 17:12:44.990 SEV=9 IKEDBG/0 RPT=38 161.44.17.135

User [ 37297304 ]
processing IPSEC SA

227 10/10/2000 17:12:44.990 SEV=8 IKEDBG/0 RPT=39
Proposal # 1, Transform # 1, Type ESP, Id DES-CBC
Parsing received transform:
Phase 2 failure:
Mismatched transform IDs for protocol ESP:
Rcv'd: DES-CBC
Cfg'd: Triple-DES



232 10/10/2000 17:12:45.000 SEV=7 IKEDBG/27 RPT=1 161.44.17.135
User [ 37297304 ]
IPSec SA Proposal # 2, Transform # 1 acceptable

233 10/10/2000 17:12:45.000 SEV=7 IKEDBG/0 RPT=40 161.44.17.135
User [ 37297304 ]
IKE: requesting SPI!

234 10/10/2000 17:12:45.000 SEV=6 IKE/0 RPT=2
AM received unexpected event EV_ACTIVATE_NEW_SA in state AM _ACTIVE

235 10/10/2000 17:12:45.000 SEV=9 IPSECDBG/6 RPT=1

IPSEC key message parse - msgtype 6, len 164, vers 1, pid 00000000, seqg 13,
err 0, type 2, mode 0, state 32, label 0, pad 0, spi 00000000, encrKeyLen O,
hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0, lifetimel 300,
lifetime2 2000000000, dsId 2

239 10/10/2000 17:12:45.000 SEV=9 IPSECDBG/1 RPT=1
Processing KEY_GETSPI msg!

240 10/10/2000 17:12:45.000 SEV=7 IPSECDBG/13 RPT=1
Reserved SPI 1773955517

241 10/10/2000 17:12:45.000 SEV=8 IKEDBG/6 RPT=1
IKE got SPI from key engine: SPI = 0x69bc69bd

242 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=41 161.44.17.135
User [ 37297304 ]
oakley constructing quick mode

243 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=42 161.44.17.135
User [ 37297304 ]
constructing blank hash

244 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=43 161.44.17.135
User [ 37297304 ]
constructing ISA_SA for ipsec

245 10/10/2000 17:12:45.000 SEV=9 IKEDBG/1l RPT=17 161.44.17.135
User [ 37297304 ]
constructing ipsec nonce payload

246 10/10/2000 17:12:45.000 SEV=9 IKEDBG/1 RPT=18 161.44.17.135
User [ 37297304 ]
constructing proxy ID

247 10/10/2000 17:12:45.000 SEV=7 IKEDBG/0 RPT=44 161.44.17.135
User [ 37297304 ]
Transmitting Proxy Id:

Remote host: 192.168.1.1 Protocol 0 Port 0

Local host: 172.18.124.134 Protocol 0 Port 0

251 10/10/2000 17:12:45.000 SEV=9 IKEDBG/0 RPT=45 161.44.17.135
User [ 37297304 ]
constructing QM hash

252 10/10/2000 17:12:45.000 SEV=8 IKEDBG/0 RPT=46 161.44.17.135
SENDING Message (msgid=48687cal) with payloads
HDR + HASH (8) ... total length : 136

254 10/10/2000 17:12:45.010 SEV=8 IKEDECODE/O0 RPT=36 161.44.17.135
ISAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA



Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode
Flags : 1 (ENCRYPT )
Message ID : 48687cal

Length : 52

261 10/10/2000 17:12:45.010 SEV=8 IKEDBG/0 RPT=47 161.44.17.135
RECEIVED Message (msgid=48687cal) with payloads
HDR + HASH (8) + NONE (0) ... total length : 48

263 10/10/2000 17:12:45.010 SEV=9 IKEDBG/0 RPT=48 161.44.17.135
User [ 37297304 ]
processing hash

264 10/10/2000 17:12:45.010 SEV=9 IKEDBG/0 RPT=49 161.44.17.135
User [ 37297304 ]
loading all IPSEC SAs

265 10/10/2000 17:12:45.010 SEV=9 IKEDBG/1l RPT=19 161.44.17.135
User [ 37297304 ]
Generating Quick Mode Key!

266 10/10/2000 17:12:45.010 SEV=9 IKEDBG/1l RPT=20 161.44.17.135
User [ 37297304 ]
Generating Quick Mode Key!

267 10/10/2000 17:12:45.020 SEV=7 IKEDBG/0 RPT=50 161.44.17.135
User [ 37297304 ]
Loading host:

Dst: 172.18.124.134

Src: 192.168.1.1

268 10/10/2000 17:12:45.020 SEV=4 IKE/49 RPT=13 161.44.17.135
User [ 37297304 ]

Security negotiation complete for User (37297304)

Responder, Inbound SPI = 0x69bc69bd, Outbound SPI = 0x991518b4

271 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/6 RPT=2

IPSEC key message parse - msgtype 1, Len 536, vers 1, pid 00000000, seq O,
err 0, type 2, mode 1, state 64, label 0, pad 0, spi 991518b4, encrKeyLen 24,
hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel O,

lifetime2 0, dsId 2

274 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=2
Processing KEY_ADD MSG!

275 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=3
key_msghdr2secassoc () : Enter

276 10/10/2000 17:12:45.020 SEV=7 IPSECDBG/1l RPT=4
No USER filter configured

277 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1l RPT=5
KeyProcessAdd: Enter

278 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1l RPT=6
KeyProcessAdd: Adding outbound SA

279 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1l RPT=7
KeyProcessAdd: src 172.18.124.134 mask 0.0.0.0, dst 192.168.1.1 mask 0.0.0.0

280 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1 RPT=8
KeyProcessAdd: FilterIpsecAddIkeSa success



281 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/6 RPT=3

IPSEC key message parse - msgtype 3, Len 292, vers 1, pid 00000000, seq O,
err 0, type 2, mode 1, state 32, label 0, pad 0, spi 69bc69bd, encrKeyLen 24,
hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetimel O,

lifetime2 0, dsId 2

284 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=9
Processing KEY_UPDATE MSG!

285 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=10
Update inbound SA addresses

286 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1 RPT=11
key_msghdr2secassoc () : Enter

287 10/10/2000 17:12:45.020 SEV=7 IPSECDBG/1l RPT=12
No USER filter configured

288 10/10/2000 17:12:45.020 SEV=9 IPSECDBG/1l RPT=13
KeyProcessUpdate: Enter

289 10/10/2000 17:12:45.020 SEV=8 IPSECDBG/1l RPT=14
KeyProcessUpdate: success

290 10/10/2000 17:12:45.020 SEV=8 IKEDBG/7 RPT=1
IKE got a KEY_ADD MSG for SA: SPI = 0x991518b4

291 10/10/2000 17:12:45.020 SEV=8 IKEDBG/0 RPT=51
pitcher: rcv KEY_UPDATE, spi 0x69bc69bd

Gutes Debuggen mit SDI

SDI-Debuggen

Erfolgreich (erste Authentifizierung auf SDI)

10/06/2000 11:57:04/U0 37297304 /vpn3000 000037297304/37297304
372

10/06/2000 11:57:04/L Node Secret Sent to Client zekie.cisco.com
10/06/2000 15:57:05/U 37297304 /vpn3000 000037297304/37297304
372

10/06/2000 11:57:05/0 PASSCODE Accepted zekie.cisco.com

Erfolgreich (nach der ersten Authentifizierung auf SDI)

10/06/2000 16:06:09U 37297304 /vpn3000 000037297304/37297304
372
10/06/2000 12:06:09L PASSCODE Accepted zekie.cisco.com

VPN 3000 Concentrator Debug (im Test)

Debuggen von "Klassenname" fur die Authentifizierung:

- AUCH
- AUTHDBG
- AUTHDECODE

4 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/1 RPT=1
AUTH_Open () returns 14



5 10/06/2000 14:09:25.000 SEV=7 AUTH/12 RPT=1
Authentication session opened: handle = 14

6 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/3 RPT=1
AUTH_PutAttrTable (14, 5a2aal)

7 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/5 RPT=1
AUTH_Authenticate (14, e5187e0, 306bdc)

8 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/59 RPT=1
AUTH_BindServer (71e097c¢, 0, 0)

9 10/06/2000 14:09:25.000 SEV=9 AUTHDBG/69 RPT=1
Auth Server 649ab4 has been bound to ACB 71e097c, sessions = 1

10 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/65 RPT=1
AUTH_CreateTimer (71e097¢, 0, 0)

11 10/06/2000 14:09:25.000 SEV=9 AUTHDBG/72 RPT=1
Reply timer created: handle = 490011

12 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/61 RPT=1
AUTH_BuildMsg(71e097c, 0, 0)

13 10/06/2000 14:09:25.000 SEV=8 AUTHDBG/51 RPT=1
Sdi_Build(71e097c)

14 10/06/2000 14:09:25.010 SEV=8 AUTHDBG/64 RPT=1
AUTH_StartTimer (71e097c¢, 0, 0)

15 10/06/2000 14:09:25.010 SEV=9 AUTHDBG/73 RPT=1
Reply timer started: handle = 490011, timestamp = 8553930, timeout = 4000

16 10/06/2000 14:09:25.010 SEV=8 AUTHDBG/62 RPT=1
AUTH_SndRequest (71e097c, 0, 0)

17 10/06/2000 14:09:25.010 SEV=8 AUTHDBG/52 RPT=1

Sdi_Xmt (71e097c)

18 10/06/2000 14:09:25.010 SEV=9 AUTHDBG/71 RPT=1
xmit_cnt = 1

19 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/63 RPT=1
AUTH_RcvReply (71e097c, 0, 0)

20 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/53 RPT=1
Sdi_Rcv (71e097c)

21 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/66 RPT=1
AUTH_DeleteTimer (71e097¢, 0, 0)

22 10/06/2000 14:09:26.080 SEV=9 AUTHDBG/74 RPT=1
Reply timer stopped: handle = 490011, timestamp = 8554037

23 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/58 RPT=1
AUTH_Callback(71e097c, 0, 0)

24 10/06/2000 14:09:26.080 SEV=6 AUTH/4 RPT=1
Authentication successful: handle = 14, server = 172.18.124.99, user = 37297304

25 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/2 RPT=1
AUTH_Close(14)



26 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/60 RPT=1
AUTH_UnbindServer (71e097c¢, 0, 0)

27 10/06/2000 14:09:26.080 SEV=9 AUTHDBG/70 RPT=1
Auth Server 649ab4 has been unbound from ACB 71e097c, sessions = 0

28 10/06/2000 14:09:26.080 SEV=8 AUTHDBG/10 RPT=1
AUTH_Int_FreeAuthCB(71e097c)

29 10/06/2000 14:09:26.080 SEV=9 AUTHDBG/19 RPT=1
instance = 15, clone_instance = 0

30 10/06/2000 14:09:26.080 SEV=7 AUTH/13 RPT=1
Authentication session closed: handle = 14

Fehlerhafte Debugger

Ungiiltiger Benutzername oder ungiiltiger Benutzer auf dem Client

SDI-Debuggen

10/06/2000 16:30:21U junk/vpn3000
10/06/2000 12:30:21L User Not on Client zekie.cisco.com

VPN 3000-Debugging

21 10/06/2000 14:20:06.310 SEV=3 AUTH/5 RPT=5
Authentication rejected: Reason = Unspecified
handle = 15, server = 172.18.124.99, user = junk

Guter Benutzername, schlechter Passcode

SDI-Debuggen

10/06/2000 16:33:07U 37297304 /vpn3000 000037297304/37297304 372
10/06/2000 12:33:07L ACCESS DENIED, PASSCODE Incorrect zekie.cisco.com

VPN 3000-Debugging

249 10/06/2000 14:22:52.160 SEV=3 AUTH/5 RPT=6
Authentication rejected: Reason = Unspecified
handle = 16, server = 172.18.124.99, user = 37297304

SDI-Server nicht erreichbar oder Daemon ausgefallen

SDI-Debuggen
Zeigt nichts an (keine Anfrage erhalten)

VPN 3000-Debugging



77 10/06/2000 14:28:55.600 SEV=4 AUTH/9 RPT=7
Authentication failed: Reason = Network error
handle = 17, server = 172.18.124.99, user = 37297304

VPN 3000 nicht als Client auf SDI-Box konfiguriert

SDI-Debuggen

10/06/2000 17:37:42U0 --/172.18.124.134 -->/
10/06/2000 13:36:42L Client Not Found zekie.cisco.com

VPN 3000-Debugging

113 10/06/2000 15:26:27.440 SEV=3 AUTH/5 RPT=8
Authentication rejected: Reason = Unspecified
handle = 21, server = 172.18.124.99, user = 37297304

VPN 3000 Concentrator als Client vom SDI-Server entfernt und anschlieRend neu hinzugefiigt

Der SDI-Server versuchte, die SECURID-Datei herunterzuladen, um die alte zu ersetzen, aber die
VPN 3000 hatte diese Datei bereits.

Nachricht (iber SDI

10/06/2000 13:42:18L Node Verification Failed zekie.cisco.com

VPN 3000-Debugging

21 10/06/2000 15:32:03.030 SEV=3 AUTH/5 RPT=9
Authentication rejected: Reason = Unspecified
handle = 22, server = 172.18.124.99, user = 37297304

Um dieses Problem zu beheben, I6schen Sie die SECURID-Datei im VPN 3000 Concentrator.
Gehen Sie dazu zu Administration > File Management > Files > SECURID > Delete (Verwaltung >
Dateiverwaltung > Dateien > SICHERHEIT > Léschen). Nach einem erneuten Test akzeptiert der
VPN 300 Concentrator die neue Datei vom SDI-Server. Wenn das Kontrollkastchen Edit Client >
Sent Node Secret (Client bearbeiten > Geheime Node Secret) in der SDI deaktiviert ist, konnte der
SDI-Server den Austausch nicht abschlie3en. Sobald der VPN 300 Concentrator Uber die
SECURID-Datei verfiigt, ist das Kontrollkastchen Sent Node Secret (Geheimer Knoten senden)
aktiviert/nicht grau ausgegraut.

Zugehdérige Informationen

- Konfigurieren des Cisco VPN Clients fur den VPN 3000-Konzentrator mit IPSec SDI
Authentication 5.0 und héher

- Support-Seite fiir Cisco VPN Concentrator der Serie 3000

- Cisco VPN Client Support-Seite der Serie 3000

- IPSec-Support-Seite
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