Anwenden permanenter Lizenzen in Air-Gap
Netzwerken auf FDM
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Einleitung

In diesem Dokument wird beschrieben, wie permanente Lizenzen in Air-Gap Netzwerken auf
FirePOWER Device Manager (FDM) angewendet werden.

Voraussetzungen

Anforderungen

Es wird empfohlen, Kenntnisse zu diesem Thema zu haben:

» Cisco Secure Firewall Threat Defense - Erstkonfiguration

Verwendete Komponenten

Die Informationen in diesem Dokument basieren auf der Softwareversion:
» Firepower Threat Defense, Version 7.4.1.

Die Informationen in diesem Dokument beziehen sich auf Geréate in einer speziell eingerichteten
Testumgebung. Alle Gerate, die in diesem Dokument benutzt wurden, begannen mit einer
geldschten (Nichterfillungs) Konfiguration. Wenn lhr Netzwerk in Betrieb ist, stellen Sie sicher,
dass Sie die moglichen Auswirkungen aller Befehle kennen.



Konfigurieren

PLR-Modus aktivieren

Schritt 1: Aktivieren Sie den PLR-Modus auf lhrem Gerat.

Klicken Sie auf Gerat, und navigieren Sie zu Smart License.
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Schritt 2: Klicken Sie auf das Zahnrad, und wéahlen Sie Switch to Universal PLR (Zu Universal PLR
wechseln).



Hinweis: Wenn |hr Gerat Smart Licensing verwendet, missen Sie die Registrierung des
Gerats aufheben.



Achtung: Sobald Sie in den PLR-Modus wechseln, kénnen Sie nicht mehr in den
Evaluierungsmodus wechseln.

Swilch 1o Universal PLR
82 —

Wabhlen Sie im Vorschaufenster die Leistungsebene aus, und klicken Sie auf Ja.



A Change to Permanent License

If you switch to Universal Permanent License Reservation mode, you cannot switch
back to Evaluation mode.

Are you sure you want to use Universal Permanent License Reservation for this
device?

Select Performance Tier

The selected performance tier determines VPN session limits and device
throughput, click here [ to learn more.

Make sure the performance tier selected matches the license in your
Cisco Smart Software Manager account.

Performance Tier Your Device Specifications

Pick a Tier Cores /| RAM 4 core [/ 8 GB

NO

Schritt 3: Speichern Sie den Anforderungscode.



Universal Permanent License Reservation

© If you have Cloud Services enabled you might want to disable them.

Save Request Code for this Device.

— | = |

equest Code

DE-ZNGFWv:9ADKCB6E1VU-CCRVmZygM-BF SAVE AS TXT /= PRINT

Log into your Cisco Smart Software Manager [2 account, go to the Inventory > Licenses page,
and start the License Reservation process. Use the request code to generate an Authorization
Code. Note that you must work with your Cisco representative to enable Universal Permanent
License Reservation mode in your account. If you cannot start the License Reservation
process (that is, the button does not appear on the Inventory = License page), please contact
your Cisco representative.

. | . |

([ 3 ) Paste or type in the Authorization Code:

Authorization Code

Paste code from clipboard here

[ ? ) For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide (2

CANCEL REGISTER

Schritt 4: Melden Sie sich bei lInrem CSSM-Konto an, navigieren Sie zu Smart Software Licensing
> Inventory > Licenses, und klicken Sie auf License Reservation (Lizenzreservierung).

Smart Software Licensing SL Product Details Support Help

Alerts Convertto Smart Licensing Reports Preferences On-Prem Accounts Activity

General Licenses Product Instances EventLog

By Name By Tag

s Manage License Tags License Resenvation... [ Show License Search by License o,
Transactions

Klicken Sie auf Fortfahren.



lse of the Software contained in this 3mart Account is subject to Cisco's EULA. Cisco may
restrict the availability ar features of this Smart Account or the Smar Licensing capahbilities in any
region, or modify or discontinue features to comply with applicable laws and regulations. Yaou may
anly use the Software in the country for which it is purchased and intended to be used.

Pr |

Fugen Sie Ihren Anforderungscode ein, und klicken Sie auf Weiter.

Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

You can reserve licenses for product instances that cannot connect to the Internet for security reasons.
You will begin by generating a Reservation Request Code from the product instance.
To learn how to generate this cade, see the configuration guide for the product being licensed.

Once you have generated the code:
1) Enter the Reservation Request Code below
2) Select the licenses to be resenved

3) Generate a Resenation Authorization Code

4) Enter the Reservation Authorization Code on the product instance to activate the features
* Reservation Request Code:

DE-ZNGFW 9ADKCE6E 1VU-CCRVmMEZyqM-BF

o [

Upload File m

Wahlen Sie lhre Lizenz aus, und klicken Sie auf Weiter.



Smart License Reservation

STEP 1 v STEP 2

Enter Request Code Select Licenses

Product Instance Details

Product Type: VIRTSEC
uDI PID: MGFWy
UDI Serial Mumber. FADKCBEE1VU

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Vifual Account.

@ Cisco Firepower Virtual Threal Defense Universal License

STEP 3

Review and Confirm

Klicken Sie auf Autorisierungscode generieren.

Smart License Reservation

STEP ’] v STEP 2 v

Enter Request Code Select Licenses

Product Instance Details

Product Type: VIRTSEC
DI PID: MNGFWY
UDI Serial Number: 9ADKCE6E1VU

Licenses to Reserve

License

Cisco Firepower Virtual Threat Defense Universal License

Cizeo Firapower Viriual Threa! Defense Universal License

STEP 3

Review and Confirm

STEP 4

Authorization Code

STEP 4

Authorization Code

Expires

Cancel Mext

Quantity to Resene

1

Cancel Back nerate Authorization C |

Klicken Sie zum Speichern des Autorisierungscodes auf Als Datei herunterladen oder In die

Zwischenablage kopieren.



Smart License Reservation

STEP ‘| v STEP 2 v STEP 3 W STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

The Reservation Authorization Code below has been generated for this product instance. Enter this code into the Smart Licensing settings for the product, to enable the licensed features.

Product Instance Details

Froduct Type: VIRTSEC
UDI PID: MNGFWY
UDI Serial Number: GADKCEBE1VU

Authorization Code:

Tn learn how to enfer this code see the confinuration ouide forthe prodoct beino licensad

Download as File Copy to Clipboard l

Klicken Sie auf SchlieRen, um den Vorgang abzuschlie3en.

Schritt 5: Kehren Sie zu FDM zurtick, figen Sie den Autorisierungscode ein, und klicken Sie auf
Registrieren.




Hinweis: Aktualisieren Sie die Seite, um den aktuellen Status der Lizenz anzuzeigen.



Universal Permanent License Reservation

© If you have Cloud Services enabled you might want to disable them.

| Save Request Code for this Device.

= | = |

Request Code

DE-ZNGFWv:9ADKCE6E1VU-CCRVmMZygM-BF SAVE AS TXT = PRINT

Log into your Cisco Smart Software Manager [2 account, go to the Inventory = Licenses page,
and start the License Reservation process. Use the request code to generate an Authorization
Code. Note that you must work with your Cisco representative to enable Universal Permanent
License Reservation mode in your account. If you cannot start the License Reservation
process (that is, the button does not appear on the Inventory > License page), please contact
your Cisco representative.

— | M)

| 3 | Paste or type in the Authorization Code:

[ =3 |

For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide [2

CAMNCEL ‘ REGISTER \

Stornieren der PLR-Registrierung
Ich habe eine Lizenz in CSSM

Verwenden Sie diese Option, wenn Sie den Assistenten zur Lizenzregistrierung in CSSM
abgeschlossen haben und Uber einen Autorisierungscode verfligen. Sie haben den Prozess
beispielsweise mit dem falschen FDM gestartet, sodass Sie lhre Lizenz in lhrem CSSM-Konto
freigeben muissen.

Schritt 1: Klicken Sie auf Gerat, und navigieren Sie zu Smart License.



. ) a
Firewall Device Manager = o
Monitaring Folicies

o;:u Ueuicgpm @ @ r'n:i;fsammr v SECURE

Al i :
m : & intemet

Cisco Firepower Threat Defense for Vidware @ H B OWS Server
(S A——

Interfaces Routing Updates System Settings
Management: Merged 1 static route Geolocation, Rule, VDB, System Upgrade, Managament Accees
Enabled 1 of 4 Security Intelligence Feeds Legging Settings
View All Interfaces > View Gonfiguration > View Configuration > DHGP Server / Relay
DDNS Service
DNS Server
a Hostname
Smart License @ Backup and Restore Troubleshoot . )
Time Services
Evaluation expires in 82 days No files created yet 551 SIrI‘ing:i
Tier: FTDVS = 100 Mbps
View Gonfiguration ¥ View Configuration > REQUEST FILE TO BE CREATED See more
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
There are no Rec - Includes: FlexConfig, Smart CLI Audit Events, Deployment Histary,
No co I Downdcad Configuration
View Configuration » Configure > View Configuration » View Configuration »

Device Summary

Schritt 2: Klicken Sie auf das Zahnrad, und wéahlen Sie Cancel PLR aus.

: : i1 3
Firewall Device Manager = G
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Schritt 3: Wahlen Sie Ich habe eine Lizenz in CSSM.



Cancel Permanent License Reservation

Are you sure you want to cancel the Permanent License Reservation?

License States

| have a License in CSSM | do not have a License in ...

(1) Get Authorization Code from CSSM and paste it here:
|

Authorization Code

Paste code from clipboard here

Generate a Release License Code using your Authorization Code.

- | . |

GENERATE RELEASE CODE

( 3 ) Inyour Cisco Smart Software Manager [ account free up license by putting Release Code.

CANCEL

Schritt 4: Fligen Sie lhren Autorisierungscode ein, und klicken Sie auf Release Code generieren.



Cancel Permanent License Reservation

Are you sure you want to cancel the Permanent License Reservation?

License States

| have a License in C55M | do not have a License in ...

_:' Get Authorization Code from C55M and paste it here:

— | == |

Authorization Code

—oaaa B oma am e — ] EE o e — ' - . —e el

| Generate a Release License Code using your Authorization Code.

— | [} |

GEMNERATE RELEASE CODE \

( 3_:' In your Cisco Smart Software Manager [£ account free up license by putting Release Code.

CANCEL

Speichern Sie lhren Lizenzcode.



Cancel Permanent License Reservation

Are you sure you want to cancel the Permanent License Reservation?

License States

| have a License in CS5SM | do not have a License in ...

Get Authorization Code from C35M and paste it here:

— | = |

Authorization Code

MAL ! etk =™ el mabkl Do salh =T IMN A fi i . acfliacloaxs Rl —e ma

E:_'-?_:' Generate a Release License Code using your Authorization Code.
| Release License Code
DKwvxiU-zchZAS5-MbGekJk-EmeitQ-B85pErd-Ft7 SAVE AS TXT E PRINT
4\ You will not be able to regenerate the Release Code after you unregister. Please make sure that you
save this code for use in Cisco Smart Software Manager.
E:_3_} In your Cisco Smart Software Manager [ account free up license by putting Release Code.

Schritt 5: Melden Sie sich bei Inrem CSSM-Konto an, und navigieren Sie zu Smart Software
Licensing > Inventory > Product Instances.



Smart Software Licensing SL Product Details Support Help

Alerts Inventory Convert to Smart Licensing Repors Preferences On-Prem Accounts Activity

General Licenses Product Instances Event Log
Authonize License-Enforced Features. .. ﬂ* Search by Device or by Froduct Type o,

MName Product Type Last Contact Alerts Actions
10.106.60.161 FF 2024-Feb-08 21:22:04 Actions -
53.com ESA 2024-Feb-08 15:47:37 Actions -
T24FMC FP 2024-Jan-16 18:30:52 Actions -
A-TSZ-HIS-FMCO1 FP 2023-0ct-03 21:05:28 © Failed to Renew Actions =
24115 FPRUHI 2024-Jan-27 17:05:40 Actions -
AAAL AB ASAHIGH 2024-Jan-18 19:07:58 Actions -
AAALAB ASAHIGH 2024-Jan-18 11:25:38 —
AAALAB ASAHIGH 2024-Jan-18 20:14:33 Actions
ARALAB ASAHIGH 2024-)an-18 05:20117 Actions -
AAALAB ASAHIGH 2024-Jan-18 08:00:04 T

10 Showing Page 1 of 87 (363 Records) > >

Schritt 6: Suchen Sie das Gerat nach Namen.



Hinweis: Der Name gibt die Seriennummer des Gerats an.

General Licenses Product Instances Event Log

Authonze License-Enforced Features P UDI_PID:NGFWy, UDI_SMN:9ADKCBBE VU, Q,
MName Product Type Last Contact Alerts Actions
UDI_PID:MGFWy, UDI_SM:9ADKCE6E1VU VIRTSEC 2024-Feb-09 01:11:40 (Resenved Licenses Actions -

Showing 1 Record

Schritt 7. Klicken Sie auf Aktionen, und wahlen Sie in der Dropdown-Liste Entfernen aus.



General Licenses Product Instances EventLog

Authonize License-Enforced Features. . [ UDI_PID:NGFWy; UDI_SN:9ADKCS6E1VL, Q,
Name Product Type Last Contact Alerts Actions
UDI_PID:NGF®Y, UDI_SH:9ADKCBEETVU, VIRTSEC 2024-Feb-09 01:11:40 (Resemnved Licenses)
. Transfer...

Rehost Licenses from a Failed Producl...

Flgen Sie lhren Lizenzcode ein und klicken Sie auf Reservierung entfernen.

Remove Reservation

To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enterin the Reservation Return Code generated by the
Froduct Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

* Reservation Return Code: DKvxilJ-zchZ AS-MEeklk-EmeitQ-85pErd-Fi7)|

Remove Reservation Cancel

Schritt 8: Kehren Sie zu Ilhrem Gerat zurtick, und klicken Sie auf OK.



Hinweis: Aktualisieren Sie die Seite, um den aktuellen Status der Lizenz anzuzeigen.



Cancel Permanent License Reservation

Are you sure you want to cancel the Permanent License Reservation?

License States

| have a License in CS5SM | do not have a License in ...

Get Authorization Code from C35M and paste it here:

— | = |

Authorization Code

| 2 ) Generate a Release License Code using your Authorization Code.
l Release License Code
DKwvxiU-zchZAS5-MbGekJk-EmeitQ-B85pErd-Ft7 SAVE AS TXT 6 PRINT
ﬁ You will not be able to regenerate the Release Code after you unregister. Please make sure that you
save this code for use in Cisco Smart Software Manager.
| 3 ) In your Cisco Smart Software Manager[Z account free up license by putting Release Code.

Ich habe keine Lizenz in CSSM

Verwenden Sie diese Option, wenn Sie den Assistenten zur Lizenzregistrierung in CSSM nicht
abgeschlossen haben. Sie haben beispielsweise den PLR-Prozess in lnrem FDM gestartet, aber
Sie verflgen nicht Gber die richtigen Lizenzen in lhrem CSSM.

Schritt 1: Klicken Sie auf Gerat, und navigieren Sie zu Smart License.
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Interfaces Routing Updates System Settings
Management: Merged 1 static route Geolocation, Rule, VDB, System Upgrade, Managament Accees
Enabled 1 of 4 Security Intelligence Feeds Legging Settings
View All Interfaces » View Configuration 3 View Configuration > DHGP Server / Relay
DDNS Service
DNS Server
a Hostname
Smart License @ Backup and Restore Troubleshoot . L_
Time Services
Evaluation expires in 82 days No files created yet 551 Slr“ing:i
Tier: FTDVS = 100 Mbps.
View Configuration » View Configuration ? REQUEST FLE TU B CREATED See more
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
There are no yot Rec - Includes: FlexConfig, Smart CLI Audit Events, Deployment Histary,
Mo co 11 Daownload Configuration
View Configuration » Configure > View Configuration » View Configuration »

Schritt 2: Klicken Sie auf das Zahnrad, und wéahlen Sie Cancel PLR aus.

i - > A, . Ceeo : o
Firewall Device Manager Menitoring Policiss Objacts Device: firepower e @ H AdminEstrator

Device Summary
Licensing

UNIVERSAL PLR NOT FINISHED
Reservation Pending

Resync conne:
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(Cancel PLR
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tier. Leamn More (2 by aGe 250
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Schritt 3: Wahlen Sie Ich habe keine Lizenz in CSSM.



Cancel Permanent License Reservation

Are you sure you want to cancel the Permanent License Reservation?

License States

| have a License in CSSM | do not have a License in ...

o- In this case you can proceed with Cancelling Permanent License Reservation.

Klicken Sie auf OK, um den Vorgang abzuschliel3en.

Aufheben der Gerateregistrierung im PLR-Modus

Schritt 1: Klicken Sie auf Gerat, und navigieren Sie zu Smart License.

oo i o = = . admi
P Firewall Device Manager = - @ . . @ - admin .
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Interfaces Routing Updates System Settings
Management: Merged 1 static route Geolocation, Rule, VDB, System Upgrade, Massguamnt Acxem
Enabled 1 of 4 Security Intelligence Feeds Logging Setings
P Server § Rals
View All Interfaces ¥ View Gonfiguration > View Gonfiguration b DHOP Shrvar Relky
DONS Service
DNS Server
. Hostname
Smart License Backup and Restore Troubleshoot o
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S S5L Settings
Tier: Not selected (Theeat Defanss Virtual
- Vi) ’
View Gonfiguration ¥ REQUEST FILE TO BE CREATED See more
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Schritt 2: Klicken Sie auf das Zahnrad, und wahlen Sie Unregister Universal PLR.

=

= i ; =] )
Firewall Device Manager = U = =0 @ @ : aliiin . ltlll‘g; SECURE
Monitaring Policies Objects Dwevice: firepower . Adiministrator - e

Dwviice Summary

Licensing

° UNIVERSAL PLR &~
Unregister Universal FLR




Schritt 3: Klicken Sie auf Ja, um den Vorgang fortzusetzen.

A Warning

If you unregister the device, you cannot make any changes to the device
configuration. You will have to re-register the device using either Smart Licensing or

Universal Permanent License Reservation mode to make changes.

Are you sure you want to unregister the device?

NO

Schritt 4: Speichern Sie den Lizenzcode.

Unregister Universal Permanent License Reservation

g
r,

(1) Save Release Code for this Device.
|

Release License Code
= PRINT

DCsSXH-D2rBtc-UZzerB-Unbyqgp-vekF1v-EG4 SAVE AS TKT

A You will not be able to regenerate the Release Code after you unregister. Please make sure that you
save this code for use in Cisco Smart Software Manager.

) In your Cisco Smart Software Manager[4 free up license by inserting Release License Code

f from here.
CAMNCEL LUNREGISTER

Schritt 5: Melden Sie sich bei Inrem CSSM-Konto an, und navigieren Sie zu Smart Software
Licensing > Inventory > Product Instances.

i
|

%,
«.

i
| B3|
\ ;



Smart Software Licensing SL Product Details Support Help

Alerts Inventory Convert to Smart Licensing Repors Preferences On-Prem Accounts Activity

General Licenses Product Instances Event Log
Authonize License-Enforced Features. .. ﬂ* Search by Device or by Froduct Type o,

MName Product Type Last Contact Alerts Actions
10.106.60.161 FF 2024-Feb-08 21:22:04 Actions -
53.com ESA 2024-Feb-08 15:47:37 Actions -
T24FMC FP 2024-Jan-16 18:30:52 Actions -
A-TSZ-HIS-FMCO1 FP 2023-0ct-03 21:05:28 © Failed to Renew Actions =
24115 FPRUHI 2024-Jan-27 17:05:40 Actions -
AAAL AB ASAHIGH 2024-Jan-18 19:07:58 Actions -
AAALAB ASAHIGH 2024-Jan-18 11:25:38 —
AAALAB ASAHIGH 2024-Jan-18 20:14:33 Actions
ARALAB ASAHIGH 2024-)an-18 05:20117 Actions -
AAALAB ASAHIGH 2024-Jan-18 08:00:04 T

10 Showing Page 1 of 87 (363 Records) > >

Schritt 6: Suchen Sie das Gerat nach Namen.



Hinweis: Der Name gibt die Seriennummer des Gerats an.

General Licenses Product Instances Event Log

Authonze License-Enforced Features P UDI_PID:NGFWy, UDI_SMN:9ADKCBBE VU, Q,
MName Product Type Last Contact Alerts Actions
UDI_PID:MGFWy, UDI_SM:9ADKCE6E1VU VIRTSEC 2024-Feb-09 01:11:40 (Resenved Licenses Actions -

Showing 1 Record

Schritt 7. Klicken Sie auf Aktionen, und wahlen Sie in der Dropdown-Liste Entfernen aus.



General Licenses Product Instances EventLog

Authonize License-Enforced Features. . [ UDI_PID:NGFWy; UDI_SN:9ADKCS6E1VL, Q,
Mame Product Type Last Contact Alerts Aclions
UDI_PID:NGFWy, UDI_SN:SADKCSGETVL, VIRTSEC 2024-Feb-09 01:11:40 (Reserved Licenses)
d Transfer..

Rehost Licenses from a Failed Producl...

Flgen Sie lhren Lizenzcode ein und klicken Sie auf Reservierung entfernen.

Remove Reservation
To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Return Code generated by the

Froduct Instance. If you cannot generate a Reservation Return Code, contact Cisco Suppaort

* Reservation Return Code: DCsSXH-D2rBic-UZzer8-Unsygp-vckKF 1v-EG4

Remove Resenation Cancel

Schritt 8: Kehren Sie zu Ihrem Gerat zurtick, und klicken Sie auf Registrierung aufheben.



Unregister Universal Permanent License Reservation

| Save Release Code for this Device.

— | = |

Release License Code

DCsSXH-D2rBtc-UZzer8-UnSyqp-veKF 1v-EG4 SAVE AS TXT = PRINT

ﬂ You will not be able to regenerate the Release Code after you unregister. Please make sure that you
save this code for use in Cisco Smart Software Manager.

L2 | In your Cisco Smart Software Manager[© free up license by inserting Release License Code
~ from here.
Uberprifung

Navigieren Sie zu Device > Smart License, und Sie kbnnen sehen, dass es sich um eine Universal
PLR-Lizenz handelt.

Firewall Device Manager = 0 , o :
) Monitoring Policies Objects Device: firepower

Device Summary

Licensing

o UNIVERSAL PLR
Sufficient License

Fehlerbehebung

1. Suchen Sie in /ngfw/var/log/cisco/smart_agent.log nach Fehlern.

In diesen Protokollen kdnnen Sie z. B. sehen, dass der Registrierungsvorgang erfolgreich war.

<#root>

> expert
admin@firepower:~$ sudo su
Password:



root@firepower:/home/admin# cd /ngfw/var/log/cisco/

root@firepower:/ngfw/var/log/cisco# tail smart_agent.log

2024-02-09 03:21:21 ajp-nio-8009-exec-8: INFO LicenseSoftwarelds:82 - Selected software ID: regid.2019-
2024-02-09 03:21:21 ajp-nio-8009-exec-8: INFO DefaultSmartAgentFactoryProvider:398 - New platform tag i
2024-02-09 03:21:21 ajp-nio-8009-exec-8: INFO PLRUnhandledNotificationHandler:31 - Handling Tistener cl
2024-02-09 03:21:21 ajp-nio-8009-exec-8: INFO PLRUnhandledNotificationHandler:31 - Handling Tistener cl

2024-02-09 03:21:21 aj p-ni 0-8009-exec-8: | NFO Smart Agent Conf Fi | eSync: 178 - Regi strationStatus : REG STE

2024-02-09 03:21:21 ajp-nio-8009-exec-8: INFO SmartAgentConfFileSync:192 - updated the smart Agent File
2024-02-09 03:21:21 ajp-nio-8009-exec-8: INFO PLRUnhandledNotificationHandler:31 - Handling Tistener cl
2024-02-09 03:21:21 ajp-nio-8009-exec-8: INFO DefaultSmartAgentManager:159 - Received notification from

2. Nehmen Sie einen Schwanz mit, um TAC-Unterstlitzung anzufordern, und fiigen Sie diese an
die Fallnotizen an. Support erhalten Sie Gber den technischen Support und die Downloads von
Cisco.

> expert
admin@firepower:~$ sudo su
root@firepower:/home/admin# pigtail all -outfile LogsRegistration.txt

3. Der Lizenzstatus wird ebenfalls in der Datei /etc/sf/smart_agent.conf. Wenn sich das Gerat im
Modus fur die Reservierung der permanenten Universal-Lizenzierung befindet, wird
smart_agent.conf als REGISTRIERT und AUTHORIZED angezeigt.

> expert

admin@firepower:~$ sudo su

root@firepower:/home/admin# tail /etc/sf/smart_agent.conf
#Fri Feb 09 03:21:21 UTC 2024

virtual_acct=

registration=REGISTERED,null
authorization=AUTHORIZED,1707448881842

Haufige Probleme

Nicht gentgend Lizenzen.

Bei der Lizenzreservierung ist folgender Fehler aufgetreten:

Smart License Reservation

stepr STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

o The licenses cannot be reserved because the Vidual Account does not contain a sufficient surplus of the following perpetual licenses: FTOv 2 Gbps Universal License

Empfohlene Aktion

Vergewissern Sie sich, dass Sie Uber gentigend Lizenzen fur Ihr CSSM-Konto verfigen. Wenn Sie


https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
mailto:root@firepower:/home/admin

Uber genligend Lizenzen verfligen, wenden Sie sich an das TAC.

Die Schaltflache Lizenzreservierung wird nicht angezeigt.

Smart Software Licensing

dlerts | Inventory | Convertto SmartLicensing = Reports | Preferences  On-Prem Accounts Activity
General Licenses Product Instances Event Log
Manage License Tags (3 Show License
Transactions
Empfohlene Aktion

SL Product Details  Support Help

By Name Ey Tag
O;

Wenden Sie sich an lhren Ansprechpartner bei Cisco, um den PLR-Modus fir |hr Konto zu

aktivieren.

Zugehorige Informationen

» Konfigurationsleitfaden fiir Cisco Secure Firewall Device Manager, Version 7.4



https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-license.html#id_123878
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