Verwendung von ASA IKEv2-Debugs fur Site-to-
Site-VPN mit PSKs
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Zugehorige Informationen

Einleitung

In diesem Dokument werden Informationen zum Internet Key Exchange Version 2 (IKEv2)-
Debugging auf der Cisco Adaptive Security Appliance (ASA) beschrieben.

Voraussetzungen

Anforderungen

Es gibt keine spezifischen Anforderungen fur dieses Dokument.

Verwendete Komponenten

Dieses Dokument ist nicht auf bestimmte Software- und Hardware-Versionen beschrankt.

Die Informationen in diesem Dokument beziehen sich auf Gerate in einer speziell eingerichteten
Testumgebung. Alle Gerate, die in diesem Dokument benutzt wurden, begannen mit einer
geléschten (Nichterfullungs) Konfiguration. Wenn Ihr Netzwerk in Betrieb ist, stellen Sie sicher,



dass Sie die mdglichen Auswirkungen aller Befehle verstehen.

Kernproblem

Der fur IKEv2 verwendete Paketaustauschprozess unterscheidet sich grundlegend von dem fiir
IKEv1. Bei IKEv1 gibt es einen klar abgegrenzten Phase-1-Austausch, der aus sechs Paketen
besteht, gefolgt von einem Phase-2-Austausch, der aus drei Paketen besteht. Der IKEv2-
Austausch ist variabel.

Tipp: Detailliertere Informationen zu den Unterschieden und eine Erlauterung des
Paketaustauschprozesses finden Sie unter Debuggen auf IKEv2-Paket- und Protokollebene.

Verwendete Debugs

Diese beiden Debugging-Protokolle werden fir IKEv2 verwendet:

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127

ASA-Konfigurationen

Dieser Abschnitt enthalt Beispielkonfigurationen fir ASA1 (den Initiator) und ASA2 (den
Responder).

ASA 1

interface G gabitEthernet0/0
namei f outside

security-level 0

ip address 10.0.0.1 255.255.255.0

interface G gabitEthernet0/2

namei f inside

security-level 100

ip address 192.168. 1.2 255.255.255.0

crypto i psec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 nd5

access-list 12l _list extended permt ip host 192.168.1.1
host 192.168. 2. 99

access-list |12l _list extended permt ip host 192.168.1.12
host 192. 168. 2. 99

crypto map outside_map 1 match address |12l _|ist

crypto map outside_map 1 set peer 10.0.0.2

crypto map outside_map 1 set ikev2 ipsec-proposal AES256
crypto map outside_map interface outside

crypto i kev2 policy 1
encrypti on aes-256


https://www.cisco.com/c/de_de/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/de_de/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html
https://www.cisco.com/c/de_de/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115936-understanding-ikev2-packet-exch-debug.html

integrity sha

group 2

prf sha

lifetine seconds 86400

crypto i kev2 enabl e outside

tunnel -group 10.0.0.2 type ipsec-1|2I

tunnel -group 10.0.0.2 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 |l ocal -authentication pre-shared-key *****

ASA 2

interface G gabitEthernet0/1
namei f outsi de

security-level 0O

i p address 10.0.0.2 255.255.255.0

interface G gabitEthernet0/2

narei f inside

security-level 100

ip address 192.168.2.1 255.255.255.0

crypto ipsec ikev2 ipsec-proposal AES256
protocol esp encryption aes-256
protocol esp integrity sha-1 nd5

access-list 12l _list extended permt ip host 192.168.2.99
host 192.168.1.1

access-list 12l _list extended permt ip host 192.168.2.99
host 192.168.1. 12

crypto map outside_map 1 match address |12l _|ist

crypto map outside_map 1 set peer 10.0.0.1

crypto map outside_map 1 set ikev2 ipsec-proposal AES256
crypto map outside_map interface outside

crypto i kev2 policy 1
encryption aes-256
integrity sha

group 2

prf sha

lifetinme seconds 86400

crypto i kev2 enabl e outside

tunnel -group 10.0.0.1 type ipsec-|2I

tunnel -group 10.0.0.1 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 |l ocal -authentication pre-shared-key *****

Fehlerbehebung

In diesem Abschnitt werden die ASA1- (Initiator) und die ASA2-Tunnelaushandlung (Responder)
sowie die untergeordneten Security Association (SA)-Debug- und Meldungsbeschreibungen
beschrieben.

Tunnelaushandlung

ASA1 empfangt ein Paket, das mit der Verschlisselungszugriffskontrollliste (ACL) fur die Peer-



ASA 10.0.0.2 ubereinstimmt, und initiiert die SA-Erstellung:

| KEv2- PLAT-3: attenpting to find tunnel
group for IP. 10.0.0.2

| KEv2- PLAT-3: napped to tunnel group 10.0.0.2
usi ng peer |IP

| KEv2- PLAT-3: ny_auth_nethod = 2

| KEv2- PLAT-3: supported_peers_auth_nethod = 2

| KEv2- PLAT-3: P1 1D =0

| KEv2- PLAT-3: Translating IKE_ID AUTO to = 255

| KEv2- PLAT-3: (16) tp_nane set to

| KEv2- PLAT-3: (16) tg_nanme set to: 10.0.0.2

| KEv2- PLAT-3: (16) tunn grp type set to: L2L

| KEv2- PLAT-5: New i kev2 sa request admtted

IKEv2-PLAT-5: Incrementing outgoing negotiating
sa count by one

Das erste Nachrichtenpaar, das gesendet wird, ist fur den IKE_SA_INIT-Austausch vorgesehen.
Diese Nachrichten handeln die kryptographischen Algorithmen aus, tauschen Unzen aus und
fuhren einen Diffie-Hellman-Austausch (DH) durch.

Nachfolgend finden Sie die relevante Konfiguration fur ASA1:

crypto ikev2
policy 1
encryption
aes- 256
integrity sha
group 2
prf sha
lifetine seconds
86400
crypto ikev2
enabl e
out si de

Tunnel G oup
mat chi ng the
identity name
S present:

tunnel - gr oup
10.0.0.2
type ipsec-| 2l
tunnel - gr oup
10.0.0.2
i psec-attributes
i kev2
r enot e-
aut henti cation
pr e- shar ed- key
*kkk*k
i kev2
| ocal -
aut henti cation
pr e- shar ed- key

*kkk*k

Hier ist die Debug-Ausgabe fir diesen Austausch:



| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 Cur State: |DLE Event: EV_IN T_SA

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_GET_I KE_POLI CY

| KEv2- PROTO-3: (16): Getting configured policies

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000
(1) Msgl D = 00000000 CurState: |_BLD INIT
Event: EV_SET_PCLI CY

IKEv2-PROTO-3: (16): Setting configured policies

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_CHK_AUTH4PKI

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_GEN DH KEY

IKEv2-PROTO-3: (16): Computing DH public key

| KEv2- PROTO 3: (16):

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_NO _EVENT

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_OK RECD DH PUBKEY_RESP

| KEv2- PROTO-5: (16): Action: Action_Null

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =0000000000000000 (1)
Msgl D = 00000000 CurState: |_BLD INT
Event: EV_GET_CONFI G_MODE

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958

ASA1 erstellt dann das IKE_INIT_SA-Paket, das Folgendes enthalt:

. ISAKMP-Header (SPI/Version/Flags)

- SAi1 (vom IKE-Initiator unterstitzter Verschliisselungsalgorithmus)

KEi (6ffentlicher DH-Schllsselwert des Initiators)

- N (Initiator-Nonce)

R_SPI =0000000000000000 (1) Msgl D = 00000000
CurState: |_BLD INIT Event: EV_BLD MSG

| KEv2- PROTO 2: (16): Sending initial message

| KEv2- PROTO- 3: Tx [L 10.0.0.1:500/R 10.0.0.2: 500/ VRF i 0:f0]
m_id: 0x0

| KEv2- PROTO 3: HDR[ i : DFA3B583A4369958 -
r: 0000000000000000]

| KEv2- PROTO 4: IKEV2 HDR ispi: DFA3B583A4369958 -
rspi: 0000000000000000

| KEv2- PROTO 4: Next payl oad: SA, version: 2.0

| KEv2- PROTO 4: Exchange type: IKE_SA INIT,
flags: INITIATOR

| KEv2- PROTO 4: Message id: 0x0, length: 338



sA Next payl oad: KE, reserved: 0xO,
| ength: 48

| KEv2- PROTO-4: | ast proposal: 0x0, reserved: 0xO,
| ength: 44 Proposal: 1, Protocol id: IKE,
SPl size: 0, #trans: 4

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 8 type: 2, reserved: 0x0, id: SHAl

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: |ast transform Ox0, reserved: 0xO:

Il ength: 8 type: 4, reserved: 0xO,
id: DH GROUP_1024_MODP/ Group 2
KE Next payload: N, reserved: 0xO
| ength: 136
DH group: 2, Reserved: 0xO
19 65 43 45 d2 72 a7 11 b8 a4 93 3f 44 95 6¢ b8
6d 5a fO f8 1f f3 d4 b9 ff 41 7b 0d 13 90 82 cf
34 2e 74 e3 03 6e 9e 00 88 80 5d 86 2c 4c 79 35
ee e6 98 91 89 f3 48 83 75 09 02 f1 3c bl 7f f5
be 05 f1 fa 7e 8a 4c 43 eb a9 2c 3a 47 c0 68 40
f5 dd 02 9d a5 b5 a2 a6 90 64 95 fc 57 b5 69 €8
b2 4f 8e f2 a5 05 e3 ¢7 17 f9 c0O e0 c8 3e 91 ed
cl 09 23 3e e5 09 4f be la 6a d4 d9 fb 65 44 1d
N Next payload: VID, reserved: 0xO0,

| ength: 24
84 8b 80 c2 52 6¢c 4f c7 18 08 b8 ed! 52 af a2 f4
d5 dd d4 f4
vID Next payload: VID, reserved: 0xO0,
| ength: 23

43 49 53 43 4Af 2d 44 45 4c 45 54 45 2d 52 45 41
53 4f 4e
VID Next payload: VID, reserved: 0x0, |ength: 59

43 49 53 43 4f 28 43 4f 50 59 52 49 47 48 54 29
26 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32
30 30 39 20 43 69 73 63 6f 20 53 79 73 74 65 6d
73 2c 20 49 6e 63 2e

VID Next payload: NONE, reserved: 0x0, length: 20
40 48 b7 6e bc e8 85 25 e7 de 7f 00 d6 c2 d3

Das IKE_INIT_SA-Paket wird dann von ASA1 gesendet:

| KEv2- PLAT-4: SENT PKT [ KE_SA I NI T]
[10. 0. 0. 1] : 500- >[ 10. 0. 0. 2] : 500

ASA2 empfangt das IKEV_INIT_SA-Paket:

| KEv2- PLAT-4: RECV PKT [ KE_SA INIT]
[ 10. 0. 0. 1] : 500- >[ 10. 0. 0. 2] : 500
I ni t SPI =0xdf a3b583a4369958 RespSPI =0x0000000000000000
M D=00000000

ASAZ2 initiiert die SA-Erstellung fir diesen Peer:

| KEv2- PROTO-3: Rx [L 10.0.0.2:500/R
10.0.0.1: 500/ VRF i 0:f0] m.id: 0xO0

| KEv2- PROTO-3: HDR[ i : DFA3B583A4369958 -
r: 0000000000000000]



| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 0000000000000000

| KEv2- PROTO 4: Next payl oad: SA, version: 2.0

| KEv2- PROTO 4: Exchange type: IKE_SA INT,
flags: INITIATOR

| KEv2- PROTO 4: Message id: 0x0, length: 338

| KEv2- PLAT-5: New i kev2 sa request admitted

IKEv2-PLAT-5: Incrementing incoming negotiating
sa count by one

SA Next payl oad: KE, reserved: 0x0O, length: 48

| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 44 Proposal: 1, Protocol id: IKE, SPlI size: O,
#trans: 4
| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC
| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 8 type: 2, reserved: 0x0, id: SHAl
| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96
| KEv2- PROTO- 4: | ast transform Ox0, reserved: 0xO:

Il ength: 8 type: 4, reserved: 0xO,
id: DH_GROUP_1024_MODP/ Group 2
KE Next payload: N, reserved: 0x0, |ength: 136
DH group: 2, Reserved: 0xO
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 Cur State: |DLE
Event: EV_RECV_INT
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)

ASA2 verifiziert und verarbeitet die IKE_INIT-Nachricht:
1. Sie wahlt die Crypto-Suite aus den von der ASA1 angebotenen aus.
2. Er berechnet seinen eigenen geheimen DH-Schlissel.

3. AuRerdem wird ein SKEYID-Wert berechnet, aus dem alle Schlissel fur IKE_SA abgeleitet
werden kdnnen. Alle Nachrichten bis auf die Header, die als Nachstes eingehen, werden
verschlisselt und authentifiziert. Die Schlussel, die fur die Verschlisselung und den
Integritatsschutz verwendet werden, werden von der SKEYID abgeleitet und heilen:

SK_e wird fir die Verschlusselung verwendet.
SK_a wird fir die Authentifizierung verwendet.

SK_d wird abgeleitet und zur Ableitung von weiterem Schllisselmaterial fir CHILD_SAs
verwendet. Fir jede Richtung wird ein separater SK_e und SK_a berechnet.
Nachfolgend finden Sie die relevante Konfiguration fiir ASA2:

crypto i kev2
policy 1

encryption
aes- 256

integrity sha

group 2

prf sha



lifetine seconds
86400

crypto ikev2
enabl e
out si de

Tunnel G oup
mat chi ng t he
identity name
is present:

t unnel - gr oup
10.0.0.1
type ipsec-1 2l

t unnel - gr oup
10.0.0.1
i psec-
attributes

i kev2 renote-
aut hentication
pr e- shar ed- key
*k kk*k

i kev2 | ocal -
aut hentication

pr e- shar ed- key
*kk k%

Hier ist die Debug-Ausgabe:

Msgl D = 00000000 CurState: R IN T Event: EV_VERI FY_MSG
| KEv2- PROTO 3: (16): Verify SA init message
| KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 Cur State: R INT Event: EV_I NSERT_SA
KEv2- PROTO 3: (16): Insert SA
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RINT
Event: EV_GET_| KE_POLI CY
KEv2- PROTO 3: (16): Getting configured policies
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R_INT Event: EV_PROC MSG
KEv2- PROTO 2: (16): Processing initial message
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RINT
Event: EV_DETECT_NAT
KEv2- PROTO 3: (16): Process NAT discovery notify
KEv2- PROTO-5: (16): No NAT found
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RINT
Event: EV_CHK_ CONFI G_MODE
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RBLD INT
Event: EV_SET_PQOLI CY
KEv2- PROTO-3: (16): Setting configured policies
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: RBLD INT
Event: EV_CHK_AUTH4PKI



| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLDINT
Event: EV_PKI_SESH OPEN

| KEv2- PROTO-3: (16): Opening a PKlI session

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_GEN DH KEY

| KEv2- PROTO 3: (16): Computing DH public key

| KEv2- PROTO 3: (16):

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_NO _EVENT

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLDINT
Event: EV_OK RECD DH PUBKEY_RESP

| KEv2- PROTO-5: (16): Action: Action_Null

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_GEN _DH SECRET

| KEv2- PROTO 3: (16): Computing DH secret key

| KEv2- PROTO 3: (16):

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_NO _EVENT

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_OK RECD DH SECRET_RESP

| KEv2- PROTO-5: (16): Action: Action_Null

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958_SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLD INT
Event: EV_GEN_SKEYI D

| KEv2- PROTO 3: (16): Generate skeyid

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000 CurState: R BLDINT
Event: EV_GET_CONFI G_MODE

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000000

CurState: R BLD INIT Event: EV_BLD MSG

Die ASA2 erstellt dann die Responder-Nachricht fir den IKE_SA_INIT-Austausch, die von der
ASA1 empfangen wird. Dieses Paket enthalt:

. ISAKMP-Header (SPI/Version/Flags)

SAr1 (von IKE-Responder ausgewabhlter kryptografischer Algorithmus)
- KEr (6ffentlicher DH-Schllisselwert des Responders)

- Responder Nonce
Hier ist die Debug-Ausgabe:



| KEv2- PROTO 2: (16): Sending initial message

| KEv2- PROTO- 3: | KE Proposal : 1, SPI size: O
(initial negotiation),

Num transforns: 4

AES- CBC SHA1 SHA96 DH_GROUP_1024_MODP/ Group 2

| KEv2- PROTO-5: Construct Vendor Specific Payl oad:

FRAGVENTATI ONI KEv2- PROTO- 3:

Tx [L 10.0.0.2:500/R 10.0.0.1:500/VRF i0:f0] m.id: 0xO
| KEv2- PROTO 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]
| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -

rspi: 27C943C1l3FD94665
| KEv2- PROTO 4: Next payl oad: SA, version: 2.0
| KEv2- PROTO 4: Exchange type: IKE_SA INT,

flags: RESPONDER MSG RESPONSE
| KEv2- PROTO 4: Message id: 0x0, length: 338
SA Next payl oad: KE, reserved: 0x0O, length: 48
| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,

| ength: 44 Proposal: 1, Protocol id: IKE, SPlI size: O,

#trans: 4

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 2, reserved: 0x0, id: SHAl

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: | ast transform Ox0, reserved: 0xO:

Il ength: 8 type: 4, reserved: 0xO,
id: DH GROUP_1024_MODP/ Group 2

KE Next payload: N, reserved: 0x0, |ength: 136

DH group: 2, Reserved: 0xO
ASA2 sendet die Responder-Meldung an ASA1:

| KEv2- PLAT-4: SENT PKT [ KE_SA I NI T]
[10.0.0. 2] : 500->[ 10. 0. 0. 1] : 500 1| ni t SPI =0xdf a3b583a4369958
RespSPl =0x27¢943c13f d94665 M D=00000000

ASA1 empfangt das IKE_SA_INIT-Antwortpaket von ASA2:

| KEv2- PLAT- 4: RECV PKT
[ KE_SA I NIT]
[10.0. 0. 2] : 500- >
[10.0.0. 1] : 500
I ni t SPI =0xdf a3b583a4369958
RespSPI =0x27¢943c13f d94665
M D=00000000

ASAZ2 startet den Timer flr den Autorisierungsprozess:

| KEv2- PROTO- 5: (16):
SM Tr ace->
SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R)
Msgl D = 00000000
Cur State: | N T_DONE
Event: EV_DONE

| KEv2- PROTO 3: (16):
Fragmentation is



enabl ed

| KEv2- PROTO-3: (16): Gisco
Del et eReason Notify
i s enabl ed

| KEv2- PROTO 3: (16): Conpl ete
SA init exchange

| KEv2- PROTO- 5: (16):
SM Trace->
SA: | _SPl =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000
Cur State: | N T_DONE
Event: EV_CHK4_ROLE

| KEv2- PROTO- 5: (16):
SM Trace->
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000

CurState: | N T_DONE Event:
EV_START_TMR

| KEv2- PROTO 3: (16): Starting
timer to wait for auth
message (30 sec)

| KEv2- PROTO- 5: (16):
SM Tr ace- >
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000000
Cur State: R WAI T_AUTH

Event: EV_NO _EVENT

ASAT1 verifiziert und verarbeitet die Antwort:
1. Der geheime DH-Schlussel des Initiators wird berechnet.

2. Die Initiator-SKEYID wird generiert.
Hier ist die Debug-Ausgabe:

| KEv2- PROTO-3: Rx [L 10.0.0.1:500/R 10.0.0.2: 500/ VRF i 0:fO0]
m.id: 0x0
| KEv2- PROTO 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]
| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943Cl3FD94665
| KEv2- PROTO 4: Next payl oad: SA, version: 2.0
| KEv2- PROTO- 4: Exchange type: IKE_SA INT,
flags: RESPONDER MSG- RESPONSE
| KEv2- PROTO 4: Message id: 0x0, length: 338

SA Next payload: KE, reserved: 0xO, |ength: 48

| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
I ength: 44 Proposal: 1, Protocol id: IKE, SPlI size: 0,
#trans: 4

| KEv2- PROTO 4: | ast transform O0x3, reserved: O0xO:
length: 12 type: 1, reserved: 0x0, id: AES- CBC

| KEv2- PROTO 4: | ast transform O0x3, reserved: 0xO0:
I ength: 8 type: 2, reserved: 0x0, id: SHAL

| KEv2- PROTO 4: | ast transform O0x3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO 4: | ast transform O0x0, reserved: O0xO:

| ength: 8 type: 4, reserved: 0xO,



id: DH_GROUP_1024_MODP/ Group 2
KE Next payload: N, reserved: 0x0, |ength: 136
DH group: 2, Reserved: 0xO

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: |_WAIT_INT
Event: EV_RECV_INT
| KEv2- PROTO 5: (16): Processing initial message
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_CHK4_NOTI FY
| KEv2- PROTO-2: (16): Processing initial nessage
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_VERI FY_MSG
| KEv2- PROTO 3: (16): Verify SA init message
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_PROC_MSG
| KEv2- PROTO 2: (16): Processing initial message
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_DETECT_NAT
| KEv2- PROTO 3: (16): Process NAT di scovery notify
| KEv2- PROTO-3: (16): NAT-T is disabled
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_CHK NAT_T
| KEv2- PROTO 3: (16): Check NAT discovery
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: |_PROCINT
Event: EV_CHK_ CONFI G_MODE
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000000
CurState: INIT_DONE Event: EV_CGEN DH SECRET
| KEv2- PROTO 3: (16): Computing DH secret key
| KEv2- PROTO 3: (16):
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000000
CurState: |INIT_DONE Event: EV_NO EVENT
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000000
CurState: |INIT_DONE Event: EV_OK_RECD DH SECRET_RESP
| KEv2- PROTO-5: (16): Action: Action_Null
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000000
CurState: | NI T_DONE Event: EV_GEN_SKEYID
| KEv2- PROTO 3: (16): Generate skeyid
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 Cur State: | N T_DONE Event: EV_DONE
| KEv2- PROTO- 3: (16): Fragnentation is enabled
| KEv2- PROTO-3: (16): Cisco Del eteReason Notify is enabl ed



Der IKE_INIT_SA-Austausch zwischen den ASAs ist jetzt abgeschlossen:

| KEv2- PROTO-3: (16): Conplete SA init exchange

ASA1 startet den IKE_AUTH-Austausch und beginnt mit der Generierung der
Authentifizierungsnutzlast. Das IKE_AUTH-Paket enthalt:

- ISAKMP-Header (SPI/Version/Flags)

- IDi (Initiatoridentitat)

- AUTH-Nutzlast

- SAI2 (initiiert die SA - dhnlich wie beim Phase-2-Transformationssatzaustausch in IKEv1)

- TSi und TSr (Initiator- und Responder-Datenverkehrsauswahl)

Hinweis: TSi und TSr enthalten die Quell- und Zieladresse des Initiators bzw. des
Responders fur die Weiterleitung/den Empfang von verschlisseltem Datenverkehr. Der
Adressbereich gibt an, dass der gesamte Datenverkehr zu und von diesem Bereich
getunnelt wird. Ist der Antrag fur den Antragsgegner akzeptabel, werden identische TS-
Payloads zuriickgegeben.

Aulerdem wird die erste CHILD_SA fur das Proxy_ID-Paar erstellt, das mit dem Triggerpaket
Ubereinstimmt.

Nachfolgend finden Sie die relevante Konfiguration flir ASA1:

crypto ipsec
i kev2
i psec- proposa
AES256
protocol esp
encryption
aes- 256
protocol esp
integrity
sha-1 md5

access-1list
121 _list
ext ended
pernmit ip
host 10.0.0.2
host 10.0.0.1

Hier ist die Debug-Ausgabe:

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R_SPI =27C943C13FD94665 (1)
Msgl D = 00000000 CurState: | _BLD AUTH Event: EV_GEN AUTH
| KEv2- PROTO 3: (16): Cenerate ny authentication data
| KEv2- PROTO 3: (16): Use preshared key for id 10.0.0.1



key len 5
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 Cur State: |_BLD AUTH
Event: EV_CHK_AUTH TYPE
| KEv2- PROTO-3: (16): Get ny authentication nethod
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 Cur State: |_BLD AUTH
Event: EV_OK AUTH GEN
| KEv2- PROTO 3: (16): Check for EAP exchange
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (1)
Msgl D = 00000000 Cur State: |_BLD AUTH
Event: EV_SEND AUTH
| KEv2- PROTO 2: (16): Sending auth message
| KEv2- PROTO-5: Construct Vendor Specific Payl oad:
Cl SCO- GRANI TE
| KEv2- PROTO- 3: ESP Proposal: 1, SPI size: 4
(1 PSec negoti ation),
Num transforms: 4
AES-CBC  SHA96 MD596
| KEv2- PROTO-5: Construct Notify Payl oad: | N TI AL_CONTACT
| KEv2- PROTO-5: Construct Notify Payl oad: ESP_TFC_NO_SUPPORT
| KEv2- PROTO-5: Construct Notify Payl oad: NON_FI RST_FRAGS
| KEv2- PROTO- 3: (16): Buil ding packet for encryption;
contents are:
VID Next payload: 1D, reserved: 0x0, length: 20

dd a3 b4 83 b7 01 6a 1f 3d b7 84 1la 75 e6 83 a6
I DI Next payl oad: AUTH, reserved: 0x0, length: 12
Id type: |Pv4 address, Reserved: 0xO0 0xO

47 01 01 01
AUTH Next payl oad: SA, reserved: 0xO, length: 28
Aut h net hod PSK, reserved: 0x0, reserved 0xO
Aut h dat a&col on; 20 bytes
sA Next payload: TSi, reserved: 0x0, |length: 52
| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 48 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 4

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
I ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: MD596

| KEv2- PROTO- 4: |l ast transform Ox0, reserved: 0xO:

Il ength: 8 type: 5, reserved: 0x0, id:

Tsi Next payload: TSr, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payl oad: NOTIFY, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS_|PV4A_ADDR RANGE, proto id: O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
| KEv2- PROTO- 3: Tx [L 10.0.0.1:500/R 10.0.0.2: 500/ VRF i 0:f0]
m.id: Ox1
| KEv2- PROTO 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]
| KEv2- PROTO 4: IKEV2 HDR ispi: DFA3B583A4369958 -



rspi: 27C943C1l3FD94665

| KEv2- PROTO 4: Next payload: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: IKE_AUTH, flags: INITIATOR
| KEv2- PROTO 4: Message id: 0x1, length: 284

ENCR Next payload: VID, reserved: 0x0, |ength: 256
Encrypt ed dat a&col on; 252 bytes

ASA1 sendet IKE_ AUTH-Paket an ASA2:

| KEv2- PLAT-4: SENT PKT [ | KE_AUTH|
[10. 0. 0. 1] : 500- >[ 10. 0. 0. 2] : 500
I ni t SPI =Oxdf a3b583a4369958 RespSPI =0x27¢943c13f d94665
M D=00000001

ASA2 empfangt dieses Paket von ASA1:

| KEv2- PLAT-4: RECV PKT [ KE_AUTH|
[ 10. 0. 0. 1] : 500- >[ 10. 0. 0. 2] : 500
I ni t SPI =0xdf a3b583a4369958 RespSPI =0x27c943c13f d94665
M D=00000001

ASAZ2 stoppt den Autorisierungs-Timer und verifiziert die von ASA1 empfangenen
Authentifizierungsdaten. Dann generiert es seine eigenen Authentifizierungsdaten, genau wie
ASA1.

Nachfolgend finden Sie die relevante Konfiguration fur ASA2:

crypto i psec
i kev2
i psec-
pr oposal
AES256
protocol esp
encryption
aes- 256
protocol esp
integrity
sha-1 nd5

Hier ist die Debug-Ausgabe:

| KEv2- PROTO-3: Rx [L 10.0.0.2:500/R 10.0. 0. 1: 500/ VRF i 0: f 0]
mid: Ox1
| KEv2- PROTO- 3: HDR[ i : DFA3B583A4369958 - r: 27C943Cl3FD94665]
| KEv2- PROTO-4: | KEV2 HDR i spi: DFA3B583A4369958 -
rspi: 27C943Cl3FD94665
| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0
| KEv2- PROTO 4: Exchange type: | KE_AUTH, flags: | N TIATOR
| KEv2- PROTO 4: Message id: O0x1, length: 284
| KEv2- PROTO-5: (16): Request has mess_id 1;
expected 1 through 1 REAL Decrypted packet:
Dat a&col on; 216 bytes
| KEv2- PROTO-5: Parse Vendor Specific Payl oad: (CUSTOM VID
Next payload: IDi, reserved: 0xO, length: 20

dd a3 b4 83 b7 01 6a 1f 3d b7 84 1la 75 e6 83 a6
I DI Next payl oad: AUTH, reserved: 0x0, length: 12
Id type: |Pv4 address, Reserved: 0x0 0xO



47 01 01 01
AUTH Next payl oad: SA, reserved: 0xO, length: 28
Aut h net hod PSK, reserved: 0x0, reserved 0xO
Aut h dat a&col on; 20 bytes
sA Next payload: TSi, reserved: 0x0, |length: 52
| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 48 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 4

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 8 type: 3, reserved: 0x0, id: MD596

| KEv2- PROTO- 4: |last transform Ox0, reserved: 0xO:

Il ength: 8 type: 5, reserved: 0x0, id:
Tsi Next payload: TSr, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payl oad: NOTIFY, reserved: 0x0, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
Cur State: R WAI T_AUTH Event: EV_RECV_AUTH
| KEv2- PROTO-3: (16): Stopping tiner to wait for auth
nessage
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
CurState: R WAIT_AUTH Event: EV_CHK NAT_T
| KEv2- PROTO 3: (16): Check NAT discovery
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
CurState: R WAIT_AUTH Event: EV_PROC_|ID
| KEv2- PROTO- 2: (16): Recieved valid paranmeteres in
process id
| KEv2- PLAT-3: (16) peer auth nethod set to: 2
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
Cur State: R WAI T_AUTH
Event: EV_CHK_ | F_PEER_CERT_NEEDS TO BE_FETCHED FOR_
PROF_SEL
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R) Msgl D = 00000001
CurState: R WAI T_AUTH Event: EV_CET_POLI CY_BY_PEERI D
| KEv2- PROTO-3: (16): Getting configured policies
| KEv2- PLAT-3: attenpting to find tunnel group for
ID: 10.0.0.1
| KEv2- PLAT-3: nmapped to tunnel group 10.0.0.1 using
phase 1 ID
| KEv2- PLAT-3: (16) tg_nanme set to: 10.0.0.1
| KEv2- PLAT-3: (16) tunn grp type set to: L2L
| KEv2- PLAT-3: ny_auth_nethod = 2
| KEv2- PLAT-3: supported_peers_auth_nethod = 2
| KEv2- PLAT-3: P1 1D =0
| KEv2- PLAT-3: Translating |KE_ID AUTO to = 255

| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _WAI T_AUTH



Event: EV_SET_PCLI CY
| KEv2- PROTO-3: (16): Setting configured policies
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _WAI T_AUTH
Event: EV_VERI FY_POLI CY_BY_PEERI D
| KEv2- PROTO-3: (16): Verify peer's policy
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur State: R WAI T_AUTH Event: EV_CHK CONFI G_MCDE
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _WAI T_AUTH
Event: EV_CHK_AUTH4EAP
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _WAI T_AUTH
Event: EV_CHK POLREQEAP
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_CHK_AUTH TYPE
| KEv2- PROTO 3: (16): Get peer authentication method
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_GET_PRESHR_KEY
| KEv2- PROTO-3: (16): Get peer's preshared key for 10.0.0.
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_VERI FY_AUTH

| KEv2- PROTO-3: (16): Verify authentication data
| KEv2- PROTO-3: (16): Use preshared key for id 10.0.0.1,
key len 5
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_GET_CONFI G_MODE
| KEv2- PLAT-2: Build config node reply: no request stored
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_CHK4_IC
| KEv2- PROTO-3: (16): Processing initial contact
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_CHK_ REDI RECT
| KEv2- PROTO-5: (16): Redirect check is not needed,
skipping it
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_PROC_SA TS
| KEv2- PROTO- 2: (16): Processing auth nmessage
| KEv2- PLAT-3: Sel ector received from peer is accepted
IKEv2-PLAT-3: PROXY MATCH on crypto map
outside map seq 1
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH



Event: EV_NO _EVENT
| KEv2- PROTO- 5: (16): SM Trace->
SA: | _SPI =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R_VERI FY_AUTH
Event: EV_OK _RECD | PSEC_RESP
| KEv2- PROTO- 2: (16): Processing auth nmessage

ASA2 sendet das IKE_AUTH-Paket, das Folgendes enthalt:

- ISAKMP-Header (SPI/Version/Flags)

- IDr (Responder-ldentitat)

- AUTH-Nutzlast

- SAr2 (initiiert die SA - dhnlich wie beim Phase-2-Transformationssatzaustausch in IKEv1)

- TSi und TSr (Initiator- und Responder-Datenverkehrsauswabhl)

Hinweis: TSi und TSr enthalten die Quell- und Zieladresse des Initiators bzw. des
Responders fur die Weiterleitung/den Empfang von verschlisseltem Datenverkehr. Der
Adressbereich gibt an, dass der gesamte Datenverkehr zu und von diesem Bereich
getunnelt wird. Diese Parameter sind mit denen identisch, die von ASA1 empfangen werden.

Hier ist die Debug-Ausgabe:

| KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_MY_AUTH METHCD
KEv2- PROTO- 3: (16): Get ny authentication method
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_GET_PRESHR KEY
KEv2- PROTO 3: (16): Get peer's preshared key for 10.0.0.1
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_GEN_AUTH
KEv2- PROTO- 3: (16): CGenerate ny authentication data
KEv2- PROTO-3: (16): Use preshared key for id 10.0.0. 2,
key len 5
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_CHK4_SI GN
KEv2- PROTO- 3: (16): Get ny authentication method
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_OK_AUTH_GEN
KEv2- PROTO-5: (16): SM Trace->
SA: | _SPl =DFA3B583A4369958 R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001 Cur State: R _BLD AUTH
Event: EV_SEND AUTH
KEv2- PROTO-2: (16): Sending auth message
KEv2- PROTO- 5: Construct Vendor Specific Payl oad:



Cl SCO- GRANI TE
| KEv2- PROTO 3: ESP Proposal: 1, SPI size: 4 (IPSec
negoti ation),
Num transfornms: 3
AES-CBC  SHA96
| KEv2- PROTO-5: Construct Notify Payl oad:
ESP_TFC_NO_SUPPCORTI KEv2- PROTO 5:
Construct Notify Payl oad: NON_FI RST_FRAGSI KEv2- PROTO 3:
(16):
Bui | di ng packet for encryption; contents are:
VID Next payload: IDr, reserved: 0x0, length: 20
25 c9 42 c1 2c ee b5 22 3d b7 84 1a 75 e6 83 a6
IDr Next payl oad: AUTH, reserved: 0x0,
length: 12 1d type: |Pv4 address, Reserved: 0x0 0xO0
51 01 01 01
AUTH Next payl oad: SA, reserved: 0xO,
I ength: 28 Auth method PSK, reserved: 0x0, reserved 0x0
Aut h dat a&col on; 20 bytes
SA Next payload: TSi, reserved: 0xO,
| ength: 44 | KEv2- PROTO 4: | ast proposal: 0xO,
reserved: 0x0, length: 40
Proposal: 1, Protocol id: ESP, SPI size: 4, #trans: 3

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: | ast transform Ox0, reserved: 0xO:

Il ength: 8 type: 5, reserved: 0x0, id:

Tsi Next payload: TSr, reserved: 0xO,
I ength: 24 Num of TSs: 1, reserved 0x0, reserved O0x0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr Next payl oad: NOTIFY, reserved: 0x0,
I ength: 24 Num of TSs: 1, reserved 0x0, reserved O0x0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
NOTI FY( ESP_TFC_NO_SUPPORT) Next payl oad: NOTI FY,
reserved: 0x0, length: 8 Security protocol id: |IKE,
spi size: 0, type: ESP_TFC_NO_SUPPORT
NOTI FY( NON_FI RST_FRAGS) Next payl oad: NONE, reserved: 0xO,
I ength: 8 Security protocol id: IKE, spi size: O,
type: NON_FI RST_FRAGS
| KEv2- PROTO 3: Tx [L 10.0.0.2:500/R 10.0. 0. 1: 500/ VRF i 0: f 0]
m.id: Ox1
| KEv2- PROTO 3: HDR[i: DFA3B583A4369958 - r: 27C943C13FD94665]
| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943C1l3FD94665
| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0
| KEv2- PROTO 4: Exchange type: | KE_AUTH, fl ags:
RESPONDER MSG- RESPONSE
| KEv2- PROTO 4: Message id: 0x1, length: 236
ENCR Next payload: VID, reserved: 0x0, |ength: 208
Encrypt ed dat a&col on; 204 bytes

ASA2 sendet die Antwort fir das IKE_AUTH-Paket:

| KEv2- PLAT-4: SENT PKT [ | KE_AUTH|
[10. 0. 0. 2] : 500- >[ 10. 0. 0. 1] : 500
I ni t SPI =0xdf a3b583a4369958 RespSPI =0x27c943c13f d94665
M D=00000001



ASA1 erhalt die Antwort von ASA2:

| KEv2- PLAT- 4:
RECV PKT [ | KE_AUTH]
[ 10.0.0.2]:500->
[10.0.0.1]:500
I ni t SPI =0Oxdf a3b583a4369958
RespSPI =0x27¢943¢13f d94665
M D=00000001

ASAZ2 fugt einen Eintrag in die SA-Datenbank ein:

| KEv2- PROTO- 5: (16):
SM Trace->
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_ K

| KEv2- PROTO-5: (16): Action:
Action_Nul |

| KEv2- PROTO- 5: (16):
SM Trace->
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e: AUTH_DONE
Event: EV_PKI _SESH CLOSE

| KEv2- PROTO 3: (16): d osing
the PKI session

| KEv2- PROTO- 5: (16):
SM Trace->
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e: AUTH_DONE
Event: EV_I NSERT | KE

| KEv2- PROTO 2: (16):
SA created;
inserting SA into database

ASA1 verifiziert und verarbeitet die Authentifizierungsdaten in diesem Paket und flgt diese SA in
die SAD ein:

| KEv2- PROTO-3: Rx [L 10.0.0.1:500/R 10.0.0. 2: 500/ VRF i 0: f 0]
m.id: Ox1

| KEv2- PROTO 3: HDR] i : DFA3B583A4369958 - r: 27C943C13FD94665]

| KEv2- PROTO 4: | KEV2 HDR ispi: DFA3B583A4369958 -
rspi: 27C943Cl3FD94665

| KEv2- PROTO 4: Next payload: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: | KE_AUTH,
fl ags: RESPONDER MSG RESPONSE

| KEv2- PROTO 4: Message id: Ox1, length: 236

REAL Decrypted packet: Dat a&col on; 168 bytes

| KEv2- PROTO 5: Parse Vendor Specific Payl oad: (CUSTOM VID
Next payload: IDr, reserved: 0x0, length: 20

25 c9 42 c1 2c ee b5 22 3d b7 84 1la 75 e6 83 a6
IDr  Next payload: AUTH, reserved: 0x0, |length: 12
Id type: |Pv4 address, Reserved: 0x0 0x0



51 01 01 01
AUTH Next payl oad: SA, reserved: 0x0, length: 28
Aut h net hod PSK, reserved: 0x0, reserved 0xO
Aut h dat a&col on; 20 bytes
SA Next payload: TSi, reserved: 0x0, length: 44
| KEv2- PROTO- 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 40 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO- 4: |last transform Ox3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO- 4: |last transform Ox0, reserved: 0xO:

Il ength: 8 type: 5, reserved: 0x0, id:

TSi Next payl oad: TSr, reserved: O0xO,
I ength: 24 Num of TSs: 1, reserved 0x0, reserved O0x0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.1.1, end addr: 192.168.1.1
TSr  Next payl oad: NOTIFY, reserved: 0x0,
I ength: 24 Num of TSs: 1, reserved 0x0, reserved 0x0
TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535
start addr: 192.168.2.99, end addr: 192.168.2.99
| KEv2- PROTO-5: Parse Notify Payl oad:
ESP_TFC_NO_SUPPORT NOTI FY( ESP_TFC_NO_SUPPORT)
Next payl oad: NOTIFY, reserved: 0x0, |ength: 8
Security protocol id: IKE spi size: O,
type: ESP_TFC_NO_SUPPCRT
| KEv2- PROTO-5: Parse Notify Payl oad:
NON_FI RST_FRAGS NOTI FY( NON_FI RST_FRAGS) Next payl oad:
NONE, reserved: 0x0, length: 8
Security protocol id: IKE spi size: O,
type: NON_FI RST_FRAGS
Decrypt ed packet: Dat a&col on; 236 bytes
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
CurState: |_WAIT_AUTH Event: EV_RECV_AUTH
| KEv2- PROTO-5: (16): Action: Action_Null
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_CHK4_NOTI FY
| KEv2- PROTO-2: (16): Process auth response notify
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_PROC_MSG
| KEv2- PLAT-3: (16) peer auth nethod set to: 2
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: |_PROC_AUTH
Event: EV_CHK_ | F_PEER_CERT_NEEDS TO BE_FETCHED
FOR_PROF_SEL
| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: |_PROC_AUTH Event: EV_CET_POLI CY_BY_PEERI D
| KEv2- PROTO-3: (16): Getting configured policies
| KEv2- PLAT-3: connection initiated with tunnel
group 10.0.0.2
| KEv2- PLAT-3: (16) tg_nanme set to: 10.0.0.2
| KEv2- PLAT-3: (16) tunn grp type set to: L2L
| KEv2- PLAT-3: ny_auth_nethod = 2
| KEv2- PLAT-3: supported_peers_auth_nethod = 2



| KEv2- PLAT-3: P1 1D =0

| KEv2- PLAT-3: Translating IKE_ID AUTO to = 255

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: |_PROC AUTH Event: EV_VERI FY_PCLI CY_BY_PEERI D

| KEv2- PROTO-3: (16): Verify peer's policy

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_CHK AUTH TYPE

| KEv2- PROTO 3: (16): Get peer authentication method

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC AUTH Event: EV_GET_PRESHR KEY

| KEv2- PROTO-3: (16): Get peer's preshared key for 10.0.0.2

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_VERI FY_AUTH

| KEv2- PROTO-3: (16): Verify authentication data

| KEv2- PROTO- 3: (16): Use preshared key for id 10.0.0. 2,
key len 5

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC AUTH Event: EV_CHK_EAP

| KEv2- PROTO 3: (16): Check for EAP exchange

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_CHK CONFI G_MCDE

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC AUTH Event: EV_CHK | KE_ONLY

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPl =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur State: | _PROC _AUTH Event: EV_PROC_SA TS

| KEv2- PROTO- 2: (16): Processing auth nmessage

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur St ate: AUTH DONE Event: EV_OK

| KEv2- PROTO-5: (16): Action: Action_Null

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur St ate: AUTH DONE Event: EV_PKI _SESH CLOSE

| KEv2- PROTO-3: (16): d osing the PKI session

| KEv2- PROTO-5: (16): SM Trace-> SA: | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1) Msgl D = 00000001
Cur St ate: AUTH _DONE Event: EV_|I NSERT_I KE

| KEv2- PROTO 2: (16): SA created; inserting SA into
database

Der Tunnel ist jetzt fur ASA1 aktiv:

CONNECTION
STATUS: UP...
peer: 10.0.0. 2: 500,
phasel_id: 10.0.0.2
| KEv2- PROTO-5: (16):
SM Trace->
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (1)
Msgl D = 00000001
Cur St at e: AUTH_DONE
Event: EV_REG STER _SESSI ON

Der Tunnel ist jetzt fir ASA2 aktiv:



CONNECTION
STATUS: UP...
peer: 10.0.0. 1: 500,
phasel_id: 10.0.0.1
| KEv2- PROTO- 5: (16):
SM Trace- >
SA: | _SPI =DFA3B583A4369958
R _SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_REGQ STER SESSI ON

Hinweis: Der Responder-Tunnel wird in der Regel vor dem Initiator-Tunnel aktiviert.

Der IKEv2-Registrierungsprozess auf ASA1:

KEv2- PLAT-3: (16)
connection
auth hdl set to 15
KEv2- PLAT- 3: AAA conn
attribute retrieval
successful |y queued
for register session
request .
KEv2- PROTO 3: (16):
KEv2- PROTO-5: (16):
SM Tr ace- >
SA. | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (1)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_NO _EVENT
KEv2- PLAT-3: (16) idle
ti meout set to: 30
KEv2- PLAT-3: (16) session
ti meout set to: O
KEv2- PLAT-3: (16) group
policy set to
Df I t GrpPol i cy
KEv2- PLAT-3: (16) class
attr set
KEv2- PLAT-3: (16) tunnel
protocol set to: 0x5c
KEv2- PLAT-3: | Pv4 filter
I D not configured
for connection
KEv2- PLAT-3: (16) group
| ock set to: none
KEv2- PLAT-3: | Pv6 filter ID
not configured
for connection
KEv2- PLAT-3: (16)
connection attribues
set valid to TRUE
KEv2- PLAT-3: Successfully
retrieved conn attrs
KEv2- PLAT- 3: Session
registration after conn
attr retrieval
PASSED, No error



IKEv2-PLAT-3:
CONNECTION STATUS:
REGISTERED...
peer: 10.0.0. 2:500,
phasel_id: 10.0.0.2

Der IKEv2-Registrierungsprozess auf der ASA 2:

KEv2- PLAT-3: (16)
connection
auth hdl set to 15
KEv2- PLAT- 3: AAA conn
attribute retrieval
successful ly queued for
regi ster session request.
KEv2- PROTO 3: (16):
KEv2- PROTO-5: (16):
SM Tr ace- >
SA. | _SPlI =DFA3B583A4369958
R_SPI =27C943C13FD94665 (R)
Msgl D = 00000001
Cur St at e:  AUTH_DONE
Event: EV_NO _EVENT
KEv2- PLAT-3: (16) idle
ti nmeout
set to: 30
KEv2- PLAT-3: (16) session
ti nmeout
set to: O
KEv2- PLAT-3: (16) group
policy set to
Df I t GrpPol i cy
KEv2- PLAT-3: (16) class
attr set
KEv2- PLAT-3: (16) tunnel
protocol set to: 0x5c
KEv2- PLAT-3: |Pv4 filter ID
not configured
for connection
KEv2- PLAT-3: (16) group
| ock set to: none
KEv2- PLAT-3: |Pv6 filter ID
not configured
for connection
attribues set
valid to TRUE
KEv2- PLAT-3: Successfully
retrieved conn attrs
KEv2- PLAT- 3: Session
registration after conn
attr retrieval PASSED,
No error
IKEv2-PLAT-3:
CONNECTION STATUS:
REGISTERED...
peer: 10.0.0. 1:500,
phasel_id: 10.0.0.1

Untergeordnete SA-Debugs

Hinweis: Dieser Austausch besteht aus einem einzelnen Anforderung/Antwort-Paar und wird
in IKEv1 als Phase-2-Austausch bezeichnet. Sie kann von beiden Seiten der IKE_SA initiiert



werden, nachdem die ersten Austauschvorgange abgeschlossen sind.

ASAZ2 initiiert den CHILD_SA-Austausch. Dies ist die CREATE_CHILD_SA-Anforderung. Das
Paket CHILD_SA enthalt normalerweise:

- SA HDR - Enthalt die version.flags und den Exchange-Typ.

- Nonce Ni (optional) - Wenn die CHILD_SA als Teil des ersten Austauschs erstellt wird, darf
eine zweite Key Exchange (KE)-Nutzlast und nonce nicht gesendet werden.

- SA-Payload

- KEi (Key-optional) - Die CREATE_CHILD_SA-Anfrage kann optional eine KE-Nutzlast fur
einen zusatzlichen DH-Austausch enthalten, um starkere Garantien der
Weiterleitungsgeheimnis fur die CHILD_SA zu ermdglichen. Wenn die SA-Angebote
verschiedene DH-Gruppen enthalten, muss die KEi ein Element der Gruppe sein, die der
Initiator vom Responder akzeptiert. Wenn sie falsch vermutet, schiagt der
CREATE_CHILD_SA-Austausch fehl, und er muss es mit einer anderen KEi erneut
versuchen.

- N (Notify payload, optional) - Die Notify Payload wird verwendet, um Informationsdaten wie
Fehlerbedingungen und Zustandstibergange an einen IKE-Peer zu Ubertragen. Eine Notify
Payload kann in einer Antwortnachricht (gibt in der Regel an, warum eine Anforderung
abgelehnt wird), in einem Informationsaustausch (um einen Fehler nicht in einer IKE-
Anforderung zu melden) oder in einer anderen Nachricht erscheinen, um die
Absenderfunktionen anzugeben oder um die Bedeutung der Anforderung zu &ndern. Wenn
dieser CREATE_CHILD_SA-Austausch eine andere aktuelle SA als die IKE_SA erneut
verschlisselt, muss die Lead-N-Nutzlast vom Typ REKEY_SA die SA identifizieren, die neu
verschlusselt wird. Wenn dieser CREATE_CHILD_SA-Austausch eine aktuelle SA nicht
erneut zuordnet, muss die N-Nutzlast weggelassen werden.

- TSi und TSr (optional): Zeigt die Datenverkehrsauswahl-Optionen an, fir die die SA erstellt
wird. In diesem Fall liegt sie zwischen den Hosts 192.168.1.12 und 192.168.2.99.
Dies ist die CREATE_CHILD_SA-Debug-Ausgabe:

| KEv2- PLAT-5: |1 NVALI D PSH HANDLE

| KEv2- PLAT-3: attenpting to find tunnel group
for IP: 10.0.0.1

| KEv2- PLAT-3: nmapped to tunnel group 10.0.0.1
usi ng peer |IP

| KEv2- PLAT-3: ny_auth_method = 2

| KEv2- PLAT-3: supported_peers_auth_nethod = 2

| KEv2- PLAT-3: P1L ID=0

| KEv2- PLAT-3: Translating |KE_ID AUTO to = 255
| KEv2- PLAT-3: (226) tp_nanme set to:

| KEv2- PLAT-3: (226) tg_name set to: 10.0.0.1

| KEv2- PLAT-3: (226) tunn grp type set to: L2L
| KEv2- PLAT-3: PSH cl eanup

| KEv2- PROTO-5: (225): SM Trace-> SA:
| _SPI =FD366326E1FEDGFE R _SPI =A75B9B2582AAECB7
(1) Msgl D = 00000001 CurState: READY



Event: EV_INIT CREATE_CHILD
| KEv2- PROTO-5: (225): Action: Action_Null
| KEv2- PROTO- 5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R_SPI =A75B9B2582AAECB7
(1) Msgl D = 00000001 Cur State: CHILD_I_INIT
Event: EV_I NI T_CREATE_CHI LD
| KEv2- PROTO-5: (225): Action: Action_Null
| KEv2- PROTO- 5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R_SPI =A75B9B2582AAECB7
(1) Msgl D = 00000001 CurState: CH LD |_IPSEC
Event: EV_I NI T_CREATE_CHI LD
| KEv2- PROTO 3: (225): Check for |PSEC rekey
| KEv2- PROTO- 5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R_SPI =A75B9B2582AAECB7
(1) Msgl D = 00000001 CurState: CH LD |_IPSEC
Event: EV_SET_I PSEC DH GRP
| KEv2- PROTO 3: (225): Set IPSEC DH group
| KEv2- PROTO- 5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R_SPI =A75B9B2582AAECB7
(1) Msgl D = 00000001
CurState: CH LD | _| PSEC Event: EV_CHK4_PFS
| KEv2- PROTO 3: (225): Checking for PFS configuration
| KEv2- PROTO- 5: (225): SM Trace-> SA
| _SPI =FD366326E1FED6FE R_SPI =A75B9B2582AAECB7
(1) Msgl D = 00000001 CurState: CH LD |_IPSEC
Event: EV_BLD MsG
| KEv2- PROTO 2: (225): Sending child SA exchange
| KEv2- PROTO- 3: ESP Proposal: 1, SPI size: 4
(I PSec negotiation), num transforns: 4
AES- CBC SHA96 MD596
| KEv2- PROTO 3: (225): Buil ding packet for encryption;
contents are:
sA Next payload: N, reserved: 0xO, length: 52
| KEv2- PROTO 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 48 Proposal: 1, Protocol id: ESP,
SPl size: 4, #trans: 4
| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
l ength: 12 type: 1, reserved: 0x0, id: AES-CBC
| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
length: 8 type: 3, reserved: 0x0, id: SHA96
| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
Il ength: 8 type: 3, reserved: 0x0, id: MD596
| KEv2- PROTO-4: | ast transform O0x0, reserved: 0xO:
Il ength: 8 type: 5, reserved: 0x0, id:

N Next payload: TSi, reserved: 0x0, |length: 24

2d 3e ec 11 e0 c7 5d 67 d5 23 25 76 1d 50 0d 05

fa b7 f0O 48

Tsi Next payload: TSr, reserved: 0x0, |ength: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0

TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535

start addr: 192.168.2.99, end addr: 192.168.2.99

TSr Next payl oad: NONE, reserved: 0xO, length: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0

TS type: TS_|PV4A_ADDR RANGE, proto id: 0O, length: 16
start port: 0O, end port: 65535

start addr: 192.168.1.12, end addr: 192.168.1.12

| KEv2- PROTO 3: (225): Checking if request will fit in
peer wi ndow

| KEv2- PROTO-3: Tx [L 10.0.0.2:500/R 10.0. 0. 1: 500/ VRF i 0: f 0]
m.id: 0x6



| KEv2- PROTO 3: HDR[ i : FD366326E1FEDGFE -
r: A75B9B2582AAECB7]

| KEv2- PROTO-4: | KEV2 HDR i spi: FD366326E1FEDGFE -
rspi: A75B9B2582AAECBY

| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: CREATE_CHILD_SA,
flags: INITIATOR

| KEv2- PROTO 4: Message id: 0x6, length: 180

ENCR Next payl oad: SA, reserved: 0x0O, length: 152

Encrypt ed dat a&col on; 148 bytes

ASAZ2 sendet dieses Paket und wartet auf die Antwort:

IKEv2-PLAT-4: SENT PKT
[CREATE_CHILD_SA]
[ 10.0.0.2]:500->
[10.0.0. 1] : 500
I ni t SPI =0xf d366326e1f ed6f e
RespSPI =0xa75b9b2582aaech?
M D=00000006

| KEv2- PROTO 5: (225):
SM Tr ace- >
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (I)
Msgl D = 00000006
CurState: CHILD | _WAIT
Event: EV_NO _EVENT

ASA1 empfangt das Paket:

| KEv2- PLAT- 4:
RECV PKT [CREATE_CHILD_SA]
[10.0.0.2]:500->
[10.0.0.1]:500
I ni t SPI =0xf d366326elf ed6f e
RespSPI =0xa75b9b2582aaech?7
M D=00000006

| KEv2- PROTO 3: Rx
[L 10.0.0.1:500/R
10. 0. 0. 2: 500/ VRF i 0: f 0]
mid: Ox6

ASA1 empfangt dann genau dieses Paket von ASA2 und verifiziert es:

| KEv2- PROTO- 3: HDR[ i : FD366326E1FEDGFE -
r: A75B9B2582AAECB7]

| KEv2- PROTO-4: | KEV2 HDR i spi: FD366326E1FEDGFE -
rspi: A75B9B2582AAECB7

| KEv2- PROTO 4: Next payload: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: CREATE_CHI LD_SA,
flags: I NI TIATOR

| KEv2- PROTO 4: Message id: 0x6, |length: 180

| KEv2- PROTO 5: (225): Request has mess_id 6;
expected 6 through 6
REAL Decrypted packet: Dat a&col on; 124 bytes
SA Next payload: N, reserved: 0x0, length: 52

| KEv2- PROTO 4: | ast proposal: 0x0, reserved: 0x0,
| ength: 48 Proposal: 1, Protocol id: ESP,
SPl size: 4, #trans: 4



| KEv2- PROTO-4: | ast transform O0x3,

I ength: 12 ype: 1, reserved: O0xO,
| KEv2- PROTO-4: | ast transform O0x3,

I ength: 8 type: 3, reserved: O0xO,
| KEv2- PROTO-4: | ast transform O0x3,

Il ength: 8 type: 3, reserved: O0xO,
| KEv2- PROTO-4: | ast transform 0xO0,

reserved: 0xO:
id: AES-CBC
reserved: 0xO:
i d: SHA96

reserved: 0xO:
id: MD596

reserved: 0xO:

| ength: 8 type: 5,

N Next payload: TSi,

reserved: 0xO,

reserved: 0xO,

id:

l ength: 24

2d 3e ec 11 e0 c7 5d 67 d5 23 25 76 1d 50 0d 05

fa b7 fO 48

Tsi Next payload: TSr,
reserved 0xO,

Num of TSs: 1,

reserved: 0xO,

l ength: 24

reserved 0x0

TS type: TS_|PV4A_ADDR RANGE, proto id: 0, |ength:

start port: 0, end port: 65535

start addr: 192.168.2.99, end addr: 192.168.2.99

TSr Next payl oad: NONE, reserved: 0x0, length: 24

Num of TSs: 1, reserved 0x0, reserved 0xO0

TS type: TS_|PV4A_ADDR RANGE, proto id: 0, |ength:

start port: 0, end port: 65535

start addr: 192.168.1.12, end addr: 192.168.1.12

Decrypt ed packet: Dat a&col on; 180 bytes

| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 Cur State: READY
Event: EV_RECV_CREATE_CHI LD

| KEv2- PROTO-5: (225): Action: Action_Null

| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 CurState: CH LD RINT
Event: EV_RECV_CREATE_CHI LD

| KEv2- PROTO-5: (225): Action: Action_Null

| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 CurState: CH LD RINT

Event: EV_VERI FY_MSG
| KEv2- PROTO- 3: (225): Validating create child nessage
| KEv2- PROTO 5: (225): SM Trace->

SA:
Msgl D = 00000006 ur St at e:
Event: EV_CHK_CC TYPE

CHILDRINT

| _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (R)

ASA1 erstellt nun die Antwort fir den CHILD_SA-Austausch. Dies ist die CREATE_CHILD_SA-

Antwort. Das Paket CHILD_ SA enthalt normalerweise:

- SA HDR - Enthalt die version.flags und den Exchange-Typ.

- Nonce Ni (optional) - Wenn der CHILD_SA als Teil des ersten Austauschs erstellt wird, darf
eine zweite KE-Nutzlast und nonce nicht gesendet werden.

- SA-Payload

- KEi (Key, optional) - Die CREATE_CHILD_SA-Anfrage kann optional eine KE-Nutzlast flr
einen zusatzlichen DH-Austausch enthalten, um starkere Garantien der
Weiterleitungsgeheimnis fur die CHILD_SA zu ermdglichen. Wenn die SA-Angebote
verschiedene DH-Gruppen enthalten, muss die KEi ein Element der Gruppe sein, die der
Initiator vom Responder akzeptiert. Wenn sie falsch vermutet, schlagt der
CREATE_CHILD_SA-Austausch fehl und muss mit einer anderen KEi erneut versuchen.



- N (Notify payload, optional) - Die Notify Payload wird verwendet, um Informationsdaten wie
Fehlerbedingungen und Statusibergange an einen IKE-Peer zu Ubertragen. Eine Notify
Payload kann in einer Antwortnachricht (gibt in der Regel an, warum eine Anforderung
abgelehnt wird), in einem Informationsaustausch (um einen Fehler zu melden, der sich nicht
in einer IKE-Anforderung befindet) oder in einer anderen Nachricht erscheinen, um die
Absenderfunktionen anzugeben oder die Bedeutung der Anforderung zu andern. Wenn dieser
CREATE_CHILD_SA-Austausch eine andere aktuelle SA als die IKE_SA erneut verschlisselt,
muss die Lead-N-Nutzlast vom Typ REKEY_SA die SA identifizieren, die neu verschlusselt
wird. Wenn dieser CREATE_CHILD_SA-Austausch eine aktuelle SA nicht erneut zuordnet,
muss die N-Nutzlast weggelassen werden.

- TSi und TSr (optional) - Zeigt die Datenverkehrsauswahl-Optionen an, fir die die SA erstellt
wird. In diesem Fall liegt sie zwischen den Hosts 192.168.1.12 und 192.168.2.99.

Hier ist die Debug-Ausgabe:

| KEv2- PROTO 3: (225): Check for create child
response nessage type
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE R _SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 Cur State: CHI LD R | PSEC
Event: EV_PROC_MSG
| KEv2- PROTO 2: (225): Processing child
SA exchange
| KEv2- PLAT-3: Sel ector received from peer
i s accepted
| KEv2- PLAT- 3: PROXY MATCH on crypto map
outside_map seq 1
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
Cur St ate: CHILD_R IPSEC Event: EV_NO _EVENT
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000005
CurState: EXIT Event: EV_FREE_NEG
| KEv2- PROTO- 5: (225): Deleting negotiation context
for peer nessage ID. 0x5
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
Cur State: CH LD R | PSEC
Event: EV_OK_RECD | PSEC_RESP
| KEv2- PROTO- 5: (225): Action: Action_Null
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
Cur State: CHI LD_R | PSEC Event: EV_PROC_MSG
| KEv2- PROTO 2: (225): Processing child SA exchange
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE R _SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 Cur St at e:
CH LD R | PSEC Event: EV_SET_| PSEC DH GRP
| KEv2- PROTO 3: (225): Set IPSEC DH group
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006



CurState: CH LD R I PSEC Event: EV_OK
| KEv2- PROTO 3: (225): Requesting SPI from | PSec
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
CurState: CH LD R WAIT_SPI Event: EV_OK GOTI_SPI
| KEv2- PROTO-5: (225): Action: Action_Null
| KEv2- PROTO-5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
Cur State: CH LD R BLD MSG Event: EV_CHK4_PFS
| KEv2- PROTO 3: (225): Checking for PFS configuration
| KEv2- PROTO-5: (225): SM Trace- >
SA: | _SPI =FD366326E1FEDG6FE
R_SPI =A75B9B2582AAECB7 (R) Msgl D = 00000006
CurState: CH LD R BLD MSG Event: EV_BLD MSG
| KEv2- PROTO 2: (225): Sending child SA exchange
| KEv2- PROTO- 3: ESP Proposal: 1, SPI size: 4
(I PSec negoti ation),
Num transforns: 3
AES- CBC SHA96
| KEv2- PROTO 3: (225): Buil ding packet for encryption;
contents are:
SA Next payload: N, reserved: 0x0, |length: 44
| KEv2- PROTO 4: | ast proposal: 0x0, reserved: 0xO,
| ength: 40
Proposal : 1, Protocol id: ESP, SPI size: 4,
#trans: 3
| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
| ength: 12
type: 1, reserved: 0x0, id: AES-CBC
| KEv2- PROTO-4: | ast transform O0x3, reserved: 0xO:
l ength: 8
type: 3, reserved: 0x0, id: SHA96
| KEv2- PROTO-4: | ast transform 0xO0,
reserved: 0x0: length: 8
type: 5, reserved: 0x0, id:

N Next payl oad: TSi, reserved: 0x0
| ength: 24

b7 6a c6 75 53 55 99 ba df ee 05
18 la 27 a6 cb
01 56 22 ad
Tsi Next payload: TSr, reserved: 0x0
| ength: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS | PV4A_ADDR RANGE, proto id: O,
| ength: 16
start port: 0O, end port: 65535
start addr: 192.168.2.99,
end addr: 192.168.2.99
TSr Next payl oad: NONE, reserved: 0xO,
| ength: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS | PVA_ADDR RANGE, proto id: O,
| ength: 16
start port: 0O, end port: 65535
start addr: 192.168.1.12, end addr: 192.168.1.12

| KEv2- PROTO 3: Tx
[L 10.0.0.1:500/R 10.0.0.2: 500/ VRF i 0: f0]
m.id: 0x6

| KEv2- PROTO- 3: HDR[ i : FD366326E1FEDGFE -



r: A75B9B2582AAECB7]

| KEv2- PROTO-4: IKEV2 HDR i spi: FD366326E1FEDGFE -
rspi: A75B9B2582AAECBY

| KEv2- PROTO 4: Next payl oad: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: CREATE_CHILD_SA,
flags: RESPONDER MSG-RESPONSE

| KEv2- PROTO 4: Message id: 0x6, length: 172

ENCR Next payl oad: SA, reserved: O0xO,
| ength: 144

Encrypt ed dat a&col on; 140 bytes

ASA1 sendet Antwort:

| KEv2- PLAT- 4. SENT PKT
[CREATE_CHILD_SA]
[10.0.0. 1] : 500- >
[10.0.0.2]:500
I ni t SPI =0xf d366326e1f ed6f e
RespSPI =0xa75b9b2582aaecbh?
M D=00000006

ASA2 empfangt das Paket:

IKEv2-PLAT-4:
RECV PKT [CREATE_CHILD_SA]
[10.0.0.1]:500->
[10.0.0.2]:500
I ni t SPI =0xf d366326elf ed6f e
RespSPI =0xa75b9b2582aaech?7
M D=00000006

| KEv2- PROTO 3: Rx
[L 10.0.0.2:500/R
10. 0. 0. 1: 500/ VRF i 0: f 0]
mid: Ox6

ASAZ2 verifiziert jetzt das Paket:

| KEv2- PROTO 3: HDR[i: FD366326E1FEDGFE -
r: A75B9B2582AAECB7]

| KEv2- PROTO 4: | KEV2 HDR ispi: FD366326E1FED6FE -
rspi: A75B9B2582AAECB7

| KEv2- PROTO 4: Next payload: ENCR, version: 2.0

| KEv2- PROTO 4: Exchange type: CREATE_CHILD_ SA,
flags: RESPONDER MSG-RESPONSE

| KEv2- PROTO 4: Message id: O0x6, length: 172

REAL Decrypted packet: Data&col on; 116 bytes

sa Next payload: N, reserved: 0x0, length: 44

| KEv2- PROTO 4: | ast proposal : 0x0, reserved: 0x0,
I ength: 40 Proposal: 1, Protocol id: ESP, SPI size: 4,
#trans: 3

| KEv2- PROTO 4: |ast transform Ox3, reserved: 0xO:
length: 12 type: 1, reserved: 0x0, id: AES-CBC

| KEv2- PROTO 4: |ast transform Ox3, reserved: 0xO:
length: 8 type: 3, reserved: 0x0, id: SHA96

| KEv2- PROTO 4: | ast transform 0xO,
reserved: 0x0: length: 8 type: 5, reserved: 0xO0, id:

N Next payl oad: TSi, reserved: 0xO,
I ength: 24



b7 6a c6 75 53 55 99 5a df ee 05 18
la 27 a6 cb
01 56 22 ad
Tsi Next payload: TSr, reserved: 0x0
| ength: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS | PVA_ADDR RANGE, proto id: O,
| ength: 16
start port: 0, end port: 65535
start addr: 192.168.2.99,
end addr: 192.168.2.99
TSr Next payl oad: NONE, reserved: 0xO,
| ength: 24
Num of TSs: 1, reserved 0x0, reserved 0xO0
TS type: TS | PVA_ADDR RANGE, proto id: O,
| ength: 16
start port: 0, end port: 65535
start addr: 192.168.1.12,
end addr: 192.168.1.12

Decrypt ed packet: Dat a&col on; 172 bytes
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur St at e:
CH LD | _WAIT Event: EV_RECV_CREATE_CHILD
| KEv2- PROTO-5: (225): Action: Action_Null
| KEv2- PROTO- 5: (225): SM Trace-> SA: | _SPlI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (1) Msgl D = 00000006
Cur St at e: CHILD_I_PROC Event: EV_CHK4_NOTI FY
| KEv2- PROTO 2: (225): Processing any notify-nmessages
in child SA exchange
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur State: CHI LD |_PROCC
Event: EV_VERI FY_MSG
| KEv2- PROTO- 3: (225): Validating create child nessage
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur State: CHI LD |_PROCC
Event: EV_PROC_MSG
| KEv2- PROTO 2: (225): Processing child SA exchange
| KEv2- PROTO 5: (225): SM Trace->
SA: | _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (
I) Msgl D = 00000006 CurState: CH LD_I_PROC
Event: EV_CHK4_PFS
| KEv2- PROTO 3: (225): Checking for PFS configuration
| KEv2- PROTO- 5: (225): SM Trace-> SA
| _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur State: CHI LD |_PROCC
Event: EV_CHK_ | KE_REKEY
| KEv2- PROTO 3: (225): Checking if | KE SA rekey
| KEv2- PROTO- 5: (225): SM Trace-> SA
| _SPI =FD366326E1FEDG6FE R_SPI =A75B9B2582AAECB7 (1)
Msgl D = 00000006 Cur State: CHI LD |_PROCC
Event: EV_GEN_LOAD | PSEC
| KEv2- PROTO 3: (225): Load | PSEC key materi al
| KEv2- PLAT-3: PROXY MATCH on crypto map outside_map seq 1
| KEv2- PLAT-3: (225) DPD Max Tinme will be: 10
| KEv2- PLAT-3: (225) DPD Max Tinme will be: 10

ASAT1 flgt diesen untergeordneten SA-Eintrag in die SAD ein:



| KEv2- PROTO- 5: (225):
SM Trace- >
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006
Cur St at e: CHILD_R_DONE
Event: EV_K

| KEv2- PROTO 2: (225):
SA created; inserting
SA into database

| KEv2- PROTO- 5: (225):
SM Trace- >
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (R)
Msgl D = 00000006 Cur St at e:
CHILD_R_DONE
Event: EV_START_DEL_NEG TMR

ASAZ2 flgt diesen untergeordneten SA-Eintrag in die SAD ein:

| KEv2- PROTO 5: (225):
SM Trace- >
SA: | _SPI =FD366326E1FED6FE
R_SPI =A75B9B2582AAECB7 (I)
Msgl D = 00000006
Cur St at e: CHILD_I_DONE
Event: EV_K

| KEv2- PROTO 2: (225):

SA created;
inserting SA into database

Tunnellberprifung

Verwenden Sie die Informationen in diesem Abschnitt, um die ISAKMP- (Internet Security
Association and Key Management Protocol) und IPSec-Tunnelkonfigurationen zu Gberprufen.

ISAKMP

Um ISAKMP zu Uberprifen, geben Sie den folgenden Befehl ein:

show crypto isakmp sa det

ASA 1

Die Ausgabe fliir ASA1 lautet wie folgt:

ASAl(confi g)#show cry isa sa det
There are no | KEvl SAs

| KEv2 SAs: Session-id: 99220, Status:UP-ACTIVE, |IKE count:1, CHI LD count:?2

Tunnel -id Local Renpte Status Role
1889403559 10.0.0.1/500 10.0.0.2/500 READY RESPONDER



Encr: 3DES, Hash: MD596, DH G p:2, Auth sign: PSK, Auth verify:

Life/ Active Tine: 86400/195 sec

Session-id: 99220

Status Description: Negotiation done

Local spi: A75B9B2582AAECB7 Renote spi: FD366326E1FEDGFE
Local id: 10.0.0.1

Rermote id: 10.0.0.2

Local req ness id: 14 Renote req nmess id: 16

Local next nmess id: 14 Renote next ness id: 16

Local req queued: 14 Renote req queued: 16

Local window. 1 Renpte w ndow 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

Child sa: local selector 192.168.1.12/0 - 192.168.1. 12/ 65535
renote selector 192.168.2.99/0 - 192. 168. 2. 99/ 65535

ESP spi in/out: 0x8564387d/0x8717aba

AH spi in/out: 0x0/0x0

CPl in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96

ah_hmac: None, conp: | PCOVP_NONE, node tunnel

Child sa: local selector 192.168.1.1/0 - 192.168. 1.1/ 65535
renote selector 192.168.2.99/0 - 192. 168. 2. 99/ 65535

ESP spi in/out: 0x74756292/ 0xf0d97b2a

AH spi in/out: 0x0/0x0

CPl in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96

ah_hmac: _NONE,, conp: |PCOVP_NONE, node tunnel

ASA 2

Die Ausgabe fur ASA2 sieht wie folgt aus:

ASA2(confi g) #show cry isa sa det

There are no | KEvl SAs

| KEv2 SAs:

Session-id: 99220, Status: UP-ACTIVE, | KE count:1, CH LD count:2

Tunnel -id Local Renpt e St at us
472237395 10. 0. 0. 2/ 500 10. 0. 0. 1/500 READY

PSK

Rol e
I NI TI ATOR

Encr: 3DES, Hash: MD596, DH G p:2, Auth sign: PSK, Auth verify: PSK

Li fe/ Active Tine: 86400/ 190 sec
Session-id: 99220
Status Description: Negotiation done

Local spi: FD366326E1FEDG6FE Renot e spi: A75B9B2582AAECB7

Local id: 10.0.0.2
Renpte id: 10.0.0.1

Local req ness id: 16 Renote req ness id: 13
Local next ness id: 16 Renmot e next mess id: 13
Local req queued: 16 Renot e req queued: 13
Local wi ndow 1 Renot e wi ndow. 1

DPD configured for 10 seconds, retry 2
NAT-T is not detected
Child sa: local selector 192.168.2.99/0 - 192.168. 2. 99/ 65535

renote selector 192.168.1.12/0 - 192.168. 1. 12/ 65535
ESP spi in/out: 0x8717a5a/0x8564387d
AH spi in/out: 0x0/0x0
CPl in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, conmp: | PCOVWP_NONE, node tunnel



Child sa: local selector 192.168.2.99/0 - 192.168. 2.99/65535
remote selector 192.168.1.1/0 - 192.168.1.1/65535

ESP spi in/out: Oxf0d97b2a/0x74756292
AH spi in/out: 0x0/0x0
CPlI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 256, esp_hmac: SHA96

ah_hmac: None, conp: | PCOVW_NONE, node tunne

IPsec

Um das IPSec zu Uberprifen, geben Sie den folgenden Befehl ein:

show crypto ipsec sa

ASA 1

Die Ausgabe flir ASA1 lautet wie folgt:

ASAl(confi g)#show cry ipsec sa
interface: outside

Crypto map tag: outside_map, seq num 1, local addr: 10.0.0.1

access-list 12l _list extended pernmit ip host 192.168.1.1

host 192.168. 2. 99
| ocal ident (addr/nask/prot/port):
(192.168. 1. 1/ 255. 255. 255. 255/ 0/ 0)
renote ident (addr/mask/prot/port): (
192. 168. 2. 99/ 255. 255. 255. 255/ 0/ 0)
current_peer: 10.0.0.2

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3
#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conmpressed: 3, #pkts conmp failed: O,
#pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: O,
#fragments created: O
#PMIUs sent: 0, #PMIUs rcvd: O,
#decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 10.0.0.1/500, renote crypto endpt.

10. 0. 0. 2/ 500

path nmtu 1500, ipsec overhead 74, nedia mu 1500

current outbound spi: FOD97B2A
current inbound spi : 74756292

i nbound esp sas:
spi: 0x74756292 (1953850002)

transform esp-aes-256 esp-sha-hmac no conpression

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 137990144, crypto-map: outside_nap

sa timng: remaining key lifetime (kB/sec):
IV size: 16 bytes
replay detection support: Y
Anti replay bitnap:
0x00000000 0x0000000F
out bound esp sas:
spi: OxFOD97B2A (4040784682)

(4008959/ 28628)

transform esp-aes-256 esp-sha-hmac no conpression



in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map

sa timng: remaining key lifetime (kB/sec): (4147199/28628)

1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:
0x00000000 0x00000001

Crypto map tag: outside_map, seq num 1, local addr: 10.0.0.1

access-list 12l _list extended permt ip host 192.168.1.12
host 192.168. 2. 99

| ocal ident (addr/mask/prot/port): (
192.168. 1. 12/ 255. 255. 255. 255/ 0/ 0)

renote ident (addr/mask/prot/port):
(192. 168. 2. 99/ 255. 255. 255. 255/ 0/ 0)

current _peer: 10.0.0.2

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 3, #pkts conp failed: O,
#pkts deconp failed: O

#pre-frag successes: 0, #pre-frag failures: O,
#fragnents created: O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing
reassenbly: 0

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 10.0.0.1/500, renote crypto
endpt.: 10.0.0.2/500

path mu 1500, ipsec overhead 74, media mu 1500

current outbound spi: 08717A5A

current inbound spi : 8564387D

i nbound esp sas:
spi: 0x8564387D (2237937789)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map

sa timng: remaining key lifetime (kB/sec): (4285439/28734)

1V size: 16 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x0000000F
out bound esp sas:
spi: 0x08717A5A (141654618)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137990144, crypto-map: outside_map

sa timng: remaining key lifetime (kB/sec): (4055039/28734)

1V size: 16 bytes

repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ASA 2

Die Ausgabe fur ASA2 sieht wie folgt aus:

ASA2(confi g) #show cry ipsec sa
interface: outside
Crypto map tag: outside_map, seq num 1, local addr: 10.0.0.2



access-list 12l _list extended permt ip host 192.168.2.99 host
192.168. 1. 12

| ocal ident (addr/mask/prot/port):
(192. 168. 2. 99/ 255. 255. 255. 255/ 0/ 0)

renote ident (addr/mask/prot/port):
(192.168. 1. 12/ 255. 255. 255. 255/ 0/ 0)

current_peer: 10.0.0.1

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 3, #pkts conp failed: O,
#pkts deconp failed: O

#pre-frag successes: 0, #pre-frag failures: O,
#fragnents created: O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing
reassenbly: 0

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 10.0.0.2/500, renote crypto
endpt.: 10.0.0.1/500

path mu 1500, ipsec overhead 74, nmedia mu 1500

current outbound spi: 8564387D

current inbound spi : 08717A5A

i nbound esp sas:
spi: 0x08717A5A (141654618)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4193279/28770)
1V size: 16 bytes repl ay detection support: Y
Anti replay bitmap
0x00000000 0x0000000F
out bound esp sas:
spi: 0x8564387D (2237937789)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4055039/28770)
1V size: 16 bytes repl ay detection support: Y
Anti replay bitmap
0x00000000 0x00000001

Crypto map tag: outside_nap, seq num 1, |local addr: 10.0.0.2

access-list |12l _list extended permt ip host 192.168.2.99
host 192.168.1.1

| ocal ident (addr/mask/prot/port): (
192. 168. 2. 99/ 255. 255. 255. 255/ 0/ 0)

renote ident (addr/mask/prot/port):
(192. 168. 1. 1/ 255. 255. 255. 255/ 0/ 0)

current _peer: 10.0.0.1

#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3

#pkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 3, #pkts conmp failed: O,
#pkts deconp failed: O

#ipre-frag successes: 0, #pre-frag failures: O,
#fragments created: O

#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing
reassenbly: 0

#send errors: 0, #recv errors: O



|l ocal crypto endpt.: 10.0.0.2/500, renote crypto
endpt.: 10.0.0.1/500

path mu 1500, ipsec overhead 74, nedia mu 1500

current outbound spi: 74756292

current inbound spi : FOD97B2A

i nbound esp sas:
spi: OxFOD97B2A (4040784682)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4285439/28663)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x0000000F
out bound esp sas:
spi: 0x74756292 (1953850002)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 137973760, crypto-map: outside_map
sa timng: remaining key lifetime (kB/sec): (4331519/28663)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

Sie kdnnen auch die Ausgabe des Befehls show crypto ikev2 sa Uberpriifen, der eine Ausgabe
bereitstellt, die mit der Ausgabe des Befehls show crypto isakmp sa identisch ist:

| KEv2 SAs:
Sessi on-id: 99220, Status: UP-ACTIVE, |KE count:1, CH LD count:?2

Tunnel -id Local Renot e St at us Rol e
1889403559 10. 0. 0. 1/ 500 10. 0. 0. 2/ 500 READY  RESPONDER
Encr: 3DES, Hash: MD596, DH G p:2, Auth sign: PSK, Auth verify: PSK
Li fe/ Active Tine: 86400/ 179 sec
Child sa: local selector 192.168.1.12/0 - 192.168.1.12/65535
renpte selector 192.168.2.99/0 - 192. 168. 2. 99/ 65535
ESP spi in/out: 0x8564387d/0x8717a5a
Child sa: local selector 192.168.1.1/0 - 192.168.1.1/65535
renpte selector 192.168.2.99/0 - 192. 168. 2. 99/ 65535
ESP spi in/out: 0x74756292/ 0xf0d97b2a

Zugehérige Informationen
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