Konfigurieren der WebEx Connect-E-Mail-App
mit Office365 Oauth
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Einleitung

In diesem Dokument werden die Schritte zum Konfigurieren einer E-Mail-App fiir Office365 mit
Open Authorization (OAuth 2.0) beschrieben.

Ein Beitrag von Andrius Suchanka und Bhushan Suresh, Cisco TAC Engineer.

Voraussetzungen

Anforderungen
Cisco empfiehlt, dass Sie Uber Kenntnisse in folgenden Bereichen verfugen:

- WebEx Contact Center (WxCC) 2.0

- WebEx ConnectPortal mit konfigurierten E-Mail-Flows
- Zugriff auf Microsoft Azure

- Zugriff auf MS Office365

Verwendete Komponenten
Die Informationen in diesem Dokument basieren auf folgenden Software-Versionen:

- WxCC 2.0
- Cisco WebEx Connect
- Microsoft Azure
- Microsoft Office 365
Die Informationen in diesem Dokument beziehen sich auf Geréate in einer speziell eingerichteten



Testumgebung. Alle Gerate, die in diesem Dokument benutzt wurden, begannen mit einer
geldschten (Nichterfullungs) Konfiguration. Wenn Ihr Netzwerk in Betrieb ist, stellen Sie sicher,
dass Sie die mdglichen Auswirkungen aller Befehle verstehen.

Konfigurieren

Schritt 1: E-Mail-App-Konfiguration auf WebEx Connect starten

Starten Sie die Konfiguration der E-Mail-App auf der WebEx Connect-Plattform.
- Melden Sie sich bei Ihrem WebEx Connect-Tenant an.

- Navigieren Sie zu "Assets->Apps", klicken Sie auf "Neue App konfigurieren", und wahlen Sie "E-
Mail" aus. Wahlen Sie "OAuth 2.0" als Authentifizierungstyp aus, kopieren Sie "Forwarding
Address" (Weiterleitungsadresse), und speichern Sie "Call Back URL" (Ruckruf-URL), um die
folgenden Konfigurationsschritte durchzufiihren:

< Configure New Application - Email

Asset Name @

pocs 5
Email ID
Forwarding Address
b6b907 2db2ce25198b45f08cTadt

Mote: Emails sent to the asset email ID will be forwarded to this address.
Authentication Type
OAuth 2.0
SMTP Sarver Username
Port Security
Mone W

Client ID Client Secret
Call Back URL
https:// us.webexconnect.io/callback

Fahren Sie auf der Microsoft-Seite mit der Konfiguration fort.

Phase 2: Erstellen einer App in Microsoft Azure

Registrieren Sie eine App im Azure-Portal gemals dem Dokument "Registrieren einer Anwendung
bei der Microsoft-Identitatsplattform".

-Melden Sie sich unter https://portal.azure.com an.

- Navigieren Sie zu "Azure Active Directory", wahlen Sie "App-Registrierungen" aus, und klicken
Sie auf "Neue Registrierung".

- Geben Sie den Anwendungsnamen ein, wahlen Sie den entsprechenden Kontotyp aus, geben


https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
https://portal.azure.com;

Sie den Web-Umleitungs-URI mit dem Tenant-Namen ein
(https://yourwebexconnectname.us.webexconnect.io/callback as, siehe Schritt 1), und registrieren
Sie die App:

Register an application

* Name

The user-facing display name for this application (this can be changed lzter).

WebexConnect v

Supported account types

Whao can use this application or access this API7

@ Accounts in this organizational directory only (Cisco Systems, Inc only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (opticnal)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Weh e | | https://yourwebexconnectname.us.webexconnect.io/callback e

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

- Nachdem die App registriert wurde, navigieren Sie zu "Authentication", scrollen Sie nach unten
zu "Implicit Grand and Hybrid Flows", wahlen Sie die Option "Access tokens", und speichern Sie:



3 WebexConnect | Authentication =

| P Search

|<<

B overview

& Quickstart

# Integration assistant
Manage

B Branding & properties

3 Authentication

Certificates & secrets

Token configuration

®

API permissions

(4

Expose an AP

i App roles

Owners

bR

Roles and administrators
H Manifest

Support + Troubleshooting
£ Troubleshooting

E New support request

R'j Got feedback?

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only 1D tokens. Learn more about
tokens.

select the tokens you would like to be issued by the authorization endpoint:

B Access tokens (used for implicit flows)

D 1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Cisco Systems, Inc only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Help me decide...

p

A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft &
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Leamn more about these restrictions.

Advanced settings
Allow public client flows ©
Enable the following mobile and desktop flows: { Yes 0

+ App collects plaintext password (Resource Owner Password Credential Flow) Learn more !
* No keyboard (Device Code Flow) Learn more'
* 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more'

App instance property lock ©

| Save ” Discard ]

- Navigieren Sie zu "Zertifikate und Geheimnisse", wahlen Sie "Client-Geheimnisse" aus, klicken
Sie auf "Neuer Client-Geheimnis", fligen Sie eine Beschreibung und eine Gultigkeitsdauer hinzu:

All services » Cisoo Systems.

o | App registrations > WebexComn

o

Add a client secret

WebexConnect | Certificates & secrets =

B Sewth B Got Teadback? -
L -
& Guickpe tia] SppECHTIONS 10 identity thasiinns 15 thie Suthenticlton Sreck whin TIRWNG 10k ¥1.3 web sdderisable lecation jssing

hugher leved of assurance, we recommend using a certficate jnstend of a chent secret) a5 3 Credentil

S integeation wsitare

Manage
0 appication regatrtion censicster sacrets snd federated credentisls 2in be foundd in S tabe Baloew

Cemfcates [0} Federated credentials [0}

A phcred sieing that the applaation uses 10 prove 15 identity when requestng a token. Alse can be refemed 10 25 apphication password.

1 bt et secret

@ Expoie an AP Desciiption Expires Vakee Secret |0

= Eranding & properties

D sunenncnon
Bl Touen configurason

AP permisiions

W app roles
Ho clerd seorets have been created for this appication
B Ownars
B Rl and ssmagnias
B st
Support + Trosbleshooting
4 Troubbeshooting

& roew support request

A

Cancel




- Den geheimen Clientwert kopieren und fir eine spatere Verwendung speichern:

All services » Ciso

| App re

ations

WebexConnect | Certificates 8 secrets =

£ search « & Got feedback?

B ovenview

& Quicketart 0 Got 3 second to give us some feedback? = &
# Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B &randing & properties
D Authentication X

o Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates & secrets

m 11 1, o " . "
Il Token eanfiguration Certificates (0)  Client secrets (1) Federated credentials (0)

- APl permissions B P—— 5 : = " - G
A gecret string that the application uses to prove its identity when requesting 2 token. Also can be referred to as application passwerd.

@ Expose an AP

sow cli
B App roles New client secret

2 Owners Description Expires

& Roles and administrators wxeonnect 10/26,/2024 L1280 ~B5rzySjacwl 3PqgNgZkdvd 1zpT)...

Secret 1D

5f7981e4-0b3e-43ff-b2cf-207606955(F [ [A]

B manifest

Support + Treubleshooting
&# Troubleshooting

“"; New support request

- Navigieren Sie zu "API-Berechtigungen”, klicken Sie auf "Berechtigung hinzufigen", wahlen Sie
"APls, die meine Organisation verwendet", geben Sie im Suchfeld "Office 365" ein, und wahlen
Sie "Office 365 Exchange Online" aus. Wahlen Sie 'Anwendungsberechtigungen’, erweitern Sie
den Bereich 'Mail', aktivieren Sie 'Mail.Send', und klicken Sie auf 'Berechtigung hinzufigen":

| services > Cis nc | Ap:

gistrations

o Request APl permissions
-2 WebexConnect | APl permissions =

Select an AP

i =
Search ) Refresh A Got feedback? " 4
e - s A ot feedback Micrasoft APIs | APis my organization uses | My APis
B ovenview . .

hat expase AR5 are sho

& Quickstant

@ The “Admin consent requined” colemn shows the default value for an organizstion. Hiowever, user consent can be oustomized per permission, user, or app. Thi | =
A integration assistant

Name
Manage Configured permissicns

55 Enterprise

B grnding & propedties Spplicatvons are aul

mins 25 part of the consent progess. The list of configured permiss
all the perrmiss

uthentication
T Add 3 permission | " Grant admin consent for Cisco Systems, Inc
Certrficates & secrets

AP1 / Pormissions name Type Description Admin consent requ._. Status

85 Informnati

Office 363

Management APts
il Token configuration

@ Dxpose an API

Office 385 SharePe:

Delegated  Sign in and read user profile Mo

B app roles

and manage consented permissicns for in

B Owners T view idual apps, a5 well a5 your tenant’s consent sattings, try £

& foles ard

H Manifest
Support + Troubleshooting
& Troubleshoating

& New support request



o SRS Request AP| permissions ®
= WebexConnect | APl permissions =

Agplication primissions
- g waar. Four applacation nues i a Background pene or deemen WGt
¥ Refrest | P ot feedback tignedon e
B overvien
Select permissions
) The “Ackmin comsens recquioed cxuma i Ak S ASITASn ook, LI ARARE £l Bk CamCrnEEd Do i
Permisin Ademin coscient roguired

Configured permissions

4 e b

Appibe 5 45 et of the- &
#l the permissio

e

t Add a permission " Grant admin consent for Cisto Systems, inc

AP { Permiskon name Tipe Description Adimin consent requ... Satus % culendees

Celegated PN In angi nead wser it o
» Exchange
ey h o g, o verl & g, By
> e
> M

Mpildend T

and

Add penmissions Cscard

-Nach dem Hinzufligen der Berechtigung muss die Administratorberechtigung erteilt werden.
Klicken Sie auf "Admin-Zustimmung erteilen":

All services > Cisco Systems, Inc | App registrations > WebexConnect

% WebexConnect | APl permissions =

|.P search ‘ ) Refresh A Got feedback?
B overview s A z
e Grant admin consent confirmation.

& Quickstart Do you want to grant consent for the requested permissions for all accounts in Cisco Systems, Inc? This will update any existing admin consent records this application alread,

Manage = . ~

# Integration assistant

B eranding & properties

Configured permissions
3 Authentication =g = : : = = " ) e
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Certificates & sacrets &ll the permissions the apphcation needs. Learn maore about permistions and consent

' L.
| Teken configuration = Add a permission |s/ Grant admin consent for Cisco Systems, Inc I

- AP| permissicns

APl / Permissions name Type Description Admin consent requ... Status
& Expose an AP
v Micrasoft Graph (1) et
B App roles .
User.Read Delegated  Sign in and read user profile Mo

& Owners

“ Office 365 Exchange Cnline (1)
& Roles and administrators o .
Mail Send Application  Send mail as any user Yes #h Not granted for Cisco 5, **+

H Manifect
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

f Troubleshooting

::' Mew support request

- Navigieren Sie zu "Overview" (Ubersicht), und notieren Sie sich "Application (client) ID"
(Anwendungs- (Client) und "Directory (Tenant) ID" (Verzeichnis- (Tenant)-ID) fir die weitere
Verwendung der Konfiguration:



All services » Cisco Systems, Inc | App registrations >

=== WebexConnect ~

L Searc ‘ ‘ f Delete @ Endpaints  [#] Preview features

B overview

# Essentials
&b Quickstart

Display name © WebexConnect
# Integration assistant — )

Application (client) ID : 56ba%hac-67be-4bd2-b551-47258e72ad62
Manage Object ID © 3d6317c3-ed51-4ff2-955d-019ac163Tbeb
& Branding & properties Directory (tenant) 1D . Of47778c-61c2-4b0a-8e84-3f05e737a1dd

Supported account types : My organization only

3) authentication

Hinweis: Stellen Sie sicher, dass die Benutzereinwilligung fir Apps in Azure unter "Einwilligung
und Berechtigungen" flr "Enterprise-Anwendungen" zulassig ist (dies sind Standardeinstellungen):

£33 Consent and permissions | User consent settings

&7 Got feedback?

Manage

€3 User consent settings Control when end users and group owners are allowed to grant consent to applications, and when they will be required to request
administrator review and approval. Allowing users to grant apps access to data helps them acquire useful applications and be productive, but

B Permission classifications can represent a risk in some situations if it's not monitored and controlled carefully.

User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn
C j' Do not allow user consent
An administrator will be required for all apps.
I

Allow user consent for apps from verified publishers, for selected permissions (Recommended)

Al users can consent for permissions classified as “low impact”, for apps from verified publishers or apps registered in this crganization.

®) Allow user consent for apps
All users can consent for any app to access the organization’s data.

Schritt 3: Postfachbenutzer fiir Office365 konfigurieren

-Melden Sie sich unter https://admin.microsoft.com an.

- Navigieren Sie zu Benutzer->Aktive Benutzer.
- Auswahl eines Benutzers mit einer Mailbox fur die Integration in WebEx Connect
- Nachdem Sie einen bestimmten Benutzer ausgewahlt haben, navigieren Sie zu 'Mail', klicken Sie

unter 'E-Mail-Apps' auf 'E-Mail-Apps verwalten', stellen Sie sicher, dass 'Authentifiziertes SMTP'
ausgewahlt ist, und klicken Sie auf 'Anderungen speichern':


https://admin.microsoft.com;

JO

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (5.791MB/50GE)

Mailbox permissions Email apps

inos allowed
(= Fht 3 £ L b ' ]

Show in global address list Email forwarding

MP=Ts |

._._-'._.

Automatic replies More actions

i




é

Manage email apps

Choose the apps where John can access Microsoft 365 email.

v QOutlook on the web
Outlook desktop (MAPI)
Exchange web services
Mobile (Exchange ActiveSync)
IMAP
Pop

Authenticated SMTP

- Klicken Sie unter "Email Forwarding" auf "Manage email forwarding", wahlen Sie "Forward all
emails sent to this mailbox" aus, geben Sie "Forwarding email address" mit Alias aus der WebEx
Connect-App-Konfiguration ein, wie in Schritt 1 gezeigt (wahlen Sie bei Bedarf zusatzlich "Keep a
copy of forwarded email in this mailbox" aus), und klicken Sie auf "Save changes":




JO

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (5.791MB/50GE)

Mailbox permissions Email apps

All apps allowed

Show in global address list Email forwarding
Applhed

Automatic replies More actions




<_

Manage email forwarding

" Forward all emails sent to this mailbox

The mailbox owner will be able to view and change these forwarding settings.

Forwarding email address

a41a0ba3566ed2091155f13e48eb6d4f8@mail-us.imiconnect.io

+ Keep a copy of forwarded email in this mailbox

- Stellen Sie sicher, dass die Weiterleitung ausgehender E-Mails an externe E-Mail-Adressen in
Ihrem Microsoft 365 Defender-Portal zulassig ist.






Informationen zu dieser Ubersetzung

Cisco hat dieses Dokument maschinell iibersetzen und von einem menschlichen Ubersetzer
editieren und korrigieren lassen, um unseren Benutzern auf der ganzen Welt Support-Inhalte
in ihrer eigenen Sprache zu bieten. Bitte beachten Sie, dass selbst die beste maschinelle
Ubersetzung nicht so genau ist wie eine von einem professionellen Ubersetzer angefertigte.
Cisco Systems, Inc. iibernimmt keine Haftung fiir die Richtigkeit dieser Ubersetzungen und
empfiehlt, immer das englische Originaldokument (siehe bereitgestellter Link) heranzuziehen.



