Fehlerbehebung: Warnung zum Ablauf eines
Zertifikats bei Smart Call Home-Zertifikat fur
Collaboration-Produkte
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Einfihrung

Dieses Dokument beschreibt die Lésungen fur die Warnung zum Ablauf von Zertifikaten
(Certificate Expiry Alert of Verisign Certificate, VeriSign_Class_3_Secure_Server_CA__G3.der) fur
Smart Call Home, die ab Februar 2020 in den folgenden Cisco Unified Collaboration-Produkten
ablaufen soll, die in diesem Dokument behandelt werden.

Cisco Unified Communications Manager (UCM)
Cisco Unified Communications Manager Session
Management Edition

Cisco IM and Presence Service (CUPS)

Cisco Unity Connection

Cisco Finesse

Cisco SocialMiner

Cisco MediaSense

Cisco Unified Contact Center Express

Cisco Unified Intelligence Center (CUIC)

Cisco Virtualized Voice Browser

Cisco Prime License Manager

Voraussetzungen

Anforderungen

Fir dieses Dokument bestehen keine speziellen Anforderungen.



Verwendete Komponenten

Die Informationen in diesem Dokument wurden von den Geraten in einer bestimmten
Laborumgebung erstellt. Alle in diesem Dokument verwendeten Gerate haben mit einer leeren
(Standard-)Konfiguration begonnen. Wenn |hr Netzwerk in Betrieb ist, stellen Sie sicher, dass Sie
die potenziellen Auswirkungen eines Befehls verstehen.

Hintergrundinformationen

Smart Call Home ist eine automatisierte Support-Funktion, die Cisco Gerate in Ihrem Netzwerk
Uberwacht. Mit der Call Home-Funktion kénnen Sie Diagnosewarnungen, Inventar und andere
Nachrichten an den Smart Call Home-Backend-Server kommunizieren und senden.

Uberpriifen Sie in diesem Abschnitt, ob Smart Call Home aktiviert ist.
Schritt 1: Wahlen Sie auf der Seite Cisco Unified Service (Cisco Unified Serviceability) CallHome >

Configuration (CallHome > Konfiguration) aus.

alali. Cisco Unified Serviceability
CISCY9  Eor Cisco Unified Communications Solutions

Swm v Do v Rols v Swp v | Cabkme v | ik -

Call Home
s — Coilip e
Cisco Unified Serviceaviiity

System version: 10.5.2.10000-5

VMware Installation: 4 vwCPU Intel{R) Xeon(R) CPU X7560 @ 2.27GHz, disk 1: 80Gbytes, 4006Mbytes RAM, Partitions aligned

Schritt 2: Uberpriifen, ob das Feld "Call Home" auf "Disabled" (Deaktiviert) oder "Enabled"
(Aktiviert) eingestellt ist

Call Home* N « | The remender 0o configune Smaet Call Home will conbnue 10 apoear on the bypn page untl 3 value 15 selectad

Customer Cont 000

Enabled(Smart Call Home)
Enablad(Anprmymous Call Home) |

Efmdnl Address®

Problem

Das VeriSign-Zertifikat (VeriSign_Class_3_Secure_Server_CA_-_G3.der), das standardmafig als
"tomcat-trust"-Zertifikat fir Smart Call Home auf Cisco Unified Collaboration-Produkten
bereitgestellt wird, l&uft ab Februar 2020 ab. Die folgende Ablaufwarnung kann unten angezeigt
werden:

$UC_CERT-4-CertValidLessThanMonth: % [Message=Certificate expiration Notification.
Certificate name:VeriSign_Class_3_Secure_ Server_ CA_-_G3.der



Unit:tomcat-trust Type:own-cert |
[AppID=Cisco Certificate Monitor] [ClusterID=] [NodeID=UCM-PUB.ciscolab.com]

Losung
Dieses Problem wird durch die Cisco Bug-ID CSCvs64158 dokumentiert.

Problemumgehung fiir Versionen ab 11.0(1)

Fuhren Sie die folgenden Schritte aus, um das abgelaufene Zertifikat zu 16schen
(VeriSign_Class_3_Secure_Server_CA__G3.der).

Schritt 1: Rufen Sie im Publisher die Benutzeroberflache fir die Cisco Unified OS-Verwaltung auf,
und klicken Sie auf Sicherheit > Zertifikatsverwaltung.

f.'.;'.k Cisco Unified Operating Syst x\-l-
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For Cisco Unified Communications Solutions administrator About

Show = Wv|my-|mw- Services ¥ Help ¥
Certificate Management
Cert Certificate Management
meﬁem
(YL MINTY esec contigration 2m Administration
Bulk Certificate Management
Session Management

VMware Installa inum 8180 CPU ® 2.50GHz, disk 1: 110Gbytes, 4096Mbytes RAM, Partitions aligned
Cipher Management

System version:

User administrator last logged in to this cluster on Wednesday, January 22, 2020 3:04:44 PM IST, to node 10.106.93.11, from 10.142.188.28 using HTTPS

Copyright @ 1999 - 2019 Cisco Systems, Inc.
All rights reserved,

This product contains eryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party suthority to
import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unifi mmunication m mentation web site.

For Cisco Technical Support please visit our Technical Support web site.

Schritt 2: Zertifikatsliste suchen, in der Common Name VeriSign enthalt
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administrator About Logout

alial  Cisco Unified Operating System Administration
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Certificate List

@'__!)mmsmw Eg'wr ertificate chain [ié) CSR

Status
[@ 1 records found

| Certificate List (1 - 1 of 1) Rows per Page 50 ~| |

Find Certificate List where | Comimaon Mame jl begins with l"\"erl‘San Find Clear Filter #I =

Distribution Issued By Expiration Dascription

| Cortificate = Commeon Hame Type T':.pv-
torncat-trust  WeriSign Class 3 Secure Server CA - G3 CA- RSA  VeriSign_Class_3_Secure_Server_CA_-_G3 VeriSign_Class_3_Public_Primary_Certification_Authority_-_GS 02/08/2020 This
signed certificate is

used by UCM
to
communicate
with Cisco if
Call-Home
feature is
enabled.

Generate Self-signed I Upload Certificate/Certificate chain ] Generate CSR |

Schritt 3: Klicken Sie auf VeriSign_Class_3_Secure_Server_CA__G3, und Sie sehen das Popup-


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs64158

Fenster, in dem die Details des Zertifikats hervorgehoben sind.

f.“.'.h Certificate List N\'I- ;Iglil
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- Status @ Status: Ready
@ 1 records found
- Certificate Settings
Locally Uploaded 21/01/20
Certificate List (1 - fof 1) File Name veriSign_Class_3_Secure_Server_CA_-_G3.pem Rows per Page| 50 ~|
5 . . Certificate Purpose tomcat-trust
Fimd Certificate List where Icommon Mar i
Certificate Type trust-certs
Cartificata * Common If| | Certificate Group product-cpi d By Expiration Description
— Description{friendly name) This certificate is used by UCH to communicate with Cisco if Call-Home featur — - B
toneat-trust  VeriSign Class 3 Secur oz anabled! ry_Certification_authority_-_GS  02/08/2020 This
certificate is
~Certificate File Data ;’“ L
[ = communicate
Version; V3 j with Cisco if
Serial Humber: SECC7AASA7032009B8CERCFAES520491 calnome
SignatureAlgorithm: SHALwithRSA (1.2.840.113549.1.1,5) “*‘T’ is
Issuer Name: CN=VeriSign Class 3 Public Primary Certification Authority - GS, OU=(c) 2006 enabled.

VeriSign, Inc. - For suthorized use only, OU=VeriSign Trust Network, O=VeriSign, Inc., C=US
Validity From: Mon Feb 08 05:30:00 IST 2010
To: SaktFeb 08 05:29:59 IST 2020
Subject Name: CN=VeriSign Class 3 Secure Server CA - G3, OU=Terms of use at
hittps i/ vew.verisign.com/rpa (c)10, OU=VeriSign Trust Network, O=VeriSign, Inc., C=US
Key: RSA (1.2,840.113549.1.1.1)

Key value:
3082010a02682010100b187841fc20045fSbcab2597a7 ada2 Je9chafic139bBabcac2acSbcteShbiSEedd
fddcesfeddddadd afdel(9c688b2e957bE99b13can 234 34c1f35bf 349762834881 7441887860253
c7fa326575633833b330a17b0d 049124 2d86 7d6412dcTa4 23431 1028 2961 d0b1SFca3abibees 388d0 ;I
FE2d0eRaB610cabs9a3dcask379c004835862950780845636d1 94 14ffS950c7b98d4c471b350be28b 38F

Generate Self-signed | Upload Certif

Delate Download .PEM File I Download .DER File I

. L

Schritt 4: Klicken Sie auf die Schaltflache Léschen, und eine Warnung wird angezeigt. Klicken Sie
auf OK. Das Zertifikat sollte von allen Knoten im Cluster geléscht werden.
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Certificate List

Status

@ Success: Certificsts Daleted

@ Restart Cisco Tomeat Service using the CLI "utils service restart Cisco Torncat” on all cluster nodes (UCM/IMP).

@ 0 records found

| Certificate List Rows per Page| 50 ~|

Find Certificate List where [Cnmmon Name jl begins with HlvaﬂSWn Find I Clear Filter I_@I —I

Ho active query, Please enter your search criteria using the options above.

Generate Self-signed | Upload Certificate/Certificate chain | Generats CSR

Fir alle anderen Versionen

Wir mussen die folgenden Schritte ausfihren, bevor wir das Zertifikat 16schen.

Schritt 1: Navigieren Sie zu Cisco Unified Serviceability > Tools > Control Center - Network
Services.
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Control Certer -
Waware Install Metwirk (R} Xeon{R) Platinum 8180 CPU & 2.50GHz, disk 1: 110Ghytes, 4096Mbytes RAM, Partitlons aligned
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ser administrator | Auscl Log ster on Wednesday, January 22, 2020 4:37:26 PM [5T, to node 10.106.93.11, from 10.106.93.51 using HTTPS
Configuration
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DR Management
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For Cisca Teachrcal Support pleass vissd our Tachmcal Sypport web site,

Schritt 2: Stoppen der Benachrichtigung zur Cisco Zertifikatsénderung auf allen Knoten im Cluster

r::: Cisco Unified Serviceability-1 =8| X
& DR M ’ @ || G, Search oD 4+ N @ =
T FIIUTTIT AL S Y WL ST Vice LB T T WL Sl & 10030 LT EUEY L UdYs LIUST1Y .
e« A Cisco DB Running Wed Jan 22 10:37:35 2020 1days 11:19:59 B
© & Cigeo DB Rephcator Running Wed Jan 22 10:37:36 2020 1days 11:19:58
© SHNMP Master Agant Risnning ‘Wad Jan 22 10:37:40 2020 1 days H §-H
s MIB2 Agent Running Wad Jan 22 10:37:41 2020 1 days
r Host Resources Agent Funning ‘Wied Jan 22 10:37:42 2020 1 days
" Systam Application Agent Runnmg Wad Jan 22 10:37:43 2020 1 days
r~ Cigco COP Agent Runnmg ‘Wad Jan 22 10:37:44 2020 1 days
r Cisco Syslog Agent Funning ‘Wad Jan 22 10:37:45 2020 1days 11:19:49
© Cisco Cartificate Expery Monibor Funning ‘Wed Jan 22 10;37:57 2020 1 days 11:19:37
& Ciseo Cartificats Change Notification Rusnning Wad Jan 22 10:37:58 2020 1days 11:19:36
© Cigco Tomeat Rusnning ‘Wed Jan 22 10:37:38 2020 1days 11:19:56
r Platform Communication Web Service Rusrining ‘Wied Jan 22 10:52:02 2020 1 days 11:05:32
r Cisco Smart Licénse Manager Rusrininig ‘Wed Jan 22 10:38:17 2020 1 days 11:19:17

Schritt 3: Fall von IM und Presence Server Stopp Platform Administration Web Services und Cisco
Intercluster Sync Agent



) &5 Cisco Unified Serviceability- x| 4 & x

€ OR wice/M v ; T BE 4+ & O =
Service Name Status Start Time Up Time =
L A Cigco DB Runining ‘Wisd Jan 22 11:46:08 2020 1 days 10:12:04
r & Ciseo DB Rephcator Risrining Wed Jan 22 11:46:00 2020 1 days 10:12:02
r Cisoo Tomeat Riarnng Wed Jan 22 11:46:13 2020 1 days 10:11:59
f SNMP Master Agent Rianning ‘Wed Jan 22 11:46:14 2020 1days 10:11:58
MIBZ Agent Running Wed Jan 22 11:46:15 2020 1 days 10:11:57
HOost Resourcas Agent Finning ‘Wed Jan 22 11:46:16 2020 1 days 10:11:56
System Application Agent Funning ‘Wed Jan 22 11:46:17 2020 1days 10:11:55
r Cisco COP Agent Funning Wed Jan 22 11:47:42 2020 1 days 10:10:30
r Cisco Syslog Agant Running Wed Jan 22 11:47:43 2020 1 days 10:10:29
r Cisoo Cartificate Expary Monitar Funnmg ‘Wed Jan 22 11:47:58 2020 1 days 10:10:14
I 0] Platform Adminestrative Waeb Service Funnlnu ‘Wed Jan 22 11:58:48 2020 1 days 09:59:23
T Platform Communication Wb Servios Rusrining ‘Wed Jan 32 11:48:08 2020 1 days 10:10:04

IM and Presence Services

Service Name Status Start Time Up Time
Cisco Sync Agent Rianning wed Jan 22 11:47:52 2020 1 days 10:10:20
Cisco Login Datastore Funning Wed Jan 22 12:08:29 2020 1 days 09:49:43
Cisco Route Datastore Runnimg Wed Jan 22 11:46:12 2020 1 days 10:12:00
Cisco Config &gent Funning ‘Wed Jan 22 11:48:09 2020 H
Cisco ObM Agent Funning Wed Jan 22 11:48:10 2020 8
~ Cisco Cliant Profile Agent Funnmg ‘Wed Jan 22 12:10:20 2020 1 days 09:47:52
I C Cisco Intarcluster Sync Agent IRunnlﬂu Wed Jan 22 11:47:56 2020 1days 10:10:16
r Cisca XCP Conhig Manager Risrirng ‘Wed Jan 22 11:47:55 2020 1 days 10:10:17
Cigon XCP Router Running Wed Jan 22 11:48:11 2020 1 days 10:10:01
Cisco Server Recovery Manager Risrining Wed Jan 22 11:47:54 2020 1 days 10:10:18
Cisco [M and Presence Data Mondtor Risnining ‘Wed Jan 22 11:47:53 2020 1 days 10:10:19
Cisco Presence Datastore Running Wed Jan 22 12:04:25 2020 1 days 09:53:47
Cisco SIP Registrabon Datastore RLnnimg Wed Jan 22 12:12:48 2020 1 days 09:45:24
Cisco RCC Devica Selection Service Finning ‘Wed Jan 22 11:48:13 2020 1 days 10:09:59
DB Services
Service Hame Status Start Time Up Time
Cisco Database Layer Monibor Runnimg ‘Wed Jan 22 11:48:10 2020 1 days 10:12:02
SOAP Services
Service Name Status Start Time Up Time
SOAP -Real-Time Service APls Runining Wed Jan 22 11:59:09 2020 1 days 09:59:03
SO&P Performance Monitaring AP[s Risnining Wed Jan 22 11:59:09 2020 1 days 09:59:02
S0P -Log Collection AP1s Risrining ‘Wed Jan 22 11:59:09 2020 1 days 09:59:02

Schritt 4: Loschen Sie das Zertifikat auf allen Knoten einschlief3lich IM und Presence wie in
Abschnitt Problemumgehung ftir 11.0(1) und héher in diesem Dokument beschrieben.

Schritt 5: Starten Sie den Dienst, der in Schritt 2 beendet wurde. und Schritt 3.

Hinweis: Wenn Sie das Zertifikat Id6schen und ein Upgrade vor dem 7. Februar 2020
durchflihren, wird das Zertifikat nach dem Upgrade erneut angezeigt und muss erneut
entfernt werden. Bei Upgrades nach dem 7. Februar 2020 wird das Zertifikat nicht erneut
hinzugeflgt.

Verldngerungsverfahren fiir Smart Call Home-Zertifikate

Wenn Smart Call Home deaktiviert ist, ist nach dem Loschen des Zertifikats keine weitere Aktion
erforderlich. Wenn Smart Call Home aktiviert ist, gehen Sie wie folgt vor

Schritt 1: Kopieren Sie den Zertifikatsinhalt aus den Smart Call Home-Zertifikaten im UCM-
Administrationsleitfaden.
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Hinweis: Das gleiche Zertifikat gilt fir Version 10.5 und hdher.

Schritt 2: Laden Sie die .pem-Datei pro Screenshot als tomcat trust in die GUI-
Zertifikatsverwaltungsseite von Cisco Unified OS Administration hoch.

Cisco Undfied OS5 Admanistration

Mavigation
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Schritt 3: Uberpriifen Sie, ob QuoVadis_Root_CA_2 als tomcat-trust aufgefiihrt ist, indem Sie



Zertifikat finden, in dem der Common Name QuoVadis enthélt.

alili.  Cisco Unified Operating System Administration LERIEELEELY Cisco Unified OS Administration
cisco

For Cisco Unified Communications Solutions administrator About

Show * Seftings v Secwrty * SoftwareUpgrades » Services ¥ Help v

Certificate List

(8] Generste seitsignes 73 Uy Cattcatercentcats chain (51 Generate SR

Status
[@ 1 records found
Certificate List (1 -1 of 1) Rows per Page| 50 =)
Find Certificate List wherel Common Name jl begins with ;”Quo\ladis ml Clear Filter ﬂﬂ
Cartificate Cormmon Name Type Key Type Distribution Issued By Expiration Description
tomeat-trust Quovadis Root CA 2 Self-signed RSA QuoVadis_Root_CA_2 QuoVadis_Root_CA_2 11/24/2031 Signed Certificate

Generate Self-signed | Upload Certificate/Certificate chain I Generate CSR |

Fir Cisco Prime License Manager
Fir Prime License Manager 10.5

Das abgelaufene Zertifikat (VeriSign_Class_3_Secure_Server_CA_-_G3) kann durch Anwenden
dieser COP-Datei aus dem System geléscht werden (ciscocm.plm-

CSCvs64158 remove sch cert C0050-1.k3.cop.sgn). In der Readme-Datei finden Sie
Installationsanweisungen.

Fir Prime License Manager 11.5

Das abgelaufene Zertifikat (VeriSign_Class_3_Secure_Server_CA_-_G3) kann durch Anwenden
dieser COP-Datei aus dem System geléscht werden (ciscocm.plm-

CSCvs64158 remove sch cert C0050-1.k3.cop.sgn). In der Readme-Datei finden Sie
Installationsanweisungen.



https://software.cisco.com/download/redirect?i=!y&mdfid=286265616&softwareid=282204704&release=COP-Files&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286265616&softwareid=282204704&release=COP-Files&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286308839&softwareid=282204704&release=COP-Files&os=&beta=n
https://software.cisco.com/download/redirect?i=!y&mdfid=286308839&softwareid=282204704&release=COP-Files&os=&beta=n
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